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1. Symbols
Symbol Meaning
n,d, s Sample size; dimension of feature vectors; sparsity
A B Between-class covariance matrix; within-class covariance matrix

)\z(A)v )\max(A)a )‘min(A)
Ui(A)a O'max(A)y Umin(A)
- [l
- Il
Ay

¢, Gs

i-th, maximum, minimum eigenvalue of A
i-th, maximum, minimum singular value of A
Spectral 2-norm of a matrix

Frobenius norm of a matrix

Eigenvalue matrix of A

Eigenvector matrix of A

Constants

Differential privacy parameters

Step sizes

Number of iterations

Regularization term for whitening to ensure the matrix is full rank

Generalized eigenvector; optimal eigenvector
output eigenvector after ¢ iterations

the error between v* and v, which is v* — v;

Gaussian noise vector; s-sparse Gaussian noise vector after truncation

2. Experiments

Table 1: List of Symbols

In this section, we present additional experiments to demonstrate that our method is better
than the existing method. With step sizes set to 0.5 and 0.25 (as shown in Figures 1 and 2),
SR and RF represent the non-DP versions of DPSR (ours) and DPRF, respectively. The
results confirm that DPRF performs better without DP, as it uses an optimal vector as the
initial vector; however, this advantage disappears when DP is applied. In the RT-10T2022
dataset, our method outperforms the non-DP algorithm.

3. Matrix Sensitivity

Lemma 1 (Hu et al. 2023) The sensitivity of the between-class covariance matriz is

Lemma 2 (Hu et al. 2023) The sensitivity of the within-class covariance matrix is
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Figure 1: Compare performance
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Figure 2: Compare performance between DPSR (ours) and DPRF with step size 0.25.

4. Proof of Theorem 11

Although GEP is applied in various methods, we will focus on FDA. This is because, in other
dimension reduction methods, the matrices A and B corresponding to GEP are related to
the covariance matrix. Therefore, the proof in the context of FDA can be generalized to

other methods.
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Theorem 11 (restate) The sensitivities of V.J1 and V.Ja are bounded by % and %, re-
spectively, where C1,Cy are constants, n is the sample size, and & > 0 s the regularization

ratio, where VJ; = 2Bv, VJy = 2Av and v is a unit vector.

Proof Given two neighboring samples X and X', we assume that the GEP problem we
are currently addressing is FDA. For the sensitivity of V.J;, we denote that B and B’ are
within-class covariance matrices of X and X', respectively. Then the sensitivity of V.J; is

1) 12
2By —2B'v]> <2+ [B- B2 vl <2 [B- B> < —.

By Lemma 2, inequality (1) is true.
For the sensitivity of V.Js, we first fix B and denote that A and A’ are between-class
covariance matrices of X and X', respectively. Then the sensitivity of V.J5 is

. . . 2) - 8
I2Av —2A'v[2 <2 |A = A|l2 - |[v]2 < 2-[|(®B) " (A — A") @52

3) —I\TFT ’ -1
<2-[[((Ap+£I)72) @pll2-[[A - Alllz- [|[®a(AB +£I) 2|2
1

DA + €D EE = 1 o2 (Ap +€D)2)

N

omin((AB + €I)) — né

Since A = ®LAdp and &g = Bp(Ap + £I)72, inequality (2) and (3) hold. As ®p is
orthonormal matrix implies ||®gl||2 = 1 and by Lemma 1, inequality (4) holds. Since Ap
is diagonal matrix and each entry is nonzero, we have the maxima value of (Ag + 1)~ ! is
one over the minima value of Ag + £I. Hence, inequality (5) holds.

Next, we consider the case where matrix B is not fixed. Then,

|12Av —2A'v|]s <2 ||(®B) A®p — (D) A'®g||2
<2.-|(®B)"A®Pp — (®p) A'®p + (Pp)  A'®p — (Pp/) A'®p |2
<2-|(®p) A®p — (Bg) A'®g|2+ 2 |(®B) A'®pE — (Pp/)  A'Pp/2
16 - 5 - 5
< —=+2||(®B) AP — (®p/) APy

ng

Recall the within-class covariance matrices B and B’, we have nB — (n — 1)B’ =
Yice, (@i — pa)(wi — 1) T = Yieey i (@i — ph)(wi — p)) T, where py = -3, @i and
Wy = ﬁ Y _iccy izn Ti- 1t s clear that py ~ ) as ny is large enough. Thus, nB—(n—1)B’ ~
(xp — p1)(zy —p1) . Le., B = @B’ + L2y — ) (zn — 1) 7. So, we have B ~ B’ as
n is large enough. Therefore, ||(®p)' A’®p — (®p/)  A/®Pp/|2 = O(nig) To support this
approximation, we conduct a series of controlled experiments under various £ and sample
size conditions. When ¢ is not too large, the empirical results tend to exhibit behavior
consistent with the theoretical bound of O(n%) These numerical experiments are provided
in the appendix for reference.

|



(Remarks: The above argument requires n and n; to be large enough. In the appendix, we
estimate the gaps between our analysis and empirical study. It indicates that the solutions
converge when n is large enough. For small data set or imbalance data, it needs more
rigorous analysis to justify our argument. )

5. Proof of Theorem 14

As shown in Fact 12 and Fact 13, one fundamental property of Gaussian distributions is that
the linear combination of two Gaussian distributions is also Gaussian. Another important
property is the Gaussian tail bound.

Fact 12 IfX,Y arei.i.d N'(u,c?) and a,b are constants, then aX +bY ~ N ((a+b)u, (a®+
b?)o?)

/2

Fact 13 If X ~ N(0,0?), then the standard Gaussian tail bound is Pr[|X| > t] < e 202,

20
when t > NS

Lemma 14 Let ¢ € R? be a Gaussian noise vector with each entry ¢; ~ N(0,02). Then,
we have with probability at least 1 — (3,

I¢llz < O(oy /dlogg).

2

t
Proof By Fact 13, we have Pr[|¢;| > t] < e 202, where (; is sampled from N(0,02). We
can use Gaussian distribution tail-bound to bound the maximum norm of the vector (.

+2

1)
PrlClloe = ] = Prlli| 2t U+ UGl = ] < d- PrllG| = ] < d- e 22,

+2

(1) is by the union bound. Let the failure probability 8 < d - e 202. Then, we can get
t < O(o4/log %) Finally, by the relation between fo-norm and ¢s-norm, we have [|{||2 <

V- |[¢]le < O(oy/dlog ). =

Lemma 15 (Stewart 1979) Let M and N be d x d symmetric matrices. Then, for all
ie{l,..,d},
)\z(M) + )\min(N) S )\z(M + N) S )\z(M) + /\max(N)-

Theorem 14 (restate) With Algorithm 2 and if we set the step size np = m,
then with probability at least 1 — j3,

. O(\/dlogifg log (1)

where v, is the optimal eigenvector 0f]§ and vy, is the output vector after Step 4 of Algo-
rithm 2.

); (1)

Vi = V2
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Proof Let v; be the t-th iteration vector in Step 3 of Algorithm 2 and v, be the optimal
eigenvector of the matrix E, which means Ev* = A\, for some \,. Then, the error
between v; and v, is v, — vy, denoted as e;. We define the error function as E(v) =
F(vi — v) ' B(v, — v). If v = v,, then E(v,) = 0. On the other hand, the error function
can be expressed as:

B(v) = 2 (v, — v, B(vs — v)) =

—_

. 1 . 1, - 1
(Vi, Bvy) — §<V*,BV> - §<V7BV*> + §<V,BV>

D—‘[\D‘

= 2(v*,]:3>v*> — (v,Bv,) + §<v,]§v).

Hence, the gradient function of E(v) with respect to v is VE(v) = Bv — Bv,. By the
gradient descent method, we obtain the following:

Vir1 = vi —nBVE(vy) = vy — UBE(Vt — Vi) = Vi — Vg = Vi — Vi — UBB(V* — Vi)
= €441 = € — 773]391‘, =(I- UBB)et, (*)
where np is the step size. Based on the above formula, we can further analyze its ¢s-norm.
ledllz = (T —npB)er1]l2 < [T —npBll2- le;—1ls = max {[1 — neA\i(B)[} - ler1ll2

= max {|1 = 15 Amax(B)| |1 = 75 Mmin(B)[} - [lec1]l2

(2 )\max(B) - /\min(]g) . Amax(B) - )\min(B) t .
- . ller—1]l2 < - - lleoll2,
)\max(B) + )\mln(B) )\max(B) + )\min (B)

where )\i(]g), )\max(]?)) and )\min(B) is the i-th eigenvalue, maximum eigenvalue, and min-
imum eigenvalue of the matrix B, respectively. Equality (1) is true by setting np =

2 . . . . . .
o B) e B) The previous derivation is only applicable to the noiseless case. Now,

we introduce Gaussian noise into the derivation of the error bounds, starting from the
gradient function.

ers1 =e; —1pBey + ¢, = (I - npB)e; + ¢,
where ¢, is i.i.d sampled from N(0,0?). Since B = B + ¢I, by Lemma 15, we have

)\max(B) + )\min(gI) < Amax(B + 51) > max( ) + Amax( )
Amin(B) + )\min(fI) S )\min(B + fI) S mln( ) + Amax(g:[)

On the other hand, by Lemma 1, we have ||Blj2 < 1, that is, omax(B) < 1. Since B is
symmetric matrix, omax(B) < 1 implies Amax(B) < 1. Since A\;({I) = ¢ for any i and
Ai(B) > 0 (B is positive semidefinite), we have Apax(B) < 1+ ¢ and € < Apin(B). Hence,

we have the followings:

Amax(B) = Amin(B) | _ Duax(B) L\ @ 2,
Amax(B) + Amin(B) Amax(B) + Amin(B) 1 4 Amin(B)

Amax(]%)

—~
w

=

[\

24 2¢ 1
< —1= .
L+ 5 1+2¢ 1+2¢

IN



By dividing both the numerator and the denominator by Amax(B), Equality (2) holds.

Since the smaller ’\’“L(BA)) is, the larger ﬁ is, then inequality (3) holds . We have
e Amax (B)

< Amax (B)_)\min (B)
Atrlax(ﬁ)'f'/\min (E)

5 (4) d
lecrillz = [[(T—nsB)e: + il < vp - [ledl2 + [[Cillz < va - |let]l2 + O(oy | dlog B>
t +—1 d
<vg-leolz+ [1+vp+-- +vg']O(0 dlogg).

Since by Lemma 14, we have ||¢]| < O(o,/dlog %) with probability at least 1 — /3, then

) <3 +2§, denoted as vg. Hence, the error bound is

log (1/6
O( g(/))

ne

inequality (4) holds. Since o = , the error bound is

1 —vg dlog (d/B)log (1/6
lemlz < VB + 12 oY/ A0e(d/B) 1o 1/3),
— VB ne
<vg + O(\/ og (d/B) og(/))
l—vg ne
(6)
< leog (4/5)log (1/5),
ne€
Note Vg} > 0 implies 1 —v < 1, so inequality (5) is true. With =~ = ;=1 = 1+ 9¢, we

1+2¢
~ < O( ) when & < 3, so inequality (6) holds. Besides, we can set m = O(log(n))

have

m dlog (d/B)log (1/6
1+2§) < O( g ( {%) g(/))

ne

and £ > Q <( dlog (@/5)108 1/0)y =) _ 1 then v = (

Hence, we now have a more concise error bound for v, and v,

\/dlog (d/B)log (1/0)

leml = IIv. = vinll2 < O e )

|
6. Proof of Theorem 15
Theorem 15 (restate) With Algorithm 2 and if we set the step size ng = 2

)\max (A)"l‘)\mm(A) ’
then with probability at least 1 — 3,

<o \/dlog ) log ()
mH2 neg )7

vl —v

(2)

where Vv, is the optimal eigenvector of A and v, is the output vector after Step 11.



PRIVACY-PRESERVING GENERALIZED EIGENVALUE PROBLEM

Proof Since the proof strategy is similar to Theorem 14, similarly, we can derive the
following formula:

V/dlog (d/B)log (1/6)

neg

lefll2 < v + O(

),

where €], is the error between the optimal eigenvector and the output eigenvector in Algo-
rithm 2 of the matrix A. We present the bound of )\max(A) and )\mm(A) We have

b1 Loy Lt
Ve Ve 3

Amin(A) > LI 1 > 1 1
AT T @A AN ey T, T VIFETVITE T

Amax(A) = [|Al]2 < ||¢>T./\‘1/2AA‘1/2

The inequality holds because £ < \;(B) < 1+ ¢ implies < - _ = )\i(Afl/ 2) <2

\/£+ \i(B) B Ve

AII]E)J(('A') ITHI](A') 1 _ 2 P

We have N (A) e (A) < 5o denoted as v4. Setting ngq = T (A (A and £ =
Q <( dlog (dii) log(l/é))_i - 1>, we have the above result. [ |

7. Proof of Theorem 16
Theorem 16 (restate) With Algorithm 2, Theorem 14 and 15, we have,

dlo log (%
1= (o7, ¢n) < O i;%f%hj (3)

where ¢* is the optimal generalized eigenvector of symmetric-definite pair {A,B} and ¢ is
the output vector of Algorithm 2.

Proof According to the half-angle formula, we can derive the following formula:

- -
*||¢ —bnli=7 II‘I’EVL—‘I’BV%H%-

Through the proofs of Theorem 14 and 15, we can conclude that.

\/dlog (d/B)log (1/9) \/dlog (d/B)log (1/9)
neé ne§

Based on this, we need to rearrange the original formula and derive the final result.

Vs = Vinl2 < O( ), VL= vpll2 < )-

| @5V, — @Vil2 = @V, — PaV,, + PrV), — gVl
< | @p(Vi —vy,) + (P — P)vy,ll2
. _, B
< [ (Vi — vi)ll2 + [[(P5 — ) Vil



For the first part,

. . W 1 dlog (d/B) log (1/9)
125 (Vi —vi)ll2 < | @gll2- [V = Vil < —= 0(\/ et

3

)-

- _1
Since || @42 < ||'I>BAB2)H2 <1-: ﬁ, inequality (1) is true. The second part is

(@5 — ®p)Vvill2 < |5 — Rgll2 - [VIn]l2 < |®5 — gll2-

To derive |5 — @BHQ, we first need to derive the following formula:
w1 -3 « —1fp—1 £ —11
1AL ™2 = A 7o = @5 B2 @) — 1B 2],
x —1—1 £« * —1H-1 £«
=@ 'B 2<I>B—'I>BlB 2<I>B+'1>BlB 295 — @ 'B” 1®4]l2

_ _ A1 * 151 *
<@ - @ )BT IR la + (|8 B2 (R — @)

<||@y" — Lo B 20y o + [SFBE] - [®F — B2

By eigendecomposition, we have B = <I>*BA*B ’]‘3_1, then

S — ) * * 7% * —1  —2
IB7211 2 05 (A7) “@p M2 <1 AE e 1<

-

. . V
Equation (2) holds. On the other hand, since we have [le,[2 < O( dlog (dé i ) log (1/0) ),

and <I>’]i3 — ®4 represents the errors between d eigenvectors. Hence, we have 'I>* Py
1 d
e

lel,, - ,ed], where el, is the error of the i-th eigenvector. In addition, we can normalize

and orthogonalize each error vector, that is, el, = u’- O( dlog (dé,f{) 1og(l/é)) with [Jull]z = 1

for all i € {1,---,d} and (u’,u/) =0 for all i # j. We can get that

dlog( ) log % dlog( )log 4
), @ :
)H[uv ,II]HQ—O( n€£ :

@5 — Pgll2 = O et

Equation (3) holds because the ¢3-norm of an orthonormal matrix is 1. Hence, we can get
that

c-_aTh < Lo \/dlog (d/B)log (1/9)
1572 —Agile< 20 net )-
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Next, we discuss the derivation process for

=
=

|8 — Bplle = DAL — DAL [ < [BEAL 2 — BHALT + BHALE — DALt

< @5 (AL 2 — Az + (@ — ®) A2,
_1 -1 N _1
<[ @gllz- A2 = Ag’ll2 + [[ @5 — pll2 - [[A5* ]2

1, mog (@/B)log (1/9), \ o V/dlog (d/8) log (1/0), 1

VE nes nes VE
1, mog (d/B)log (1/9)
VE neé

Hence, the second part is

IN
—_

IN

)-

1 O(\/dlog (d/B)log (1/0)
Ve neg

Finally, through the preceding derivations, we can establish the following:

(@5 — @) Vil < ).

) 1. Loae s

~ - , 2
||<I>BHz VL = Vi 2+ | @5 — <I>B|rz : ||vm|rz)
mog (d/B) 1og(1/5>)
nek

dlog (d/B)log (1/6)

< O n2e2¢2 )-

8. Proof of Theorem 17

In the high-dimensional case, we assume d > n and analyze whether the truncated operation
causes significant errors. Specifically, we examine the effects of the truncated operation on
Gaussian noise and eigenvectors obtained through gradient descent. We first focus on
the error caused by Gaussian noise. Unlike the proof of the error bound in the high-
dimensional case (Hu et al. 2023), they add noise to the symmetric matrices, which allows
them to introduce the condition of sparse vectors when proving the fo-norm error bound.
In contrast, intuitively, although the initial Gaussian noise we add is d dimensional, only s
dimensions will be affected by the noise after performing the truncated operation. After the
truncated operation, the following lemma presents the fo-norm of a Gaussian noise vector.

Lemma 17 Let ¢ € R? be a Gaussian noise vector with each entry ¢; ~ N(0,02). Then,
after the truncated operation, we have with probability at least 1 — 3,



where { is the s-sparse Gaussian noise vector after the truncated operation.

Proof By Lemma 14, with probability at least 1 — 3

IClleo < O(0 log;l).

Since the truncated operation leaves at most s nonzero entries in the vector, it implies that
only s indices remain nonzero in the Gaussian noise. Consequently, we derive the following

equation:
d
I ll2 < Vs[ICll2 < O(oy [ slog B)

Theorem 17 (restate) With Algorithm 4, with probability at least 1 — 3, the output gener-
alized eigenvector ¢, of Algorithm 4 satisfies

slogdlog (1/9)
n2e?

where @} is the optimal s-sparse generalized eigenvector of symmetric-definite pair {A, B}
and s is the sparsity of eigenvectors.

Proof We show how the error caused by the truncated operation (Algorithm 3) does not
affect the error bound after adding Gaussian noise in Algorithm 4. Recall that in Theorem
4 (non-truncated), we have the t-th iteration error in Step 3 of Algorithm 2 from Equation

(*)):
err1 = Vi —vir1 = (I—npB)-e; = (I—npB) - (v — Vi),

where e; = v, — vy, €9 = v, — v, and v, is the t-th iteration vector in Step 3 of Algorithm
2, and vy, Vv, is the initial vector and optimal eigenvector of matrix B, respectively.

Using the analysis of Algorithm 2, we derive the error bound for Algorithm 4. If we
apply the truncated operation to the t-th iteration vector v; in Step 4 of Algorithm 4, we
obtain the following inequality from Equation (*).

err1=vi—vipr = I —npB) - (v — (V)s),
where vy is the t-th iteration vector in Step 3 of Algorithm 4 and (v;)s is obtained from vy

through a truncated operation and QR decomposition (Step 5 of Algorithm 4). Move vy11
to the right side of the equation, and then subtract (v;y1)s from both sides, then we have

Vi — (Vir1)s = (I - UBB) (Ve = (Ve)s) + Vg1 — (V1) s-
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Hence, the fo-norm error bound is

(ers1)sll2 = [(T—nBB) - (vi — (ve)s) + Ver1 — (Vis1)s]l2
1) max(]:)’) mln(B)
< ( rorc(B) 1 A (B )> Jled)sllz + [Vitr — (Vig1)sl2
<ve-lle)sll2+2 < vt - ll(eo)sll2+ (L+vp+-- +vp) -2

(2
< v |l(eo)sll2 +

—~

1
1—

1
5)7

where (e;)s = vi — (v¢)s. Since ||I — n5B|2 = max{|1 — 78 max(B)], |1 — 78Amin(B)|} <
(Amax(B) min(B) 2

1 —
Ammx(B)“l‘)\mm(B)) - 1+2£ ~ VB (When nB - )\max(B)+>\mi (B)
1

®3) 1
o 2s v - [l(eo)sl +0(g) <Ol 5 ) +0(

), inequality (1) holds. Since

<1 dl Vg L
1+2§ and 1+ +vp = Tvg = 1-ug’

O(E) when £ < 5 , inequality (3) holds. We obtain the following inequality, incorporating
the error bound caused by adding Gaussian noise (Lemma 17).

\/slogdlogl (4) slogdlog1/d
I(et)sll2 < 0 5 ).

neé

v <

inequality (2) holds. Since 1711/3 = 1_|_i <

Since we assume d > n, inequality (4) holds when O(ivslogj:ogl/(s) > O(1). Finally, we can
similarly prove this theorem by Lemma 17 and Theorem 14, 15, and 16. |

9. Explanation of the Wilcoxon Test

In this section, we provide a detailed explanation of the Wilcoxon signed-rank test used in
our experiments, as well as the interpretation of the results shown in Table 3. The Wilcoxon
signed-rank test is a non-parametric statistical test used to compare two related samples,
in this case, the performance of DPRF and DPSR.

The results in Table 3 show the p-values associated with the Wilcoxon test. A p-value
less than 0.05 suggests that the difference is statistically significant, supporting the claim
that our method, DPSR, performs better than DPRF. On the other hand, a p-value greater
than 0.05 implies no significant difference between the two methods. The test results in
Table 3 confirm the statistical reliability of DPSR’s superior performance in most datasets,
except where challenges specific to the dataset occur.



Appendix A.

A.1. MNIST

Additional Experimental Results
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Figure 3: Spectral difference under varying n at fixed &.
mnist Empirical vs. Theoretical Upper Bound
f=1e-05 £=0.0001
30000 | —0— Empirical spectral difference 3000 —0— Empirical spectral difference
1 - 32 - 32
H aE reference e reference
© 250001 | o 2500
8 8
5 5
%; 20000 %; 2000
= 15000 = 1500
= =
g g
3 10000 8 1000
[=% ou
g %
5000 500
04 - 01 )
0 5000 10000 15000 20000 25000 30000 0 5000 10000 15000 20000 25000 30000
n (sample size) n (sample size)
£=0.001 £=0.01
3001 —0— Empirical spectral difference 304 | —0— Empirical spectral difference
32 32
- reference 1 — =+ 32 reference
o 2501 a g2s] | Ed
3 3
5 5 !
?,::, 200 5‘2 1
© 150 3
E E
8 100 3
o o
g 5
50
09 -0
0 5000 10000 15000 20000 25000 30000 0 5000 10000 15000 20000 25000 30000

n (sample size)

n (sample size)

Figure 4: Spectral difference under varying ¢ at fixed n.



A.2. a9a

PRIVACY-PRESERVING GENERALIZED EIGENVALUE PROBLEM

n=3500

a9a Empirical vs. Theoretical Upper Bound
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Figure 5: Spectral difference under varying n at fixed &.
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Figure 6: Spectral difference under varying ¢ at fixed n.
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i0t22 Empirical vs. Theoretical Upper Bound
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Figure 7: Spectral difference under varying n at fixed &.
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Figure 8: Spectral difference under varying ¢ at fixed n.



A.4. Dota2
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Figure 9: Spectral difference under varying n at fixed &.
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Figure 10: Spectral difference
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under varying £ at fixed n.



A.5. Fashion-MNIST

fashionmnist Empirical vs.
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Figure 11: Spectral difference under varying n at fixed &.
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Figure 12: Spectral difference under varying ¢ at fixed n.



PRIVACY-PRESERVING GENERALIZED EIGENVALUE PROBLEM

A.6. CIFARI10

cifar10 Empirical vs. Theoretical Upper Bound
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Figure 13: Spectral difference under varying n at fixed &.
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Figure 14: Spectral difference under varying £ at fixed n.

Additional experiments are conducted on six datasets:
Dota2, CIFAR10, and IoT22. We examine the value of ||

MNIST, Fashion-MNIST, a9a,
(@) AP — (Pp/) A'®Pp/|>

under varying conditions of the sample size n and regularization parameter £. For each



dataset, two sets of plots are provided: one where £ is fixed and n varies, and one where n
is fixed and £ varies.

Notably, on MNIST and Fashion-MNIST, the empirical spectral difference tends to
deviate from the expected O(1/(n)) behavior when £ is not sufficiently small. This suggests
that the bound may not hold tightly when the regularization parameter £ is relatively large.
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