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1 Proof of Theorem 3.1 (Lower Bound)

Theorem 1.1 (Deletion capacity from unlearning via DP, Lower Bound (Theorem 3.1 in Submission)).
Suppose VW C R?, and fix any Lipschitz convex loss function. Then there exists a lazy (¢, 0)-unlearning
algorithm (A, A), where A has the form A(U, A(S),T(S)) := A(S) (and thus, in particular, takes
no side information) with deletion capacity

AA ENQ
mei (@) 29( dlog(l/é))

where the constant in the §)(-) only depends on the properties of the loss function.

We first restate some useful results before diving into the proof, starting with some results on
Concentrated DP (zCDP).

Proposition 1.2 (k-distance group privacy of p-zCDP [Bun and Steinke} 2016, Proposition 1.9]). Let
M : X" — Y satisfy p-zCDP. Then, M is (k?p)-zCDP for every X, X' € X™ that differs in at most
k entries.

Lemma 1.3 (zCDP mini-batch noisy SGD [Feldman et al.| [2020]). Fix any L-Lipschitz convex loss
function over a convex subset B of R? of diameter D. Then there exists an algorithm A which satisfies
(p?/2)-zCDP with excess population loss:

E|F(0) —gggﬂeﬂ < 0<DL' (;ﬁ * ﬁ))

where the expectation is taken over the randomness of A.

Proof of Theorem[I.1] The proof follows the same setting as in [Sekhari et al| [2021]]. The main
change is that we apply group privacy bounds in terms of zCDP instead of the standard DP guarantee
provided by [Bassily et al.l 2019} Theorem 3.2].

We first establish a tighter bound for algorithm that achieves m-entries group privacy via Lemma
Feldman et al.|[2020] provides a zCDP version of [Bassily et al.,|2019} Theorem 3.2] with p2 /2-zCDP,

hence by group privacy, we yield "”22” ®_2CDP by Propositionfor neighboring datasets differing

in m entries. Then, translating mzpz -zCDP to (g,9)-DP yields € = O (mp log (1/5))

By the above discussion, using this zZCDP-private learning algorithm with p = © (m) , We
get an excess population loss bounded by
v/dln (1
o pr(-L +mydn{/o) 1)
Vn en
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It only remains to show how the claimed deletion capacity bound follows from this excess population
risk guarantee. Construct, as discussed earlier, an unlearning algorithm A that returns the input
without making any changes (and in particular does not require any additional statistics 7'(S), and
satisfies the laziness assumption). Since A is (g, d)-DP, for any set U C S, |U| = m,and W C W,

Pr[A(S) e W] <e*Pr[A(S) e W]+4
Pr[A(S") e W] < e*Pr[A(S) e W]+
. But since A(U, A(S)) = A(S), this readily yields, letting S" :== S\ U:
Pr[A(U, A(S)) € W] < e Pr[ AW, A(S)) € W]+
Pr[A(0,A(S") e W] < e*Pr[A(U, A(S)) e W] + 6
which implies that (A, A) is indeed (&, §)-unlearning for U of size (up to) m.

Recalling the definition of deletion capacity, we finally deduce from (I)) the deletion capacity with
excess population risk less than a:

A7A - ENc
meg (@) 2m = Q( dln(l/é))

where the O(-) hides constant factors depending only on the loss function (namely, the Lipschitz
function L, and the diameter D). O

2 Proof of Theorem 3.3 (Upper Bound)

Theorem 2.1 (Deletion capacity from unlearning via DP, Upper Bound (Theorem 3.3 in Submission)).
There exists a Lipschitz convex loss function (indeed, linear) for which any ¢, §)-unlearning algorithm
(A, A) which takes no side information must have deletion capacity

AA ENQ
meb () SO(W)'

Proof of Theorem 2.1] We will consider the following linear (and therefore convex and Lipschitz)
loss function £(6, S):

L(0,8):=—(0,) ) 2)
i=1
for dataset S of n points z1,...,x, € {—ﬁ, ﬁ}d. We also define the 1-way marginal query, i.e.
average, as:
1 n
S) = — - 3
q(8) = —~ ; x ©)

To establish our deletion capacity lower bound with respect to this loss function, we will proceed
in three stages: the first, relatively standard, is to relate population loss (what we are interested in)
to empirical loss — which allows us to focus on the existence of a “hard dataset.” The second step
is then to establish a sample complexity lower bound on the empirical risk (for this loss function)
of any (e, §)-DP algorithm, via a reduction to differentially private computing of 1-marginals. This
step is similar to the one underlying the (weaker) lower bound of [Sekhari et al.| [2021]] (itself relying
on an argument of [Bassily et al.|[2019]), although a more careful choice of building blocks for the
reduction already allows us to obtain an improvement by logarithmic factors.

Third, lift this DP lower bound to a stronger lower bound for DP with respect to edit distance m.
This step is quite novel, as it morally corresponds to establishing the converse of the grouposition
property of differential privacy (for our specific setting), a converse which does not hold in general.
Our argument, relatively simple, will crucially rely on the linearity of our loss function.

We omit the details of the first step (reduction from population to empirical loss) in this detailed
outline, as it is quite standard. For the second step, our starting point is the following lower bound of
Steinke and Ullman:
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Theorem 2.2 (Lower bound for one-way marginals [Steinke and Ullman, 2016, Main Theorem]). For
every e € (0,1), every function § = §(n) such that § > 27°") and § < 1/n'+t?(), and for every
a < 1/10, if A - {£1}*d — [£1]4 is (e, §)-differentially private and E[||A(S) — q(S)|l] < ad
(i.e., with average-case accuracy a) for all S € {£1}"*%, then we must have

. Q( dln(1/5)>.
EQx

Using this lower bound as a blackbox, we then can adapt the argument of [Bassily et al., 2014,
Lemma 5.1, Part 2] to obtain the following stronger result:

Lemma 2.3 (Lower bound for Privately Computing 1-way Marginals). Letn,d € N,e > 0,27°" <
§(n) < 1/n* W), Forall oo < 1/10, if Ais (e, 8)-differentially private. Then, for S C {:I:%}"Xd,

one must have
E[|A(S) — q(S)|2] = min(a,Q(‘W)) 7

where q(S) = 2 3" | x; as before. Moreover, this still holds under the assumption that ||q(S)|> €
[M=1 MAL] yhere M = Q(min(na, 7\/@)).

Proof of Lemma[2.3] Our proof follows the same outline as in Bassily et al.| [2014], but using the
result of Theorem [2.2]as a black-box instead of the packing argument of Bassily et al.|[2014]]. Before
doing so, we have to translate the result from Theorem [2.2]into our setting, and handle the slightly

different choice of parameterization ({4-1}¢ instead of {£1/v/d}9).

Letn, = C - Y—— dln (1/9) , where C' > 0 is (strictly smaller than) the constant hidden in the Q(-)
of Theorem. By contradlctlon suppose that, for some n < n,, we have an (e, §)-differentially
private algorithm A that takes in a dataset S C {i }”Xd and outputs an estimate .A(S) of ¢(.5)
with expected Lo error oe. Rescaling, we get that the algorithm A’ which, on input S’ C {41}"%4,
computes S == S'/v/d C {:tﬁ}”d and outputs v/d - A(S) is (1) (¢, §)-DP by post-processing,
and (2) since ¢ is linear, has error related to that of .4 by

E[|A'(S") — a(5")ll2] = Vd - E[IlA(S) — a(S)]2] < V-« ©)

However, by Theorem[2.2] A" must have expected L error at least ad since n < n,. By Cauchy—
Schwarz,

ad < E[JA(S) (') 1] < V- E[IA(S) — o()]2 2vi. (avd) = ad

leading to a contradiction. So for n < n,, any (e, §)-DP algorithm to estimate ¢ must have expected
Ly error at least «, i.e., E[||.A(S) — ¢(S)]||2] > «. Further, one can see by inspection of the proof
of Theorem [2.2]that ||¢(.5)||> satisfies the assumption in the "Moreover."

Now, for n > n,, (assume, for simplicity and without loss of generality, that n — n,, is even), we use
a padding argument to establish the other part of the bound. Let .4 be any (g, 0)-differentially private
algorithm for answering g on datasets of size n. Suppose for the sake of contradiction, that A satisfies

Ne
E[lACS) = a(S)ll2] < — = - Q)
for every dataset .S of size n.

Fix an arbitrary point ¢ € {+1/v/d}?. Given any dataset § = (), ... z()) € {£1}7™ of

size n,, we construct S of size n as follows. Its first n,, entries are (! ) a:("@) then for the
remaining n — n, we have (1) the first [ *=*= | (i.e. the first half) of those entrles are all copies of c,

and (2) the remaining | “=*= | are copies of —c.

Note that we have

g(5) = 224(5)

n
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for every S, and in particular ||¢(S)||2 satisfies the assumption in the "Moreover."
Now, we define an algorithm A for approximating q on datasets of size n,, as follows. On input
S € {£1}Pme | A:

1. Computes S € {1} as above

2. Outputs ;= A(S )

Since A is already differentially private, Ais also (e,9)-DP due to the post-processing property of
differential privacy. Moreover,

B[146S) - a()1l] = || - A) - Zats)

a Ng

| = a4 - )

and so A achieves expected error strictly smaller than o on datasets of size n,; which contradicts
the first part of the lower bound we already established. So for n > n,,, any (g, §)-DP algorithm to

_C. ,/dlnu/a).

estimate ¢ must have expected Lo error at least == - «

Finally, we we have shown that for every n and every £ > 0, there is a constant C' > 0 such that every
(e, §)-differentially private algorithm .A answering the linear query ¢ must have, on some dataset S of
size n, expected Lo error at least

E[JA(S) - g(8)]2] = min <a,c. W)

ne

proving the lemma. O

Combining the above with the argument strategy of [Bassily et al.,|2014, Theorem 5.3] finally yields
the main lemma for the second step of our proof for Theorem |I. I}

Lemma 2.4 (Lower bound on empirical loss of (¢, §)-DP algorithms). Let n,d € N,e > 0, and
d = o(1/n). For every (8 0)-differentially private algorithm with output 6™, there is a dataset
S={z1,...,2,} C{—— f}d such that
TV * dlog(l/d)
E[L(67",S) — L(6*,5)] = m1n<a Q(n252
where 6" := ¢ %ﬁ 1117H is the minimizer of L0, S) := —(0, L 31" | @;) (which is linear and, as
such, Lipschitz and convex).

Proof of Lemma[2.4] This proof follows the same structure as that of [Bassily et al.| 2014, Theo-
rem 5.3] but adapt the bound in terms of expectation.

First, observe that for any § € B and dataset S we have:
* 1 *
£(0,5) = £(67,9) = S lla(S)l|2[16 — 6712,

since || — 0%|2 = [|6*(13 + (013 — 2(6,6*) = 2(1 — (0,0*)) using the fact that 0,0 € B have
6112, 16%[]2 = 1

Suppose that there is an (g, §)-differentially private algorithm A that outputs #P"*" such that, for
every dataset S C {—— %} we have:

E[L(6P™,S) — L(*,9)] <A

for a sufficiently small constant C' > 0, and some A > 0. We will prove a lower bound on A. To
do so, recall ¢(S) = 0* - [|¢(5)]|2; and that the lower bound from Lemma [2.3]still holds when the

dataset S is promised to be such that ¢(S) € [(M % 1)/n], for M = O(min(na, \/dlog(1/6)/e).



124
125

126

127

128

129

130
131
132
133
134

135
136

137

139

140
141
142
143

144
145

146
147
148
149

150
151

Consider the algorithm (private by post-processing) .A which outputs A(S) = %QW“’. Then, for
any dataset S such that || >"7" , z;|l € [M —1,M + 1],

1/2
E[IAS) - o(S)ll] < E[IA(S) - a(S) B =B |10 ()]
On the other hand,

M TV TV * M TV TV
B[ 1550 - a(s)1B| < 2( Bl Ble™ - o°13] + B[ 1507 — a0 13

2
— ala(S) B[, 5) ~ £6%,5)] +2 (5~ ()1 )

A(M +1)

. 2
pTIV _ *
- E[L(6P"™",S) — L(6*,5)] + 3

(asnflg(S)2 € [M =1, M +1))
4(M+1)A 2
< u +=
n n
By Lemma [2.3] we know that E[||.A(S) — ¢(5)||2] = min <cv7 C- W“s;l/é)> , for some absolute

constant C' > 0, in the worst case. Hence, we must have

B (o, A1),

n T n2g2 '

ne

recalling the setting of M, we get E[L(677, S) — L(6*, S)] = min <a, Q( 0“11(1/5)) > ) O

The above lemma establishes a lower bound on the empirical loss of any (e, §)-differentially private
algorithm. To derive from this our claimed lower bound on unlearning algorithms, we need to
introduce a dependence on m, the deletion capacity (i.e., number of points to unlearn). This is done
in the last (third) step of our argument, via a reduction which establishes a (restricted) converse to the
grouposition property of DP.

Recall that an algorithm M : X™ — Y satisfies (e, §)-DP for edit distance m if for every pair of
neighboring datasets X, X' that differ in up to m entries, and every S C Y:

Pr[M(X) e S]<e*Pr[M(X') € S]+ 4.
We apply this m-edit distance (£, 0)-DP on Lernmaby areduction that shows: for any differentially

private algorithm with respect to edit distance at most m must incur an empirical loss given by
Lemma 2.4

Lemma 2.5. Suppose there exists an m-edit distance (g, 0)-DP algorithm M that takes in a dataset
S of size n to approximate q(S) (as defined in (3)), with empirical loss ~y. Then, we can construct a
1-edit distance (i.e., standard) (e, §)-DP algorithm M’ that, on input a dataset S" of N = n/m data
points, approximates q(S’) to error 7.

Proof of Lemma[2.5] The reduction is quite simple: given M, construct M’ as follows for N = =
inputs:

M (z1,...,on) = M(T1, .., T1, T2,y T2y oy TNy ooy TN -
e — N — ——_— —

m m m
We immediately have that M’ is (g, §)-DP for the usual 1-edit distance between datasets, since
M is DP with respect to edit distance m. The sample complexity and error bound then follows
direction from n = N x m, where n > N, N € N,m > 1, and the fact that ¢(z1,...,zy) =
q(z1,...,21,2Z2,...,T2,...,TN,...,2N) due to the definition of g. O

Combining Lemma 2.5 with Lemma[2.4] we get that any m-edit distance (e, 6)-DP algorithm M
approximating q on datasets of size n = N X m must have error ~y at least

min(@ Q( d1og(1/5)>) min<a Q(m«/dlog(l/&))

Ne ne
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which, reorganising the terms and recalling the definition of deletion capacity, yields the claimed

bound on mf;;A, and hence completes the proof for Theorem O

The proof of Theorem 1.2 (the strongly convex case), restated below, is analogous to those of
Theorems and but using [Feldman et al., 2020, Theorem 5.1] for the upper bound (in-
stead of Lemma@]) and [Steinke and Ullman, [2016, Theorem 5.2] for the lower bound (instead
of Theorem [2.2)).

Theorem 2.6 (Unlearning For Strongly Convex Loss Functions (Theorem 1.2, restated)). Let f: W x
X — R be a 1-Lipschitz strongly convex loss function. There exists an (e, )-machine unlearning
algorithm which, trained on a dataset S C X", does not store any side information about the training
set besides the learned model, and can unlearn up to

ne/a
m=0 _neva
dlog(1/9)
datapoints without incurring excess population risk greater than o.. Moreover, this is tight.

3 Proof of (¢, 0)-unlearning properties

The laziness assumption defined below is essential for the proof, and a natural requirement for
practical applications.

Assumption 3.1 (Unlearning Laziness (Assumption 1.3 in Submission)). An unlearning algorithm
(A, A) is said to be lazy if, when provided with an empty set of deletion requests, the unlearning
algorithm A does not update the model. That is, A((, A(X), T (X)) = A(X) for all datasets X.

Theorem 3.2 (Post-processing of unlearning (Theorem 1.4 in Submission)). Let (/_1, A) be an
(e, 0)-unlearning algorithm taking no side information. Let f: W — W be an arbitrary (possibly
randomized) function. Then (f o A, A) is also an (g, §)-unlearning algorithm.

Proof. The proof follows exactly same as post-processing property of differential privacy. We
consider the case that f is a deterministic function here without loss of generality.

LetT = {r € R | f(r) € Y} and Y C R%. Consider for any J C R%:
Pr[ f(A(A(S),U)) € Y] =Pr[A(A(S),U) € T]
< e Pr[A(A(S),U)eT] +46
— & Pr[ f(A(A(S),U)) € ] +6
O

Under our laziness assumption, we can establish bounds on applying unlearning algorithm repeatedly
when the overall deletion requests is within the deletion capacity:

Theorem 3.3 (Chaining of unlearning (Theorem 1.5 in Submission)). Let (A, A) be a lazy (e,0)-
unlearning algorithm taking no side information, and able to handle up to m deletion requests. Then,
the algorithm which uses (A, A) to sequentially unlearn k disjoint deletion requests Uy, ... U, C X
such that | U; U;| < m, outputting

AUg, ..., AUy, A(X))...)
ke

=1 — O(kd) (for k = O(1/<)).

is an (¢',0")-unlearning algorithm, with e’ = ke and §' =6 -

Proof. We proceed by induction on n > 1. Given a pair of (¢, §)-unlearning algorithm (A, A) and
deletion requests D1,..., D, € S € R"™* such that | U; D;| < m['y* with D; N D; =, Vi # j for
i,7 € [n].
(1) Forn = 1:

Pr[A(A(S),D1) € T| < e™Pr[A(A(S\ D1),0) ] + 6

by the definition of (&, §)-unlearning. Hence the case n = 1 holds.
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(2) Assume n = k is true:

Pr[A(... A(A(S),D1),...,Dg) € T] < eF Pr[ A(A(S\ Dy),0)] +Z .5 (6)

(3) Then forn = k + 1:
L ® o _ pt
Pr[A(...A(A(S),D1),...,Dy11) € T] < e** Pr[ A(A(A(S \ Di),0), Dys1) ] + Zew.a

=0

= " Pr[ A(A(S\ Dy), Diy1) ] + ZeiE‘CS

(k+1)—1
< D Pr[ A(A(S\ Dyy1),0) € T'] + Z

where the first and third inequality result from the definition of (g, §)-unlearning and the second
equality is due to Laziness Assumption [3.1]

Hence, by induction, the claim holds for all n € N. O

Theorem 3.4 (Advanced composition of unlearning (Theorem 1.6 in Submission)). Let
(A1, A), ..., (A, A) be lazy (e, 6)-unlearning (with common learning algorithm A) taking no

side information, and define the composition of those unlearning algorithms, A as

where f: W* — W is any (possibly randomized) function. Then, for every &' > 0, (A, A) is an
(¢',8")-unlearning taking no side information, where ' = & + 1/2k1In (1/5").

Proof. The proof follows the same argument as in [[Vadhan| [2017, Lemma 2.4]. We consider the case
of § > 0 only as the § = 0 is same with the pure DP proof.

Fix two datasets, S (original dataset) and S’ == S\ U (“forgotten dataset™) where U is the set of
delete requests with |U| < m:;;A. Note that S, S’ differs in m entries.

For an output y = (y1,...,yx) € YV, define “memory” loss (which is just privacy loss in differential

privacy) to be:
PrlA(A(S),U) = y|
yl

L3 W) = A, 0)

where |£JS4”S/ (y)| <e.

Then, by [Vadhan, 2017, Lemma 1.5] we know that A;(A(S),U), A;(A(S"),0) are (&,6)-
indistinguishable, hence there are events £ = Ey A ... A Ey, E' =
w.p. at least 1 — k0 by, for all y;,4 € [k],

Eless )] — E[in PHAUO.0) = | B

Pr[A(A(S"),0) =y | E/
k Pr[ A;(A(S),U) =y | E; |
- ;Elln<Pr[Ai(A(S/)7®) =Y ‘ Eﬂ

where we observe that the expectation of the loss is just KL-divergence between the distributions of
A;(A(S),U) and A;(A(S"),0) conditioned on E and E’. Hence:

E[£57% ()] = ZDKL DI AE).0) < £
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where the inequality is a result from [[Bun and Steinke, 2016, Proposition 3.3] when v = 1. This
proposition is applicable because the conditional distribution of A; is (&, 0)-indistinguishable, which
shares the max-divergence definition.

Then by Hoeffding’s inequality where the loss is bounded by [—¢, €], with probability at least 1 — §’,
we have:

exp (—2,’“;) > Pr| £575 (y) > B|£55 ()] + ¢

> Pr[ﬁfﬁs' (y) > 252 + t}
:Pr[ﬁi"sl(y) >€'}

Now for §’ := exp(—%), wehave t = e1/2kIn(1/0') and &' := £ + £1/2kIn (1/0).

Hence, for any set T' € ):

Pr[ A(A(S),U) e T] < Pr[ciﬁs’ (y) > g'} + S Pr[AAS).U) = y]

yeT: L5 (y)<e’

<§ + Z e Pr[ A(A(S"),0) = y]

yeT: LS (y)<e’
< &' + ¢ PrA(A(S),0) € T

where the second inequality is from the definition of unlearning. Thus, along with an application of
[Vadhan, 2017, Lemma 1.5], this proves that A = (A1, ..., Ay) is indeed (¢/, ¢’ + kJ)-unlearning
w.r.t. learning algorithm A. O
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