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Abstract

Machine unlearning offers a practical alternative to avoid full model re-training by1

approximately removing the influence of specific user data. While existing methods2

certify unlearning via statistical indistinguishability from re-trained models, these3

guarantees do not naturally extend to model outputs when inputs are adversarially4

perturbed. In particular, slight perturbations of forget samples may still be correctly5

recognized by the unlearned model—even when a re-trained model fails to do6

so—revealing a novel privacy risk: information about the forget samples may7

persist in their local neighborhood. In this work, we formalize this vulnerability as8

residual knowledge and show that it is inevitable in high-dimensional settings. To9

mitigate this risk, we propose a fine-tuning strategy, named RURK, that penalizes10

the model’s ability to re-recognize perturbed forget samples. Experiments on vision11

benchmarks with deep neural networks demonstrate that residual knowledge is12

prevalent across existing unlearning methods and that our approach effectively13

prevents residual knowledge.14

1 Introduction15

The widespread use of user data in training machine learning (ML) models has raised significant16

privacy concerns, particularly when user data is memorized by models such as deep neural networks,17

and can later be extracted or reconstructed (Carlini et al., 2023; Li et al., 2024). This memorization18

violates regulations such as the “Right to be Forgotten” in EU’s GDPR (Voigt and Von dem Bussche,19

2017), which mandates that, upon a user’s removal request, an ML service provider must not only20

delete the user data from databases but also ensure its removal from the ML models themselves21

(Shastri et al., 2019). As a result, simply deleting the data is often insufficient; instead, re-training the22

model from scratch without the specific user data is necessary. However, this re-training process is23

computationally expensive and impractical in real-time or large-scale settings (Ginart et al., 2019).24

To address this challenge, machine unlearning has been proposed as a more scalable alternative25

that approximately removes the influence of the specific data (referred to as forget samples) from26

a pre-trained model, as a substitute for avoiding full re-training (Cao and Yang, 2015; Bourtoule27

et al., 2021). This approach, known as approximate unlearning, is often certified through statistical28

indistinguishability between the unlearned model and one re-trained without the forget samples (Guo29

et al., 2020; Chourasia and Shah, 2023).30

Theoretical formulations of approximate unlearning (cf. § 2) suggest that an unlearned model should31

behave similarly to a re-trained model on forget samples, for example, by producing similar predic-32

tions or classification accuracy. However, these guarantees typically apply only to the original samples33

and do not extend to their proximities, especially under imperceptible adversarial perturbations. In34

complex hypothesis spaces, even minor input changes can cause the unlearned and re-trained models35

to disagree in their predictions, creating an additional layer of privacy risk. A particularly concerning36

case is when a slightly perturbed forget sample is still correctly classified by the unlearned model but37

not by the re-trained one. This reveals the presence of residual knowledge—latent traces of the forget38

samples that still persist in the unlearned model (cf. Figure 1). Residual knowledge is a prevalent39
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Figure 1: The re-trained (brown) and unlearned (green) models are statistically similar but may have slightly
different decision boundaries (left), leading to disagreements on forget samples (right). Checkmarks and crosses
on the images indicate correct and incorrect predictions from the re-trained model (top) and the unlearned model
(bottom), respectively. Ideally—as shown with forget sample 1—both models should behave consistently across
the original and all perturbed inputs. Residual knowledge in machine unlearning is illustrated by comparing
prediction correctness: for forget sample 2, both models agree on the original sample, but the unlearned model
correctly predicts more of its perturbed variants.

issue. For instance, on the CIFAR-10 dataset, when subjected to a small perturbation norm (≈ 0.03),40

over 7% of the forget samples still exhibit residual knowledge (cf. Appendix C).41

In this paper, we study how adversarially perturbed inputs affect the indistinguishability between42

unlearned and re-trained models. In § 3, we show that adversarial examples can reliably distinguish43

between the two models, even under certified approximate unlearning. We formalize this observation44

by demonstrating that adversarial attacks can induce probabilistically distinguishable outputs. Further,45

using geometric probability (Talagrand, 1995), we prove that such disagreement is inevitable in high-46

dimensional input spaces. These findings underscore the need to explicitly incorporate robustness47

against such local disagreement into unlearning frameworks.48

To capture this risk, § 4 introduces the notion of residual knowledge, which quantifies the likelihood49

that an unlearned model retains predictive traces of forget samples under perturbation. As a more50

tractable proxy for disagreement, residual knowledge exposes a vulnerability not addressed by current51

certification methods. To mitigate this, we propose RURK, a fine-tuning strategy for Robust Unlearning52

that suppresses Residual Knowledge while maintaining accuracy on the rest of the samples. Our53

approach identifies and penalizes perturbed inputs that the unlearned model still classifies correctly,54

thus enhancing robustness against residual knowledge. We empirically validate the existence of55

such local disagreement and residual knowledge across multiple unlearning algorithms in § 5. We56

further demonstrate that our fine-tuning strategy effectively reduces residual knowledge on standard57

vision datasets using deep neural networks. To the best of our knowledge, this is the first work to58

uncover this novel privacy risk and provide a scalable solution to address it. We conclude in § 6 with59

a discussion of limitations and future research directions.60

Omitted proofs, additional explanations and discussions, details on experiment setups and training,61

and additional experiments are included in the Appendix. Code to reproduce our experiments will be62

made public soon.63

2 Background and related work64

Let S ≜ {si = (xi, yi)}ni=1 be a training dataset with xi ∈ X ⊆ Rd and yi ∈ Y . The hypothesis65

space H ≜ {hw : X → Y;w ∈ W} consists of models parameterized by w. We use h and w66

interchangeably to refer to a model in H. Let ℓ : W × S → R+ be the loss function, and define67

the empirical risk as L(w,S) = 1
n

∑n
i=1 ℓ(w, si). A (randomized) learning algorithm A : S → H,68

such as Stochastic Gradient Descent (SGD), returns a model minimizing L(w,S) and induces a69

distribution over H. We denote the ℓp-norm by ∥z∥p, and the ℓp ball of radius τ centered at x by70

Bp(x, τ) ≜ {z ∈ X : ∥z− x∥p ≤ τ}. Also, let 1(·) be the indicator function, surf(Z) the surface71

area of a set Z in Rd, and O(·) the big-O notation.72

2.1 Machine unlearning73

The forget set Sf ⊆ S contains training samples to be removed. Machine unlearning is modeled as a74

randomized mechanism M(A(S),S,Sf ) that removes the influence of Sf from a pre-trained model75
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A(S) (Xu et al., 2023). Like the learning algorithm itself, the output of the unlearning mechanism76

can be regarded as a random variable. A simple approach adds Gaussian noise to the model weights:77

M(w,S,Sf ) = w+ σn, with n ∼ N (0, I|w|) (Golatkar et al., 2020a). However, as σ increases, the78

model becomes increasingly independent of the training data, potentially degrading performance. To79

preserve utility, unlearning should retain accuracy on the retain set Sr ≜ S \Sf . A naïve yet effective80

strategy is to re-train the model from scratch on the retain set, i.e., M(A(S),S,Sf ) = A(Sr). While81

this achieves exact unlearning, it is often impractical due to the high computational cost of re-training82

for each unlearning request. Therefore, the core objective of machine unlearning is to efficiently83

eliminate the influence of Sf while preserving utility on Sr, all without full re-training.84

This objective has spurred a vast literature on machine unlearning. Here, we outline the broad trends85

and defer details of specific algorithms to § 5. For comprehensive surveys, see Nguyen et al. (2022);86

Xu et al. (2023); Wang et al. (2024). Initial efforts focused on image classifiers, aiming to remove87

the influence of specific training images from a pre-trained model (Ginart et al., 2019; Wu et al.,88

2020; Neel et al., 2021; Sekhari et al., 2021; Izzo et al., 2021; Fan et al., 2023; Kurmanji et al., 2024;89

Goel et al., 2022; Zhang et al., 2024; Kodge et al., 2024). This idea was later extended to erasing90

abstract concepts (Ravfogel et al., 2022; Belrose et al., 2023), as well as adapting unlearning to91

broader model classes, including image generators (Li et al., 2024; Gandikota et al., 2023) and large92

language models (Eldan and Russinovich, 2023; Yao et al., 2024; Liu et al., 2025; Jang et al., 2022;93

Wang et al., 2023). Another line of work develops unlearning methods tailored to specific model94

families—such as linear classifiers (Guo et al., 2020), kernel methods (Golatkar et al., 2020b; Zhang95

and Zhang, 2022), and tree-based models (Brophy and Lowd, 2021; Schelter et al., 2021).96

2.2 Certification of machine unlearning97

A valid unlearning mechanism ensures that the unlearned model M(A(S),S,Sf ) is statistically98

similar to a re-trained model A(Sr). We denote the unlearned and re-trained models as random99

variables M and A, with corresponding distributions PM and PA, respectively. This requirement is100

formalized via (ϵ, δ)-indistinguishability:101

Definition 1 ((ϵ, δ)-indistinguishability). Let X and Y be two random variables over a domain Ω.102

X and Y are said to be (ϵ, δ)-indistinguishable, also denoted as X
ϵ,δ
≈ Y , if for all T ⊆ Ω103

e−ϵ (Pr[Y ∈ T ]− δ) ≤ Pr[X ∈ T ] ≤ eϵ Pr[Y ∈ T ] + δ. (1)

This notion underlies differential privacy (DP) (Dwork and Roth, 2014) when X and Y are outputs on104

neighboring datasets. It also quantifies reproducibility of empirical findings when applied to models105

trained on independent samples from the same data distribution (Kalavasis et al., 2023; Impagliazzo106

et al., 2022; Bun et al., 2023).107

Guo et al. (2020) were among the first to introduce certified machine unlearning using (ϵ, δ)-108

indistinguishability. An unlearning algorithm M satisfies (ϵ, δ)-unlearning if M(A(S),S,Sf )
ϵ,δ
≈109

A(Sr); this reduces to exact unlearning when ϵ = δ = 0. Indistinguishability can be measured110

through various probability divergences as well. For instance, Chourasia and Shah (2023) and Chien111

et al. (2024) proposed (α, ϵ)-Rényi unlearning, which holds when the α-Rényi divergence1 between112

PM and PA is bounded by ϵ, and can be translated into (ϵ, δ)-unlearning. Indeed, (α, ϵ)-Rényi113

unlearning can be converted to (ϵ+ log(1/δ)/(α− 1), δ)-unlearning, for any 0 < δ < 1 (Mironov,114

2017). Both frameworks assume uniqueness or a unique stationary distribution of the empirical115

minimizer, which may limit their applicability in complex model classes.116

Instead of comparing full model distributions PM and PA, a more practical certification framework117

evaluates unlearned models with readout functions f : H× S → R that an adversary might use to118

distinguish unlearned from re-trained models. Indistinguishability is then assessed via the output119

distribution of f , using divergences such as the Kullback-Leibler (KL) divergence2. The certification120

condition requires DKL(Pr[f(M, T )]∥Pr[f(A, T )] ≤ ϵ for any subset T ⊆ S, such as the forget,121

retain, or even hold-out test sets (Nguyen et al., 2020; Golatkar et al., 2020a). This formulation122

flexibly captures different behaviors: f could represent a binary classifier (e.g., for Membership123

1For α > 1, the α-Rényi divergence (Rényi, 1961) is defined as Dα(P |Q) ≜ 1
α−1

logEQ

[(
P
Q

)α]
.

2The KL divergence (Kullback and Leibler, 1951) is defined as DKL(P |Q) ≜ EP [log(P/Q)].
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Inference Attack (MIA)) (Fan et al., 2023), utility metrics like accuracy, or re-learning time—the124

training epochs needed to re-learn Sf (Golatkar et al., 2020a). Focusing on readout functions offers a125

more tractable and empirically grounded certification approach, especially for complex models.126

3 Model indistinguishability and disagreement over sample perturbation127

Statistical indistinguishability between unlearned and re-trained models can be certified theoretically—128

via (ϵ, δ)- or (α, ϵ)-Rényi unlearning—or empirically using a readout function (cf. §2). This, indeed,129

ensures similarity in model weights or outputs on forget/retain samples. However, such guarantees130

do not readily extend to perturbed inputs, even with imperceptible adversarial perturbations.131

Several studies have examined the vulnerability of unlearning algorithms to adversarial attacks.132

Marchant et al. (2022) show that adversarial inputs can inflate the computational cost of unlearning,133

while Pawelczyk et al. (2025) find that poisoning attacks can prevent complete removal of forget134

samples. Zhao et al. (2024) further demonstrate that even a small number of malicious unlearning135

requests can degrade the adversarial robustness of the resulting model. However, these works136

primarily focus on the impact of adversarial perturbations on the unlearned models themselves.137

This paper intends to explore a new dimension of how adversarial examples affect unlearning—138

specifically, how such examples may behave differently when fed to an unlearned model versus a139

re-trained one, even when the two satisfy statistical indistinguishability. Remarkably, despite this140

indistinguishability, it remains possible to craft adversarial inputs that distinguish between the two,141

revealing a novel privacy risk. This phenomenon, related to the transferability of adversarial examples142

(Tramèr et al., 2017), remains largely unexplored in the unlearning literature. The proofs of the143

propositions in this section are included in Appendix A.144

3.1 Distinguishability of model output with adversarial examples145

We begin by considering adversarial examples generated against either the unlearned or the re-trained146

model. The process of finding an adversarial example for a given input x ∈ X can be formalized147

as a read-out function gx : H → X , which may be deterministic or randomized. For instance, the148

minimum ℓ2-norm perturbation for a binary linear classifier, given by gx(w) = x− (x⊤x)w/∥w∥22,149

and the Fast Gradient Sign Method (FGSM) (Goodfellow et al., 2016) are deterministic. In contrast,150

methods such as Projected Gradient Descent (PGD) (Madry et al., 2018) or random perturbations151

within Bp(x, τ) are randomized. Since generating adversarial examples can be seen as a post-152

processing of the model, the indistinguishability of adversarial examples can, in principle, be derived153

from the indistinguishability of the models themselves. Indeed, (ϵ, δ)-indistinguishability is preserved154

under arbitrary post-processing: if two random variables X and Y are (ϵ, δ)-indistinguishable, then155

so are f(X) and f(Y ) for any (deterministic or randomized) function f . However, when considering156

adversarial examples of specific model realizations drawn from either the unlearning or re-training157

processes (cf. Lemma A.1), the level of indistinguishability can degrade, as formalized in the158

following proposition.159

Proposition 1 (Adversarial example on a model is less indistinguishable). Suppose the unlearned160

M(A(S),S,Sf ) and re-trained A(Sr) models are (ϵ, δ)-indistinguishable, and let x be a fixed161

sample. Then with probability 2δ/(1− e−ϵ), the adversarial example gx(·) found against the models162

m ∼M or a ∼ A satisfies, for all X ′ ⊆ X163

Pr[gx(m) ∈ X ′] ≤ e−2ϵ Pr[gx(a) ∈ X ′] or e2ϵ Pr[gx(a) ∈ X ′] ≤ Pr[gx(m) ∈ X ′]. (2)

Proposition 1 shows that even if the unlearned and re-trained models satisfy approximate unlearning164

certified by (ϵ, δ)-indistinguishability, the adversarial examples gx(h) can become less indistinguish-165

able. Specifically, given a model h, with probability 2δ/(1 − e−ϵ), the distinguishability of the166

adversarial examples increases by a factor of two. Moreover, the indistinguishability assumption in167

Proposition 1 can be readily generalized to (α, ϵ)-Rényi unlearning.168

3.2 Disagreement on adversarial examples is inevitable169

In the previous section, Proposition 1 showed that even when the unlearned and re-trained models170

satisfy (ϵ, δ)-indistinguishability, there remains a nonzero probability that their likelihood ratio can171
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still be exploited to distinguish them via adversarial examples. However, evaluating the bound172

in Eq. (2) requires computing probabilities over the entire hypothesis space H, which is often173

computationally intractable whenH is large or complex.174

To address this challenge, we instead focus on model outputs at individual samples x, which may175

belong to the forget or retain sets. We introduce a more tractable binary metric called disagreement,176

defined as k(x) = 1(M(x) ̸= A(x)), where k(x) = 1 indicates that the unlearned and re-trained177

models produce different predictions at x, and k(x) = 0 otherwise. Disagreement has been widely178

used in the machine learning literature to study model behavior (Krishna et al., 2025; Uma et al., 2021),179

as well as prediction stability and bias (Kulynych et al., 2023). Notably, the (ϵ, δ)-indistinguishability180

guarantee over distributions can be translated into an upper bound on empirical disagreement across181

samples. In particular, when ϵ = δ = 0, perfect indistinguishability (i.e., exact unlearning) implies182

k(x) = 0 for all x ∈ S. Ideally, we seek agreement not only on the training set but across the183

entire sample space X , including unseen or perturbed data. Yet even small nonzero values of ϵ and184

δ can result in disagreement on certain inputs, particularly under adversarial perturbations, as we185

demonstrate in the following analysis.186

To formalize this, we consider the sample space X = Sd−1 = {x ∈ Rd | ∥x∥2 = 1}, corresponding187

to the unit sphere in Rd, where all data points are normalized to unit norm. In this setting, the188

disagreement function k(x) can be viewed as a binary classifier over Sd−1. We aim to bound the189

probability that disagreement occurs not only at a sample x, but also within its local neighborhood190

under bounded perturbations, i.e., for x′ ∈ Bp(x, τ) such that ∥x − x′∥p ≤ τ . This motivates191

the need to understand how disagreement can propagate beyond the observed dataset to its local192

neighborhood in the broader sample space X . A key mathematical tool for this purpose is the193

isoperimetric inequality (cf. Lemma A.2 and Talagrand (1995)). In probability theory and geometry,194

the isoperimetric inequality provides a lower bound on how the measure of a set expands when it is195

slightly “extended.” In high-dimensional spaces, particularly under uniform or Gaussian distributions,196

it formalizes the intuition that if a subset occupies a small volume, its boundary must be relatively197

large. In our context, this implies that even if two models disagree on only a small region, small198

perturbations can still cause disagreement to spread over a much larger region in the sample space.199

Combining this geometric insight with the definition of (ϵ, δ)-unlearning (cf. Definition 1), we200

establish the following result:201

Proposition 2 (Inevitable disagreement). Consider a sample x ∈ Sd−1. Let M and A denote the202

unlearned and re-trained models, respectively, satisfying (ϵ, δ)-unlearning. Suppose3 the agreement203

region satisfies surf({x ∈ Sd−1|k(x) = 0})/surf(Sd−1) ≤ 1/2. Then with probability at least204 (
2δ

1− e−ϵ

){
1−O

[(π
8

)1/2

exp

(
−2ϵ− d− 1

2
τ2
)]}

, (3)

either k(x) = 1, or there exist x′ ∈ Bp(x, τ) such that k(x′) = 1, where p = 2 or p =∞.205

This result shows that when ϵ = δ = 0, the probability in Eq. (3) is zero, since the unlearned and206

re-trained models are identical and cannot disagree. Conversely, as ϵ→∞ for a fixed δ—reflecting207

maximal distinguishability between M and A—the probability of disagreement approaches its upper208

bound of 2δ. More generally, for any fixed (ϵ, δ), the probability in Eq. (3) depends solely on the209

perturbation norm τ : as τ increases, the probability of disagreement rises, as adversarial examples210

explore a broader neighborhood around the input. Moreover, Proposition 2 holds for both p = 2211

and p =∞, aligning with the common practice of measuring perturbation size using either the ℓ2212

(Euclidean) norm or the ℓ∞ (maximum) norm in prior works, e.g., Goodfellow et al. (2014); Madry213

et al. (2018).214

4 Removing residual knowledge in unlearned models215

Proposition 2 highlights that disagreement between the unlearned and re-trained models can persist216

even when an unlearning algorithm satisfies the (ϵ, δ)-unlearning constraint. In particular, although217

the two models may agree on the original input (x, y), it is often possible to craft an adversarial218

example with imperceptible perturbations (viz., small τ ) that causes them to behave differently,219

thereby revealing a potential privacy risk.220

3This condition can be easily satisfied in multi-class settings, i.e., |Y| > 2.
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We refer to such disagreement between specific unlearned and re-trained models m and a as ad-221

versarial disagreement4, defined as kτ (x′) = 1(m(x′) ̸= a(x′)) for x′ ∼ Bp(x, τ). The expected222

value of this indicator gives the probability of disagreement under perturbation: E [kτ (x
′)] =223

Pr [m(x′) ̸= a(x′)]. Adversarial disagreement is challenging to control, especially in multi-class set-224

tings, as it involves evaluating probabilities over all possible output combinations of m(x′) and a(x′).225

To address this complexity, we next introduce a special case of adversarial disagreement—called226

residual knowledge—which offers a more tractable measure with operational meanings.227

4.1 Connecting disagreement with residual knowledge228

We focus on a particularly concerning form of adversarial disagreement, i.e., 1(m(x′) = y, a(x′) ̸=229

y) for a forget sample (x, y) ∈ Sf . It implies that a forget sample, intended to be fully erased230

from the model, can be slightly perturbed such that the unlearned model still correctly classifies it,231

while the re-trained model does not. This discrepancy suggests that traces of the forget samples may232

remain embedded in the unlearned model’s decision boundary, even when formal indistinguishability233

guarantees are satisfied. This scenario motivates our definition of residual knowledge—the persistence234

of information about the forget set in the predictive behavior of the unlearned model. The presence235

of residual knowledge reveals a subtle yet significant vulnerability: it demonstrates how adversarial236

examples can compromise the effectiveness of unlearning, and underscores the need for stronger237

robustness guarantees that go beyond conventional (ϵ, δ)-unlearning.238

Consider a forget sample (x, y) ∈ Sf , and let m ∼ M(A(S),S,Sf ) and a ∼ A(Sr) be inde-239

pendently sampled unlearned and re-trained models, respectively. We formally define the residual240

knowledge around x as the following non-negative ratio:241

rτ ((x, y)) ≜
Pr[m(x′) = y]

Pr[a(x′) = y]
, x′ i.i.d.∼ Bp(x, τ). (4)

This definition can be naturally extended to the entire forget set Sf by averaging over all forget242

samples, rτ (Sf ) ≜ 1
|Sf |

∑
(x,y)∈Sf

rτ ((x, y)). Among the possible cases, rτ (Sf ) > 1 is especially243

concerning, as it indicates that the unlearned model m is more likely than the re-trained model a244

to correctly classify perturbed variants of forget samples. This suggests the presence of residual245

knowledge, which is the main privacy risk we aim to address in this paper. In this sense, the246

case where rτ (Sf ) < 1 is more tolerable, as it implies the unlearned model has lost the ability to247

recognize the forget samples. The case where rτ (Sf ) = 1 can only occur when m = a, meaning the248

unlearned model m achieves exact unlearning. In practice, rτ ((x, y)) can be estimated via Monte249

Carlo sampling. Specifically, by drawing c i.i.d. samples {x′
i}ci=1 from Bp(x, τ), we approximate250

the ratio as r̂τ ((x, y)) =
∑c

i=1 1(m(x′
i)=y)∑c

i=1 1(a(x
′
i)=y) .251

The notion of residual knowledge is closely tied to adversarial disagreement. In particular, residual252

knowledge offers both upper and lower bounds on the expected adversarial disagreement between the253

unlearned and re-trained models (cf. Lemma A.4):254

rτ ((x, y)) Pr [a(x
′) = y] (1− Pr [a(x′) = y]) ≤ E [kτ (x

′)] ≤ 1−rτ ((x, y)) Pr [a(x′) = y]
2
. (5)

As rτ ((x, y)) → 1, the expected adversarial disagreement E [kτ (x
′)] approaches zero. In this255

sense, residual knowledge serves as a practical proxy for estimating the distinguishability between256

the unlearned and re-trained models, and provides a more tractable means to quantify and control257

adversarial disagreement.258

4.2 RURK: Robust unlearning against residual knowledge259

To address residual knowledge, we propose a fine-tuning objective that simultaneously enforces260

unlearning and regulates residual knowledge. Ideally, residual knowledge should be close to 1;261

however, accurately computing rτ (Sf ) requires access to a re-trained model a ∼ A(Sr), which262

is typically unavailable during unlearning. Thus, our objective is to attenuate residual knowledge263

and ensure that rτ (Sf ) ≤ 1. Recall that the numerator of the residual knowledge in Eq. (4) is264

Pr[m(x′) = y]; thus, directly minimizing this probability alone can effectively suppress residual265

4The randomness in k(x) = 1(M(x) ̸= A(x)) arises from the stochasticity of the models, whereas the
randomness in kτ (x

′) = 1(m(x′) ̸= a(x′)) comes from sampling adversarial examples x′ ∼ Bp(x, τ).
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knowledge, regardless of the denominator Pr[a(x′) = y]. Based on this insight, we define the set of266

vulnerable perturbations as V((x, y), τ) ≜ {x′ ∈ Bp(x, τ)|m(x′) = y}, which captures perturbed267

samples that continue to be associated with the true label by the unlearned model—indicating residual268

knowledge. In practice, we construct v such samples by adapting adversarial attack methods, such as269

FGSM or PGD, to solve the constrained minimization problem minz∈Bp(x,τ) ℓ(w, (z, y)).270

Given the vulnerable set, we formulate the following fine-tuning objective for RURK as:271

LRURK(w,S) = 1

|Sr|
∑

(x,y)∈Sr

ℓ(w, (x, y))

︸ ︷︷ ︸
Term (i)

−λ 1

|Sf |
∑

(x,y)∈Sf

κ(w, (x, y))

︸ ︷︷ ︸
Term (ii)

, (6)

where κ(w, (x, y)) = 1
v

∑
{x′}v

i=1∈V((x,y),τ)

ℓ(w, (x′, y)), and λ ≥ 0 is the regularization strength.272

Term (i) preserves performance on the retain set, following prior work such as Neel et al. (2021);273

Kurmanji et al. (2024); Chien et al. (2024). Term (ii) serves as a regularization term that penalizes274

residual knowledge by discouraging the unlearned model from re-identifying vulnerable perturbations,275

thereby improving robustness with respect to residual knowledge. Explicitly searching for vulnerable276

perturbations in V((x, y), τ) during each gradient step can be computationally expensive. To mitigate277

this overhead, we may adopt a more efficient approximation by setting V((x, y), τ) = Bp(x, τ), i.e.,278

removing all label information in the neighborhood of each forget sample. We outline the RURK279

algorithm in Appendix B.280

Note that as τ → 0, the objective in Eq. (6) reduces to that used in prior works such as Neel281

et al. (2021); Chien et al. (2024). When optimized via (Projected) Noisy Gradient Descent (NGD)282

(Chourasia et al., 2021), the resulting unlearned model satisfies (α, ϵ)-Rényi unlearning, where ϵ283

depends on the smoothness and Lipschitz continuity of the loss function L(w,S). Specifically, less284

smooth or less Lipschitz losses lead to larger ϵ, making the unlearned model more distinguishable285

from the re-trained one (Chien et al., 2024, Theorem 3.2). This reveals a fundamental trade-off286

between model indistinguishability and robustness against residual knowledge: increasing τ in287

term (ii) of Eq. (6) enlarges the adversarial perturbation space, which makes the adversarial loss288

κ(w, (x, y)) less smooth and with a larger Lipschitz constant—ultimately increasing ϵ.289

5 Empirical Studies290

We now evaluate residual knowledge of state-of-the-art unlearning algorithms and its mitigation via291

RURK on two vision benchmarks. We denote Original as the model A(S) trained on the full dataset292

S, and Re-train as the ideal (but not viable in real world) model A(Sr) re-trained from scratch293

without the forget set Sf , used here as a reference. For experimental details, including dataset settings294

and hyper-parameter choices, refer to Appendix B; additional results are provided in Appendix C.295

Data and unlearning settings. We evaluate unlearning methods on image classification using296

CIFAR-10 (Krizhevsky et al., 2009) with ResNet-18 (He et al., 2016), focusing on the random sample297

unlearning setting across two scenarios. The first scenario, small CIFAR-5, follows Golatkar et al.298

(2020a,b) and uses a reduced version of CIFAR-10 with 200 training and 200 test images per class299

from the first five classes. We randomly select 100 samples (50%) from class 0 as the forget set300

Sf . The second scenario uses the full CIFAR-10 dataset, where 2,000 images (50%5) from class301

0 are designated as Sf . In both cases, only a subset of class 0 is unlearned, in contrast to the class302

unlearning setting (Kodge et al., 2024), which aims to remove all samples from a class. To avoid303

any external knowledge, both Original and Re-train models are trained from scratch without304

using any pre-trained weights. For additional experiments on class unlearning and with other model305

architectures such as VGG (Simonyan and Zisserman, 2014), see Appendix C.306

Baseline algorithms. We evaluate three machine unlearning algorithms suited for small CIFAR-5307

settings {CR, Fisher, NTK}, and eight state-of-the-art methods for the full CIFAR-10 {GD, NGD,308

GA, NegGrad+, EU-k, CF-k, SCRUB, SSD}. Certified Removal (CR) uses influence functions and a309

one-step Newton update to estimate and remove the effect of forget samples (Guo et al., 2020). This310

approach was extended by Golatkar et al. (2020a), who incorporate the Fisher information matrix311

(Fisher) computed on the retain set, and by Golatkar et al. (2020b), who apply Neural Tangent312

Kernel (NTK) linearization of neural networks. These pioneering methods, while foundational, are313

5Each class contains 5,000 training images, with 20% held out for validation.
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Table 1: Performance summary of various unlearning methods on image classification, including the proposed
RURK, Original, Re-train, and 11 baseline approaches, evaluated under two unlearning scenarios: small
CIFAR-5 and full CIFAR-10, both using ResNet-18. Results are reported in the format a±b, indicating the mean
a and standard deviation b over 3 independent trials. The absolute performance gap relative to Re-train is
shown in (blue). For methods that fail to recover the forget-set knowledge within 30 training epochs, the re-learn
time is reported as “>30”.

Datasets Methods Evaluation Metrics

Retain Acc. (%) Unlearn Acc. (%) Test Acc. (%) MIA Acc. (%) Avg. Gap Re-learn
Time (# Epoch)

Sm
al

l
C

IF
A

R
-5

Original 99.93±0.10(0.03) 0.00±0.00(8.33) 95.37±0.80(0.57) 4.67±3.30(22.33) 7.82 -
Re-train 99.96±0.05(0.00) 8.33±3.30(0.00) 94.80±0.85(0.00) 27.00±5.66(0.00) 0.00 3.33±0.47

CR 99.56±0.47(0.40) 14.00±5.66(5.67) 91.80±0.99(3.00) 58.17±0.79(31.17) 10.06 -
Fisher 92.67±0.63(7.29) 12.67±0.94(4.34) 88.80±1.98(6.00) 47.33±6.13(20.33) 9.49 3.00±1.41

NTK 99.93±0.10(0.03) 7.00±0.00(1.33) 95.37±0.80(0.57) 16.00±4.24(11.00) 3.23 4.67±0.47

RURK 99.52±0.37(0.44) 5.67±2.36(2.66) 93.83±0.90(0.97) 33.33±12.26(6.33) 2.60 2.00±0.00

C
IF

A
R

-1
0

Original 100.00±0.00(0.00) 0.00±0.00(9.47) 94.76±0.05(1.46) 0.07±0.02(22.43) 8.34 -
Re-train 100.00±0.00(0.00) 9.47±0.61(0.00) 93.30±0.20(0.00) 22.50±0.60(0.00) 0.00 17.33±6.65

GD 99.98±0.01(0.02) 0.00±0.00(9.47) 94.29±0.07(0.99) 0.10±0.00(22.4) 8.22 0.20±0.04

NGD 97.53±0.03(2.47) 10.67±0.61(1.20) 90.70±0.11(2.60) 3.70±0.53(18.80) 6.27 20.67±14.61

GA 95.41±0.04(4.59) 61.37±0.17(51.91) 85.98±0.11(7.32) 0.00±0.00(22.5) 21.25 1.00±0.00

NegGrad+ 99.28±0.01(0.72) 14.00±0.44(4.53) 92.02±0.02(1.28) 18.18±0.43(4.32) 2.71 1.00±0.00

EU-k 99.34±0.03(0.66) 1.12±0.08(8.35) 92.97±0.08(0.33) 0.87±0.10(21.63) 7.74 4.33±3.40

CF-k 100.00±0.00(0.00) 0.00±0.00(9.47) 94.38±0.04(1.08) 0.42±0.10(22.08) 8.16 1.00±0.00

SCRUB 99.61±0.02(0.39) 12.45±0.29(2.98) 92.70±0.03(0.60) 7.10±0.14(15.40) 4.84 > 30
SSD 96.49±0.02(3.51) 66.45±0.82(56.98) 88.59±0.06(4.71) 5.12±0.44(17.38) 20.65 7.33±0.47

RURK 99.55±0.07(0.45) 14.63±2.17(5.16) 92.60±0.24(0.70) 18.20±2.47(4.30) 2.65 > 30

not scalable to large models due to the computational cost of Hessian-based operations. Gradient314

Descent (GD) fine-tunes Original on the retain set Sr using standard SGD (Neel et al., 2021). Noisy315

Gradient Descent (NGD) simply modifies GD by adding Gaussian noise in the gradient update steps316

for better privacy guarantees (Chourasia and Shah, 2023; Chien et al., 2024). On the other hand,317

Gradient Ascent (GA) removes the influence of Sf by reversing gradient updates on the forget set318

(Graves et al., 2021; Jang et al., 2022). NegGrad+ combines both strategies by applying GD to Sr319

and GA to Sf simultaneously (Kurmanji et al., 2024). To improve parameter efficiency, Goel et al.320

(2022) propose two layer-wise methods: Exact Unlearning the last k layers (EU-k), which re-trains321

them from scratch, and Catastrophically Forgetting the last k layers (CF-k), which only fine-tunes322

them on Sr. SCRUB casts unlearning as a teacher-student distillation process, where the student323

selectively learns retain-set knowledge from the teacher (Kurmanji et al., 2024). The final method,324

SSD, selectively dampens model weights by uses Fisher information to estimate the influence of325

Sf (Foster et al., 2024), a scalable version of Fisher. Additional details about these baselines are326

provided in Appendix B.327

Evaluation metrics. We adopt five evaluation metrics, as described in § 2.2, to comprehensively328

assess both the unlearning efficacy and the utility of the resulting models. To capture different329

dimensions of unlearning effectiveness, we first report Unlearning Accuracy6, following Fan et al.330

(2023). Second, we conduct a MIA using a support vector classifier (SVC) trained to distinguish331

training samples from test samples based on the model’s output likelihoods; we report the SVC’s332

attack failure rate (MIA Accuracy) as a measure of privacy protection. Third, Re-learn Time quantifies333

how easily a model can re-acquire the forget-set information: it is defined as the number of fine-tuning334

epochs needed for the model m to satisfy L(m,Sf ) ≤ (1 + η)L(Original,Sf ), with η = 0.05.335

To assess model utility, we report classification accuracy on the retain set and the hold-out test set,336

referred to as Retain Accuracy and Test Accuracy, capturing both performance preservation and337

generalization. As discussed in § 2.1, a desirable unlearning method should minimize the deviation338

of performance from Re-train. To this end, we compute the Average Gap (Avg. Gap)—the mean339

absolute gap from Re-train across Retain, Unlearn, Test, and MIA accuracies—where a smaller340

Avg. Gap indicates better unlearning. Notably, methods such as CR, Fisher, NTK, and NGD already341

offer certified unlearning guarantees under frameworks like (ϵ, δ)-unlearning, Rényi unlearning, or342

bounded KL divergence; these guarantees do not necessarily imply a small performance gap on343

accuracy-based metrics.344

Performance comparison. Table 1 compares the performance of Original, the ideal reference345

Re-train, our proposed RURK, and 11 baseline unlearning methods across two unlearning scenarios.346

RURK achieves the smallest average performance gap to Re-train in both settings. We apply SGD347

6Unlearning accuracy is defined as 1− forget accuracy, i.e., the classification error on the forget set Sf .
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Figure 2: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods across
two unlearning scenarios, evaluated under varying perturbation norms τ .

with τ = 0.03 and v = 1 in Term (ii) of Eq. (6), making RURK’s time complexity comparable to other348

gradient-based approaches such as GD, NGD, and NegGrad+. In the small CIFAR-5 scenario, NTK349

shows a competitive Avg. Gap but suffers from the highest MIA accuracy, indicating vulnerability to350

privacy attacks. Fisher over-forgets the target samples, significantly degrading utility, as seen in its351

low retain and test accuracies. For CIFAR-10, NegGrad+ performs similarly to RURK in Avg. Gap352

but shows a much shorter re-learn time than Re-train, implying an implicit retention of forget-set353

knowledge. GA and SSD aggressively erase forget-set information, achieving high unlearn accuracy354

but at the cost of test accuracy dropping below 90%. Both EU-k and CF-k (with k = 5) re-train or355

fine-tune only the linear and last two residual blocks, but the remaining layers of ResNet-18 still retain356

substantial information about the forget set. SCRUB has the closest overall performance to RURK when357

including re-learn time, but unlike RURK, it requires extra memory to store a student model, whereas358

RURK supports in-place updates. We defer the performance of other unlearning baselines on small359

CIFAR-5, and an ablation study on the hyper-parameters (e.g., τ , v and λ) in RURK to Appendix C.360

Residual knowledge. Figure 2 presents7 estimates of residual knowledge r̂τ ((x, y)) under varying361

perturbation radius τ , using Gaussian noise (p = 2) to draw c = 100 samples from Bp(x, τ);362

cf. Eq. (4). As expected, Original consistently exhibits residual knowledge greater than 1. In small363

CIFAR-5, although NTK performs comparably to RURK in Avg. Gap and re-learn time (Table 1), its364

residual knowledge remains above 1, exposing privacy risks. This highlights residual knowledge365

as a complementary and necessary metric alongside unlearn accuracy, MIA, and re-learn time. In366

contrast, RURK keeps residual knowledge close to 1 for τ < 0.01 and successfully suppresses it367

for larger τ , as intended. For CIFAR-10, GD and CF-k inherit the high residual knowledge of368

Original, showing ineffectiveness in removing forget-set information. Conversely, GA and SSD369

yield residual knowledge well below 1 even at τ = 0.00 (i.e., forget samples themselves), again370

pointing to excessive unlearning. Methods like NGD, NegGrad+, EU-k, and SCRUB follow trends371

similar to RURK, but RURK achieves more stable control of the residual knowledge near τ = 0.01 and372

stronger suppression when τ > 0.01. For the estimates of residual knowledge with other attacks such373

as FGSM, see Appendix C.374

6 Final remark375

Limitations. Ideally, unlearned and re-trained models should be statistically indistinguishable not376

only on original inputs but also on all perturbations within Bp(x, τ). However, controlling adversarial377

disagreement across such perturbations is computationally infeasible—it is as hard as achieving378

perfect adversarial robustness. Moreover, since the re-trained model is typically unavailable during379

unlearning, we can only bound one side of the residual knowledge (i.e., rτ (Sf ) ≤ 1; see § 4.2).380

Future directions. First, our probabilistic analysis in § 3 could be extended to account for hypothesis381

class complexity and linked to the transferability of adversarial examples (Tramèr et al., 2017).382

Second, the indistinguishability–robustness trade-off introduced in § 4.2 opens up new directions in383

both unlearning and adversarial robustness, warranting deeper investigation. Third, our mitigation384

objective (cf. Eq. (6)) resembles a reverse of adversarial training. This raises an intriguing question:385

does adversarial training or distributional robust optimization make a model harder to unlearn or386

increase its residual knowledge?387

Broader impact. Residual knowledge introduces new privacy risks. For instance, if a user opts388

out of a biometric-based payment system (e.g., palm or facial recognition), residual traces may still389

allow adversaries to craft perturbed inputs that the system accepts—potentially enabling unauthorized390

access. Such vulnerabilities undermine trust in ML systems and challenge current interpretations of391

the “Right to be Forgotten.”392

7By Eq. (4), the residual knowledge of Re-train is exactly 1 across all τ ; therefore we skip it in the figure.
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The appendix is divided into the following parts. Appendix A: Omitted proofs and theoretical results;563

Appendix B: Details on the experimental setup; and Appendix C: Additional empirical results and564

ablation studies.565

A Omitted proofs and theoretical results566

We first introduce (and prove) the following useful lemmas to facilitate the proofs of the propositions.567

The first lemma is a variant of the (ϵ, δ)-indistinguishability in Definition 1.568

Lemma A.1 (Probabilistic indistinguishability). If X and Y are (ϵ, δ)-indistinguishable, then with569

probability at least 1− 2δ/(1− e−ϵ) over z drawn from support(X) ∪ support(Y ), we have570

e−2ϵ Pr[Y = z] ≤ Pr[X = z] ≤ e2ϵ Pr[Y = z]. (A.1)

Proof. We first consider the complement event of the right inequality in Eq. (A.1). Define Z =571

{z|Pr[X = z] > e2ϵ Pr[Y = z]}, we directly have Pr[X ∈ Z] > e2ϵ Pr[Y ∈ Z]. By (ϵ, δ)-572

indistinguishable, we have573

δ ≥ Pr[X ∈ Z]− eϵ Pr[Y ∈ Z] > (e2ϵ − eϵ) Pr[Y ∈ Z]

⇒Pr[Y ∈ Z] < δ

e2ϵ − eϵ
=

δ

e2ϵ(1− e−ϵ)
.

(A.2)

Now consider the complement event of the left inequality in Eq. (A.1) and define Z ′ = {z|Pr[X =574

z] < e−2ϵ Pr[Y = z]}, by similar algebra, we have575

δ ≥ Pr[Y ∈ Z ′]− eϵ Pr[X ∈ Z ′] > (e2ϵ − eϵ) Pr[X ∈ Z ′]

⇒Pr[X ∈ Z ′] <
δ

e2ϵ − eϵ

⇒Pr[Y ∈ Z ′] ≤ eϵ Pr[X ∈ Z ′] + δ < eϵ
δ

e2ϵ − eϵ
+ δ =

δ

1− e−ϵ
.

(A.3)

Since δ
1−e−ϵ is always larger than δ

e2ϵ(1−e−ϵ) (by a factor of e2ϵ), by combining Eq. (A.2) and576

Eq. (A.3), we have577

Pr[Y ∈ Z ∪ Z ′] = Pr[{Pr[X = z] > e2ϵ Pr[Y = z]} or {Pr[X = z] < e−2ϵ Pr[Y = z]}]

≤ δ

1− e−ϵ
.

(A.4)

With the same analysis on Pr[X ∈ Z] and Pr[X ∈ Z ′], we have Pr[X ∈ Z ∪ Z ′] ≤ δ
1−e−ϵ . Finally,578

putting together the the probability bounds on Pr[Y ∈ Z ∪ Z ′] and Pr[X ∈ Z ∪ Z ′], we have579

Pr[e−2ϵ Pr[Y = z] ≤ Pr[X = z] ≤ e2ϵ Pr[Y = z]] ≤ 1− δ

1− e−ϵ
, (A.5)

as desired.580

The second lemma relates to the isoperimetric inequality (Talagrand, 1995). Before stating it, we581

define the notion of a τ -expansion of a set. Given a set C ⊂ Rd, its τ -expansion with respect to the582

ℓp-norm is defined as583

E(C, p, τ) ≜ {c ∈ Rd|∥c− g∥p ≤ τ for some g ∈ C}. (A.6)

The isoperimetric inequality is used to characterize the normalized surface area of the τ -expansion584

of a half unit sphere, showing how it grows with the expansion radius τ and the dimension d. This585

property is leveraged in the condition of Proposition 2, and is formally stated below.586

Lemma A.2 (Milman and Schechtman (1986)). Let C be the half unit sphere in Rd, i.e., C ∈ Sd−1587

and surf(C)/surf(Sd−1) ≥ 1/2, then with p = 2 or p =∞, the τ -expansion C has the surface area588

that satisfies589

surf(E(C, p, τ))
surf(Sd−1)

≥ 1−
(π
8

)1/2

exp

(
−d− 1

2
τ2
)
. (A.7)
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The third lemma utilizes Lemma A.1 to lower bound the probability of disagreement, i.e., the expected590

value of the disagreement indicator function k(x).591

Lemma A.3 (Lower bound on disagreement probability). If the unlearned M(A(S),S,Sf ) and re-592

trained A(Sr) models satisfies (ϵ, δ)-unlearning, then with probability 2δ/(1− e−ϵ), the probability593

of disagreement among the two models on a sample x ∈ S is lower bounded by594

E[k(x)] = E[1(M(x) ̸= A(x))] = Pr[M(x) ̸= A(x)] > 1−O
(
e−2ϵ

)
. (A.8)

Proof. We prove the lower bound by directly decompose Pr[M(x) ̸= A(x)], i.e.,595

Pr[M(x) ̸= A(x)] =

∫
h∈H

Pr [m(x) ̸= a(x)|M = m = h,A = a ̸= h] Pr[M ̸= h,A = h]dh

+

∫
h∈H

Pr [m(x) ̸= a(x)|M = m = h,A = a = h] Pr[M = h,A = h]dh

(A.9)
The second integral in Eq. (A.9) is zero since Pr [m(x) ̸= a(x)|M = m = h,A = a = h] = 0.596

Moreover, by Lemma A.1, with probability 1− 2δ/(1− e−ϵ), we have597

Pr[M ̸= h,A = h] = Pr[M ̸= h] Pr[A = h] ≤ Pr[A = h]− e−2ϵ Pr[A = h]2. (A.10)

In other words, with 2δ/(1− e−ϵ), we have598

Pr[M ̸= h,A = h] = Pr[M ̸= h] Pr[A = h] > Pr[A = h]− e−2ϵ Pr[A = h]2. (A.11)

The combination of Eq. (A.9) and Eq. (A.11) yield599

Pr[M(x) ̸= A(x)] =

∫
h∈H

Pr [m(x) ̸= a(x)|M = m = h,A = a ̸= h] Pr[M ̸= h,A = h]dh

>

∫
h∈H

Pr[A = h]− e−2ϵ Pr[A = h]2dh

=

∫
h∈H

Pr[A = h]dh− e−2ϵ

∫
h∈H

Pr[A = h]2dh

= 1−O
(
e−2ϵ

)
,

(A.12)
the desired result, as

∫
h∈H

Pr[A = h]dh = 1 and
∫

h∈H
Pr[A = h]2dh is a constant.600

The fourth lemma provides the relation between the adversarial disagreement kτ (x′) = 1(M(x) ̸=601

A(x)) and the residual knowledge rτ ((x, y)).602

Lemma A.4 (Bounding adversarial disagreement with the residual knowledge.). The expected value603

of kτ (x′) over the perturbation distribution is upper and lower bounded by604

rτ ((x, y)) Pr [a(x
′) = y] (1− Pr [a(x′) = y]) ≤ E [kτ (x

′)] ≤ 1− rτ ((x, y)) Pr [a(x
′) = y]

2
.

(A.13)

Proof. We prove the lemma by directly following the definition of adversarial disagreement. First,605

we have606

E [kτ (x
′)] = Pr [m(x′) ̸= a(x′)] =

∑
l∈Y

Pr [m(x′) = l, a(x′) ̸= l]

=
∑
l∈Y

Pr [m(x′) = l] (1− Pr [a(x′) = l]) ≥ Pr [m(x′) = y] (1− Pr [a(x′) = y]) ,

(A.14)
where the final inequality follows by isolating the contribution of the true label y. By substituting the607

definition of residual knowledge from Eq. (4), we obtain608

E [kτ (x
′)] ≥ rτ ((x, y)) Pr [a(x

′) = y] (1− Pr [a(x′) = y]) . (A.15)
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Similarly, by evaluating 1− E [kτ (x
′)] = Pr [m(x′) = a(x′)], we have609

1− E [kτ (x
′)] = Pr [m(x′) = a(x′)] =

∑
l∈Y

Pr [m(x′) = l, a(x′) = l]

≥ Pr [m(x′) = y] Pr [a(x′) = y] = rτ ((x, y)) Pr [a(x
′) = y]

2

⇒E [kτ (x
′)] ≤ 1− rτ ((x, y)) Pr [a(x

′) = y]
2
.

(A.16)

610

A.1 Proof of Proposition 1611

Suppose the unlearned M(A(S),S,Sf ) and re-trained A(Sr) models are (ϵ, δ)-indistinguishable,612

and let x be a fixed sample. From Lemma A.1, we have that with probability 2δ/(1− eϵ), h drawn613

from support(M) ∪ support(A), we have614

Pr[M = h] ≤ e−2ϵ Pr[A = h] or e2ϵ Pr[A = h] ≤ Pr[M = h]. (A.17)

Therefore, for all X ′ ⊆ X , by using the right inequality in Eq. (A.17),615

Pr[gx(m) ∈ X ′] = Pr[gx(h) ∈ X ′,M = h] = Pr[gx(h) ∈ X ′] Pr[M = h]

≥ e2ϵ Pr[gx(h) ∈ X ′] Pr[A = h] = e2ϵ Pr[gx(a) ∈ X ′].
(A.18)

Similarly, for the other inequality, we have616

Pr[gx(m) ∈ X ′] ≤ e−2ϵ Pr[gx(h) ∈ X ′] Pr[A = h] = e−2ϵ Pr[gx(a) ∈ X ′]. (A.19)

Eq. (A.18) and Eq. (A.19) together give the desired result.617

A.2 Proof of Proposition 2618

Let R = {x ∈ Sd−1|k(x) = 0} to be the region of the sphere that has agreement between the619

unlearned and re-trained models. By assumption, we have surf(R)/surf(Sd−1) ≤ 1/2. Accordingly,620

we define R̄ = {x ∈ Sd−1|k(x) = 1} to be the complement ofR, denoting the region of the sphere621

that has disagreement between the unlearned and re-trained models. Since surf(R̄)/surf(Sd−1) ≥622

1/2, its τ -expansion E(R̄, p, τ), by Lemma A.2, is at least as large as the epsilon expansion of a half623

sphere; that is624

surf(E(R̄, p, τ))
surf(Sd−1)

≥ 1−
(π
8

)1/2

exp

(
−d− 1

2
τ2
)
. (A.20)

Note that the τ -expansion E(R̄, p, τ) represents the set of samples that either has k(x) = 1 or admits625

a x′ ∈ Bp(x, τ) such that k(x′) = 1. We can therefore define a set Ec that is the complement of626

E(R̄, p, τ) with surface area satisfies627

surf(Ec)
surf(Sd−1)

≤
(π
8

)1/2

exp

(
−d− 1

2
τ2
)
. (A.21)

The probability to draw a sample in Ec is then upper bounded by628

sup
x

Pr[M(x) = A(x)]×
(π
8

)1/2

exp

(
−d− 1

2
τ2
)
. (A.22)

Using Lemma A.3, we know that with probability 2δ/(1− e−ϵ),629

sup
x

Pr[M(x) = A(x)] = sup
x

1−Pr[M(x) ̸= A(x)] = 1−
(
1−O

(
e−2ϵ

))
= O

(
e−2ϵ

)
. (A.23)

Putting Eq. (A.22) and Eq. (A.23) together, we know that the probability to draw a sample in630

E(R̄, p, τ) is at least631 (
2δ

1− e−ϵ

)
×
{
1− sup

x
Pr[M(x) = A(x)]×

(π
8

)1/2

exp

(
−d− 1

2
τ2
)}

=

(
2δ

1− e−ϵ

)
×
{
1−O

(
e−2ϵ

)
×

(π
8

)1/2

exp

(
−d− 1

2
τ2
)}

=

(
2δ

1− e−ϵ

)
×
{
1−O

[(π
8

)1/2

exp

(
−2ϵ− d− 1

2
τ2
)]}

.

(A.24)
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B Details on the experimental setup632

We provide implementation details of RURK in § 4.2, and introduce the unlearning baselines in § 5,633

including their mathematical formulations, operational interpretations, implementation specifics, and634

GitHub links. Finally, we summarize the dataset descriptions, training setups, and evaluation metrics.635

B.1 Details of RURK in § 4.2636

We first provide the pseudo-code of RURK in the following algorithm box Algorithm 1.637

Algorithm 1: RURK Implementation
input :Original w = A(S); Forget Set Sf ; Retain Set Sr; Loss Function ℓ.
output :Unlearned Model wRURK
parameter :Perturbation Norm τ ; Regularization Strength λf , λa; Sample Size v; # Epoch N

1 RLoader← MakeDataLoader(Sr);
2 FLoader← MakeDataLoader(Sf);
3 wRURK ← w;
4 for epoch← 1 to N do
5 for batchIdx, (retainData, retainTargets) in RLoader do // Scan over all Batches
6 retainOutput← hw(retainData);
7 RLoss← Loss(retainOutput, retainTargets);
8 forgetData, forgetTarget = nextIter(FLoader);
9 forgetOutput← hw(forgetDataData);

10 FLoss← Loss(forgetOutput, forgetTarget);
11 vulnerableSet = [];
12 for i← 1 to v do // Construct the Vulnerable Set V((x, y), τ)
13 vulnerableSet← vulnerableSet + findAdv(forgetData, forgetTarget, τ);
14 end
15 advForgetOutput← hw(vulnerableSet);
16 AdvFLoss← Loss(advForgetOutput, forgetTarget);
17 Loss← RLoss −λfFLoss −λaAdvFLoss ; // Entire Loss in Eq. (6)
18 wRURK ← wRURK + ∇wRURKLoss ; // SGD Optimization
19 end
20 end

return :wRURK

We implement RURK using PyTorch (torch) (Paszke, 2019), and ensure reproducibility by638

fixing three random seeds: [131, 42, 7]. During optimization, we use a batch size of 128,639

the standard cross-entropy loss (torch.nn.CrossEntropyLoss()), and the SGD optimizer640

(torch.optim.SGD) with a learning rate of 0.01, momentum of 0.90, and weight decay641

of 5 × 10−4. To stabilize training, we apply a cosine annealing learning rate scheduler642

(torch.optim.lr_scheduler.CosineAnnealingLR) and cap the total number of iterations at643

200. Additionally, we clip the gradient norm to 1.0 using torch.nn.utils.clip_grad_norm_.644

For both unlearning scenarios (small CIFAR-5 and CIFAR-10), we set the perturbation budget645

τ = 0.03 and use the TorchAttacks library (Kim, 2020) to identify the vulnerable set V((x, y), τ).646

To improve efficiency, we define V((x, y), τ) as the entire perturbation ball Bp(x, τ) and set v = 1,647

meaning that only a single perturbed sample is drawn from a multivariate Gaussian distribution648

centered at x with standard deviation τ .649

We configure the hyper-parameters as follows: for small CIFAR-5, we use N = 2 and λf = λa =650

0.03; for CIFAR-10, we set N = 2, λf = 0.03, and λa = 0.00045. Since v = 1 and the perturbation651

is generated via Gaussian noise, the inner loop in line 12 of Algorithm 1 executes only once, making652

the operations in lines 11–15 constant-time. As a result, the computational complexity of RURK is653

comparable to fine-tuning-based methods such as GA, GD, NegGrad+, and NGD.654

However, if stronger adversaries like FGSM or PGD are used to identify the vulnerable set, the655

computational complexity increases fromO(N) toO(N × v). Note that unlike NGD, we do not inject656

additional noise into the gradient update steps.657
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More discussion on RURK. The regularization over the forget set in the loss L(w, A(S)) highlights658

two key features of our proposed unlearning method, RURK. First, under mild conditions, the un-659

learning procedure satisfies certified unlearning via Rényi Differential Privacy (RDP), providing660

formal guarantees—a certificate of unlearning. Second, enhancing robustness against vulnerable661

perturbations V((x, y), τ) may increase the distinguishability of the unlearned model from the ideal662

re-trained model.663

To support the first point, consider the case where the forget set contains a single sample (i.e.,664

|Sf | = 1), so that the original dataset S and the retain set Sr are adjacent. Assume the original model665

m was trained to satisfy (α, ϵ0)-RDP. Further, suppose the unlearning procedure minimizes the loss666

in Eq. (6) using Projected Noisy Gradient Descent (PNGD). As shown by Chien et al. (2024), the667

Markov chain defined by PNGD updates of the form668

wt+1 = ΠR

(
wt − η∇L(wt, A(S)) +

√
2ησ2Wt

)
, with w1 = A(S) (B.25)

where Wt ∼ N (0, Id) and ΠR denotes projection onto the ball of radius R, converges to a stationary669

distribution if the loss L(w, A(S)) from Eq. (6) is continuous. The first term of Eq. (6) is continuous670

by standard assumptions, as the loss ℓ(·, (x, y)) is typically continuous in the weights. To show671

continuity of the second term, consider g(w) = minz∈Bp(x,τ) ℓ(w, (z, y)). Let z∗ be a minimizer;672

then g(w) = ℓ(w, (z∗, y)), which is continuous in w since ℓ is. Therefore, the overall loss is673

continuous, and the PNGD process converges.674

Furthermore, when the loss is L-smooth and M -Lipschitz, the stationary distribution obtained via675

PNGD satisfies (α, ϵ)-RDP for some ϵ depending on L, M , and convexity properties of the loss676

(Chien et al., 2024). For forget sets with multiple elements, one can sequentially apply this procedure,677

preserving Rényi unlearning at each step.678

To justify the second point, observe that Term (ii) in Eq. (6) impacts the loss landscape’s smoothness.679

Specifically, the term κ(w, (x, y)) tends to increase with the perturbation radius τ , as the adversarial680

loss over a larger ball is generally higher. This leads to a gradient norm that increases with τ ,681

implying that the smoothness and Lipschitz constants of the overall loss also grow with τ . According682

to Theorem 3.2 in Chien et al. (2024), the Rényi distinguishability parameter ϵ is inversely related683

to these constants, implying a trade-off: achieving higher robustness (larger τ ) increases model684

distinguishability (larger ϵ).685

The assumptions underlying these results are mild and standard in the literature. We assume the loss686

is L-smooth and M -Lipschitz, and that the learning dynamics for the original dataset satisfy the687

Log-Sobolev Inequality (LSI) with constant CLSI (Gross, 1975). Moreover, the Original A(S) can688

be trained to satisfy (α, ϵ0)-RDP under LSI using the same PNGD framework, as discussed by Chien689

et al. (2024).690
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B.2 Existing unlearning algorithms691

Here, we provide detailed descriptions of the 11 unlearning baseline methods used in § 5, along with692

links to their corresponding GitHub repositories.693

Certified Removal (CR). Guo et al. (2020) propose a single-step Newton–Raphson update to remove694

the influence of forget samples. Assuming that the empirical risk L(w,S) is twice differentiable with695

continuous second derivatives, and letting w∗ = argminw∈W L(w,Sr) denote the empirical risk696

minimizer over the retain set Sr, the Taylor expansion of the gradient∇L around w∗ yields:697

∇L(w,Sr) ≈ ∇L(wo,Sr) +Hwo
(w−wo), (B.26)

where wo = A(S) denotes the Original model parameters, and Hwo = ∇2L(wo,Sr) is the698

Hessian of the empirical risk over Sr evaluated at wo. Re-arranging the terms gives:699

w∗ ≈ wo −H−1
wo
∇L(wo,Sr), (B.27)

since∇L(w∗,Sr) = 0 by optimality. The certified removal method (CR) then defines the unlearned700

model as701

M(wo,S,Sf ) = wo − λH−1
wo
∇L(wo,Sr), (B.28)

where λ is a step-size parameter. Under the assumption of convexity (ensuring the uniqueness of702

minimizers) and bounded approximation error, Guo et al. (2020, Theorem 1) show that this procedure703

guarantees (ϵ, δ)-certified removal, i.e., M(wo,S,Sf )
ϵ,δ
≈ w∗.704

In our implementation, we follow the official codebase at https://github.com/705

facebookresearch/certified-removal. Since CR is designed for binary linear models,706

we use a pre-trained ResNet-18 as a non-private feature extractor (excluding its final linear layer),707

and apply the Newton update only to the final layer. Specifically, we train |Y| one-vs-rest logistic708

regression classifiers on the extracted features and set λ = 0.1.709

Fisher Unlearning (Fisher). Fisher (Golatkar et al., 2020a) is one of the simplest unlearning710

mechanisms, which removes the influence of forget samples by directly perturbing the model weights711

with Gaussian noise (cf.§2.1). Unlike standard Gaussian perturbation, the variance of the noise is712

scaled according to the inverse of the Fisher information matrix. Specifically, the unlearned model is713

defined as:714

M(w,S,Sf ) = w + n, n ∼ N (0, αB−1), (B.29)

where B denotes the Hessian matrix ∇2L(w,Sr). However, computing the exact Hessian is715

computationally intractable even for moderately sized neural networks, and the matrix may not716

be positive definite. To address this, Golatkar et al. (2020a) approximate the Hessian using717

the Levenberg–Marquardt algorithm, yielding a semi-positive-definite matrix closely related to718

the Fisher information matrix (Martens, 2020), which motivates the name of the method. In719

our implementation, we follow the official codebase and adopt the same hyper-parameters as in720

https://github.com/AdityaGolatkar/SelectiveForgetting.721

Neural Tangent Kernel Unlearning (NTK). NTK (Golatkar et al., 2020b) extends the Newton update722

idea from CR by applying the Neural Tangent Kernel (NTK) linearization of neural networks. The723

NTK matrix between two datasets S1 and S2 is defined as:724

K(S1,S2) ≜ ∇whw(S1)∇wfw(S2)⊤, (B.30)

where hw denotes the network output and hw may optionally denote a scalar output function (e.g.,725

pre-activation logits). Let w∗ = argminw∈W L(w,S) and wr = argminw∈W L(w,Sr) be the726

minimizers of the empirical risk over the full and retain sets, respectively. By linearizing the network727

output around w∗ using the NTK approximation, NTK enables a closed-form update that shifts the728

model weights from w∗ to an approximation of wr via a one-shot adjustment:729

wr ≈M(w∗,S,Sf ) = w∗ +P∇w∗hw∗(Sf )⊤MV, (B.31)
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where the projection matrix P = I − ∇w∗hw∗(Sr)⊤K(Sr,Sr)−1∇w∗hw∗(Sr) ensures that the730

gradient contributions from the forget set are orthogonalized against those from the retain set. The731

matrix M is defined as732

M =
[
K(Sf ,Sf )−K(Sr,Sf )⊤K(Sr,Sr)−1K(Sr,Sf )

]−1
, (B.32)

and the re-weighting matrix V is given by733

V = (yf − hw∗(Sf )) +K(Sr,Sf )⊤K(Sf ,Sf )−1(yr − hw∗(Sr)), (B.33)

where yf and yr denote the ground truth labels for the forget and retain sets, respectively. We734

follow the official implementation and use the same settings and hyper-parameters as in https:735

//github.com/AdityaGolatkar/SelectiveForgetting.736

Gradient Descent (GD). GD (Neel et al., 2021) is one of the simplest unlearning algorithms. It737

continues training the original model Original on the retain set Sr using standard gradient descent.738

Specifically, the unlearned model M is obtained by iteratively applying the update:739

wt+1 ← wt − η, gt(wt), with w1 = A(S),

where η is the step size and gt(wt) is a (mini-batch) stochastic gradient of the empirical loss over740

Sr, i.e., 1
|Sr|

∑
s∈Sr

ℓ(w, s). The key intuition behind GD is that when the forget set is small (i.e.,741

|Sf | ≪ |S|), the minimizers of the loss functions over S and Sr are expected to be close. Therefore,742

a few steps of gradient descent starting from the original model w1 = A(S) can efficiently move the743

parameters toward a minimizer of the updated training objective. Building on this intuition, Neel744

et al. (2021) also provide theoretical guarantees for the effectiveness of GD in both convex and certain745

non-convex settings.746

Our implementation follows https://github.com/ChrisWaites/descent-to-delete, using747

the hyper-parameters :748

• SGD optimizer with a lr = 1e-2, momentum = 0.9, and weight decay = 1e-4.749

• Random seed for the data loader is 7; random seeds for repeated experiments are 131, 42, 7.750

• Batch size = 128751

• Number of epochs = 10752

Noisy Gradient Descent (NGD). NGD (Chourasia and Shah, 2023) is a simple extension of GD in753

which Gaussian noise is added to each gradient update. The unlearned model is obtained by iteratively754

applying the update:755

wt+1 ← wt − η (gt(wt) + ξt) , with w1 = A(S),

where η is the step size, gt(wt) denotes a (mini-batch) stochastic gradient of the empirical loss over756

the retain set Sr, i.e., 1
|Sr|

∑
s∈Sr

ℓ(w, s), and ξt ∼ N (0, σ2) is an independent Gaussian noise term757

added at each iteration. The key distinction between NGD and GD lies in the injection of noise during758

optimization. This stochasticity not only increases the robustness of the unlearning process but also759

enables formal privacy guarantees, as demonstrated in the context of certified unlearning via Rényi760

differential privacy (Chien et al., 2024). Notably, a similar noise-injection mechanism is employed in761

the DP-SGD algorithm for training models with differential privacy guarantees (Abadi et al., 2016).762

Our implementation follows https://github.com/Graph-COM/Langevin_unlearning and the763

same hyper-parameters as GD with764

• (σ, η) = (0.03, 0.1), trained for 10 epochs for the small CIFAR-5 settings with sample765

unlearning.766

• (σ, η) = (0.03, 0.1), trained for 2 epochs for the CIFAR-10 settings with sample unlearning.767

Gradient Descent (GA). GA (Graves et al., 2021) aims to remove the influence of the forget set768

Sf from a trained model by reversing the learning process through gradient ascent. It stores all769

gradient updates involving Sf during the initial training phase, and unlearning is then performed by770

applying the exact reverse updates—i.e., gradient ascent—using the stored gradients. However, this771
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approach is highly memory-intensive and becomes impractical for large-scale models. To address772

this limitation, Jang et al. (2022) proposed a more scalable variant, in which unlearning is achieved773

by performing mini-batch gradient ascent on the forget set. Specifically, the model is updated by774

minimizing the negated loss −L(w,Sf ), effectively implementing ascent steps that counteract the775

original training influence of Sf .776

Our implementation follows https://github.com/joeljang/knowledge-unlearning. using777

the similar hyper-parameters as GD:778

• SGD optimizer with a lr = 1e-5, momentum = 0.9, and weight decay = 1e-4, clipping779

gradient norm = 1.780

• Random seed for the data loader is 7; random seeds for repeated experiments are 131, 42, 7.781

• Batch size = 128782

• Number of epochs = 1 for Small-CIFAR-5 (both sample and class unlearning) and CIFAR-10783

with sample unlearning; while 3 for CIFAR-10 with class unlearning784

Negative Gradient Plus (NegGrad+). NegGrad+ (Kurmanji et al., 2024) fine-tunes the model by785

simultaneously minimizing the loss on the retain set Sr and maximizing the loss on the forget set Sf ,786

effectively negating the gradient contributions from the latter. Specifically, the unlearned model is787

obtained by optimizing the following objective:788

L(w,Sr)− βL(w,Sf ), (B.34)

where β is a hyper-parameter that controls the strength of unlearning by weighting the loss contribu-789

tion from Sf . NegGrad+ shares conceptual similarity with the Gradient Ascent (GA) method, as both790

perform loss maximization on the forget set to induce forgetting. However, NegGrad+ is empirically791

more stable and yields better performance, as it simultaneously enforces loss minimization on the792

retain set, ensuring that useful knowledge is preserved during unlearning.793

Our implementation follows https://github.com/meghdadk/SCRUB, using similar hyper-794

parameters as GD and GA:795

• SGD optimizer with a lr = 1e-2, momentum = 0.9, and weight decay = 1e-4, clipping796

gradient norm = 1.797

• β = 0.001798

• Random seed for the data loader is 7; random seeds for repeated experiments are 131, 42, 7.799

• Batch size = 128800

• Number of epochs = 1 for Small-CIFAR-5 (both sample and class unlearning) and CIFAR-10801

with sample unlearning; while 3 for CIFAR-10 with class unlearning802

Exact Unlearning the last k layers (EU-k). EU-k (Goel et al., 2022) is a simple, parameter-efficient803

unlearning method designed for deep learning models, requiring access only to the retain set Sr.804

Given a parameter k, EU-k retrains from scratch the last k layers of the neural network—those closest805

to the output layer—while keeping the earlier layers fixed. By adjusting k, EU-k provides a tunable806

trade-off between unlearning effectiveness and computational efficiency.807

Our implementation is based on the official repository at https://github.com/shash42/808

Evaluating-Inexact-Unlearning, using the following hyper-parameters:809

• SGD optimizer with a lr = 1e-2, momentum = 0.9, and weight decay = 1e-4.810

• Last fully-connected layer, and last two residual blocks are reinitialized, and only fine-tune811

those parameters.812

• Random seed for the data loader is 7; random seeds for repeated experiments are 131, 42, 7.813

• Batch size = 128814

• Number of epochs = 10815
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Catastrophically Forgetting the last k layers (CF-k). CF-k (Goel et al., 2022) builds on the816

observation that neural networks tend to forget information about data samples encountered early in817

training—a phenomenon known as catastrophic forgetting (French, 1999). Similar to EU-k, CF-k818

focuses on the last k layers of the network; however, instead of re-training these layers from scratch,819

it fine-tunes them starting from the original model parameters w = A(S), using only the retain set820

Sr, while keeping all earlier layers frozen.821

As with EU-k, our implementation follows the official repository at https://github.com/822

shash42/Evaluating-Inexact-Unlearning, using the following hyper-parameters:823

• SGD optimizer with a lr = 1e-2, momentum = 0.9, and weight decay = 1e-4.824

• Last fully-connected layer, and last two residual blocks are fine-tuned.825

• Random seed for the data loader is 7; random seeds for repeated experiments are 131, 42, 7.826

• Batch size = 128827

• Number of epochs = 10828

SCalable Remembering and Unlearning unBound (SCRUB). SCRUB (Kurmanji et al., 2024) is829

one of the state-of-the-art unlearning methods for deep learning. It formulates the unlearning task830

within a student–teacher framework: given a trained teacher model wT , the goal is to train a student831

model w that selectively imitates the teacher. Specifically, the student should retain the teacher’s832

behavior on the retain set Sr while diverging significantly from it on the forget set Sf , as measured833

by the KL divergence. To achieve this, SCRUB optimizes a modified knowledge distillation objective834

(Hinton et al., 2014):835

E(x,y)∼Sr
[α,DKL(hwT

(x)|hw(x)) + γ, ℓ(w, (x, y))]− E(x,y)∼Sf
[DKL(hwT

(x)|hw(x))] ,
(B.35)

where α and γ are hyper-parameters that balance knowledge retention and task performance. The836

first expectation encourages the student to match the teacher on the retain set while also performing837

well on the classification task, and the second term enforces divergence from the teacher on the forget838

set.839

Our implementation follows https://github.com/meghdadk/SCRUB, with the hyper-parameters:840

• SGD optimizer with a lr = 5e-4, momentum = 0.9, and weight decay = 5e-4.841

• Random seed for the data loader is 7; random seeds for repeated experiments are 131, 42, 7.842

• Batch size = 128843

• α = 0.001844

• γ = 1 for small CIFAR-5 settings with both sample and class unlearning845

• γ = 0.6 for CIFAR-10 setting with sample unlearning and γ = 75 for CIFAR-10 with class846

unlearning847

Selective Synaptic Dampening (SSD). SSD was introduced by Foster et al. (2024) as a method848

to unlearn a specific forget set from a neural network without retraining it from scratch. Building849

on ideas similar to Fisher, but with a more refined approach, SSD selectively dampens weights850

that exhibit disproportionately high influence—measured via the Fisher information—on the forget851

set relative to the retain set. Given a model with parameters w, let Fr and Ff denote the Fisher852

information matrices computed over the retain set Sr and the forget set Sf , respectively. Unlearning853

is performed by scaling each parameter wi according to its relative Fisher sensitivity:854

wi =

{
βwi if Ff,i > αFr,i,

wi otherwise,
(B.36)

where Ff,i and Fr,i denote the i-th diagonal entries of the Fisher matrices for Sf and Sr, respectively.855

The hyper-parameter α controls the threshold for selecting influential weights, and the dampening856

factor β is defined as β = mini λFr,i/Ff,i, 1 for a tunable parameter λ.857

Our implementation is based on the official repository at https://github.com/if-loops/858

selective-synaptic-dampening, using the following hyper-parameters:859

• λ = 1.0860

• α = 10.0 for CIFAR-10 and 100.0 for Small-CIFAR-5.861
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B.3 Training and evaluation details862

Here, we provide details on dataset preparation, unlearning settings, and evaluation procedures.863

Dataset and unlearning settings. We evaluate unlearning methods in the context of image clas-864

sification using CIFAR-10 (Krizhevsky et al., 2009) and ResNet-18 (He et al., 2016), focusing on865

the random sample unlearning setting across two scenarios. The CIFAR-10 dataset contains 60,000866

color images of size 32× 32 pixels, evenly distributed across 10 classes: airplane, automobile, bird,867

cat, deer, dog, frog, horse, ship, and truck. Each class includes 5,000 training and 1,000 test samples.868

CIFAR-10 is widely used in machine unlearning research—for example, by Kurmanji et al. (2024);869

Chien et al. (2024); Golatkar et al. (2020a,b); Foster et al. (2024). In the first scenario—small CIFAR-870

5—we follow the setup of Golatkar et al. (2020a,b) by creating a reduced version of CIFAR-10 with871

200 training and 200 test samples from each of the first five classes. From class 0, we randomly872

select 100 samples (50%) as the forget set Sf . The second scenario uses the full CIFAR-10 dataset.873

Here, we designate 2,000 samples (50%8) from class 0 as the forget set Sf . In addition to sample874

unlearning, we also consider class unlearning. In this setting, the forget set contains 200 samples875

from class 0 in the small CIFAR-5 scenario, and 4,000 samples from class 0 in the full CIFAR-10876

scenario. All experiments are conducted on an AWS EC2 g5.24xlarge instance.877

Training of Original and Re-train. To avoid any external knowledge (e.g., the de-878

fault ImageNet pre-trained weights from torchvision (Marcel and Rodriguez, 2010)),879

both the Original and Re-train models are trained entirely from scratch, without load-880

ing any pre-trained weights. We use a batch size of 128 and cross-entropy loss881

(torch.nn.CrossEntropyLoss()). For the small CIFAR-5 setting, we first pre-train a ResNet-882

18 model on the full CIFAR-10 dataset using the SGD optimizer (torch.optim.SGD(lr=0.4,883

momentum=0.9, weight_decay=2e-4)) along with a cosine annealing learning rate sched-884

uler (torch.optim.lr_scheduler.CosineAnnealingLR(T_max=200)). We then fine-tune this885

model on small CIFAR-5 for 25 epochs with a learning rate of 0.01 to obtain the Original model886

reported in Table 1. The Re-train model in Table 1 is obtained using the same setup, except the887

fine-tuning is performed on the retain set Sr for 100 epochs. For the CIFAR-10 setting, both the888

Original and Re-train models are trained from scratch on the full dataset and the retain set,889

respectively, for 137 epochs using a learning rate of 0.01. For the VGG-11 ablation study, we follow890

the same training protocol, including the optimizer, scheduler, and learning rate.891

Evaluation details. The retain, forget, and test accuracies reported in Table 1 are computed by892

directly evaluating each model on the corresponding retain, forget, and test sets. The unlearning893

accuracy is defined as 1 − forget accuracy. The re-learn time quantifies how easily a model can894

reacquire knowledge of the forget set. It is defined as the number of fine-tuning epochs required for895

the model m to satisfy L(m,Sf ) ≤ (1 + η)L(Original,Sf ), where we set η = 0.05. This value896

can be adjusted depending on the desired tolerance.897

To evaluate vulnerability to membership inference attacks (MIA), we use a support vector classifier898

(SVC) implemented via the scikit-learn package, with parameters SVC(C=3, gamma=“auto”,899

kernel=“rbf”) (Pedregosa et al., 2011). The SVC is trained to distinguish between samples seen900

during training and those that were not, based on the model’s output likelihood for the correct class901

label. In the sample unlearning setting, retain samples are labeled as 1 (seen) and test samples as 0902

(unseen) during SVC training; forget samples are then evaluated by the SVC, and an ideal unlearned903

model should cause them to be classified as 0. In the class unlearning setting, retain samples are904

labeled as 1 and forget samples as 0 for SVC training; evaluation is then conducted on a held-out905

subset of the forget class. The reported MIA Accuracy in Table 1 corresponds to the SVC’s attack906

failure rate, i.e., the proportion of forget samples classified as unseen.907

Both the construction of the vulnerable set V((x, y), τ) and the evaluation of residual knowl-908

edge rτ (Sf ) involve generating perturbed inputs within the norm ball Bp(x, τ). We im-909

plement this using the torchattacks package (Kim, 2020). For Gaussian noise (i.e.,910

p = 2), we use torchattacks.GN(model, std=τ); for FGSM (i.e., p = ∞), we use911

torchattacks.FGSM(model, eps=τ); and for PGD, we use torchattacks.PGD(model,912

8Each class has 5,000 training samples, with 20% held out for validation.
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eps=τ, alpha=2/255., steps=pgd_epoch, random_start=True). We apply targeted at-913

tacks for both FGSM and PGD.914

To estimate residual knowledge, we apply these attacks to the unlearned model m to generate per-915

turbed inputs x′, and compute both Pr[m(x′) = y] and Pr[a(x′) = y] over c = 100 independent runs,916

using the same perturbation x′ for both models. Constructing the vulnerable set V((x, y), τ) involves917

solving the minimization problem minz∈Bp(x,τ) ℓ(w, (z, y)). However, since the torchattacks918

package is designed to solve the adversarial objective maxz∈Bp(x,τ) ℓ(w, (z, y)), we instead define919

a random target label y′ ̸= y and solve maxz∈Bp(x,τ) ℓ(w, (z, y′)). To adapt this into our residual920

knowledge framework, we flip the sign of the regularization term in Eq. (6), effectively encouraging921

the model to associate perturbed variants of forget samples with an incorrect label y′. This discour-922

ages the model from retaining knowledge of the true label and facilitates unlearning. We repeat this923

process v times for each forget sample to construct its corresponding vulnerable set.924
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C Additional results and experiments925

We include additional experimental results and comparisons, including: (i) comprehensive results on926

sample unlearning for both the small CIFAR-5 and CIFAR-10 scenarios, covering accuracy metrics927

and residual knowledge estimates under various adversarial attacks; (ii) results on class unlearning928

for both small CIFAR-5 and CIFAR-10; (iii) ablation studies on the hyper-parameters of RURK; and929

(iv) an analysis of the prevalence of residual knowledge across different settings.930

C.1 Complete results on sample unlearning for small CIFAR-5931

We present the full version of Table 1 under the small CIFAR-5 setting in Table C.2. Combined with932

Table 1, the results demonstrate that RURK consistently achieves superior performance—surpassing933

certified removal methods such as CR, Fisher, and NTK, as well as deep-learning-compatible ap-934

proaches like SCRUB, NegGrad+, and NGD—by achieving the smallest average gap from the re-trained935

model Re-train. Notably, the re-learn time of RURK is also comparable to that of Re-train.936

We further include the complete residual knowledge curves estimated under different adversarial937

attacks: Gaussian noise in Figure C.3, FGSM in Figure C.4, and PGD in Figure C.5. For both938

Gaussian noise and FGSM, most methods exhibit residual knowledge greater than 1—i.e., inheriting939

information from the Original model—whereas RURK maintains residual knowledge close to 1 for940

small perturbation norms τ , and reduces it below 1 as τ increases.941

With PGD (10 steps), a stronger attack, we observe that methods such as NTK, NGD, and SCRUB still942

suffer from residual knowledge. In contrast, methods like GD, GA, NegGrad+, EU-k, CF-k, and SSD943

maintain residual knowledge near 1 across varying values of τ . In particular, SSD strictly preserves944

residual knowledge at 1, though this comes at the cost of a larger average gap from Re-train (cf.945

Table C.2).946

Overall, RURK effectively suppresses residual knowledge to values below 1 for small τ , and keeps it947

close to 1 as τ increases—striking a favorable balance between preserving accuracy and mitigating948

residual knowledge.949

Table C.2: The complete performance summary of various unlearning methods on small CIFAR-5 (cf. Table 1).
Results are reported in the format a±b, indicating the mean a and standard deviation b over 3 independent trials.
The absolute performance gap relative to Re-train is shown in (blue). For methods that fail to recover the
forget-set knowledge within 30 training epochs, the re-learn time is reported as “>30”.

Datasets Methods Evaluation Metrics

Retain Acc. (%) Unlearn Acc. (%) Test Acc. (%) MIA Acc. (%) Avg. Gap Re-learn
Time (# Epoch)

Sm
al

l
C

IF
A

R
-5

Original 99.93±0.10(0.03) 0.00±0.00(8.33) 95.37±0.80(0.57) 4.67±3.30(22.33) 7.82 -
Re-train 99.96±0.05(0.00) 8.33±3.30(0.00) 94.80±0.85(0.00) 27.00±5.66(0.00) 0.00 3.33±0.47

CR 99.56±0.47(0.40) 14.00±5.66(5.67) 91.80±0.99(3.00) 58.17±0.79(31.17) 10.06 -
Fisher 92.67±0.63(7.29) 12.67±0.94(4.34) 88.80±1.98(6.00) 47.33±6.13(20.33) 9.49 3.00±1.41

NTK 99.93±0.10(0.03) 7.00±0.00(1.33) 95.37±0.80(0.57) 16.00±4.24(11.00) 3.23 4.67±0.47

GD 84.04±0.42(15.93) 22.67±5.19(14.33) 76.83±1.04(17.97) 84.67±10.84(27.33) 18.89 12.67±12.97

NGD 95.07±1.36(4.89) 4.67±0.47(3.66) 89.33±2.03(5.47) 13.33±2.36(13.67) 6.92 0.67±0.47

GA 94.22±2.83(5.74) 40.67±5.19(32.33) 86.37±0.24(8.43) 84.00±11.31(26.67) 18.29 2.33±0.47

NegGrad+ 96.78±2.04(3.19) 25.00±1.41(16.67) 89.77±0.66(5.03) 74.67±17.91(17.33) 10.55 2.00±0.00

EU-k 91.15±5.92(8.81) 20.00±4.24(11.67) 76.33±4.05(18.47) 37.00±4.24(20.33) 14.82 9.33±6.85

CF-k 99.96±0.05(0.00) 0.33±0.47(8.00) 94.73±0.75(0.07) 37.00±24.04(20.33) 7.10 17.00±11.43

SCRUB 99.88±0.18(0.08) 1.33±0.47(7.00) 94.67±0.79(0.13) 18.33±9.43(8.67) 3.97 1.00±0.00

SSD 96.85±1.20(3.11) 13.33±8.01(5.00) 89.43±2.88(5.37) 69.00±8.49(11.67) 6.29 2.33±0.47

RURK 99.52±0.37(0.44) 5.67±2.36(2.66) 93.83±0.90(0.97) 33.33±12.26(6.33) 2.60 2.00±0.00
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Figure C.3: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods on
small CIFAR-5 with sample unlearning, evaluated under varying perturbation norms τ , using Gaussian noise
(p = 2) to draw c = 100 samples from Bp(x, τ).

Figure C.4: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods on
small CIFAR-5 with sample unlearning, evaluated under varying perturbation norms τ , using targeted FGSM
(p = ∞) to draw c = 100 samples from Bp(x, τ).

Figure C.5: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods on
small CIFAR-5 with sample unlearning, evaluated under varying perturbation norms τ , using targeted PGD
(p = ∞) to draw c = 100 samples from Bp(x, τ).
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We provide the residual knowledge estimates under FGSM in Figure C.6 and under PGD in Figure C.7,950

corresponding to the results presented in Table 1 and Figure 2 of the main text. RURK demonstrates951

consistent behavior across all adversarial attack types—Gaussian noise, FGSM, and PGD—by952

maintaining residual knowledge close to 1 for small perturbation radii τ , and effectively suppressing953

it below 1 as τ increases.954

Figure C.6: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods
on CIFAR-10 with sample unlearning, evaluated under varying perturbation norms τ , using targeted FGSM
(p = ∞) to draw c = 100 samples from Bp(x, τ).

Figure C.7: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods on
CIFAR-10 with sample unlearning, evaluated under varying perturbation norms τ , using targeted PGD (p = ∞)
to draw c = 100 samples from Bp(x, τ).
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C.2 Class unlearning: Forgetting all samples in a class955

In the main text, we focus on the sample unlearning setting, where 50% of the samples from class956

0 are unlearned. Here, we provide analogous results for the class unlearning setting, where 100%957

of the samples from class 0 are removed, on both small CIFAR-5 and CIFAR-10. Note that in class958

unlearning, the Re-train model is never exposed to any samples from class 0. As a result, the959

unlearning accuracy is 100%—that is, Re-train never correctly classifies any forget sample into960

class 0. In Table C.3, we report the same evaluation metrics as in Table 1, including the average961

absolute gaps in retain, unlearn, test, and MIA accuracy compared to Re-train.962

In both small CIFAR-5 and CIFAR-10, EU-k achieves the smallest average gap relative to Re-train.963

This result is expected, as class unlearning in this case resembles a transfer learning scenario: from a964

source domain (small CIFAR-5/CIFAR-10) to a target domain (small CIFAR-4/CIFAR-9), where965

the forget class is entirely absent. This creates a clear domain shift, allowing EU-k to perform well966

by fine-tuning only the top layers. In contrast, in sample unlearning, both the source and target967

domains still contain samples from class 0, making transfer learning less effective and leading to968

poorer performance for EU-k.969

We also present residual knowledge estimates for the small CIFAR-5 class unlearning scenario970

under Gaussian noise (Figure C.8), FGSM (Figure C.9), and PGD (Figure C.10). While RURK is the971

second-best performer in terms of average accuracy gap in the small CIFAR-5 setting, it outperforms972

EU-k in suppressing residual knowledge. In the CIFAR-10 class unlearning scenario, RURK is the973

best among popular methods such as GA, SCRUB and SSD.974

Table C.3: Performance summary of various unlearning methods for class unlearning. Results are reported in the
format a±b, indicating the mean a and standard deviation b over 3 independent trials. The absolute performance
gap relative to Re-train is shown in (blue). For methods that fail to recover the forget-set knowledge within 30
training epochs, the re-learn time is reported as “>30”.

Datasets Methods Evaluation Metrics

Retain Acc. (%) Unlearn Acc. (%) Test Acc. (%) MIA Acc. (%) Avg. Gap Re-learn
Time (# Epoch)

Sm
al

l
C

IF
A

R
-5

Original 99.92±0.12(0.30) 0.00±0.00(100.00) 95.25±0.88(1.75) 26.50±4.95(73.50) 43.89 -
Re-train 99.79±0.12(0.17) 100.00±0.00(0.00) 93.33±0.12(0.00) 100.00±0.00(0.00) 0.00 1.00±0.00

Fisher 93.75±0.71(6.04) 14.33±0.47(85.67) 89.12±2.12(4.20) 54.67±6.84(45.33) 35.31 3.33±0.47

NTK 25.00±0.00(74.79) 100.00±0.00(0.00) 25.00±0.00(68.33) 100.00±0.00(0.00) 35.78 9.67±0.47

GD 67.29±0.41(32.50) 93.67±0.24(6.33) 62.75±2.65(30.58) 89.83±6.60(10.17) 19.90 31.00±0.00

NGD 91.38±0.00(8.42) 100.00±0.00(0.00) 59.75±0.00(33.58) 100.00±0.00(0.00) 10.50 12.33±1.89

GA 98.17±1.71(1.62) 33.00±5.66(67.00) 92.79±0.94(0.54) 64.33±0.94(35.67) 26.21 2.00±0.00

NegGrad+ 99.50±0.53(0.29) 19.83±5.42(80.17) 93.83±0.65(0.50) 58.67±2.59(41.33) 30.57 2.00±0.00

EU-k 99.46±0.06(0.33) 100.00±0.00(0.00) 84.50±0.35(8.83) 100.00±0.00(0.00) 2.29 31.00±0.00

CF-k 99.96±0.06(0.17) 42.33±9.66(57.67) 95.79±0.41(2.46) 97.83±2.36(2.17) 15.61 31.00±0.00

SCRUB 99.96±0.06(0.17) 7.33±5.42(92.67) 95.5±0.35(2.2) 43.67±1.18(56.33) 37.84 1.00±0.00

SSD 98.46±0.24(1.33) 7.00±9.90(93.00) 93.29±0.77(0.04) 42.17±4.48(57.83) 38.05 2.00±0.00

RURK 98.58±1.65(1.21) 87.17±2.59(12.83) 93.71±0.65(0.38) 96.33±5.19(3.67) 4.52 1.33±0.47

C
IF

A
R

-1
0

Original 100.00±0.00(0.00) 0.00±0.00(100.00) 94.71±0.06(0.82) 7.87±0.29(92.13) 48.24 -
Re-train 100.00±0.00(0.00) 100.00±0.00(0.00) 93.89±0.14(0.00) 100.00±0.00(0.00) 0.00 12.67±4.64

GD 99.98±0.02(0.02) 0.09±0.06(99.91) 94.33±0.09(0.44) 29.27±0.79(70.73) 42.78 0.67±0.47

NGD 99.91±0.01(0.09) 20.84±0.35(79.16) 94.40±0.02(0.51) 96.43±0.12(3.57) 20.83 8.00±3.27

GA 95.51±0.16(4.49) 93.60±0.07(6.40) 88.60±0.21(5.29) 96.47±0.31(3.53) 4.93 1.00±0.82

NegGrad+ 99.93±0.00(0.07) 57.19±0.58(42.81) 94.30±0.06(0.41) 86.80±0.37(13.20) 14.12 0.67±0.47

EU-k 98.38±0.03(1.62) 100.00±0.00(0.00) 92.15±0.01(1.74) 100.00±0.00(0.00) 0.84 2.67±0.94

CF-k 100.00±0.00(0.00) 0.06±0.03(99.94) 94.57±0.07(0.69) 38.43±1.05(61.57) 40.55 0.00±0.00

SCRUB 93.15±9.26(6.85) 100.00±0.00(0.00) 86.16±7.88(7.17) 100.00±0.00(0.00) 3.51 18.67±7.41

SSD 100.00±0.00(0.00) 65.27±1.43(34.73) 95.09±0.02(1.20) 100.00±0.00(0.00) 8.98 5.67±1.25

RURK 99.80±0.04(0.20) 95.52±0.86(4.48) 93.93±0.06(0.04) 97.90±0.36(2.10) 1.70 1.00±0.00

28



Figure C.8: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods on
small CIFAR-5 with class unlearning, evaluated under varying perturbation norms τ , using Gaussian noise
(p = 2) to draw c = 100 samples from Bp(x, τ).

Figure C.9: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods on
small CIFAR-5 with class unlearning, evaluated under varying perturbation norms τ , using targeted FGSM
(p = ∞) to draw c = 100 samples from Bp(x, τ).

Figure C.10: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods
on small CIFAR-5 with class unlearning, evaluated under varying perturbation norms τ , using targeted PGD
(p = ∞) to draw c = 100 samples from Bp(x, τ).
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C.3 Ablation studies on RURK975

In this section, we conduct ablation studies on the key hyper-parameters of RURK, including the976

perturbation radius τ , regularization strength λ, sample size v, types of adversarial attacks, and977

alternative model architectures. We focus on the sample unlearning setting in the small CIFAR-5978

scenario, with all results summarized in Table C.4, Table C.5, Figure C.11, and Figure C.12.979

Different perturbation norms τ . The perturbation norm τ determines the radius of the perturbation980

ball used to evaluate residual knowledge. We set τ = 0.03 ≈ 8/255, which aligns with common981

practice for the maximum adversarial perturbation. To assess the sensitivity of RURK to this parameter,982

we conduct an ablation study over τ ∈ {0.00, 0.01, 0.02, 0.03, 0.04, 0.10}. As shown in Table C.4,983

when τ = 0.00 or 0.01, RURK fails to unlearn the forget samples from Original. However, as τ984

increases, the unlearning accuracy improves monotonically, while the test accuracy declines—as985

expected due to the increased regularization. Notably, RURK achieves the best average gap when986

τ = 0.03. Since τ is the key hyper-parameter controlling the trade-off between unlearning efficacy987

and utility, we further visualize the estimated residual knowledge under varying τ in Figure C.11.988

The figure shows that increasing τ improves robustness against residual knowledge under stronger989

attacks. For instance, under Gaussian noise and FGSM, the residual knowledge remains near 1 for990

small τ . In contrast, PGD—a stronger adversary—can still uncover residual knowledge at low τ991

values, but its effectiveness diminishes significantly when τ = 0.1, indicating improved robustness.992

Different regularization strengths λ. The regularization strength λ controls the weighting of993

samples in the vulnerable set within the loss function defined in Eq. (6). We sweep over λ ∈994

{0.00, 0.01, 0.02, 0.03, 0.04, 0.10} and observe that the trend in the average gap closely mirrors that995

of τ . This similarity is expected, as both τ and λ jointly influence the extent to which residual996

knowledge is removed during unlearning.997

Other methods to search for the vulnerable set. In the main text, we search for samples in the998

vulnerable set V((x, y), τ) using Gaussian noise. Here, we extend the evaluation to include stronger999

adversarial methods, such as FGSM and PGD, with varying numbers of attack steps (indicated by the1000

number following PGD in Table C.4). We observe that FGSM—a targeted attack—achieves MIA1001

accuracy comparable to that of Re-train. Likewise, PGD with 5 steps also yields MIA accuracy1002

close to Re-train, indicating effective removal of forget-set information. These results suggest1003

that targeted attacks (FGSM, PGD) are more effective than untargeted ones like Gaussian noise in1004

eliminating residual knowledge, albeit at the cost of increased unlearning time.1005

Different samples size v. The sample size v in Eq.(6) determines how extensively the vulnerable1006

set V((x, y), τ) is explored through sampling. In high-dimensional settings, V((x, y), τ) may contain1007

a large number of perturbed variants. However, due to computational constraints, it is impractical to1008

include all possible samples during training. Instead, we randomly draw v samples from V((x, y), τ)1009

for each forget sample. We experiment with v ∈ {1, 2, 3, 4} and observe that the average gap achieved1010

by RURK remains relatively stable across these values. This robustness is expected, as the loss term1011

κ(w, (x, y)) in Eq.(6) is computed as an average over the v sampled perturbations.1012

Other learning structures. Thus far, our evaluation of RURK has focused on models trained with1013

ResNet-18. To assess its generality across architectures, we present results on small CIFAR-5 using1014

VGG-11 (Simonyan and Zisserman, 2014), as shown in Table C.5. Compared to NGD, RURK continues1015

to achieve the smallest average gap. Figure C.12 further illustrates the residual knowledge comparison1016

between RURK and NGD, demonstrating that RURK maintains lower and more stable residual knowledge1017

across perturbations. These results confirm that RURK effectively removes forget-set information and1018

controls residual knowledge across different network architectures, including both plain convolutional1019

networks (VGG-11) and those with residual connections (ResNet-18).1020
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Table C.4: Ablation study of RURK on small CIFAR-5 with sample unlearning. Results are reported in the format
a±b, indicating the mean a and standard deviation b over 3 independent trials. The absolute performance gap
relative to Re-train is shown in (blue). For methods that fail to recover the forget-set knowledge within 30
training epochs, the re-learn time is reported as “>30”. We bold the results with hyper-parameters the same in
the main text.

Other
Parameters Methods

Evaluation Metrics

Retain Acc. (%) Unlearn Acc. (%) Test Acc. (%) MIA Acc. (%) Avg. Gap Re-learn
Time (# Epoch)

- Original 99.93±0.10(0.03) 0.00±0.00(8.33) 95.37±0.80(0.57) 4.67±3.30(22.33) 7.82 -
Re-train 99.96±0.05(0.00) 8.33±3.30(0.00) 94.80±0.85(0.00) 27.00±5.66(0.00) 0.00 3.33±0.47

Gaussian
λ = 0.03
v = 1

# epoch = 1

RURK (τ = 0.00) 99.93±0.10(0.03) 0.00±0.00(8.33) 95.10±0.99(0.30) 14.33±8.01(12.67) 5.33 1.00±0.00

RURK (τ = 0.01) 99.93±0.10(0.03) 0.00±0.00(8.33) 94.63±1.04(0.17) 15.67±8.96(11.33) 4.97 1.00±0.00

RURK (τ = 0.02) 99.89±0.16(0.07) 2.33±0.47(6.00) 94.27±1.08(0.53) 22.00±9.90(5.00) 2.90 1.00±0.00

RURK (τ = 0.03) 99.52±0.37(0.44) 5.67±2.36(2.66) 93.83±0.90(0.97) 33.33±12.26(6.33) 2.60 2.00±0.00

RURK (τ = 0.04) 98.96±0.37(1.00) 13.33±0.47(5.00) 92.37±1.23(2.43) 38.67±14.61(11.67) 5.03 1.67±0.47

RURK (τ = 0.10) 96.89±0.16(3.07) 29.67±4.71(21.34) 87.80±2.55(7.00) 54.00±15.56(27.00) 14.60 1.67±0.47

Gaussian
τ = 0.03
v = 1

# epoch = 1

RURK (λ = 0.00) 99.96±0.05(0.00) 0.00±0.00(8.33) 95.00±1.13(0.20) 11.33±6.60(15.67) 6.05 1.00±0.00

RURK (λ = 0.01) 99.93±0.10(0.03) 0.00±0.00(8.33) 94.60±0.99(0.20) 15.67±8.96(11.33) 4.97 1.00±0.00

RURK (λ = 0.02) 99.89±0.16(0.07) 2.67±0.94(5.66) 94.17±1.08(0.63) 22.67±10.37(4.33) 2.68 1.00±0.00

RURK (λ = 0.03) 99.52±0.37(0.44) 5.67±2.36(2.66) 93.83±0.90(0.97) 33.33±12.26(6.33) 2.60 2.00±0.00

RURK (λ = 0.04) 98.89±0.47(1.07) 13.33±0.47(5.00) 92.50±0.85(2.30) 39.67±13.20(12.67) 5.26 1.67±0.47

RURK (λ = 0.10) 85.04±2.62(14.92) 76.67±6.60(68.34) 76.87±0.05(17.93) 87.00±4.24(60.00) 40.30 2.00±0.00

λ = 0.03
τ = 0.03
v = 1

# epoch = 1

RURK (Gaussian) 99.52±0.37(0.44) 5.67±2.36(2.66) 93.83±0.90(0.97) 33.33±12.26(6.33) 2.60 2.00±0.00

RURK (FGSM) 99.70±0.10(0.26) 4.33±0.47(4.00) 94.17±1.08(0.63) 28.67±11.79(1.67) 1.64 1.00±0.00

RURK (PGD 1) 98.81±0.10(1.15) 12.33±0.47(4.00) 92.53±1.32(2.27) 46.67±14.61(19.67) 6.77 1.67±0.47

RURK (PGD 5) 99.85±0.05(0.11) 2.00±0.00(6.33) 94.07±1.23(0.73) 27.33±13.67(0.33) 1.88 1.00±0.00

RURK (PGD 10) 99.93±0.10(0.03) 0.67±0.47(7.66) 94.57±1.08(0.23) 20.00±11.31(7.00) 3.73 1.00±0.00

Gaussian
τ = 0.03
λ = 0.03

# epoch = 1

RURK (v = 1) 99.52±0.37(0.44) 5.67±2.36(2.66) 93.83±0.90(0.97) 33.33±12.26(6.33) 2.60 2.00±0.00

RURK (v = 2) 99.52±0.37(0.44) 4.67±0.94(3.66) 93.87±0.94(0.93) 33.33±12.26(6.33) 2.84 1.33±0.47

RURK (v = 3) 99.52±0.37(0.44) 5.00±1.41(3.33) 93.87±0.94(0.93) 33.33±12.26(6.33) 2.76 1.33±0.47

RURK (v = 4) 99.52±0.37(0.44) 5.67±2.36(2.66) 93.83±0.90(0.97) 33.33±12.26(6.33) 2.60 1.00±0.00

Figure C.11: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and other unlearning methods
on small CIFAR-5 with sample unlearning, evaluated under varying perturbation norms τ , using untargeted
Gaussian noise (p = 2), targeted FGSM (p = ∞), and targeted PGD (p = ∞) to draw c = 100 samples from
Bp(x, τ).
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Table C.5: The performance summary of various unlearning methods on small CIFAR-5 with VGG-11. Results
are reported in the format a±b, indicating the mean a and standard deviation b over 3 independent trials. The
absolute performance gap relative to Re-train is shown in (blue). For methods that fail to recover the forget-set
knowledge within 30 training epochs, the re-learn time is reported as “>30”.

Datasets Methods Evaluation Metrics

Retain Acc. (%) Unlearn Acc. (%) Test Acc. (%) MIA Acc. (%) Avg. Gap Re-learn
Time (# Epoch)

Sm
al

l
C

IF
A

R
-5

Original 100.00±0.00(2.56) 0.00±0.00(15.00) 94.10±0.00(2.50) 0.00±0.00(16.00) 9.01 -
Re-train 97.44±0.00(0.00) 15.00±0.00(0.00) 91.60±0.00(0.00) 16.00±0.00(0.00) 0.00 4.33±0.47

NGD 95.00±0.00(2.44) 3.00±0.00(12.00) 91.40±0.00(0.20) 1.00±0.00(15.00) 7.41 1.00±0.00

RURK 99.33±0.00(1.89) 7.00±0.00(8.00) 92.70±0.00(1.10) 22.00±0.00(6.00) 4.25 2.00±0.00

Figure C.12: Residual knowledge r̂τ (Sf ) of the proposed RURK, Original, and NGD on small CIFAR-5 with
sample unlearning and VGG-11 structure, evaluated under varying perturbation norms τ , using untargeted
Gaussian noise (p = 2), targeted FGSM (p = ∞), and targeted PGD (p = ∞) to draw c = 100 samples from
Bp(x, τ).

C.4 The prevalence of residual knowledge1021

In Figure 2, we report the estimated residual knowledge over the entire forget set r̂τ (Sf ). We also1022

provide per-sample estimates r̂τ ((x, y)) for each (x, y) ∈ Sf , as defined in Eq. (4). Table C.61023

summarizes the proportion of forget samples exhibiting residual knowledge greater than one—i.e.,1024

those still recognizable after unlearning—under different perturbation norms τ , evaluated on small1025

CIFAR-5 (with NTK) and CIFAR-10 (with NGD). Remarkably, even under imperceptibly small per-1026

turbations (e.g., τ = 0.013), about 11% of the forget samples in small CIFAR-5 and more than1027

8% (approximately 160 samples) in CIFAR-10 still exhibit residual knowledge above one. These1028

findings highlight that residual knowledge is not only prevalent but also poses a significant privacy1029

risk, emphasizing the need for stronger certification and mitigation techniques in machine unlearning.1030

Table C.6: Percentage of forget samples that have residual knowledge r̂τ ((x, y)) large than 1.
Datasets Methods Gaussian Perturbation Norm τ

0.000 0.003 0.006 0.009 0.013 0.016 0.019 0.022 0.025 0.028 0.031

Small CIFAR-5 NTK 0.00±0.00 3.00±1.71 5.00±2.18 6.00±2.37 11.00±3.13 14.00±3.47 26.00±4.39 34.00±4.74 39.00±4.88 45.00±4.97 48.00±5.00

CIFAR-10 NGD 0.00±0.00 1.85±1.35 5.25±2.23 7.25±2.59 8.50±2.79 8.55±2.80 9.30±2.90 8.90±2.85 8.10±2.73 7.10±2.57 6.95±2.54
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NeurIPS Paper Checklist1031

1. Claims1032

Question: Do the main claims made in the abstract and introduction accurately reflect the1033

paper’s contributions and scope?1034

Answer: [Yes]1035

Justification: We include a summary of contributions at the end of the introduction, where1036

each contribution and the claims made therein are specifically referred to a section in this1037

paper.1038

Guidelines:1039

• The answer NA means that the abstract and introduction do not include the claims1040

made in the paper.1041

• The abstract and/or introduction should clearly state the claims made, including the1042

contributions made in the paper and important assumptions and limitations. A No or1043

NA answer to this question will not be perceived well by the reviewers.1044

• The claims made should match theoretical and experimental results, and reflect how1045

much the results can be expected to generalize to other settings.1046

• It is fine to include aspirational goals as motivation as long as it is clear that these goals1047

are not attained by the paper.1048

2. Limitations1049

Question: Does the paper discuss the limitations of the work performed by the authors?1050

Answer: [Yes]1051

Justification: We include a discussion of limitations regarding theoretical extensions and1052

computational overhead in the last section.1053

Guidelines:1054

• The answer NA means that the paper has no limitation while the answer No means that1055

the paper has limitations, but those are not discussed in the paper.1056

• The authors are encouraged to create a separate "Limitations" section in their paper.1057

• The paper should point out any strong assumptions and how robust the results are to1058

violations of these assumptions (e.g., independence assumptions, noiseless settings,1059

model well-specification, asymptotic approximations only holding locally). The authors1060

should reflect on how these assumptions might be violated in practice and what the1061

implications would be.1062

• The authors should reflect on the scope of the claims made, e.g., if the approach was1063

only tested on a few datasets or with a few runs. In general, empirical results often1064

depend on implicit assumptions, which should be articulated.1065

• The authors should reflect on the factors that influence the performance of the approach.1066

For example, a facial recognition algorithm may perform poorly when image resolution1067

is low or images are taken in low lighting. Or a speech-to-text system might not be1068

used reliably to provide closed captions for online lectures because it fails to handle1069

technical jargon.1070

• The authors should discuss the computational efficiency of the proposed algorithms1071

and how they scale with dataset size.1072

• If applicable, the authors should discuss possible limitations of their approach to1073

address problems of privacy and fairness.1074

• While the authors might fear that complete honesty about limitations might be used by1075

reviewers as grounds for rejection, a worse outcome might be that reviewers discover1076

limitations that aren’t acknowledged in the paper. The authors should use their best1077

judgment and recognize that individual actions in favor of transparency play an impor-1078

tant role in developing norms that preserve the integrity of the community. Reviewers1079

will be specifically instructed to not penalize honesty concerning limitations.1080

3. Theory Assumptions and Proofs1081

Question: For each theoretical result, does the paper provide the full set of assumptions and1082

a complete (and correct) proof?1083
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Answer: [Yes]1084

Justification: We clearly state all the assumptions and lemmas that we have used with1085

citations in our theoretical results. We also provide the sketch of proof/intuition in the main1086

text.1087

Guidelines:1088

• The answer NA means that the paper does not include theoretical results.1089

• All the theorems, formulas, and proofs in the paper should be numbered and cross-1090

referenced.1091

• All assumptions should be clearly stated or referenced in the statement of any theorems.1092

• The proofs can either appear in the main paper or the supplemental material, but if1093

they appear in the supplemental material, the authors are encouraged to provide a short1094

proof sketch to provide intuition.1095

• Inversely, any informal proof provided in the core of the paper should be complemented1096

by formal proofs provided in appendix or supplemental material.1097

• Theorems and Lemmas that the proof relies upon should be properly referenced.1098

4. Experimental Result Reproducibility1099

Question: Does the paper fully disclose all the information needed to reproduce the main ex-1100

perimental results of the paper to the extent that it affects the main claims and/or conclusions1101

of the paper (regardless of whether the code and data are provided or not)?1102

Answer: [Yes]1103

Justification: We provide details descriptions of the proposed methodology in the main text1104

and in the appendix. Our methodology is tested on over 2 different vision benchmarks,1105

shows consistency and explainable results over independent trials, and outperforms 111106

existing unlearning baseline algorithms.1107

Guidelines:1108

• The answer NA means that the paper does not include experiments.1109

• If the paper includes experiments, a No answer to this question will not be perceived1110

well by the reviewers: Making the paper reproducible is important, regardless of1111

whether the code and data are provided or not.1112

• If the contribution is a dataset and/or model, the authors should describe the steps taken1113

to make their results reproducible or verifiable.1114

• Depending on the contribution, reproducibility can be accomplished in various ways.1115

For example, if the contribution is a novel architecture, describing the architecture fully1116

might suffice, or if the contribution is a specific model and empirical evaluation, it may1117

be necessary to either make it possible for others to replicate the model with the same1118

dataset, or provide access to the model. In general. releasing code and data is often1119

one good way to accomplish this, but reproducibility can also be provided via detailed1120

instructions for how to replicate the results, access to a hosted model (e.g., in the case1121

of a large language model), releasing of a model checkpoint, or other means that are1122

appropriate to the research performed.1123

• While NeurIPS does not require releasing code, the conference does require all submis-1124

sions to provide some reasonable avenue for reproducibility, which may depend on the1125

nature of the contribution. For example1126

(a) If the contribution is primarily a new algorithm, the paper should make it clear how1127

to reproduce that algorithm.1128

(b) If the contribution is primarily a new model architecture, the paper should describe1129

the architecture clearly and fully.1130

(c) If the contribution is a new model (e.g., a large language model), then there should1131

either be a way to access this model for reproducing the results or a way to reproduce1132

the model (e.g., with an open-source dataset or instructions for how to construct1133

the dataset).1134

(d) We recognize that reproducibility may be tricky in some cases, in which case1135

authors are welcome to describe the particular way they provide for reproducibility.1136

In the case of closed-source models, it may be that access to the model is limited in1137
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some way (e.g., to registered users), but it should be possible for other researchers1138

to have some path to reproducing or verifying the results.1139

5. Open access to data and code1140

Question: Does the paper provide open access to the data and code, with sufficient instruc-1141

tions to faithfully reproduce the main experimental results, as described in supplemental1142

material?1143

Answer: [No]1144

Justification: Due to intellectual property protection and anonymity requirements, we choose1145

to release our codes upon decision. We provide details scripts on how to access the datasets,1146

implement our methodology, and reproduce the empirical results in the main text and1147

appendix.1148

Guidelines:1149

• The answer NA means that paper does not include experiments requiring code.1150

• Please see the NeurIPS code and data submission guidelines (https://nips.cc/1151

public/guides/CodeSubmissionPolicy) for more details.1152

• While we encourage the release of code and data, we understand that this might not be1153

possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not1154

including code, unless this is central to the contribution (e.g., for a new open-source1155

benchmark).1156

• The instructions should contain the exact command and environment needed to run to1157

reproduce the results. See the NeurIPS code and data submission guidelines (https:1158

//nips.cc/public/guides/CodeSubmissionPolicy) for more details.1159

• The authors should provide instructions on data access and preparation, including how1160

to access the raw data, preprocessed data, intermediate data, and generated data, etc.1161

• The authors should provide scripts to reproduce all experimental results for the new1162

proposed method and baselines. If only a subset of experiments are reproducible, they1163

should state which ones are omitted from the script and why.1164

• At submission time, to preserve anonymity, the authors should release anonymized1165

versions (if applicable).1166

• Providing as much information as possible in supplemental material (appended to the1167

paper) is recommended, but including URLs to data and code is permitted.1168

6. Experimental Setting/Details1169

Question: Does the paper specify all the training and test details (e.g., data splits, hyper-1170

parameters, how they were chosen, type of optimizer, etc.) necessary to understand the1171

results?1172

Answer: [Yes]1173

Justification: We provide all the training and setting details in the main text and appendix,1174

including hyper-parameter settings, optimizer/learning rate scheduler, the GitHub links to1175

all unlearning baselines we have evaluated, the reference to the evaluation metrics, etc.1176

Guidelines:1177

• The answer NA means that the paper does not include experiments.1178

• The experimental setting should be presented in the core of the paper to a level of detail1179

that is necessary to appreciate the results and make sense of them.1180

• The full details can be provided either with the code, in appendix, or as supplemental1181

material.1182

7. Experiment Statistical Significance1183

Question: Does the paper report error bars suitably and correctly defined or other appropriate1184

information about the statistical significance of the experiments?1185

Answer: [Yes]1186

Justification: All the results reported in this paper include error bars that is computed over1187

3 independent trials. Moreover, we implement 5 different evaluation metrics (operational1188

meaning and proper reference included) to compare our method against existing baselines.1189
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Guidelines:1190

• The answer NA means that the paper does not include experiments.1191

• The authors should answer "Yes" if the results are accompanied by error bars, confi-1192

dence intervals, or statistical significance tests, at least for the experiments that support1193

the main claims of the paper.1194

• The factors of variability that the error bars are capturing should be clearly stated (for1195

example, train/test split, initialization, random drawing of some parameter, or overall1196

run with given experimental conditions).1197

• The method for calculating the error bars should be explained (closed form formula,1198

call to a library function, bootstrap, etc.)1199

• The assumptions made should be given (e.g., Normally distributed errors).1200
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