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A APPENDIX

A.1 FLOWCHART OF QUACK
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Figure 1: Testing process of Quack.
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A complete Quack testing flowchart is shown in Fig 1. The testing process begins with the tester
utilizing guidelines, and the Materializer generates question prompts, alongside the oracle response.
Subsequently, the Organizer restructures jailbreak facts into the playing scenario, which is then
combined with the question prompt, serving as a seed input to the target LLM.

Following this, the Referee computes a similarity score between the expected response (Oracle) and
the response generated by the target LLM, effectively acting as a fitness function for jailbreaks. The
Advisor then offers guidance to the Organizer on how to reduce this score.

The Organizer iteratively updates the playing scenario until successful jailbreaks are generated,
which are then incorporated back into the Knowledge Graphs for future updates and refinements.

A.2 RESULTS AND DATASET

We will publish the comprehensive results of our experiment and the updated jailbreaks on the
web. For detailed information, please visit the following link: https://anonymous.4open.
science/status/38E2.
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