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Abstract. Untruthful announcement is a significant part of multi-agent
communications. Providing a formal account of such announcements is
important for representing and reasoning about effects of actions and
epistemic planning in multi-agent domains. This paper attacks the prob-
lem of dealing with lying and misleading announcements by defining
update models for them. It also shows that these update models yield
intuitive results when applying on a pointed Kripke structure for reason-
ing about the beliefs of agents.
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1 Introduction and Motivation

Communication between agents is an integral part of multi-agent systems ever
since the research area was introduced. This led to the development of agent
communication languages (e.g., KQML) for agents to communicate with each
other. In most of these languages, performatives such as ask and tell allow
agents to ask for and receive information from other agents. It general, it is as-
sumed that agents within a system will provide each other, via tell, truthful
information. This assumption appears to still hold in the era of Agentic AI [1,
7,12,15,16], which has been hailed as the new frontier of Al with enormous
potential. It is in this context, the study of untruthful announcements becomes
ever more important. First, with autonomous agents capable of understanding
natural languages and assimilating information from various sources, there is no
guarantee that the information that an agent holds true is actually true. There-
fore, an agent can, unintentionally, send false information to others. Second, as
agentic Al agents can create their own goals, with their own utility functions,
there is no guarantee that they would not intentionally lie to others to achieve
their individual goals.

In this paper, we use untruthful announcements to refer to the act of an agent
informing others a piece of information that is not true in the actual state of
the world. We divide them into two groups: misleading announcements and lies.
In the first group, the agents who make an announcement of ¢, are uncertain
about ¢, they do not believe ¢ nor —. In the second group, the agents who
make an announcement of ¢, believe —p. The goal of this paper is to develop
a formalization of untruthful announcements that allows for the consideration
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of this type of action in epistemic planning. In this context, we would like to
specify that an action is of the type announcement and leave the decision when
a truthful /untruthful announcement should be executed for the planner. For
example, we should be able to specify that “agent A informs agent B that a
coin lies heads up” is an announcement; and, if the goal is to have B to have
false belief about the state of the coin, then the planner can make sure that A
knows that the coin lies tails up before the announcement is executed. In order
to achieve this goal, we first present a way to specify misleading announcements
and lying actions using a high-level action description, the language mA* [3].
Under this view, all types of announcements are announcements. Whether or not
an announcement is a truthful announcement, a misleading announcement, or a
lie will be settled at the execution time, depending on the concrete state of the
knowledge and beliefs of the agents. We then present a method for automatically
constructing an edge-conditioned update model given a Kripke model and an
occurrence of an announcement.

We note that studying the effects of lying and misleading announcements on
the knowledge and beliefs of agents has been intensively investigated by logicians
and philosophers (see, e.g., [11,14,19]) and a formal account of lying in dynamic
epistemic logic has been the focus of several works such as [2,8,10,9]. Most
of these works treat lying announcements as public announcements, i.e., every
agent is a full observer. Furthermore, with the exception of [9], it is assumed
that the addressee believes the announced formula. In our view, this assumption
is too strong as lying announcement is, first and foremost, a type of announce-
ment, and thus, when it is made, there will be agents who are unaware of the lie,
or who only partially aware about it. Therefore, treating lying announcements
as public announcements leaves out several scenarios that should be considered.
Another significant issue with earlier approaches is that they do not enable a
simple integration of untruthful announcements into epistemic planning systems
because they do not provide a method for constructing the event models used
in their formalization. Our proposal is therefore significant different than ear-
lier works. Furthermore, it provides a systematic way for the consideration of
untruthful announcements in epistemic planning.

The paper is organized as follows. In Section 2 we briefly review the necessary
notions. Afterwards, we introduce a running example and state our assumptions
for our formalization. Sections 4 introduce the construction of the update model
for untruthful announcements and prove several properties of the model. We
then discuss possible extensions, relate them to other approaches, and provide
final considerations.

2 Preliminary

Belief Formulae. A multi-agent domain (AG, F) includes a finite and non-empty
set of agents AG and a set of fluents (atomic propositions) F, used to encode the
properties of the world. Belief formulae over (AG, F) are defined by the BNF:
“ou=plop | (@A) ] (eV )| B¢’ where p € F is a fluent and i € AG. We
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refer to a belief formula which does not contain any occurrence of B; as a fluent
formula. In addition, for a formula ¢ and a non-empty set a C AG, B,y and
Cayp denote A\, Bip and A\;” BEp, where Bl o=B,¢ and BEo=B: 'B,¢
for k > 1, respectively. £ 4g denotes the set of belief formulae over (AG, F).
Satisfaction of belief formulae is defined over pointed Kripke structures [13].
A Kripke structure M is a tuple (S, m, {B;}icag), where S is a set of worlds
(denoted by M[S]), = : S — 27 is a function that associates an interpretation
of F to each element of S (denoted by M|r]), and for i € AG, B; C S x Sis a
binary relation over S (denoted by M]i]). For convenience, we will often draw
a Kripke structure M as a directed labeled graph, whose set of labeled nodes

represents S and whose set of labeled edges contains s — t iff (s,t) € B;; the
label of each node is the name of the world and its interpretation is displayed as
a text box next to it. For v € S and a fluent formula ¢, M[7](u) and M[x](u)(¢)
denote the interpretation associated to u via 7 and the truth value of ¢ with
respect to M[r](u). For a world s € M([S], (M, s) is a pointed Kripke structure,
hereafter called a state. The satisfaction relation = between belief formulae and
a state (M, s) is defined as follows:

. (M,s) Epif pisa fluent and M[r](s)(p) is true;
(M s) e if (M, s) = ¢

(M) E 1 Aps it (M, s) E @1 and (M, s) E ¢a;
- (M, s)

- (M, s)

»

1 8) E o1 Vo if (M, s) =1 or (M, s) = p2;
,8) |E Bip if Vt.[(s,t) € By = (M, t) = ¢).

T W N

We also use update models to describe transformations of (pointed) Kripke
structures according to a predetermined transformation pattern. An update
model is structured similarly to a pointed Kripke structure and it describes
how to transform a pointed Kripke structure using an update operator defined
in [2,4].

Let us start with some preliminary definitions. An L 4g-substitution is a
set {p1 = @1,...,pr — @i}, where each p; is a distinct fluent in F and each
@i € Lag. SUB.,, denotes the set of all £ 4g-substitutions.

Definition 1 (Update Model). Given a set AG of n agents, an update model
Y is a tuple (X, Ry, ..., Ry, pre, sub) where

(i) X is a set, whose elements are called events;

(ii) each R; is a binary relation on X;

(#ii) pre : X — L ag is a function mapping each event e € X to a formula in
EAg; and

() sub : X — SUB,,, is a function mapping each event e € X to a
substitution in SUB, .

An update instance w is a pair (3, e) where 3 is an update model
(X,R1,..., Ry, pre,sub)y and e, referred to as a designated event, is a member
of X.
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Intuitively, an update model represents different views of an action occurrence
which are associated with the observability of agents. Each view is represented by
an event in Y. The designated event is the one that agents who are aware of the
action occurrence will observe. The relation R; describes agent ¢’s uncertainty
on action execution—i.e., if (o,7) € R; and event o is performed, then agent i
may believe that event 7 is executed instead. pre defines the action precondition
and sub specifies the changes of fluent values after the execution of an action.

Definition 2 (Updates by an Update Model). Let M be a Kripke structure
and ¥ = (X, Ry,..., Ry, pre, sub) be an update model. The update induced by
X defines a Kripke structure M/ = M ® X, where:

(i) M'[S] ={(s,7) | s € M[S],7 € X,(M,s) E pre(r)};

((n) ()(372,(8’,7’)) e M'[{] iff (s,7),(s',7") € M'[S], (s,8') € MJi] and
7—77—/ € Iy

(i) For all (s,7) € M'[S] and f € F, M'[r]((s,7)) = f iff f = ¢ € sub(r)
and (M, s) = ¢.

The structure M’ is obtained from the component-wise cross-product of the
old structure M and the update model 3, by (i) removing pairs (s,7) such
that (M, s) does not satisfy the action precondition (checking for satisfaction of
action’s precondition), and (ii) removing links of the form ((s,7), (s’,7’)) from
the cross product of M[i] and R; if (s,s") & M[i] or (,7") & R; (ensuring that
each agent’s accessibility relation is updated according to the update model).
We note that the truth value of fluents in each world (s, ) of M’ is dictated by
the substitution sub: if f — ¢ € sub(r) and (M, s) = ¢ then f is true in (s, 7).

An update template is a pair (X, I'), where X is an update model with the set
of events X and I' C X. The update of a state (M, s) given an update template
(3, 71) is a set of states, denoted by (M, s) ® (%, I"), where

(M’S) ® (Z,F) = {(M®27(577—)) | Tel, (M78) |=p7"e(7')}

3 Specifying Announcement Actions

In this paper, we consider an announcement action (or an announcement, for
short) as an action of an agent (or a group of agents) telling other agents a piece
of information. In the context of planning, an action can only be executed under
certain conditions. An announcement is of the form a{a) where a represents an
announcement and « is a group of agents who execute a. Following [3], we specify
the announcements by statements of the form

a announces @ (1)

where a is an announcement and ¢ is a formula encoding the announced formula
of a. Different from the original paper [3], for brevity of the presentation, we
will assume that announcement can be executed in any state. In a multiagent
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environment, when an event happens, agents have different awareness of its oc-
currence. We specify the state of awareness, or the observability, of agents about
action occurrences by statements of the form

z observes a if ¢, (2)

z aware_of a if 0, (3)

where z denotes an agent, 0, and 6, are formulae. Statement (2) indicates that
agent z is a full observer of a if 6, holds. Statement (3) states that agent z is a
partial observer of a if 6, holds. We will assume that for each pair of an agent
z and an action a, if z occurs in both (2) and (3) then 6, and 0, are mutual
exclusive, i.e., §, — —0, and 8, — —J,. Without the lost of generality, we assume
that whenever z does not occur in a statement of the form (2) (resp. (3)) then
z observes a if L (resp. z aware_ of a if 1) is given.

The language mA* assumes that whenever an announcement a = a{«a) in the
statement (1) is executed in a state (M,s), (M,s) | Bap holds. This means
that the agents announce only what they believe in. As we have mentioned
earlier, our focus in this paper is to study announcement actions that have not
been considered in mA*. Specifically, our aim is to define update models for
untruthful announcements.

For our discussion in this paper, we will use a variant of the Concealed Coin
from [2] as a running example and denote this domain with D, ;y,. In this domain,
we have AG = {A, B,C, D, E}. The agents are in a large room and a coin lies on
the table in the middle of the room. The set of fluents F for this domain consist
of

— head: the coin lies heads up;

— nextto(z,y): indicates that agent = and agent y are next to each other and
can hear each other; and

— close(z,y): encodes that x and y are close to each other and they can see
each other.

We assume that nextto(z,y) implies close(x,y), i.e., whenever the two agents
are next to each other, they are close to each other as well. We consider a single
action template head(v){(zx), which encodes that agent x announces “the truth
value for heads being up is ¥’ where v is either True or False, and is specified®
is as follows:

head(v)(z) announces head = v

The observability of agents is described by
y observes head(v){x) if nextto(z,y)

y aware_of head(v)(z) if close(z,y) A ~nextto(z,y)

where xz,y € AG and x # y. The proximity between agents can be changed
by agents’ actions (e.g., moving). We will state the agents’ proximity whenever

! We take the liberty of adjusting the syntax of m.A* slightly and assume that
nextto(z, ) is always true.
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Fig. 1. Three states (Mo, so), (M1, so), and (M2, so)—H denotes head. A circle repre-
sents a world. All states have the same set of worlds {50, sl}. A double circle represents
the real state of the world (so). Labeled links indicate the accessibility relations of
agents. Truth value of head in each world is given by H (true) or —H (false).

this information is needed. We will also assume that the actions can always be
executed.

Consider the states (Mo, so), (M1, so), and (Mz, sg) shown in Figure 1. These
states represent different scenarios of beliefs of the agents. In all of them, it is
common knowledge that A knows whether head or —head holds. In (M, s¢), C
believes that —head holds. C' believes that head holds in (Mz, s¢). None of B,
D, or E knows whether head or —head. This knowledge is common among the
agents. The ity between agents is the same in both worlds sy and s;.

Consider an occurrence of the announcement head(False){A) in (Mo, so),
i.e., A announces that —head. In this case, A makes a false announcement since
(Mo, s0) = Bahead. On the other hand, if head(False)(B) occurs in (Mo, so),
all we can say that B makes a misleading announcement since (Mpy,so) =
—=Bpghead AN —-Bpg—head. This discussion shows that characterizing an announce-
ment as truthful, lying, or misleading needs to take into consideration the state
in which the announcement occurs. Formally, given a state (M, s) and an an-
nouncement a({c) in (1), we say that a{a) is

— truthful if (M, s) = Bay;
_ misleading lf (]\47 S) ‘: ﬁBagp \VJ ﬁBaﬁSD7 and
— lying if (M, s) E= By—p.

From now on, whenever we refer to an untruthful announcement, we mean that
the announcement is either misleading or a lying announcement.

Assumptions about Changes in Agents’ Beliefs. Observe that when an announce-
ment occurs, some agents are fully observant, partially observant, or oblivious.
For instance, if A is next to all agents, then all agents will be fully observant. If
only B is next to A and others are not close to A, then only B will hear A and
others are oblivious; etc. Since an announcement does not change the world, it
is up to the agents who are fully aware of the action occurrence to believe in the
announced formula; we make the following assumptions on how beliefs of agents
will change when an untruthful announcement occurs.
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(A1) if an agent is certain about the truth of a formula, even if it is incorrect
in the actual world, or if she realizes that the announcement is untruthful
(i.e. she knows that the announcers make a false statement) then she will
not change her belief about the formula, regardless of what the announcers
say;

(A2) if an agent is uncertain about the truth of a formula and cannot reason
that the announcers are untruthful then she will believe what the announcers
say.

The assumption (A1) indicates that agents are “opinionated” about their own
beliefs, while (A2) suggests that agents are eager to remove uncertainty in their
beliefs. There can be finer or different classifications of agents’ attitudes with
respect to an announcement, e.g., agents’ attitudes can depend on who makes
the announcement and what type of information is announced. For example, in
[9], agents can be credulous, skeptical, or revising reasoners, and they will update
their beliefs based on their attitude. This is an interesting subject but outside
the scope of this paper. We next formalize the update models for untruthful
announcements.

Desirable Properties. Observe that we do not require that ¢ is true in the actual
state. As such, it is possible that an untruthful announcement might result in
some agents believe in a formula that is true in the actual world (e.g., a lie
indirectly becomes a true announcement for some agents). From our assumptions
(A1) and (A2),if i is an agent in AG, we have the following desirable properties:

(P1) ¢ is a full observer of a (i.e. (M,s) = ¢;). In this case, given the
assumptions (A1) and (A2), we have the following sub-cases:

e (M,s) E (BiBa—p) V (Bi(wBa—p A =Bag)) V Bimp V Bjp: by (Al),
the belief of ¢ should not be changed since ¢ knows « are untruthful or ¢
believes whether ¢

e (M,s) F =(Bip VBi=p) A =B;Ba—p A =(Bi(-Ba—-p A =Bay)): by
(A2), the belief of i about ¢ should be changed and B;y is true after
the untruthful announcement.

(P2) i is a partial observer of the action a (i.e. (M, s) = 6;). As i is unaware
of what is announced about the formula, her belief about ¢ does not change.
However, she would assume that people who are fully observant know the
truth value of the formula after the action occurrence.

(P3) i is not aware of the execution of the action a (i.e. (M, s) = —d; A—6;):
nothing changes for i.

4 Formalizing Untruthful Announcements

Let us consider an occurrence of a untruthful announcement about ¢, a = a{a),
in a state (M, s). In other words, we have that a announced ¢ is a statement
specified the action a and a occurs in (M, s). By our definition, (M, s) E B,—p

r (M,s) E —(Ba—p V Bap). We follow the approach in [3] and define the
following sets of agents:
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— The set of agents who are full observers and know whether ¢. We denote
this set of agents by F,;? and define it by

Fu = {Z | (S Ag, (M,S) 'Z 51’ /\(BM\/BF@)}U
{ilical(M,s) = (BipVBi-p)}

This group of agents will not change their beliefs about ¢ regardless of
whether they know that a is an untruthful announcement. This is by the
assumption (A1).
— The set of agents who are full observers but do not know whether ¢. There
are two cases here:
e The agent who know that « is making an untruthful announcement. We
denote this set of agents by F,4° and define it by

F,i= {’L | 1€ AG, (M, S) ’: 0; N\ (Fi(M,S,Oé) A\ ﬂ(BiQO vV Bi_\(p))}u
{i | i € q, (M7S) ): ﬁ(BiQO \4 Biﬁw))

where def
Ii(M, s, ) = BiB.—¢ V (Bi(—-Ba—¢ A "Bay)).

Intuitively, I;(M, s, a) means that i knows that a is an untruthful an-
nouncement. Again, by the assumption (A1), these groups of agents will
not change their beliefs about .

e The set of agents who are full observers, who do not know that « is
making an untruthful announcement. We denote this set of agents by F,
and define it by

F.={i|i€ AG,(M,s) = 6; N—I;(M,s,a) AN =Bp A —B;=p} \ a.

This group of agents, by (A2), will change to believe that ¢ is true.
— The set of agents who are partial observers. We denote this set of agents by
P and define it by P = {i | i € AG, (M, s) |= 6;}.
— The set of agents who are oblivious and denoted by O is defined by O = {i |
xS .Ag, (M,S) ': _'6i A —|91} \ .

Observe that we insist that a belongs to the set of full observers who do not
change their beliefs about . This assumption can be eliminated by removing
the part relating to a of the five sets. In the later part of this section, we will
show an example that this assumption is reasonable. By our assumptions about
&; and 0;, it is easy to see that F, g4, Fyui, Fe, P, and O are pairwise disjoint. From
the formalization of announcement in [3] and the desirable properties (P1)-(P3)
we have that the execution of an untruthful announcement of ¢, a, creates the
following events:

— an event o that is the designated event, which is the true event that occurs;

2 The subscript .5 stands for “unchanged in belief” and “know whether ¢”.
3 The subscript 44 stands for “unchanged in belief” and “don’t know whether ¢”.
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— a full observer, who knows that ¢ holds, will consider that an event p which
has the precondition ¢ occurs;

— a full observer, who knows that —¢ holds, will consider that an event £ which
has the precondition = occurs;

— a full observer, who does not know whether ¢ or —p holds. In this case, we
have two situations

e if the observer knows that « is untruthful, then nothing changes, and
the observer would consider that either p or £ occurs.

e if full observer knows that « is untruthful, considers that an event 7
happens that causes the agent to change its belief in ¢ to be true. The
precondition of this event is the formula .

— a partial observer, who is aware of the announcement, but do not know
the details, will believe the full observers know whether ¢ but cannot know
their truth values. Following [3], we will create two events p and A whose
preconditions are ¢ and —p, respectively; and

— an oblivious agent, who is not aware of the announcement, will consider e,
an event denoting that nothing has happened.

Given the above events, what are the accessibility relations of the agents?
Let us consider an agent i. We have the following scenarios:

— o is the true event that occurs. What will be the event that ¢ believes to
have occurred? This depends on the agent’s classification.

o If i € F,i, then i could think that either p or £ could have occurred.
Essentially, in the view of i, its beliefs do not change.

e Similarly, if ¢ € F,q4, then 4 could think that either p or £ could have
occurred.

e If i € F,, then i thinks that 7 occurred.

e If i € P, then ¢ thinks that either p or A occurred.

e If 5 € O, then i thinks that € occurred.

— Similarly, if x4 is the true event that occurs, then we can easily say that for
i € P, ¢ thinks that either p or A occurred; and for ¢ € O, i thinks that €
occurred. On the other hand, for i € F;, then 4 only thinks that u occurred;
for i € Fyq, then ¢ thinks that p or £ occurred.

Similarly, we can derive the accessibility relations from other events for each
agent i € AG. This derivation is summarized in the following definition.

Definition 3 (Update Model for Untruthful Announcement). Let a =
a{a) be an untruthful announcement of formula ¢ and (M,s) be a state such
that (M, s) = Ba— or (M,s) E ~(Ba—¢ V Bayw). The update model for a in
(M,s), w(a, (M, s)), is defined by (X,{R;}icag,pre, suby as follows:

© E:{U7u7£7T7p7A76};
o R; is defined as follows:

hd fori S Fuk7 Rl = {(U’ /.L), (U’ 5)7 (575)’ (Hvﬂ)) (p7 p)v (/\a /\)’ (67 6)}
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Fig. 2. Update model for an untruthful announcement of ¢ - U, (precondition of o)
denotes Ba—¢ V =(Bap V Ba—gp). Nodes are the events of the update model and links
represent the set R; for i € AG. A node in double rectangles is the designated event.

o {07" ’;}E Fui, R; = {(U’ M)v (Ua 5)7 (gaf)’ (:uvﬂ)7 (faﬂ)v (M7 5)’ (p, ,0), ()‘7)‘)7
e fori€ F., R, ={(o,7),(7,7),(p,p), (A, A
o fori e UF, R; ={(0,7),(p,p), (A, A), (e,
OfOT"LEPR—{( 7(7—, v( )(7p)7
(A, 1), (ps p); (A, A), ( e}
° forzEO R; —{(77, )|77€ >
o The preconditions pre are:
e pre(c) =B —mp\/(—\(Banp\/Ba—mp));

o bre o pre(x) = —p;
g o pre(u) = o;
o pre()) = —wp, o pre(e) =T

o sub(z) =0 for each x € X.
The designated event of w(a, (M, s)) is o.

Having defined the update model w(a, (M, s)) for an untruthful announcement
a in (M, s), we define the state resulting from the occurrence of a in (M, s) as
(M, s)® (w(a, (M,s)),0).

We will illustrate the execution of head(False){A) in (My, sp) in Figure 1.
It is easy to see that this is a lying announcement. For illustration purpose, let
assume that A, B and C are next to each other, while D is close to them (but is
not next to them) and E is not close to everyone.

Ezample 1. Let us consider the occurrence of head(False)(A) in (My, so) (Fig.
1) where A, B and C are full observers, D is partial observer and F is oblivious
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(s,0)

Fig. 3. (Mo, s0) ® (w(head(False){A), (Mo, so)),0) — (_,€) denotes (s,¢€) or (u,€)

(nextto(A, B), nextto(A, C), nextto(B, C), close(A, D), close(B, D), close(C, D)
are true in both sy and s71). The update model w(head(False){A), (My, so)) can
be obtained from Fig. 3 with a = {A} and ¢ = —head. For this example, we
have that Fy = {A}, Fua = {B,C}, F. =0, P ={D}, and O = {E}.

The result (M’, s") (where s’ = (s, 0)) of this announcement is given in Fig. 3.
As we can observe from the result, the agents have the following knowledge:

— A’s belief does not change. A knows that B and C' will not change their
belief about head.

— B’s belief does not change but so its belief about A’s belief about head.

— D is uncertain about head or —head but believes that A, B, and C share
the same belief about head or —head ((M',s") E ~(Bphead VBp—head) A
BD(B{A,B,C} —head V B{A7B’C}head)).

— E’s belief does not change.

We will next discuss the properties of the update model w(a, (M, s)). In the
rest of this section, we assume that for agents z,y, [x observes a if §,] and
[z aware_of a if 0,], [y observes a if ¢,], and [y aware_of a if 6,] are
given. Let (M's") = (M, s) @ w(a, (M, s)).

We note that the update models for untruthful announcement guarantee that
agents in AG do not become ignorant after the occurrence of the announcement if
they are not ignorant before the occurrence of the announcement, i.e., in (M, s).
This is proved in the following proposition.

Proposition 1. For every agent x € AG, there exists some state v’ € M'[S]
such that (s',u') € M'[z].
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Proof. Because x is not ignorant in (M, s) there exists some u such that (s,u) €
Clearly = € O, either ((s,0), (u,€)) is in M'[z].
For z € P, either ((s,0), (u,p)) or ((s,0), (u,A)) is in M'[z].
For x € Fui U Fyq, either ((s,0), (u,&)) or ((s,0), (u,p)) is in M'[z].
For z € F, ((s,0), (u,7)) is in M'[x].
The different cases prove the proposition. O

We prove that the proposed formalization for untruthful announcement sat-
isfying the properties (P1)-(P3) in the next propositions. Let a = a{«) be the
occurrence of an untruthful announcement of ¢ and w(a, (M, s)) be given in Defi-
nition 3. Assume that (M’, s') = (M, s)®(w(a, (M, s)), o). Consider an arbitrary
agent x such that [z observes a if d,] and [x aware of a if 6,] are given.
We can prove the following:

Proposition 2. If (M,s) = 6,* or x € «, then

— if (M,s) = (B V Bymp) then (M',s') = (Bap V Byp).
—if (M, s) E I'u(M,s,a) AN—(BgpVBe—p) then (M, s") = —(Bzp V Bg—p).
— if (M,s) = ~Ip(M,s,a) A=(BgoVBy—p) then (M',s") E Byp.

Proof. By definition, we have that s’ = (s, o).

— The first item has two subcases:

e Consider the case (M,s) E B,p. This means that for every (s,u) €
Mz, (M) .
Since (M, s) = 0y, it holds that © € Fiq.
Consider v’ € M'[S] such that (s',u') € M'[z], we have that v =
(u, ) for some u € M[S] and (s,u) € M|z]. This implies (M',u’) = ¢.
Therefore, (M',s") = By;

e Similar to the above case, we can show that if (M,s) | B,—¢ then
(M',s") = B,—. The difference lies in that v’ = (u,§).

— Assume that (M, s) = I, (M, s,a) A —~(Bze VB,—¢). In this case, € Fyq.
(M, s) E —(Bgzp V B;—p) then there exists at least 2 worlds uy, us such
that (s,u1) € Mlz] and (s,uz) € M[z], and (M,u;) E ¢ and (M,ug)
—p. This means that for v} = (u1,p) and uh = (ug,§), (s',u}) € M'[z]
and (s',ub) € M’'[x]. This implies that (M',u}) E ¢ and (M',u}) E —e.
Therefore, (M’,s") = =(B.p V B,—gp).

— Assume that (M, s) = —Ix(M,s,a) A=Byp A -B,—p. In this case, z € F,.
This implies that for every v’ € M'[S] such that (s',u') € M'[z], we have
that v’ = (u, 7) for some u € M[S] and (s,u) € M[z] and (M, u) = ¢. Note
that because (M, s) = =By A B, there exists at least on (s,u) € M|x]
such that (M, u) = ¢, and thus, this implies that (M’,s") = B,e.

O

4 Recall that by the assumption of mutual exclusive between &, and 6, we have that

(M, ) |= 0.
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Observe that this proposition deals with full observers. In the first item, x knows
the truth value of . As such, x’s belief about ¢ does not change. In the second
item, = does not change its belief because it knows that a is an untruthful
announcement even though it is uncertain about —. The last item indicates that
x change its belief about ¢ because it does not realize that the announcement is
an untruthful announcement and is uncertain about . The next proposition is
about partial observers and oblivious agents.

Proposition 3. If (M,s) = 0, and x & o, then
if (M,s) |=Byp then (M',s') = B,p;
— if (M, s) = By then (M',s") E —B,yp; and

if (M,s)E—~(BgpVBg—p) then (M',s") E -(Byp V B,—¢); and
— for a fluent formula n, if (M, s) &= Bgn then (M’',s") E B,n.

Proof. Again, we have s’ = (s,0). Since (M,s) = 6, and z & «, we have that
x € P. The construction of the update model implies that for every v’ € M’'[S)]
such that (s’,u') € M’[z], it holds that ' = (u,\) or ' = (u,p) for some
u € M[S] and (s,u) € M[z]. This allows us to conclude that v € M[S] such that
(s,v) € Mlx] iff (v, ) or (v, p) in M'[z]. This implies the above four properties
O

The above proposition shows a partial observer does not change its beliefs about
the true state of the world. Now, consider y € AG such that [y observes a if d,]
and [y aware_of a if 60,] are given. We can show that

Proposition 4. If (M,s) = 6., « & «, and (M,s) = 0, or y € a then
(M',s") |= B2(Byp V By=p)

Proof. Consider v',v" € M'[S] such that (s',u') € M'[z], (v/,v") € M'[y]. Since

[z
(M s) E 6, and (M s) E Bydy, it holds that u = (u,A) and v = (v, A) (or
u' = (u, p) and v’ = (v, p)) for some u,v € M[S], (s, )EM[ ] and (u,v) € My].
By the definition of the update model, this implies (M’, s’) = Bo(ByoVB,—p).

O

The above proposition shows that partial observers know that full observers
know whether ¢. The next proposition discusses the beliefs of oblivious agents.

Proposition 5. If (M,s) = —(0, V 0,) and y & a then for any fluent formula
m,

- (Ma S) ': an Zﬁ (Mlvs/) ': Bzﬂ?; and
— for every x € AG and , (M, s) = B;Byn iff (M',s') = B,Byn.

Proof. Because (M, s) = —(6,V8,) and y € a, y € O. The proof of the first item
is similar to the proof in Proposition 3. For the second item, observe that for
u',v" € M'[S] such that (s',u') € M'[z], (v/,v") € M'[y], it holds that v’ = (u,§)
and v' = (v,€) for £ € X, and u,v € M[S]. The construction of the update model
implies the conclusion of the proposition. O
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We conclude this section with an example of a misleading announcement that
illustrates the point to insist that o belongs to the set of full observers.

Ezample 2. Let us consider the state (M3, so) described in Figure 4.

This state represents a scenario where the coin in the box is heads up but nobody
in the room knows this fact. B, D, and A knows that none of them knows the
state of the coin. However, C' and E believe that A and B could know the state
of the coin but do not know which one. Consider a case where A, B and C' are
next to each other while D and F are close to them.

Assume that A executes the ac-

tion head(False)(A) in (Ms, sg). Be-  ABD ABD
cause no agent knows the truth value ‘— ABD v\)
of head, Fyj, = 0.
CE CE
CE CE

A knows that the announcement
is a misleading one and does not
know whether head. B realizes that
the announcement is untruthful but
also does not know whether head,
therefore F,q = {A, B}.

Furthermore, C believes that A Fig. 4. State (M3, so)
knows whether ¢ and cannot recog-
nize that A makes an untruthful an-
nouncement. Thus, F. = {C}.

D and F are close but not next-to A, therefore P = {D, E'}.

The result of the execution of head(False)(A) in (Ms, sg) is shown in Fig-
ure 5. There are some green colored worlds (e.g., ) (o, 7)that are not reachable
from (sp,0) and thus the accessibility relations from these worlds will not influ-
ence the beliefs of the agents. As such, the links from these worlds are missing
for ease of reading of the graph. We can observe the following:

ABCDE ABCDE

— A, B and D still maintain their uncertainty about the coin since all of them
do not know whether head and also realize that A makes an untruthful
announcement, a misleading one indeed, since (M3, so) E Bg—(Bahead V
B s—head).

— (' thinks that makes a truthful announcement and believes that the coin lies
heads up.

— E and D believe that A, B, and C know whether the coin lies heads or tails
up but cannot distinguish it.

In the above example, A belongs to the set F},4 because of it is the executor of
the announcement and does not know the truth value of head. If the definitions
of F,q and F,; do not distinguish between the agents in o, A would have been
classified as an agent which needs to change its belief about head, which is rather
counter intuitive.
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Fig.5. (Ms, s0) ® (w(head(False)(A), (Ms, s0)),0)

5 Discussion and Related Work

As we have mentioned in the introduction, there is a large body of research
on lying and misleading announcements. Precise definition of “what is a lie?”
is the subject of intensive research by logicians and philosophers (see, e.g., [11,
14,19,2,8,10,9]). The key difference between previous works and our proposal
in formalizing lying announcement lies in that they treat lying announcements
as public announcements, i.e., every agent is a full observer. Furthermore, with
the exception of [9], it is assumed that the addressee believes the announced
formula. In contrast, we consider lying announcements similarly to a private
announcement, with partial observers and oblivious agents. We also allow agents
to update their beliefs based on what they believe before the announcement. In
our view, considering the different classes of agents is a more realistic approach.
Furthermore, the proposed reasoning mechanism can be used by an epistemic
multi-agent planner to predict what it needs to do to get an agent A to believe
in some lying announcement (e.g., execution of actions that change the belief of
A about an announced formula before the announcement).

Comparing to the three types of agents considered in [9], our assumptions
(A1) and (A2) model skeptical agents who believe what they are told only if
that is consistent with their current beliefs since the present proposal forces a
minimal set of agents to change their beliefs. How to do it is not a focus of this
paper and we leave this, as well as, the modeling of credulous agents and we
leave this for the future work.

The present work is closely related to the extension of mA* for dealing with
untruthful announcements proposed in [17,18]. The research proposed in these
works is in the same direction as they share the same goal, allowing the con-
sideration of untruthful announcements in epistemic planning. Furthermore, the
present work adopts the assumptions (A1) and (A2) and tries to enforce the
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properties (P1)-(P3). However, we do not use edge-conditioned update models
and the set of events of the update model defined in this paper is also different
than the set of events developed in [17,18].

We note that in order to allow belief formulae to be announced, the only
change needed in Definitions 3 is that ¢ is a belief formula. We omit the discus-
sion on how the update models can be used in extending the transition function
@ of mA* to allow the new types of announcements even though it is straightfor-
ward. Furthermore, for the purpose of planning, it might be useful to require that
the announced formula ¢ is false in the actual world, i.e., (M, s)lE=—¢ A By—o.
This can be dealt with by replacing the precondition of o with = AU, (see note
on U, in Figure 2).

It is worth mentioning that our goal is to develop update models for un-
truthful announcement within the language m.A4*, thereby providing the basics
for the development of a specification language for epistemic planning systems.
It is therefore different from approaches dealing with false beliefs using sens-
ing actions or via belief revisions, such as [3,5]. As such, we do not distinguish
between beliefs and knowledge. This issue can be addressed by the proposal
introduced in [6], which also deals with false announcements. Their approach
differs from ours in that it directly manipulates the two accessibility relations
and does not employ update models. A deeper analysis of the differences and
similarities between the two approaches is an interesting task that we leave as a
future work.

Finally, let us notice that the time for computing the edge-conditioned update
model for an untruthful announcement a in a state (M, s) is linear in the size of
|M| x |AG| where |M] is the size of M that includes the number of worlds, the
number of links in M, and |AG| is the number of agents.

Proposition 6. The time complezity of computing w(a, (M, s)) is O(|M|x|AG|).

Proof. Computing M’[S] is at most O(7*|M]|) since there are only seven events in
w(a, (M, s)). Similarly, computing M’[z] will require at most O(7x|M]|) since for
each (s,u) € M[z] and (s, \) in M’[S], we need to check whether ((s, \), (u,n)) €
M'[z] for n € X. Hence, computing w(a, (M, s)) is O(|]M| x |AG)). O

6 Conclusion and Future Work

In this paper, we presented a formal account for representing and reasoning
about untruthful announcements. We provided a uniformed update model for
both lying and misleading announcements and investigated key properties of
such update models. The presented work could be viewed as an continuation of
the language m.A* but differs significant from earlier treatments of lying and mis-
leading announcements in mA* which employ edge-conditioned update models.
We show that the new proposal satisfies desirable properties at the first belief
level and does not investigate the behavior of the update model with respect
to higher-order beliefs of agents. This will be one of our works in the near fu-
ture. Another direction that we intend to pursuit is to consider attitudes/trust
of agents given an announcement.
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