
CS MSU Graphics&Media Lab (Video Group)
https://videoprocessing.ai/

Attack examples

Original image Attacked image

Attack: PGD
Optimisation target: Reconstruction loss
Codec: bmshj2018-hyperprior

1

Attacked image after compression

PGD compression
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JPEG AI v5.1 (hop) examples
Original Attacked Attacked after 

compression (tools off)
Attacked after 

compression (tools on)

PSNR:34.6 PSNR:15.35 PSNR:32

PSNR:34.9 PSNR:22.9PSNR:22.2
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Attack: 
MADC 
Optimisation target:
Added-noises
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JPEG AI v6.1 (hop) examples
Original Attacked Attacked after 

compression (tools off)
Attacked after 

compression (tools on)

PSNR:34.59 PSNR:29.8 PSNR:30

PSNR:34.9 PSNR:30.2PSNR:30.5
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Attack: 
MADC 
Optimisation target:
Added-noises
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Cheng 2020 anchor examples
Original Attacked Attacked after 

compression 

PSNR:35.68 PSNR:19.5

PSNR:35.8

PSNR:14.8
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Attack: 
MADC 
Optimisation target:
Added-noises
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JPEG AI v5.1 (bop) examples

Original Attacked

PSNR:19

PSNR:21

Attacked after 
compression (tools on)

Attacked after 
compression (tools off)

PSNR:35.5

Attack: 
MADC 
Optimisation target:
Added-noises-Y
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JPEG AI v6.1 (bop) examples

Original Attacked

PSNR:28.7

PSNR:28.5

Attacked after 
compression (tools on)

Attacked after 
compression (tools off)

PSNR:35.2

Attack: 
MADC 
Optimisation target:
Added-noises-Y
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JPEG AI (hop) v5.1 vs v6.1 examples
Original Adversarial Adversarial + 

compression (tools off)
Adversarial + 

compression (tools on)

PSNR: 34.7 PSNR: 31.6 PSNR: 31.5

PSNR: 35 PSNR: 23.9PSNR: 22.9

V6.1

V5.1
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Attack: 
MADC 
Optimisation target:
Added-noises-Y
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rd-curves for original 
and attacked images

JPEG AI attacks
v6.1 BOP examples

bpp

compression
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NICs attacks
RD-curves examples

I-FGSM attack with eps = 5/255
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Results: codecs’ robustness
RD-curves, attack: FTDA

Original
Adversarial
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NICs bitrate attacks
Results

B
et

te
r

I-FGSM attack with eps = 5/255

Cheng 2020 attn
bmshj 2018 (hyper)
bmshj 2018 (factor)

compression ratio

Better 11
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JPEG AI bitrate attacks
Results

I-FGSM attack with eps = 5/255

JPEG AI v6.1 (hop)
JPEG AI v5.1 (hop)
JPEG AI v6.1 (bop)
JPEG AI v5.1 (bop)

be
ta

 0
.0

02

be
ta

 0
.0

12

be
ta

 0
.0

75

be
ta

 0
.5

compression ratio

B
et

te
r

Better
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I-FGSM attack with eps = 5/255

All versions of the codec are 
vulnerable to attack.

JPEG AI bitrate attacks
High-bitrate examples

Better

B
et

te
r
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+220% of size +146% of size

JPEG AI bitrate attacks examples
O

rig
in

al
A

tta
ck

ed

VMAF: 93
PSNR: 35

VMAF: 97
PSNR: 45

VMAF: 96
PSNR: 40

VMAF: 95.5
PSNR: 45

VMAF: 95
PSNR: 40

Size: 46.2 Kb

Size: 18.8 KbSize: 20.8 Kb

Size: 66.5 Kb

Input JPEG AI v6.1 (HOP) JPEG 2000

In this example, the coding noise 
resistance of JPEG AI is 1.5 times 
lower than that of JPEG 2000
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JPEG AI v5.1 bitrate attacks examples
O

rig
in

al
A

tta
ck

ed

VMAF: 96
PSNR: 35

VMAF: 97.5
PSNR: 33.3

VMAF: 97.1
PSNR: 32.2

Size: 27.1 Kb

Size: 38.2 Kb

Input JPEG AI v5.1 (HOP)
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ed

VMAF: 94
PSNR: 37

VMAF: 97.3
PSNR: 43

VMAF: 96.7
PSNR: 41

Size: 8.3 Kb

Size: 37.3 Kb

Input JPEG AI v5.1 (HOP)


