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Attack: PGD
Optimisation target: Reconstruction loss
Codec: bmshj2018-hyperprior

Original image Attacked image Attacked image after compression
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Attack:

Original Attacked Attacked after Attacked after
MADC 9 compression (tools off) compression (tools on)
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Attack: - Attacked after Attacked after
MADC Original Attacked compression (tools off) compression (tools on)
Optimisation target: R : 2 3

Added-noises R ‘ e m

PSNR:
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: . Attacked after
Attack: Original Attacked :
MADC compression
Optimisation target: PR e 7. .

Added-noises

PSNR:14.8
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Attack:

MADC
Optimisation target:
Added-noises-Y

Original | Attacked
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Attack:

MADC
Optimisation target:
Added-noises-Y

Original Attacked
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Attack: Adversarial + Adversarial +
MADC

compression (tools off) compression (tools on)
Optimisation target: h bW Al 1\
Added-noises-Y o ) \ ] .

PSNR:34.7 PSNR: 31.6 PSNR:-31.5
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PSNR: 35
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rd-curves for original

and attacked images
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530 - S o B compression
251 —— original
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RD-curves examples T
I-FGSM attack with eps = 5/255 95/
85
S 801
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—— bmshj2018-factorized original 70
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— lic-tcm original
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Results: codecs’ robustness
RD-curves, attack: FTDA
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Results co e
I-FGSM attack with eps = 5/255
1.04
Cheng 2020 attn i
bmshj 2018 (hyper) @ o <
bmshj 2018 (factor) @ @ o |. £ 1921
-— =
compression ratio 3 8 Lo1.
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JPEG Al bitrate attacks @

Results co s e
— 1.020
I-FGSM attack with eps = 5/255
A
1.0151
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JPEG Al bitrate attacks

High-bitrate examples

3

GRAPHICS & MEDIA LAB
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I-FGSM attack with eps = 5/255

All versions of the codec are
vulnerable to attack.

— 1.025
-- JPEG Al v6.1 (hop) beta: 05
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CS MSU Graphics&Media Lab (Video Group)
https://videoprocessing.ail/

13



J | -

JPEG Al bitrate attacks examples ="

Input JPEG Al v6.1 (HOP)
Size 2018150

Original

+220% of size

Size 60180

Attacked
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JPEG 2000
Sizei1818JKb

VNAR: 9515
PSNRUZ5
+146% of size

Size 462480

In this example, the coding noise
— resistance of JPEG Al is 1.5 times
lower than that of JPEG 2000
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JPEG Al v5.1 (HOP Input JPEG Al v5.1 (HOP)

\

Original

Original

VMAST 97.3
[RSNR: 43

Size: 37.3 Kb

SRf aaenge )t Sty

Attacked
Attacked

VMA 94 VMAT: 98,7
RSN 37 RSNR: 41
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