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ABSTRACT

In this paper, by introducing Generalized Bernstein condition, we propose the first
(9( ‘/ﬁ) high probability excess population risk bound for differentially private al-

gorirtllelms under the assumptions G-Lipschitz, L-smooth, and Polyak-f.ojasiewicz
condition, based on gradient perturbation method. If we replace the properties

G-Lipschitz and L-smooth by a-Holder smoothness (which can be used in non-
smooth setting), the high probability bound comes to O(niliﬁ) w.r.t n, which
cannot achieve O (1/n) when « € (0,1]. To solve this problem, we propose a
variant of gradient perturbation method, max{1, g}-Normalized Gradient Per-
turbation (m-NGP). We further show that by normalization, the high probability
excess population risk bound under assumptions a-Holder smooth and Polyak-

Lojasiewicz condition can achieve O(T\/f) , which is the first O (1/n) high proba-
bility utility bound w.r.t n for differentially private algorithms under non-smooth
conditions. Moreover, we evaluate the performance of the new proposed algorithm
m-NGP, the experimental results show that m-NGP improves the performance
(measured by accuracy) of the DP model over real datasets. It demonstrates that
m-NGP improves the excess population risk bound and the accuracy of the DP
model on real datasets simultaneously.

1 INTRODUCTION

Machine learning has been widely used and found effective in many fields in recent years (Singha
et al.| [2021; |Swapna & Soman, 2021} [Ponnusamy et al., 2021). When training machine learning
models, tremendous data was collected, and the data often contains sensitive information of individ-
uals, which may leakage personal privacy (Shokri et al., 2017} |Carlini et al., 2019).

Differential Privacy (DP) (Dwork et al.l [2006; |Dwork & Lei, 2009; Dwork et al.| 2014) is a theo-
retically rigorous tool to prevent sensitive information. It introduces random noise to the machine
learning model and blocks adversaries from inferring any single individual included in the dataset by
observing the model. The mathematical definition of DP is well accepted and relative technologies
are performed by Google (Erlingsson et al., [2014), Apple (McMillan, 2016) and Microsoft (Ding
et al., 2017). As such, DP has attracted attention from the researchers and has been applied to nu-
merous machine learning problems (Ullman & Sealfon) 2019; Xu et al.l|2019; Bernstein & Sheldon,
2019; [Wang & Xu, 2019; |[Heikkila et al., 2019; |Kulkarni et al., 2021; |Bun et al., [2021; Nguyen &
Vullikantil 2021).

There are mainly three approaches to guarantee differential privacy: output perturbation (Chaud-
huri et al., 2011), objective perturbation (Chaudhuri et al., 2011), and gradient perturbation (Song
et al., [2013). Considering that gradient descent is a widely used optimization method, the gradient
perturbation method can be used for a wide range of applications, and adding random noise to the
gradient allows the model to escape local minima (Raginsky et al., [2017), we focus on the gradient
perturbation method to guarantee DP in this paper.

In this paper, we aim to minimize the population risk, and measure the utility of the DP model by
the excess population risk. To get the excess population risk, an important step is to analyze the gen-
eralization error (the reason is demonstrated in Section 3). Complexity theory (Bartlett et al., [2002)
and algorithm stability theory (Bousquet & Elisseeff, |2002) are popular tools to analyze the gener-
alization error. On one hand, |(Chaudhuri et al.[(2011]) applied the complexity theory and achieved
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an O( max{ﬁ, 23/ Z1) high probability excess population risk bound under the assumption of

strongly convex; [Kifer et al.|(2012) achieved O(%) expected excess population risk bound via

complexity theory. On the other hand, the sharpest known high probability generalization bounds

for DP algorithms analyzed via stability theory under different assumptions (Wu et al., 2017} |Bass-

ily et al.,[2019; Feldman et al., 2020; Bassily et al., 2020; [Wang et al., 2021) are O(% + %) or
Vb

O(W)’ containing an inevitable O (ﬁ) term, which is a bottleneck on the utility analysis. Thus,

we are focusing on the following question, which is still an open problem:

Can we achieve the high probability excess risk bounds with rate 0(%)

models via uniform stability?

for differentially private

This paper answers the question positively under more (or different) assumptions and provides the
first high probability bound allowing an O(%) rate of convergence in the setting of DP. By in-
troducing Generalized Bernstein condition (Koltchinskiil |2006), we remove the O(ﬁ) term in

the generalization error and furthermore improve the high probability excess population risk bound.
Comparing with previous high probability bounds, the improvement is approximately up to O (v/n).

CONTRIBUTIONS

We first prove that by introducing Generalized Bernstein condition (Koltchinskii, [2006), under the
assumptions G-Lipschitz, L-smooth, and Polyak-Lojasiewicz (PL) condition, the high probability

excess population risk bound can be improved to O(%). To the best of our knowledge, this is the
first (’)(%) high probability excess population risk bound in the field of DP.

Then, we relax the assumptions G-Lipschitz and L-smooth, by introducing a-Hoélder smooth. Un-
der these assumptions, we prove that the high probability excess population risk bound comes to

O(@n% ). Considering that o € (0, 1], the result cannot achieve O (¥2).
To overcome the bottleneck, we design a variant of gradient perturbation method, called max {1, g}-
Normalized Gradient Perturbation (m-NGP) algorithm. Via this new proposed algorithm, we

prove that under the assumptions a-Holder smooth, PL condition, and generalized Bernstein condi-
tion, the high probability excess population risk bound can be improved to O(@). To the best of

our knowledge, this is the first O ( g) high probability excess population risk bound for non-smooth
loss in the field of DP.

Moreover, to evaluate the performance of our proposed max {1, g}-Normalized Gradient Perturba-
tion algorithm, we perform experiments on real datasets, the experimental results show that m-NGP
method also improves the accuracy of the DP model on real datasets.

The rest of the paper is organized as follows. We discuss some related work in Section 2. Some pre-
liminaries are formally introduced in Section 3. In Section 4, we propose sharper utility bounds
under different assumptions and design a variant of gradient perturbation method, max {1, g}-
Normalized Gradient Perturbation. The experimental results are shown in Section 5. Finally,
we conclude the paper in Section 6.

2 RELATED WORK

Dwork et al.| (2006) proposed the mathematical definition of DP for the first time. Then, it was
developed to protect the privacy in the field of machine learning (e.g. Empirical Risk Minimization
(ERM)) via output perturbation, objective perturbation, and gradient perturbation methods. For
DP-ERM formulations, (Chaudhuri et al.| (2011) first proposed output perturbation and objective
perturbation methods, and|Song et al.|(2013)) first proposed the gradient perturbation method. Based
on these works, |Kifer et al.| (2012); Bassily et al.| (2014); |/Abadi et al|(2016); Wang et al.| (2017);
Zhang et al.| (2017); Wu et al.| (2017); Bassily et al.| (2019)); [Feldman et al.| (2020); Bassily et al.
(2020) further improved the results under different assumptions.
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Table 1: Previous excess population risk bounds and ours under different assumptions

Assumptions Method  Utility Bound

Bassily et al.|(2019) Lipschitz, smooth, convex Gradient O (g + i)

7Feldman et al. 7(2020) Lipschitz, convex Gradient O (Lf + iﬂ)
7Bassi1y et al. 52020) Lipschitz, convex Gradient O (Lf + iﬂ)
7Wang et al. 7(2021) a-Hoélder smooth, convex Gradient O Lf + ﬁ)
7Wang et al. f2021) a-Holder smooth, convex Output O (\;\/ﬁi)
Ours Lipschitz, smooth, PL condition = Gradient o (Lf)
Ours a-Holder smooth, PL condition  Gradient O < ﬁé
Ours (m-NGP) a-Holder smooth, PL condition  Gradient O (n—‘/f)

"'In Table n is the size of the dataset, € is the privacy budget, and p is the dimension of the data.

Among the works mentioned above, some of them only analyzed the privacy guarantees (Song et al.,
2013;|Abadi et al.,2016)), some of them only discussed the excess empirical risk bound (Wang et al.,
2017; |Zhang et al.| [2017; [Wu et al., 2017). Some works discussed the excess population risk un-
der expectation, from different points of view, such as complexity theory, optimization theory, and

stability theory: Kifer et al.[(2012) achieved an O(%) expected excess population risk bound via
complexity theory; |Bassily et al.[(2014) achieved similar expected bound under convexity assump-
tion, via optimization theory; and |Wang et al. (2019) proposed an O (W) expected excess pop-

ulation risk bound under non-convex condition, via Langevin Dynamics (Gelfand & Mitter, |1991))
and the stability of Gibbs algorithm.

Considering that the high probability bound is more concerned by researchers, we focus on the
high probability utility bound. Meanwhile, we concentrate on the stability theory in this paper.
Among many notions of stability, uniform stability is arguably the most popular one, which yields
exponential generalization bounds. Via uniform stability, the high probability excess population risk
bounds under different assumptions given by previous works all contain an O(ﬁ) term, details can

be found in Table[} The reason is that when analyzing the generalization error, the technical routes
followed works Bousquet & Elisseeff| (2002); [Hardt et al.| (2016)).

In this paper, by introducing Generalized Bernstein condition (Koltchinskii, |2006), we remove the
O(ﬁ) term from the generalization error, and further improve the excess population risk bound of

DP models. The improved convergence rate is up to O(T\/f) , which positively answers the question:

Can the high probability excess population risk bound achieve O (1/n) w.r.t n. The improvements
are shown in Table[Il

Table [T] first shows that by adding more assumptions (we assume the loss function to be Lipschitz,
smooth, and satisfy Polyak-Lojasiewicz (PL) condition, while previous results require a-Holder

smoothness and convexity), we achieve a better high probability excess population risk bound,

O(g), which is state-of-the-art to the best of our knowledge. Then, we replace the Lipschitz

and smooth property by a-Holder smoothness and achieve (9( ﬁ ) high probability excess pop-
T+2

n e

1], our result is better than previous ones, but it cannot achieve

ulation risk bound, when a € [1,
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the same bound (O (1/n) w.r.t n) under the condition that the loss function is Lipschitz, smooth,
and satisfies PL condition. To overcome it, we propose an algorithm called m-NGP, and achieve the

O(g) result under the same assumptions: a-Ho6lder smooth and PL condition.

Moreover, although it is hard to directly compare PL condition with convexity, PL condition can be
applied to many non-convex conditions (more information can be found in Section 4.2). So, in this
paper, we analyze the utility bound of DP algorithm under cases different from previous scenarios.

3 PRELIMINARIES

In this paper, we assume that there are n data instances in dataset D, i.e. D = {21, , 2, } where
z = (x,y) withinput z € X and label y € Y, and Z = X x ). The data space is denoted by D and
the parameter space is denoted by C, the loss function ¢ is defined as £(-, -) : D x C — R. Databases
D, D’ € D" differing by one data instance are denoted as D ~ D', called adjacent databases. For

:ci\Q)%. And A < B represents

d
a given vector © = [x1,--- ,xq]’, its fo-norm is ||x||o = (Z )

=
that there exists ¢ > 0, A < ¢B.

Definition 1 (Differential Privacy (Dwork et al.,[2006)). A randomized algorithm: A : D™ — RP is
(€, 8)-differential privacy (DP) if for all D ~ D’ and events S € range(A):

P[A(D) € S] < eP[A(D') € S] + 4.

Definition |I|implies that the adversaries cannot infer whether an individual participates when train-
ing the machine learning model, because essentially the same distributions will be drawn over any
adjacent datasets. Some kind of attacks, such as membership inference attack, attribute inference
attack, and memorization attack, can be thwarted by DP (Backes et al., 2016; Jayaraman & Evans,
20194 |Carlini et al., 2019).

Throughout this paper, we focus on gradient perturbation method to guarantee (e, d)-DP, the
paradigm is based on gradient descent: at iteration ¢,

by By —m (VoRa(Bi1) +). ()

where 7); is the learning rate, b is the random noise injected into the gradient, 0 is corresponding
model with privacy, and R, (6) is the empirical risk, defined as R,,(0) :== 2 3°"_ | £(z;,0).

In this paper, we focus on minimizing the population risk: R(6) = E.p [¢(z,0)]. In the setting of

DP, the excess population risk is defined by R(#) — mingec R(6), which can be decomposed into:

R(0n) = R(97) = R(0,) = Ru(0n) + Ru(0n) — R (67) + Ru(67) — R(6")
S R(én) - R’n(én) + Rn(én) - Rn (6:1) +Rn (9*) - R(G*)7 (2)
GE OE

where 0* = argming . R(0),0;;, = argmingcc R, (), and the last inequality is becasuse of the
definition of ;. In (), GE, OE mean the generalization error and the optimization error (also called
the excess empirical risk), respectively. Inequality (Z)) answers the question mentioned in Section 1:

Why generalization error is an important step towards excess population risk.

To get the generalization error, algorithm stability theory is a popular tool, in which uniform stability
yields exponential generalization bounds and is commonly used.

Definition 2 (Uniform Stability (Bousquet & Elisseeff, 2002)). An algorithm 0,, is ~y-uniformly
stable if forany z,z1,- -+ , 2z, -+ ,2Zn, 2 € Zand i = 1,--- ,n, it holds that

|£(Z7 en(zly et azn)) - e(za en(zlv Crt Ly Ri—1, Zzl‘v Zi+1y azn))| S Y-

In this paper, we use notation 6,, for both algorithm and model parameter. By Definition[2] it is easy
to follow that the uniform stability measures the upper bound of the difference (on the loss function)
between the models derived from adjacent datasets.

Assumption 1 (G-Lipschitz). The loss function £ : D x C — R is G-Lipschitz over 0 if for any
z € Dand 01,05 € C, we have: [0(z,01) — U(z,02)] < G||61 — O2]|2.
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Assumption 2 (L-smooth). The loss function £ : D x C — R is L-smooth over 6 if for any z € D
and 01,05 € C, we have: ||Vgl(z,01) — Vol(z,02)|2 < L||01 — 02]|2.

If ¢ is differentiable, smoothness yields: ¢(z,601) — £(z,02) < (Vol(z,03),01 —02) —|—§ 161 — 92”3.

Assumptions G-Lipschitz and L-smooth are commonly used in the utility analysis of DP machine
learning (Chaudhuri et al.| 2011} |Kifer et al.,|2012; |Abadi et al.| 20165 Bassily et al.| |2019; [Feldman
et al., [2020; |Bassily et al.} 2020). To relax the Lipschitz and smoothness assumptions, we introduce
the a-Holder smoothness of the loss function:

Assumption 3 (a-Holder smooth). Let o« € (0,1]. The loss function ¢ : D x C — R
is a-Hélder smooth over 0 with parameter H if for any z € D and 61,00 € C, we have:
[Vol(z,01) — Vol(z,02)|]2 < H||6) — 625

Lemma 1. If the loss function ((-, ") is differentiable, then Assumption[3|yields ((z,61) — {(z,02) <
(Vol(z,02),01 — 02) + 2 |61 — 057

By the definition, it is easy to follow that if & = 1, it is equivalent to -smooth; and if o — 0,
it satisfies the Lipschitz property given in Assumption [I] Besides, with bounded parameter space,
ie. |ICll2 £ Mc, a-Holder smoothness immediately implies max{2H M, H }-Lipschitz. More-
over, Assumption [3| instantiates many non-smooth loss functions. For example, the g-norm hinge
loss £(z,0) = (max (0,1 — y(6, z)))? for classification and the g-th power absolute distance loss
0(z,0) = |y — (0, 2)|? for regression (Lei & Ying| [2020a), whose ¢ are (¢ — 1)-Holder smooth if
q € (1,2] (Li & Liu,|2021). Lemma [I|{shows that Holder smoothness shares similar property with
smoothness defined in Assumption 2] details of the proof can be found in Appendix A.1.

4 SHARPER UTILITY BOUNDS FOR DIFFERENTIALLY PRIVATE MODELS

4.1 PRIVACY GUARANTEES

Before analyzing the excess population risk bound, we first discuss the privacy guarantees in this
section. |Abadi et al.[(2016)) proposed the moments accountant method to measure the privacy costs
of DP model training by stochastic gradient descent (SGD), |Wang et al.|(2017) further analyzed it
under the setting of gradient descent (GD). In this paper, we focus more on the utility analysis, to
improve the excess population risk, so we directly apply it to the gradient perturbation method.
Lemma 2 (Wang et al.|(2017)). In gradient perturbation method in , fore, § >0, itis (e,0)-DP
if the random noise b is zero mean Gaussian noise, i.e. b ~ ./\/(O7 0211,), and for some constant c,
G?Tlog(1/6
o? ¢ ZgQ( /9) 3)
ne

Remark 1. assumes the loss function to be G-Lipschitz. If we only assume that £(-, -) is a-Hélder
smooth with parameter H, then G can be replaced by max{2H M, H} as discussed above.

4.2 ANALYSIS OF THE EXCESS POPULATION RISK

To remove the O(1/4/n) term in previous results, we further need the Generalized Bernstein condi-
tion when analyzing the excess population risk.

Assumption 4 (Generalized Bernstein condition (Koltchinskii, 2006)). We say the loss function £
satisfies the generalized Bernstein condition if for some B > 0 for any 6 € C, we have:

E[(6(,0) - 0(z,0"))] < B(R(O) - R(6")).

Assumption E] is a general condition, if the loss function £(-,-) is G-Lipschitz and bounded by
My, then many loss functions satisfy the generalized Bernstein condition, such as exponential loss
function, logistic loss function, quadratic loss function, truncated quadratic loss, and hinge loss
(Bartlett et al., 20065 |[Steinwart & Christmannl, [2008)).

Most of the previous works assumed that the loss function is convex (or strongly convex) when
analyzing the optimization error (the excess empirical risk) R,,(6,,) — R, (0%). In this paper, we use
the Polyak-t.ojasiewicz (PL) condition to replace the convexity assumption.
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Assumption 5 (Polyak-FLojasiewicz condition). The empirical risk R, (0) satisfies the Polyak-
Lojasiewicz (PL) condition if there exists 1 > 0 and for every 6,

IVoRu(O)II5 = 24 (R (6) — Rau(6)).

The Polyak-ELojasiewicz condition is one of the weakest curvature conditions, so all the results given
in this paper can be expanded to strongly convex conditions. (Karimi et al., 2016} |Li & Liul [2021),
weaker than ‘one-point convexity’ (Kleinberg et al.,[2018)), ‘star convexity’ (Zhou et al.,|2019), and
‘quasar convexity’ (Hinder et al.,2020). It is widely used in the analysis of non-convex learning
(Wang et al.| 2017; |Charles & Papailiopoulos, [2018; [Lei & Ying|, |2020b; [Lei & Tang) 2021) and
many popular non-convex objective functions satisfy the PL condition, such as: matrix factorization
(Liu et al., [2016)), robust regression (Liu et al., [2016)), neural networks with one hidden layer (L1 &
Yuan, 2017), mixture of two Gaussians (Balakrishnan et al., [2017)), ResNets with linear activations
(Hardt & Ma, 2017, linear dynamical systems (Hardt et al.,[2018]), phase retrieval (Sun et al., [2018]),
and blind deconvolution (L1 et al., 2019).

Remark 2. With G-Lipschitz and \-strongly convex, we have E[({(z,0) — ((z, 0*))2] < G?||6 -
0*(|3, and R(0) — R(0*) > 50— 0*||3, which implies E[(£(z,0) — (2, 6*))2] < (2G*/X) (R(0)—
R(G*)), Assumption@is naturally satisfied. And PL condition can be directly derived from strongly
convex (Karimi et al.] 2016), so all strongly convex loss functions satisfy Assumptions @] and [3] si-
multaneously and all the results given in this paper can be directly extended to strongly convex
condition. Expect for strongly convex functions, several interesting machine learning setups also
satisfy Assumptionsland [ (1) 1-layer neural networks with a squared error loss and leaky ReLU
activations. |Charles & Papailiopoulos| (2018) shows that 1-layer neural networks with a squared
error loss and leaky ReLU activations satisfy Assumption 5, and |Bartlett et al.| (2006) shows that
quadratic functions satisfy Assumption 4, so (1) holds. (2) Loss functions of least squares minimiza-
tions. |Charles & Papailiopoulos| (2018) shows that least squares minimization satisfy Assumption
5 and |Bartlett et al.| (20006) shows that the quadratic functions satisfy Assumption 4, so (2) holds.
(3) Squared piecewise-linear functions with regularized term. |Bartlett et al.| (2006) shows that the
composition of strongly convex functions with piecewise-linear functions satisfy Assumption 5, and
Bartlett et al.|(2006) shows that squared piecewise-linear functions satisfy Assumption 4. We prove

that if a function satisfies Assumption 4, then with regularized term \||0||3, it also satisties Assump-
tion 4 (details can be found in Appendix A.5). Thus, (3) holds.

Theorem 1. If Assumptions|l} [2} H and[3| hold, the loss function is bounded, i.e. 0 < ((-,-) < My,
taking o given by Lemma T =0 (log(n)), m =+ =nr =+, if € (exp(—p/8), 1), then with
probability at least 1 — (:

R(6,) — R(6") < &1 G2plog(n) log(1/0) (1 . (810g(T/<)>1/4>2

n2e2 P

21pg? B+ M,
+C2<G og () B+ ‘)

n

G* 10> (n)/plog(1/9) (1 . (810g<1/<>>” ) .
p

+ C3
ne

for some constants c1,ca,c3 > 0.

Detailed proof can be found in Appendix A.2, we give a proof sketch here. First, we discuss the
stability of the gradient perturbation based DP algorithm and show that it is O (T'n/n) uniformly
stable w.r.t n with high probability. Then, we analyze the generalization error via stability theory.
Meanwhile, via Assumption 4{and its moments bound, we couple term R(6,,) — R,,(6,,) (the gener-

alization error of 0) and term R,,(#*) — R(#*) in (2) together, to remove the O (1/,/n) term in the
generalization error. In this way, a better excess population risk bound is achieved by combining the
optimization error together.

The proof is motivated by [Klochkov & Zhivotovskiy| (2021) in the non-private case. The key
challenges include that in the setting of DP, the random noise is injected into the algorithm.
In |Klochkov & Zhivotovskiy| (2021), a key step to analyze the generalization error is summing
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X; = E [0(2;,0]) — 0(2;,0%)] fori = 1,--- ,n, where ¢/, is derived from an independent copy of
the original dataset and I’ means the expectation taken over the independent copy. When summing,
X is required to be zero mean. However, in the cases of DP, if we replace ¢/, by HA;L, then X are not
zero mean. Besides, for output perturbation, a common way to decompose the excess population
riskis R(0,) — R(0*) < R(0,) — R(0,,)+ R(0,,) — R, (0,,) + R (6y) — R,(0%) + R, (0%) — R(6%),
which naturally solves the problem mentioned above (because the generalization error is discussed
over the non-private model). However, when it comes to the gradient perturbation method, we can-
not solve the problem easily in this way, because the random noise is coupled with the gradient. So,
we decouple the noise terms and overcome the challenge by the moment Bernstein inequality.

By Theorem it is easy to follow that with high probability, R(6,,) — R(6*) = O(g) , which is
the first O (1/n) high probability excess population risk bound over DP algorithm w.r.t n, to the best
of our knowledge.

Theorem 2. If Assumptions 3} hold, the loss function and the parameter space are bounded,

ie. 0 < L(-,) < My, ||Clla £ M. Taking o given by Lemma T=0 (nﬁ) and ny = ﬁ

where & > 2H* if ¢ € (exp(—p/8),1), then with probability at least 1 — (:

' /

+ co

G log*(n) L BEM
n n

4 0, G108’ (1) /plog(1]0) (1 ) (8 log(1/¢) ) Y 4) |

p

2a
ni+2a e
Sor some constants ¢y, ca,c3 > 0, where G' = max{2H M¢, H}.

Detailed proof can be found in Appendix A.3. The proof is similar to Theorem [I] the challenge
is that the properties G-Lipschitz and L-smooth are replaced by the assumption c-Holder smooth
when analyzing the optimization error (the excess empirical risk). To overcome the challenge, we
use Lemma(I|to bound the optimization error and Young’s inequality is used to normalize the expo-
nential rate, details are shown in the proof of Lemma ]

By Theorem 2] it is easy to follow that with high probability,

R(6,) - R(67) = O (\?w) |

By the definition of a-Hélder smooth, a € (0, 1], so if ov € [$, 1],
R(0,) — R(6*) = O (n%) <0 (n*%)
w.r.t n, which implies that our result is better than previous results when o € [1, 1].

Via the discussion mentioned above, we observe that under the assumption a-Holder smooth, our
result is better than O(1/y/n) w.r.t n only in the case that o € [$,1]. Besides, the best result is
(@] (nfz/ 3), which comes when o = 1. And it cannot achieve the convergence rate O(%). The
reason is that when applying Young’s inequality in the optimization error analysis, an additional
Hngt(1-a)

term 2(a+1)

appears, leading a loose excess population risk bound.

Motivated by this, we design a variant of gradient perturbation method given in (I), called
max{1, g}-Normalized Gradient Perturbation DP algorithm, to overcome the loose excess pop-
ulation risk bound. Details are shown in Algorithm

Remark 3. The difference between Algorithm[I|and () is that in lines 4 and 5, we normalize the (-
norm of the gradient to 1 if it is less than 1. In this way, we can ‘bypass’ the Young'’s inequality when

14« Hﬂ?*—l(l*a)

scaling ||0; — 0% ]|57 (derived from Lemma , further remove term —§-—=3—= in the theoretical

analysis. Details can be found in Appendix A.4.
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Algorithm 1 max{1, g}-Normalized Gradient Perturbation

Require: dataset D, learning rate at iteration ¢: 7, the variance of the Gaussian noise injected to
the gradient: o.
1: function M-NGP(D, n;, o)
2 Initialize 6.
3: fort =0toT — 1do
4 if vaﬁ’n(et)H2 < 1 then

5 VGR7L(91€) — veRn(Gt)/ HVGR7I,(915)H2~

6 endif

7 Op1 < 0, — (V(;Rn(ét) + b), where b ~ N (0, 021,).
8: endfor

9 return 6,, = Or.

10: end function

Then, via Algorithm[I] we can improve the excess population risk bound as shown below.

Theorem 3. If Assumptions 3} hold, the loss function and the parameter space are bounded,
ie. 0 < L(-,-) < My, |Cll2 < Me. Taking o given by Lemmal2) T = O (log(n)), and ny = -+ =

“1a 1/ o
nr = n, where (% — HHZU%/U/Q) <n< (%)1/ ,if ¢ € (exp(—p/8), 1), then with probability

at least 1 — (,

, 1/4
Rs) — R(6") < o) O VPR R (/D) (H(%g(T/O) )

ne P

G2 log? B+ M,
+c2< og () | 2)

G 108" (n) /pTog(1/5) (1 - (Slise)) ”4>
C3 ne P )

for some constants ¢y, ca, c3 > 0, where G' = max{2H M¢, H}.

Detailed proof can be found in Appendix A.4. The proof is similar to Theorems [I| and [2} the key
difference is that by gradient normalization in Algorithm[I} Young’s inequality is abandoned in the
theoretical analysis (as discussed in Remark[3), which implies a better excess population risk bound.
By Theorem it is easy to follow that with high probability, R(6,,) — R(6*) = O(T\/f)' The bound
is of the same order as the result given in Theorem This is also the first O (1/n) high probability
excess population risk bound over DP algorithm w.r.t n without smoothness assumption.

5 EXPERIMENTS

In this section, we perform experiments on real datasets to evaluate the difference between our
proposed m-NGP algorithm and the traditional gradient perturbation (TGP), like ().

The experiments are performed on classification task over datasets Iris (Dua & Graff, [2017), Breast
Cancer (Mangasarian & Wolberg, [1990), Credit Card Fraud (Bontempi & Worldline, 2018), Bank
(Moro et al.,[2014)), and Adult (Dua & Graff] 2017), the number of total data instances are 150, 699,
984, 41188, and 45222, respectively. We split the training and testing sets randomly and evaluate
the accuracy on the testing set and the convengence rate on the training set. In all the experiments,
the privacy budget J is set % and we choose € = 0.1 to 1.0.

We apply the regularized logistic regression method to the classification task, the loss function sat-
isfies the assumptions mentioned before, and the experimental results are shown in Figure [} We
show the experimental results over datasets Iris and Adult in this section and experiments on other
datasets are shown in Appendices B.1 and B.2. For convergence rate, the shadow area represents the
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Figure 1: Comparisons between Traditional Gradient Perturbation (TGP) method and max{1, g}-
Normalized Gradient Perturbation (m-NGP) method.

maximum and minimum loss over mutiple experiments, reflecting the variance. The shadow area in
part (d) of Figure |I| is not obvious, the reason is that the variances are small. Over most datasets, the
accuracy and the convergence rate of max{1, g}-Normalized Gradient Perturbation method is better
than traditional gradient perturbation method. Besides, the accuracy of the DP model increases with
the increasing of the privacy budget e, which is in line with the theoretical analysis.

6 CONCLUSIONS

In this paper, we first propose a state-of-the-art O (%) high probability excess population risk bound
for gradient perturbation based DP algorithms, under the assumptions of G-Lipschitz, L-smooth,
Polyak-Lojasiewicz condition, and generalized Bernstein condition. The result positively answers
the open problem: Can we achieve high probability excess risk bound with rate O(1/n) w.r.t n for
DP models via uniform stability? Then, we extend the result to a more general case, requiring a-
Holder smoothness, Polyak-Eojasiewicz condition, and generalized Bernstein condition. However,

the result is not as satisfactory as before, we achieve an O(nﬂ%) high probability utility bound,

which is better than previous results when a € [3, 1] and cannot achieve an O (1/n) bound. To get a
better result, we further propose a new algorithm: max{1, g}-Normalized Gradient Perturbation (m-

NGP). Detailed theoretical analysis shows that m-NGP can achieve O (g) high probability excess
population risk bound, under the assumptions of a-Holder smoothness, Polyak-F.ojasiewicz condi-
tion, and generalized Bernstein condition, which is the first O (1/n) high probability bound w.r.t
n under non-smoothness cases. Experimental results show that the accuracy of m-NGP algorithm
is better than traditional gradient perturbation method. Thus, our proposed max{1, g}-Normalized
Gradient Perturbation method improves the excess population risk bound and the accuracy of the
DP model over real datasets, simultaneously.
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A DETAILS OF PROOFS
A.1 PROOF OF LEMMAI

Lemma. If{(-,-) is differentiable, a-Holder Smoothness with parameter H yields

o o
U(z,01) — U(z,05) < (Vgl(z,05),0, — 05) + 5 16, — 0] 57" .

Proof. First, following |[Nesterov et al.|(2018), for any 61, 6>, and data instance z, we have
1
K(Z, 91) = 6(2,92) + / <VQ€(Z, Oy + 71 (91 - 92)),61 - 92>d7’
0
=U(2,02) + (Vol(2,02),01 — 02)

1
+ / <VQ€(Z, Oy + 7 (01 - 92)) — v‘gé(z, 92), 01 — 92>d7'.
0
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By Cauthy-Schwarz inequality,
g(Z, 91) < é(z, 92) + <V9€(Z,92), 91 — 92>

1
+/ IVol(z, 02 + 7 (61 — 02)) — Vol(z,02)]], |01 — O]l dT
0
1
< 6(2,92) + <VQ€(Z,92),91 — 92> —|—/ TH ||91 — 02||g+1 dr
O

= 0(z,02) + (Vol(2,02), 00 — 0) + = ||91 = Ol
where the second inequality holds because of the definition of a-Holder smooth (Assumption 3).
The result holds. O
A.2  PROOF OF THEOREM/I]

Before the detailed proof, we first prove the following lemma [5] To get Lemma [5] we need the
following lemmas given in Bousquet et al.| (2020).

Lemma 3 (Bousquet et al.| (2020)). Assume that z1,--- , z, are independent variables and the
function g; : Z™ — R satisfy the following properties fort=1,--- ,n,

o E..g:(z1, - ,zn) = 0 almost surely;

o |Elgi(z1, -+, 2n)|z]| < K almost surely;

o |gi(z1, v 2n) = gilen, oy 2jm1, 2 2,z | < B

Then the following inequality holds for all ¢ > 2,
>_9
i=1 g

Lemma 4 (Bousquet et al.| (2020)). Under the uniform stability condition with parameter ~y and
uniformly bounded loss function (-, -) < My, we have for g; = E., <£(2i7 0%”) —E,{(z, 0782))),

< 12v2Bqnlog(n) + 4K \/qn.

< 2vn.

n (Rn(en) - R(en)) - Zgi

Lemma 5. De ning the DP algorithm (model) training by T-iterations gradient perturbation
method (like (1)) 6, = O(z1,--- , 2,) and its independent copy 0!, = 0(z},--- ,z). Then for
all g > 2,

R (6) — R(G,) ——ZE[ 2,0 \zl}—l—ER(én)

< (10l ) Gatogtn Znt,
q

where b ~ N (O o2 ) and o is the same as in Lemma El

Proof. First, we discuss the stability of the DP algorithm.

Recalling the definition of «-uniformly stability: If for any z,2’, 21, -+ ,2, € Zandi=1,--- ,n,
it holds that
|€(Z7 en (Zla e azn)) - K(Z, en (Zlv e 7Z72717'Z/7 Zi41y 7zn))| S -
In the following, 99,955) represent 6, (21, -+ , 2i—1,2 , Zix1, " ,zn),én(zl,---  Zic1, 2 Zid1y 2 )s
respectively.

Gradient Descent:

1 n
gt — 0t71 — Nt (n Z;Vgﬁ(zi,ﬂtl)> .
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Private Gradient Descent (gradient perturbation): with b ~ A/ (0, U2Ip),

R . 1 <& R
0 < 0; 1 — 1 (n ZV@E(Z@Htfl) + b) .

i=1

Bounding the stability of DP model, i.e. ’é(z, 0,) — (2, QAS)) ‘:

At the first iteration:

i—1
) 1
01 =00 —m *ZVM zj,00) + Wf(zz’eo + - Z Vol(zj,00) +0 |,
=1 ] i+1
) 1 i—1
0 =0y —m | - ZVM 2j,00) + VM(ZweO + - Z Vel(z,00) +b
] 1 ] =i+1

Then, considering that ¢(-, -) is G-Lipschitz (denoted by G),
-t

,< HE (Vab(} 80) = Vollzi,60) + 2
2771G

+ 2n1 |b]; -

After T iterations,

< (B2 |b||2)§fj

So,
t.6,) 162, 00)| € ] - 0

262 a
< (B vomh)Yw @
t=1

Considering the function g;(z1,- -+, 2,) = E./[l(2;, 0] — E.. [R(6))], via the definition of
R(0D), we have: B, g;(z1,- - ,2zn) = 0.
Via @) with the stability of the DP model, we have:

262 a
’gi(zlv' o ,Zn) - gi(Z17 e ,Zj_l,Z§,Zj+1, T, 2 )’ < /6 =2 ( + 2G |b||2> Znt
t=1

If considering h;(z1, -+ , 2n) = gi(21, *+ , 2n) — Elgi(21, -+ , 2n)|2:], We have:
Ezihi(zh o 7Zn) =0

almost surely, and

262 o
|hi(zlv"' ,Zn) _h/i(zla"' azj—17Z;‘aZj+la"' ,Zn)| S Qﬁ =4 (n +2G||b||2> Znt

t=1

Via the definition of h;, we observe that E [h;|z;] = 0 almost surely, which further implies K = 0
in Lemmal[3] so we have for ¢ > 2:

n

>

i=1

n

Z(gi — E[gilz])

i=1

. T
< 96v/2Gqnlog(n) (n + ||b||2> Znt'
=1

q q

Via Lemma[d] we have:

n (Rn(én) _ R(én)) — zn:gi < Bn =4Gn ( + ||bz) ET:
i=1 =t
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Noting that
Elgilzi] = E [6(z0,0,))2] — ER(@,),

Ry (6,) = R(6,) —fZE[ (=001 2| + ER(B,)|| < Galog(n) ( +||b2)i

q

The result follows.

As discussed before, the excess population risk can be decomposed into:

) — Ru(8,) + Ro(6,) — R (%) + R, (67) — R(6)
< R(0,) — Ru(0,) + Rp(0,) — Ra(07) + Ra(67) — R(6%).

=
—~
>
3
N
\
=
—~
)
*
N
Il
=
—~
>

S

We next discuss the optimization error (excess empirical risk) of the private model én, ie. Rn(én) —
R, (07), under different assumptions.

To get the optimization error bound, we need the following lemma given in (Yang et al.|[2021).

Lemma 6 (Yang et al| (2021)). If Gaussian random noise b ~ N (0,0%1,), then for ( €
(exp(—p/8), 1), we have with probability 1 — (,

o 1/4
bl < o <1+<81 gjil/()) )

Lemma 7. If the Assumptions hold and the DP model is trained by T-iterations gradient
perturbation method , then taking T = O (log(n)), m = -+ = nr = +, if ¢ € (exp(—p/8),1),
with probability at least 1 —

Ry (0,) — Ra(6%) < G?plog(n)log(1/6) ( N (8log(T/C)>1/4>2
n p

~ n2e?

Proof. Note that we assume the loss function is L-smooth (Assumption 2} denoted by L) and satis-
fies the PL condition (Assurnption denoted by PL), at iteration ¢, taking 7; = 1 , we have:

2

= By — 0
t+1 t 9

Rn(ét+1) - Rn(ét) < <V9Rn(ét), ét+1 - ét> + =

« N Lnt2 . 2
= —m<v9Rn(et>, veRnwt) +b)+ 5t HveRnwt) +8|

1
]veR @) + 57 lbl3 (©6)

+ ‘VQR et)

- 7% ’V@Rn(ﬂt) 2

2
+ o3
B (R(B) ~ Ra(07)) + 5 013

With Lemma [6] with probability at least 1 — &, we have:

o 1/4\ 2
bl < o (1 + (o) )
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Taking over T iterations and setting & = /T, then with probability at least 1 —  we have:

Ro(6) = Ral03) < (1~ %)T (Fn(00) = Ru6:)) + jg_:: (1- %)t ‘;in (1 + (“ng/@)l“)z
T-1 L 2
(-1 ar s (1=t ‘;M) )7 <1+ (BleeT)) /4)

< (1_%) MZJF‘%’ <1+<810g](f/()>1/4>27

where the second inequality holds because 0 < £(-,-) < M,.

)

Taking 0 = M given in Lemma and taking T = O(log(n)), then if { €

(exp(—p/8),1), with probablhty at least 1 — ¢, we have:

L GPplog(n)log(1/9) 8log(1/0)\ 1)’
R.(0,) — R.(0}) < <+< » ) >

~ 2un2e?

The result follows.
O

Lemma 8. Ifthe loss function is a-Hélder smooth with parameter H, satisfies the PL inequality with
parameter 241 and the DP model is trained by T'-iterations gradient perturbation method (1)), then

taking T = O (nﬁ) = where Kk > 2H;/a, if ¢ € (exp(—p/8), 1), with probability at
least 1 — ¢,

2
p(t+r)’

n 142 €

Raln) ~ 0;) £ EYL2EL0) <1 ! <81gf/o>/> |

Proof. The proof is motivated by (Li & Liul [2021).

Like the proof of Lemma([7] by assuming that the loss function is a-Holder smooth (Assumption [3]
denoted by «), via Lemmam at iteration ¢,

~ ~ () ~ ~ “ H -~ ~ ||a+1
R, (0i41) — Rn(6:) < (VR (0:),0i41 — 61) + D) Orp1 — 04 )
N ~ ~ H N ~ [|a+1
<{VoRn(0:),0i41 — 6;) + 047-1-1 Orp1 — 04 )
~ N 0‘+1 a+1
— (VR (0:), VoRn(6y) + b) + —— - Vo Ra6) + 2N

(HWR (6], + (o <9t>,b>>

Hnott (11— 1
TRl < O‘erL (HWRM)M

a+1 2

2
a+1\ a+1
2

< —n VeRn(ét) + (e + Hof ™) (Vo R (00)|2]1bl12

+Hn§(-;1$1)a) +H77f’+1 (HV R gt)H +||b||2)

where the third inequality is because of Young’s inequality: if p~! 4+ ¢~! = 1 and p > 0, then
wv < pHulP + ¢ Hv|?. Here wesetp~t = (1 — ) /2, ¢t = (a+1)/2. And the last inequality
holds because of Cauthy-Schwarz inequality.
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2H1/cx

, so we have: n; < (%)1/04.

1/al®
1
HWHSHKH> ]mSW (8)

Noting that n; = and Kk >

2
u(t+r)

As a result, we have:

As aresult,

2

~ N . 2 H a+1 1—a H a1
R, (0i41) — Ru(0:) < —my HvaRn(Ht)H + ne ) 7)2

2 2(a+1) HveRn(ét)H

2

a+1

R Hn
+ (e + Hng ™) Vo R (00)])2]1bll2 + —5—110ll3

2
2 Hna+1 1 —« N 'f]
" L) o [0 BB o + 2 13

2(a+1
| | Hip ™ (1 - a)
)> 2(a+1)

g—%fvu%@a

(PL)

< i
1

L= e (Ra(6) = R0

Tt
+ 200G bl + 3 b1,

VoR,(6;)

9)
where the second inequality is because of (8) and the last inequality holds because we assume that
the loss function satisfies the PL condition with parameter 2y, and G’ = max{2H M, H}, as
discussed in Lemma[2l

Adding 2t ||V R, (;)

2
— R, (67) to both sides of (EI) we have
2

5\ oy, ANIE B iy _ * m
Ru(01) = Rul03) + 2 | VoRa(00)||) < (1= o) (Bu(0) = Ra(07)) + ot T)

n
+ 206 bl + L bl3.

2tk 2 . )
S s (R”(Qt)_R”(G”)>+ 2(a+1)

n
+ 2 G [Bl]2 + = [1b]3.

‘ngn(ét)

1
2u(t + k) ‘

Multiply both side by (t + x)(t + xk — 1),

A " t+nr—1 NIE
(t+R)(t+ 5= 1) (BalBrsn) = Ra(67)) + TR |VaRa (@)

A o H(l—a) (2"
< —1 —2 - - —n——" (=
<t r=1)+r—2) (Ra(0) = Ra(0;)) + (t+ 1) (t+ 5 )2m+1)QJ

4G't+ Kk -1 t+r—1
e ol
"
(10)
With Lemma 6] with probability at least 1 — &, we have:
8log(1 1/4
bl < o5 (1+ (Pt )

slog(1/0)) "’
1613 < % <1+<p) )
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So with probability at least 1 — &:

(1 1)t + = 1) (RuBin) = Ru(0) + =5

e

N 14+«
<(t+r—1)(t+r—2) (Rn(ét) - Rn(G,*L)) +({t+r)“(t+r— 1)% <z)

I Gt VoA (1 + (8 10g(1/§)>1/4> + (ttr=1)o’p (1 + (8log(1/§))1/4>2
1 p 1 p

By summing over T iterations and taking & = /T, with probability at least 1 — ¢, we have:
2
.
T 14+«
A o Hl-a) (2
< —1) [ R.(61) — R.(6} t t -1)—= -
< = 1) (Ralf) = Raft)) + S+~ (om0 503 (2)
T 1/4
4G'(t+ Kk —1)o 8log(T
s >f<1+< os( /o) )
t=1

(T + )T+ 5~ 1) (Rallrsa) ~ R e*)+zt+“ HWR 0,)

Y

p

L (t+r—1)0 81og(T/O)\ 4\’
+;u M) P<1+< gé/@)) )

Here, for simplicity, we representt =0,--- , T —1byt=1,--- ,T.

1+«
Then we bound term Y 1, (t + k)™ (t + 1 — 1) I;((;;f‘)) (%) .

Note that:

T T T 2—

T «

E (t+r)"*(t+r—1) E (t+r)~ “g/ (t+m)1—adt§%.
t=1 1

2—«
t=1

Plugging the result above back into , and note that 0 < ¢(+,-) < M,, we have:

(T + k)2 H(1 — ) (2 > o

2—a 2a+1) \u

N (TWF T(T — 1)) 4G'o\/p (1 . (W>1/4>

(T + 8)(T + r — 1) (Rn(éw) - Rn(e);;)) < k(K —1)M, +

2 Iz p

+ <Tn+ T(T21)) UZP (1 + (Slog;T/C)>l/4>2

As a result, taking o given in Lemma[2] with probability at least 1 — ¢, we have:

2 1/4

p

Taking T'= O (nﬁ), with probability at least 1 — (, we have:

p

n 1+2a €

The result follows.
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To get Theorem |[I] we further need the following lemma given in[Boucheron et al.| (2013).

Lemma 9 (Boucheron et al.| (2013)). If X;,---, X, are zero mean, independent and bounded
| X:| < M almost surely, then for q > 2,

[ X1+ Xal, <6

<i EW?]) q+4gM.

i=1

Then, we can start our proof.

Theorem. If Assumptions|l| l I 4| and ]3| I hold, the loss functlon lS bounded, i.e. 0 < £(-,+) < My,
taking o given by Lemmal2] T = O (log(n)), m = --- = nr = 1, if € (exp(—p/8), 1), then with
probability at least 1 — (:

/ 2
RG.) - R < G%log()log(l/&( (W))

n2e2

+ C2

<G2 log?(n) N B+ Mz)

n

G?log™*(n) /plog(1/5) (1 . <810g<1/<>>” ) .
p

+ C3
ne

for some constants c1,co,c3 > 0.

Proof. Via Lemmal[5] we have:

>

Rn(én) - R(én) =p+ % zn:E/z(ziv é;z) - ]ER( n)a

i=1

where |pll; S G(G/n + ||b]|2)glog(n) 23:1 ne for ¢ > 2 and E’ denotes the expectation taken
over the independent copy.

Plugging this back to (3)), we have:

R(f2) = R(0") < (Ru(B0) = Ra(0;)) + (Ra(0") - —p—— Z]E’ (2:,0,,) + ER(d,,).
Noting that R,, (%) = 2 37" | £(z;,0*), we have:

N * O * O 1 - N’ Lo
R(0n)=R(0) < (Ra(00) = Ru(0;))+(ER(0,) = R(07))—p—— ; (B'0(z0,0,) - 0(z0,6"))
12)
Based on the definition of R(#), Assumption [4]is equivalent to:

E [(e(z,e) — Yz, 9*))2} < B (El(z,0) — El(2,0%)). (13)
So, via (T3),
E [(E’K(ziﬁ;) - f(zi79*))2] < B (EE'M(z,. ) ~ B(=,07))
= B (E[R(,)] - R(6")).

where the last equation holds because EE'¢(z;, 0,) = E[R(6.,)].

(14)

Note that term E'¢(z;, 0/,) — £(z;,0*) can be decomposed as the following:
E'l(z,0.) — £(2,0") = E'l(z;, é;) —E(2,0),) +E'l(2,0),) — £(z;,0") .

X; X! X/

i
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Via triangle inequality,
1Xill, < I1X30, + 131 -

Recalling the definition of R,,(0,,) — R,,(67), we have:

ZX’

q

Via Lemma@, since E[R(0,)] — R(6*) is exactly the expectation of each X', we have for ¢ > 2,

< \/]E {(E'ﬁ(zi,é;) - e(zi,e*)ﬂ %

< \/B (E[R(6,)] — R(6")) % + %Mé
(16)

% ZE' [£(zi,0,,)] = (23, 07) — E[R(9,)] + R(07)

where the last inequality holds because of and E[R(6,,)] = E[R(0.,)].
Plugging (T3)) and (I6) back into (I2), we obtain for each ¢ > 2 and some constant C' > 0,

o0~ (60 i)

<C <G (f + |b||2> qlog(n Zm + ( (6,) — Ry, (9;;)) + \/B (E[R(6,,)] — R(6%)) % + ‘5’M‘>

< oC (E[R(6,)] — R(6)) + C (G (i + ||b|2> qlog(n i”t n ( () Rn(9;)> n (i n Me) Z) ,

a7
where the last inequality holds because for a, b, v > 0, vVab < pa + b/p.

Taking ¢ = 2, and via Cauchy-Schwarz inequality,

E[R(0n)] = R(O") — E [Ro(0n) — Ra(6})]

< ||R(@a) = R* = (Ral0n) = Ral6))

e (]E[R(én)] - R(e*)) e, <2G (g + ||b2> log(n i"t + ( (6,) Rn(e;;)) +2 <§ + Mz) /n> .

The inequality above can be rewritten as:

BIR(,)] - RO") < 1=—5 (Ral6a) ~ Ra(67)

pC
C G d
+17<pC <2G(n+||b||2)log g t+2( —l—Mg)/ﬂ).

Taking this back to (I7), we have:

R(6) = R(0°) < c1 (Ra(0n) = Ra(03)) + 2E[Ry () — R (6]

T B+ M (18)
+c3 (G (g + ||b2) IOg(”)Zﬂt LM ’

t=1

C

E[Rn(én) - Rn (9;)]

for some constants ¢y, ¢ and cs.

The first term Rn(én) — R,,(6}) has been discussed in Lemma so we analyze its expectation (i.e.
the second term in[T8)) here.
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Via (6), we have:
) 5 p
B[R (011) = Ru(6,)] < —7E |70 (61)
__F
a LE [R

(6:)] + 5 (1013
o)+
--Lx [Rn(ét) - Rn(e;)} + ’;LL.

57 (B [Iblla] + v([lbll2)) (19)

The first equation holds because for random variable X, E [X?] = E? [X] + v(X), where v(X)
denotes the variance of X, and the last equation holds because the random noise b is zero mean.

Then, via similar steps given in (7), by summing over 7" iterations, we have:

E[R,(0,) — Ra(0)] < (1 _ H)TMZ L po?

uNT 62;2T log(1/5) 20
plog
N (1 - *) Mo+ —— 55
G+/Tlog(1/6)

where the last inequality holds because 0 = ¢ e

Then via Lemmas EI, and inequality , considering that the random noise b in ~y and R(én) are
all derived from the gradient (the injected noise b), so if taking T = O(log(n)), with probability at
least 1 —

/ 2
R — RO < Gzp10g<>1og<1/5)< (MT/O)>

n2e2 P

272
e (G log*(n) +B+Mg)

n
L, G log® () /plog(1/8) (| (8los(1/Q)\"*
c —_— .
3 ne P
for some constants ¢y, ca, c3 > 0.
The result follows. O

A.3 PROOF OF THEOREM[Z]

Theorem. If the loss function is o-Holder smooth (Assumption [3) with parameter H, satisfies the
generalized Bernstein condition with parameter B (Assumption ), and satisfies the PL condition
with parameter 2 (Assumption D)), the loss function and the parameter space are bounded, i.e.

0 <{L(-,") < My, ||Clla < M. Taking o given by Lemma T=0 (nﬁ), and ny = ﬁ

where k > QHJ/W ,if ¢ € (exp(—p/8), 1), then with probability at least 1 — (:

! /
R,) — R(6°) < o, &V/P10EA/0) (1 . (wwo) )

2
nTiea e P

G?log’(n) B+ M
+c2( ng(>+ ‘)

n

2 1/4
, o, G og?(n) VP Tog(1/5) (H(f%lg;l/% )

o
n 142 €

for some constants ¢y, ca, c3 > 0, where G' = max{2H M¢, H}.
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Proof. Like inequality (T8) in the proof of Theorem [I] (Appendix A.2), we have:
R(6.) = R(9") S 1 (Ru(0) = Ra(07)) + C2E[Ru(8,) — R(6))]

el ~ B+M @h
o (G (£ + bl ) toutm 3o + 25 f)

=1
for some constants ¢y, ¢z and c3, where G’ = max{2H M¢, H} as discussed in Remark

Like (I9), via inequality (TI0), we have:
(t+R)(t+ 5= DE [Ra(Bri1) — Ra(6))]

1+«
<(t+r—1)(t+r—2)E [Rn(ét) - Rn(e;;)} +(t+r) " (t+r— 1)M (2> '

2a+1) \p
4G (t+r—1) E R L g2
N ; E[blla) + — —E [IbI]
— ) * —a H(]' — Oé) 2 o
=(t+r-1)(t+r-2E [Rn(Ht) = Rn(9n)} +(t+r) " (E+r— 1)m (u)

t+ K —1)po?

L (s 1po
I

where the last inequality holds because of the property of random noise b, like discussed in (I9).

)

Following the steps in the proof of Lemma 8] by summing over T iterations, we have:

) G"pTlog(1/8
B [Ru(0.) - Ru(0;)] s 70 4 ST 080/0) o
n2e
Via Lemma [6{and Lemma taking o given in Lemma T=0 (nﬁ ) ,and 7, = ﬁ . where

K> # analyzed in Lemma then with probability at least 1 — (, we have:

Rn(én) — R, (07) < @ ( (810g(T/C)> 1/4) |
p

nI+2ae
1/4
bl < GV/P1oB0/D) <1 . (8log<1/<>) ) |
nTe ¢ p

1/a
where x > ZHM , then if

for ¢ € (exp(—p/8),1).

Taking the results given above back into , noting that 7, =
¢ € (exp(—p/8),1), with probability at least 1 — ¢, we have:

R(0,) - (") < o CVPLO8/0) ( (813@0)/)

n 1+2a €

2
p(t+r)’

G log? B+ M,
+62< 0g (n)Jr + z)
n n

(o3
nI+2a e

P 2 1/4
1o, G108 (0) Vi ToR(1/5) (H(Slgpgl/O) )

The result holds. O

A.4 PROOF OF THEOREM[3]

Theorem. If Assumptions 3| P hold, and Assumption @ with parameter B holds, the loss function
and the parameter space are bounded, i.e. 0 < ((-,) < My, ||C|l2 < Me¢. Taking o given by
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“1/a 1/
Lemma T =0 (log(n)), andny = --- = gy = n, where (% — HHQ(%/WQ) <n< (%)1/01,
if ¢ € (exp(—p/8), 1), then with probability at least 1 — (,

R(0,) — R(0*) < c1 G'+/plog(n)log(1/9) <1+ (810g(T/C))1/4>
B ne »

2 og? B+ M
¥ e <G 0og (”)+ + e)
n n

n

G log>® log(1/6 8log(1/¢)\*
4oy G og™" () v/plog(1/9) 1+< og( /C)) 7
€ p
for some constants ¢y, ca, c3 > 0, where G' = max{2H M¢, H}.

Proof. The proof is similar to Theorems and we first analyze the optimization error Rn(én) -
Ry (65).

For algorithm |I|, with normalization, we have:

R . ()
Rn(at—i-l) - Rn(et) <

~ ||a+1

(VoR,(04),0:11 — 04) + 5 Orr1 — 04 )

~ R at+l ~ a+1
= —u(VoRa(0:), VoRn(6:) + ) + —2— (|| Vara (@) + o],

2 n !
< = |[VoRa(@)], (HWR O], +10ll) "+ | wo a0 1012
s(H”;aH—m) HveR ] I+ )
L e+ = 2m) (R0 = Ra(0) + TE 3 6 (o + H ) ol

the second inequality holds because by normalization.

Summing R, (0;) — R, (6}) to both sides, we have:

. . . H a+1 N
Ro(O1)=Ru(03) < (L sl = 2pume) (Ru(B) = R(0]) ) +="2—BI3+G" (me + Hng™) ]

Note that b is zero mean, so if taking expectation of both sides, we have:

h 1 j HWQH 2
E [Ru(Bus1) = Ra(0)] < (1+ nHnf™! = 2un) E [Ru(8) = Ra(07)] + E [[1b]13]
R H a+l 2
= (1 pHe " = 2um) B [Ra(B) - Ra(07)] + =272
With Lemma 6} with probability at least 1 — &,
Ru(Brs1) = Ra(0;) < (1+ pHg ™t = 2pu) (Ra(8) Bl ))
a+1 2
JrH77 <1+(810g 1/{
2
8log(1
+G (e + Hip?™) f( (Og]g /6) ) >
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Then summing over 7 iterations and setting £ = /7T, we have:
N * o T N *
Ru(B2) = Ba(03) < (1+ pHng ™t = 2um)" (Ra(f0) = Ra(67))

(1 — (14 pHnppt - 2/mt)T) Hneo%p 81log(T/C) 1/4\ 2
+ atl L+ —
1— (1+ pHn™ = 2un,) 2 p

(1= (bt = 2m)") . 8 log(T'/¢)
* 1— (1+ pHni —2um,) G(t+HU+)U\[<1+( > >

P
N T Hnto?p 8log(T
< (L pHp? ™ = 2pme)” Mo+ o QH) (1 ( al /C) )

2(2pme — pHn
LG e+ Hoi ™) o /p (SIOg(T/C)) 4
2un; — pHnM D '
For the expectation,

N T HnaJrl 2p

E | Ru(0n) = Ru(0;)] < (1+ uHng ™ = 2pme) " My + e
( ) 2(2pm; — pHn )’

. 2*1/04 l/a 2 1/(!

Noting that ; = - - - = np = 1), where (ﬁ W) <n<(%)"", wehave:

0<1 —&-anaH —2uny < 1.

Taking T' = O (log(n)), with probability at least 1 — ¢, we have:

R,(0,) — Rp(6%) < G'/plog(n)log(1/5) <1+ (810g(T/()>1/4>
e ne » .

Then, like in Theorem [T} we have:

R(én) _ RO < G'+/plog(n)log(1/6) (1 N (SIOg(T/C))l/4>
- ne p

G log? B+ M,
+CQ( og(n)+ + e)
n n

/9 ) 1/4
e e )RR (Sl1/0)')

n p

for some constants ¢y, co, c3 > 0.

The result follows.

A.5 PROOF IN REMARK[]

In this section, we prove that if a loss function ¢ satisfies the Generalized Bernstein condition, then
if regularized term \||0||3 is added to , it also satisfies the Generalized Bernstein condition.

Proof. With regularized term \||6]|3, we have:

Ce(z,0) = £(2,0) + Al6]3,  R(0) = R(6) + |6]3.
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As a result,
E |(6(2,0) — 6(2,60)’]
=B [((€(=,0) = €(,07) + A (J613 — 107 18))°]
<E[(6(2,0) — £(=,0)%] + X2 (1613 — 10°]3)° + 2AMZE [£(5,0) — £(=,0)]

where the last inequality holds because E is taken over z.

Note that ¢ satisfies the Generalized Bernstein condition, we assume the parameter is B, so we have:
E[(6:(2,6) = £,(,6")°] < (B +2\MZ) (R(8) — R(6")) + AMEA (63 — "3)

< (B+2AME) (R(0) — R(6") + A (1013 — 167113))

= (B+2AM) (R.(6) — R,(8")).

_ —

Bartlett et al.|(2006) shows that squared piecewise-linear functions satisfy the Generalized Bernstein
condition, so if a regularized term \||@]|3 is added to it, the Generalized Bernstein condition is also
guaranteed. And squared piecewise-linear functions with regularized term ||0||3 can also be seemed
as a strongly convex composition to piecewise-linear functions, so along with the PL condition
shown in (Charles & Papailiopoulos|(2018), claim (3) in Remark|Z| holds. ]

B MORE EXPERIMENTAL RESULTS

B.1 ACCURACIES ON MORE DATASETS

In this section, we show the experimental results on datasets Breast Cancer, Credit Card Fraud, and
Bank. Details are shown in Figure 2]

The results are similar to which given by Figure[T]in Section 5: although there are some fluctuations
over some datasets (such as Bank), the performance of our proposed m-NGP method is similar to or
better than traditional method on most datasets.

e
o
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g 8 g 1
“ < “ 08520
- A A
0.7 0.75 % A p bbb
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€ € €
(a) Breast Cancer (b) Credit Card Fraud (c) Bank

Figure 2: Comparisons between Traditional Gradient Perturbation (TGP) method and max{1, g}-
Normalized Gradient Perturbation (m-NGP) method.

B.2 CONVERGENCE RATE AND NORMALIZATION

In this section, we perform experiments to demonstrate the effects on the convergence rate caused
by normalization when applying m-NGP. The privacy budget € is set 0.5. Detailed results are shown
in Figure[3]

In Figure[3] the lines with dark color and light color correspond to m-NGP and TGP, respectively, and
the shadow area represents the maximum and minimum loss over mutiple experiments, reflecting the
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variance. And the horizontal axis is iterations and the ordinate is the loss. The experimental results
show that over most datasets, m-NGP (normalization) achieves faster convergence rate, comparing
with TGP, which is in line with the theoretical analysis.
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TGP TGP 0.95
0.65 —— m-NGP 10 —— m-NGP
09 0-90
0.60 0.
] 208 5085
305 S Sos0
- 0.7
075
0.50 0.6
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045 05
20 30 40 50 60 70 80 90 100 30 40 50 60 70 80 90 100 40 50 60 70 80 90 100
Iterations Iterations Iterations
(a) Breast Cancer (b) Credit Card Fraud (c) Bank

Figure 3: Convergence Rates of TGP and m-NGP.

B.3 ACCURACY AND DIMENSION p

In this section, we perform experiments to demonstrate the effects on the accuracy brought by the
dimensions of data instances. The experiments are performed on datasets Credit Card Fraud, Bank,
and Adult, whose dimensions are 29, 48, and 104, respectively. And the privacy budget € is set 0.5.
The results are shown in Figure 4]

For abscissa, the first dimensions of parts (a), (b), and (c) are set p = 29, 48, 104, they are original
features given by the datasets. And the dimensions more than them are all set 0, to evaluate the
effects brought by the magnitude of p, without introducing new information.
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0.86 7 !
07145
z £:0.76 Z
2 086 g g
Fl 5074 E
S 0ss g g
< r <072 <
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0.7 &
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084 0.66 07135
29 58 87 116 145 174 203 232 261 48 96 144 192 240 288 336 384 432 104 208 312 416 520 624 728 832 936
Dimension p Dimension p Dimension p
(a) Credit Card Fraud (b) Bank (c) Adult

Figure 4: Effects of dimension p on m-NGP.
Experimental results show that although there may exist some fluctuations caused by the injected

random noise, the accuracy decreases with the increasing of p overall, which is in line with the
theoretical analysis given in Section 4.
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