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ABSTRACT

Research of adversarial attacks is important for Al security because
it shows the vulnerability of deep learning models and helps to build
more robust models. Adversarial attacks on images are most widely
studied, which includes noise-based attacks, image editing-based
attacks, and latent space-based attacks. However, the adversarial
examples crafted by these methods often lack sufficient semantic
information, making it challenging for humans to understand the
failure modes of deep learning models under natural conditions.
To address this limitation, we propose a natural language induced
adversarial image attack method. The core idea is to leverage a
text-to-image model to generate adversarial images given input
prompts, which are maliciously constructed to lead to misclassifica-
tion for a target model. To adopt commercial text-to-image models
for synthesizing more natural adversarial images, we propose an
adaptive genetic algorithm (GA) for optimizing discrete adversarial
prompts without requiring gradients and an adaptive word space re-
duction method for improving the query efficiency. We further used
CLIP to maintain the semantic consistency of the generated images.
In our experiments, we found that some high-frequency semantic
information such as “foggy”, “humid”, “stretching”, etc. can easily
cause classifier errors. These adversarial semantic information exist
not only in generated images, but also in photos captured in the real
world. We also found that some adversarial semantic information
can be transferred to unknown classification tasks. Furthermore,
our attack method can transfer to different text-to-image models
(e.g., Midjourney, DALLE 3, etc.) and image classifiers.

CCS CONCEPTS

« Security and privacy — Social aspects of security and privacy;
« Computing methodologies — Computer vision; Bio-inspired
approaches.

KEYWORDS

Adversarial Example, Adversarial Attack, Text-to-Image model,
Social Aspects of Generative Al, Vision and Language

1 INTRODUCTION

As widely acknowledged, some carefully designed inputs called
adversarial examples can mislead the deep learning models. The
perturbation process is called adversarial attack [3, 17, 41]. Adver-
sarial attacks can identify the vulnerability of deep learning models,
and facilitate the development of more robust models. Currently,
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Figure 1: Different adversarial image attacks. (a) Noise-based
attack. (b) Image editing-based attack. (c) Latent space-based
attack. (d) Natural language induced adversarial image at-
tack (Ours).

most adversarial attacks focus on adversarial images, which can be
roughly categorized into three types (Figure 1).

The first type is noise-based attack [3, 17, 35, 41, 59], which
generates adversarial examples by adding adversarial noise to the
image. The second type is image editing-based attack [62, 63, 66],
which modifies certain properties (e.g. HSV, brightness, etc. ) of
the image. The third type is latent space-based attack [30, 64]. This
attack guides the generators such as GAN to generate adversarial
images by modifying the latent space variables of the generators.

If we want to understand under what natural conditions images
are easily misled in classification, the above methods are ineffec-
tive because they are difficult to incorporate semantic information
during attacks. To describe natural situations, the most convenient
method for users is language. For example, users can use language
to depict numerous natural scenes (such as various weather condi-
tions or different gestures of objects), utilize text-to-image models
to generate a large number of images, and test an image classifier
on which natural scenarios it is easy to be misled.

To achieve this goal, we propose a natural language induced ad-
versarial image attack method. Language is one of the easiest ways
to be understood by humans. The current progress in text-to-image
models [42, 48] makes it possible for us to use natural language to
generate adversarial images according to our needs. The core idea
is to leverage a text-to-image model to generate adversarial images
given input prompts, which are maliciously constructed to lead to
misclassification for a target model. We construct the adversarial
prompts by optimizing the words in prompts. Our language-based
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method has rich semantic information and helps humans to analyze
the adversarial images from a natural language view.

Optimizing the words in prompts for text-to-image models faces
challenges. First, each word in a sentence is a discrete variable,
which is difficult to be optimized using gradient-based methods.
Second, many commercial text-to-image models such as Midjour-
ney are black-box models whose gradients and parameters are not
accessible. Third, some commercial models such as DALL-E 3 limit
the number of queries, which bring difficulty for the adversarial op-
timization. Besides, we should make the generated images contain
enough semantic information consistent with the prompts during
the optimization.

To adopt commercial text-to-image models for synthesizing more
natural adversarial images, we propose an adaptive genetic algo-
rithm (GA) for optimizing discrete adversarial prompts without
requiring gradients and an adaptive word space reduction method
for improving the query efficiency. We further used CLIP to main-
tain the semantic consistency of the the generated images.

We evaluated our method on different classification attack tasks.
In our experiments, we found that some high-frequency semantic
information such as “foggy”, “humid”, “stretching”, etc. can easily
cause classifier errors. These adversarial semantic information exist
not only in generated images, but also in photos captured in the real
world. We also found that some adversarial semantic information
can be transferred to unseen classification tasks. Furthermore, our
attack method can transfer to different text-to-image models (e.g.,
Midjourney, DALL-E 3, etc.) and image classifiers. Our method
helps people to better understand the weakness of classifiers from a
natural language perspective. Through experiments, we also reveal
the potential safety and fairness issues of current text-to-image
models. It inspires us to build more robust and fair AI models.

2 RELATED WORKS
2.1 Noise-Based Attacks

These attacks generate adversarial images by adding adversarial
noises on the original images. Classical methods include L-BPGS
[52], FGSM [17], PGD [41], C&W [3], etc. Some recent works fur-
ther improved the strength and feasibility of noise-based attacks.
For example, SparseFool [43], ADMM [61] and LP-BFGS [67] en-
hanced the group sparsity of perturbations. PONS [19], HO-FMN
[16] and FAB-Attack [11] maintained attack performance with less
computational efforts during noise searching. Xie [60], Rahmati
[46], Tlyas [25] and Ergezer [14] generalized noise-based attack to
new scenarios, such as anchor-free detectors, multi-angle detectors,
black-box models, etc.

2.2 Image Editing-Based Attacks

These attacks operate image transformations to generate adversar-
ial images. The early works [13, 20, 29, 62] mainly involved image
rotation, flipping, and adjustment of the HSV space. Some recent
works introduced more complex image processing methods. For
example, Liu [33], Zeng [65] used additional differentiable render-
ers to do image transformations. Wang [57] leveraged perception
similarity supervision [68] to enlarge adversarial perturbations.
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2.3 Latent Space-Based Attacks

These attacks change the latent space of generative models to gener-
ate adversarial images. Zhao [69], Lin [32], Hu [22], Lapid [30] and
Lau [31] used Generative Adversarial Network (GAN) to generate
adversarial images by finetuning its generator. Xue [64], Wang [55],
Chen [4], Liu [34] and Chen [6] used diffusion models to gener-
ate adversarial images by optimizing the parameters of the U-Net
structure, or by adding learned noises in the latent space.

2.4 Text-to-Image Models

Text-to-image models are a group of multimodal generative mod-
els that can create images from text prompts. These models firstly
encode the text prompt into a latent space, then circularly and con-
ditionally denoising a Gaussian Distribution back to an image. The
denoising process are trained from a predefined forward process.
Influential Text-to-image models include Midjourney([42], Stable
Diffusion[48], DALL-E 2 [47], Imagen [49], etc.

3 METHODS
3.1 Problem Formulation and Overview

Our idea is to optimize the words within a sentence to obtain
prompts for text-to-image models, and then input the prompts
to text-to-image models to obtain adversarial images. Let W denote
the word space, including subjects, verbs, adjectives, etc. These
words can be combined into a prompt p according to grammatical
order. Let Combination denote this function. Let G denote the text-
to-image model. For any prompt p, G (p) is the generated image
with the ground truth category y. Let f denote the image classifier.
Our goal is to conduct an untargeted attack, and we hope that by
optimizing p, the classifier f will misclassify the image G (p) into
a category other than y. We define the attack success rate of p as
ASR (p). At the same time, we hope that the generated image G (p)
contain enough target semantic information of ground truth cate-
gory y. For this purpose, we define the target semantic information
strength as SEM (p). We formulate the problem as:

maximize ASR (p) + A - SEM (p)
r 1)

subject to p = Combination(W),

where 1 is determined empirically.

To optimize the prompt p, we propose an adaptive genetic algo-
rithm for optimizing discrete adversarial prompts without requiring
gradients and an adaptive word space reduction method for im-
proving the query efficiency. We further used CLIP to maintain
the semantic consistency of the the generated images. The overal
pipeline of our method is shown in Figure 2.

3.2 Building the Word Space and Prompts

The adversarial prompt structure is customizable. For example, in
our animal classification attack experiments, the prompt structure
is defined as

“<number><color>[target animal] <appearance>is <gesture>on the
<background>on a <weather>day, the [target animal] faces forward,
the [target animal] occupies the main part in this scene, viewed
<viewangle>.”
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Figure 2: The overall pipeline of the proposed method.

The optimization word space is also customizable. “<word>" rep-
resents a word that can be optimized. For example, in our experi-
ments, the word space of “<weather>"is { “sunny", “rainy", “cloudy",
“snowy", “windy", “foggy”, “stormy”, “humid”}. “[target animal]” is
the ground truth target category y (e.g. “cat”) of the generated
images, which is user-defined in prompt p and fixed during the
prompt optimization.

We can also use GPT-4 to automatically construct the word space,
which can be transferred to other classification tasks. Here are the
steps: First, we can select a target category, such as race, vehicle,
etc. Next, the above hand-constructed word space is input into
GPT-4 as an example, and GPT-4 is instructed to generate a similar
word space for new tasks. Details are introduced in Supplementary
Material (SM).

The settings of other prompts and word spaces are introduced
in SM. The word space W and the set of prompts P are formulated
as follows:

W = {wi, wz, ..., wm},

P={p1,p2, - PN} @)

where

pi = Combination (W),i=1,2,..,N. 3)

3.3 Fitness Evaluation

We optimize the adversarial prompts based on genetic algorithm
which simulates the genetic evolution process of a population. We
assume that there are N prompts, constituting a population P, and
each prompt p is an individual in this population. One critical task
is to evaluate the fitness of these individuals, simulating the natural
selection process to retain the most optimal individuals. The fitness
function F is designed according to the Equation 1, which is

F(p) =ASR(p) +A-SEM (p). (4)

3.3.1 ASR. To evaluates the attack performance of our method,
we define the attack success rate (ASR) as the ratio of the number of
successfully attacked images generated by the text-to-image model
G using prompt p, denoted as N¢ (G (p))#y» to the total number of
generated images, denote as Ng ;). The calculation formula is

ASR (p) = Nf(G(p))#y/NG(p)- ®)

3.3.2 SEM. Our goal is to generate adversarial images that contain
enough target semantic information consistent with the prompts.
One challenge is how to to maintain the semantic consistency of
the the generated images. To address this issue, we employ the CLIP
[44] model’s text Encoder ET and image Encoder Ej to calculate the
cosine distance between the generated image G (p) and the target
semantic information g; of ground truth category y (e.g., “a photo
of a cat”). This measure reflects their relevance, considering CLIP’s
robust multimodal capabilities, enabling accurate assessment of
the semantic correlation between the image content and the target
semantic text. Besides, CLIP is trained on a large-scale (i.e. 400
million) dataset, exhibiting strong generalization across diverse
image styles and backgrounds. To enhance the target semantic
information in adversarial images, we incorporate it as part of the
fitness function during the genetic optimization process, specifically

* E1 (G (p)) - Er (g1)
1E1 G (0) 2 - Er (90 T2

3.4 Adaptive Word Space Reduction

The number of queries is closely related to optimization time and
cost of using commercial text-to-image models. Besides, some mod-
els such as DALL-E 3 limit the number of queries. To reduce the
number of queries, we propose an adaptive word space reduction
method. The core idea is to select the individual with the lowest fit-
ness, denoted as pj,yess, in each generation. Two words, wgssr1 and
Wartr2, are randomly chosen from pjg,,ess, and these two words are

SEM (p) = (6)
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removed from the word space. This is similar to eliminate weaker
genes from the gene pool based on fitness in the current gener-
ation t, retaining relatively high-quality genes for the next t + 1
generation’s reproduction, that is

wt+D) - AdaptiveReduce (W(t), Wattrl, wamz) . 7)

3.5 Optimization of Adversarial Prompts

We optimize the adversarial prompts based on GA algorithm, the
optimization process includes prompts initialization, crossover, mu-
tation, selection, iteration and termination.

3.5.1 Prompts Initialization. We initialize N prompts Pjn;; by ran-
domly selecting words from word space. These prompts can be
regarded as parent prompts, which are candidates for evolution.

3.5.2 Crossover. The crossover operation is to select two parent
prompts Pparent1, Pparent2 €ach time to generate child prompts Peyjig
by exchanging words. Different from the standard GA algorithm
that randomly selects parents with a fixed probability, we set the
probability pc of selecting each prompt as a parent is proportional
to its fitness score as shown in Equation 8, assuming that parents
with higher fitness are more likely to produce offspring with higher
fitness. Each word is like a gene, and the offspring randomly selects
the genes of either parent.

()
p F(pi) 1<i,j<N (8)
C=—F—+ 1= =N
N (1)
Zj:l F (Pj )
P.pilg = Crossover (PparentprarentZa pe). )

3.5.3  Mutation. During the evolution of a population, mutations
may occur in the genes of individuals, which contributes to the
diversity of the population. Similar to this biological process, we set
a small probability pm for each word in a prompt to be randomly
changed to another word of the same type. This helps us avoid local
optimal solutions. The new population with mutated individuals
are

Prutated = Mutation (Pepjig, pm) - (10)

3.5.4  Selection. We use a roulette strategy to select prompts for the
next generation. This means that the probability ps of each offspring
surviving is proportional to their fitness, and is calculated using
the Equation 11. In this way, we select individuals with highest
fitness, reflecting the natural principle of “survival of the fittest” in
the evolutionary process. So

(t+1)
p F(pi ) 1<i,j<N (11)
s=——————1<1ij<N.
N (t+1)
N F(pS)
Pyelected = Selection (Pmutatedﬁps) . (12)

3.5.5 lteration and Termination Condition. The crossover, muta-
tion, and selection are performed iteratively. There are two itera-
tion termination conditions: one is when the number of iterations
reaches a threshold «, and the other is when the success rate reaches
a threshold . After the termination, the final batch of retained off-
spring prompts serves as the set of adversarial prompts. These
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prompts are then fed into the text-to-image model to generate
adversarial images.

4 EXPERIMENTS
4.1 Text-to-Image Models

We mainly used the Midjourney [42], which is a powerful commer-
cial text-to-image model to generate the natural language induced
adversarial images. We also tested our method on the other famous
text-to-image models including DALL-E 2 [47], DALL-E 3 [2], Stable
Diffusion [48], Mysterious XL v4 [10], Dreamshaper XL alpha 2 [8],
and Real Cartoon XL v4 [9].

4.2 Dataset

4.2.1 ImageNet. ImageNet is one of the largest publicly available
datasets for image classification tasks, consisting of over 14 mil-
lion images annotated with around 22,000 categories. The target
classifiers in our experiments were pre-trained on ImageNet. For
classification attacks, we selected 10 animal categories from Im-
ageNet as the target categories, which was the same as those of
Animal-10 [1] dataset.

4.2.2  Animals-10. Due to the category imbalance in ImageNet (e.g.
“dog” contains 118 sub-categories with 148,418 images, while “horse”
only contains 1 sub-categorie with 1300 images), which may cause
unbalanced classification performance and attack effects for dif-
ferent categories, as detailed in Section 4.5. Therefore, we chose a
category-balanced dataset Animals-10 [1] released in the Kaggle
platform. It contains around 28,000 animal images which belongs to
10 categories: cat, dog, spider, horse, chicken, butterfly, cow, sheep,
elephant, squirrel. This dataset is used to finetune the animal image
classifiers, which were pre-trained on ImageNet.

4.2.3 FairFace. We used the FairFace dataset [26] which contains
108,501 images balanced on race. It includes 7 groups: Black, White,
East Asian, Middle Eastern, Southeast Asian, Indian and Latino.
This dataset is used to finetune the race image classifier, which
were pre-trained on ImageNet.

4.3 Target Classifiers

For animal image classifiers, we used the models including ResNet
[18], ViT [12], VGG [50], Inception v3 [51], DenseNet [23], Mo-
bileNet [21], EfficientNet [53], SqueezeNet [24], RegNet [45], AlexNet
[27] implemented in the torchvision library. We also used two ad-
versarial trained models: Swin-L [38] and ConvNeXt-L [39]. For
race image classifier, we used the ViT model. The accuracy of the
finetuned classifiers are all above 98% on the corresponding dataset.

4.4 Evaluation Metrics

We used the attack success rate (ASR) as the evaluation metric
for our attack method, which is widely used by previous works
[5,36, 37, 58]. The ASR is defined as the ratio of misclassified images
to the total number of generated images. Its calculation method has
been introduced in Section 3.3.1.
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One purple cat
wearing a flower on
the head is......

Cat — Bultterfly

One yellow cow wearing
a pair of glasses is

One orange sheep
wearing a flower on
the head ......

Sheep —* Dog

One blue butterfly
wearing clothes is

One yellow horse
wearing a pair of glasses
is crawling

"'7‘

Horse —> Dog

One brown squirrel
wearing a pair of glasses
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One yellow chicken
wearing a pair of
glasses is ......

Chicken —Dog

One white spider
wearing a pair of glasses

sitting ...... sitting
»

-

E
&

Elephant — Cat Cow —* Sheep

Figure 3: Examples for animals classifier attacks. The black texts are the prompts, the blue texts are the groundtruth categories,

and the red texts are the misclassified categories.

Butterfly — Cat

is bark......

Squirrel —> Cat

Spider—> Squirrel

Table 1: ASRs (%) of different methods against animal classifiers trained on ImageNet. M: methods. T: target animal

T
k ‘ Sheep Dog Cat Horse Cow Chicken Elephant Butterfly Spider Squirrel Average
Clean 0.0 29.2 538 0.0 0.8 0.0 0.0 5.0 0.0 0.0 4.1
Random 56.5 76.5 44.8 54.5 22.3 3.0 15.0 31.0 18.8 42.3 36.5
Comb 60.0 78.5 37.2 47.0 40.0 2.5 17.9 31.3 22.5 39.0 37.6
Ours 83.1 894 781 95.6 7838 77.2 80.3 92.8 86.3 85.0 84.7

Table 2: ASRs (%) of different methods against animal classifiers finetuned on Animals-10. M: methods. T: target animal

T
k ‘ Sheep Dog Cat Horse Cow Chicken Elephant Butterfly Spider Squirrel Average
Clean 0.0 0.0 0.0 4.2 0.8 3.3 0.0 0.0 0.8 0.8 1.0
Random 44.5 12.7 153 22.1 41.6 46.8 30.7 11.6 26.0 53.5 29.3
Comb 45.5 7.5 14.1 34.5 36.1 49.9 33.8 11.3 26.3 55.8 31.5
Ours 884 76.6 80.6 90.9 916 95.9 69.7 81.3 89.1 93.1 85.7

4.5 Attack the Animals Classifier

We evaluated the attack effect of our method on ten-animal classifi-
cation tasks. We chose Midjourney as the generator of adversarial
images. and the settings for adversarial prompt structure and word
space were introduced in Section 3.2. For the target animal, we
used 10 types of animals in Animals-10. We used our adaptive GA
method to get the adversarial prompts. For each target animal, we
initialized 20 prompts with random word initialization. The proba-
bility of mutation was 0.01, and the hyperparameter A in the fitness
function was 0.1. The termination condition was that the number
of iterations reached 8 generations. For fair comparison, we chose
three methods, clean image generation (e.g. the prompt is “gener-
ate an image of dog”), random word selection and combinatorial

testing [28] as control experiments. Under each setting, we got
20 prompts for each target animal, and each prompt generated 8
images through Midjourney, so a total of 160 images for each target
animal were generated under each setting.

We inputted these images into the animal classifier ResNet101
which was trained on ImageNet, and calculated the ASRs. The
results are presented in Table 1. It indicates that, on the 10-animals
classification task, our method achieved an average ASR of 84.7%
for the ResNet101 classifier. In contrast, the average ASR for clean
image generation, random word selection and combination testing
was 4.1%, 36.5%, and 37.6%, respectively. Examples of adversarial
prompts and images are shown in SM. We observed variations
of baselines and attack effects for different animal categories. For
example, the ASRs of clean image generation for sheep and dog
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Table 3: Attack Stability Verification.

Times 1 2 3 4 5 6 7 8 9 10 Average
ASR(%) 87.5 775 850 92,5 87.5 75.0 90.0 825 825 850 845+54
were 0.0% and 29.2%, which varied a lot. The reason may be as A blue dog wgaring Agreen sheep vyearing Ag_reen cow
foll. di . h . imbal clothes stretching on clothes stretching on wearing clothes
ollows. As stated in Section 4.2.2, there is a category imbalance Mars on a foggy day ~ Moon on a humid day on a foggy day

problem in ImageNet, which may cause unbalanced classification
performance of classifiers trained on ImageNet and attack effects
for different categories. Despite this, the ASRs of our method for
different animals were all higher than that of control experiments,
which indicates the effectiveness of our method.

To build a more category-balanced classifier as the attack tar-
get classifier, we finetuned the classifier ResNet101 on a category-
balanced dataset Animals-10. We then attacked the finetuned clas-
sifier ResNet101, and the results are shown in Table 2. The average
ASR of our method was 85.7%, which was much better than that of
clean image generation (1.0%), random word selection (29.3%) and
combination testing (31.5%). This further indicates that our method
is effective. Figure 3 shows a set of examples.

4.6 Stability of the Attack

Since the generation of text-to-image models is a stochastic pro-
cess, the same prompt may lead to different images in successive
queries. To verify the stability of our attack method, we selected
10 optimized prompts, then inputted it into Midjourney 10 times,
and tested the ASRs of the 40 generated adversarial images each
time. The results are shown in Table 3. It indicates that the ASRs
of our adversarial prompts were higher than 75% in 10 successive
attacks. The average ASR was 84.5% =+ 5.4%. This shows that our
attack method has good stability. Moreover, This suggests that, to
a certain extent, our method can find the key semantic information
in the natural language space, and adversarial images with such
semantic information have stable adversarial effects.

4.7 Analyzing Adversarial Images from a
Natural Language View

We tried to explore a novel perspective by analyzing adversar-
ial images from the viewpoint of natural language. We analyzed
198 adversarial (misclassified) images and their prompts with ASR
higher than 87.5% from experiments in Section 4.5 and found that
the frequency of some words in these prompts were significantly
higher than that of other words. For example, for “<number>",
“two” appeared most frequently, and its frequency was 50.5%. For
“<color>", “green” had the highest frequency, which was 61.0%.
For “<weather>", “foggy” and “humid” appeared most frequently,
where the frequency was 46.3% and 35.5%, respectively. For “<ap-
pearance>", “wearing clothes” and “wearing a pair of glasses” ap-
peared most frequently, and the frequency was 38.1% and 35.5%, re-
spectively. For “<gesture>”, “stretching” had the highest frequency,
which was 53.3%. This indicates that when the above adversarial
semantic information appears, the generated images are prone to
cause classifier errors.

Dog — Butterfly Cat Cow — Sheep
Figure 4: Examples of generated images with adversarial se-
mantic information for animal classification attacks.

To verify the above conclusion, we try to combine the high-
frequency adversarial semantic information such as “green”, “wear-
ing clothes”, “foggy”, etc. into the prompts. For example, the prompt
is “an image of dog wearing clothes on a foggy day”. We got 12
prompts in this way and then input them to Midjourney to generate
48 images. The generated images were input to ResNet101 classi-
fier. The results indicate that 72.9% of the images with adversarial
semantic information were misclassified, in contrast, only 29.3% of
the images generated by random word selection were misclassified.
Some examples of adversarial images are shown in Figure 4. It indi-
cates that the adversarial semantic information analyzed above has
an important impact on the accuracy of the classifier, which helps
us to understand of the failure modes of these classifiers under
natural conditions.

We found that the adversarial semantic information not only
existed in generated images, but also in photos captured in real
world. We searched for some photos captured in the real world on
Google according to the adversarial semantic information analyzed
by our method. For example, we obtained 50 images returned by
Google with prompts “A cat is stretching”, “A horse in a foggy day”,
etc. For fair comparison, we also searched 50 images by Google

Acat
is stretching

Ahorse
in a foggy day

An elephant
wearing clothes

%

g,

Cat — Squirrel

Horse — Cow Elephant — Horse

Figure 5: Examples of Google-searched images with adver-
sarial semantic information for animal classification at-
tacks.
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A black person
wearing clothes
on a foggy day

A East Asian wearing A white person wearing
clothes in front of a brick glasses stretching in front
wall on a foggy day of a brick wall

Black — East Asian East Asian— White White — East Asian

Figure 6: Examples of generated images with adversarial se-
mantic information for human race classification attacks.

using prompts with random word selection as control experiments.
The experimental details are described in SM. We input these images
to the classifier ResNet101. The results show that the searched
images with adversarial semantic information can also cause the
misclassifications, and the ASR was 42.0%. In contrast, the ASR
for random word selection was only 14.0%. Figure 5 shows some
seached images with adversarial semantic information. It indicates
that some semantic information in the real world (e.g. foggy, humid,
stretching, etc.) may have an important impact on the accuracy
of deep learning-based classifiers. This helps us to understand the
weakness of classifiers implemented in real-world applications, and
also helps to build more secure and robust models.

4.8 Zero-Shot Attack

We also found the adversarial semantic information analyzed in
Section 4.7 was transferable to unseen classification tasks, and we
called it zero-shot attack. We tried to apply the high-frequency ad-
versarial semantic information obtained from animal classification
attacks to attack the human race classifier. For example, the prompt
is “A black person wearing clothes is stretching on a foggy day”.
We built 30 prompts by this way and input them to Midjourney to
generate 120 images. We also set the random word selection as con-
trol experiments. The generated images were input to Vit classifier
which was finetuned on FairFace dataset. The results indicated that
53.3% of the images with adversarial semantic information were
misclassified, while only 25.0% of the images in control experiments
were misclassified. Some examples of adversarial images are shown
in Figure 6. The reason may be that some adversarial semantic
information such as “stretching” and “wearing clothes” have the
advantage of cross-tasks (from animal to human).

The ASR of zero-shot attacks was lower than that of our GA-
based method, this is reasonable because it’s a difficult task, how-
ever, it shows the possibility of transfer the adversarial semantic
information to unseen classification tasks using our method.

4.9 Ablation Study

4.9.1 SEM. We conducted ablation experiments on the SEM func-
tion. We seperately used the fitness function with SEM and without
SEM. The termination condition was that ASR was over 70%, and
other experimental settings consistent with Section 4.5. For each

ACM MM, 2024, Melbourne, Australia

(b)

Dog Cat Elephant
Figure 7: Generated images (a) without and (b) with SEM fit-
ness function. The blue texts are the target categories.

experimental group, we obtained 50 adversarial images. Some ex-
amples are shown in Figure 7.

We conducted a subjective evaluation and invited 10 volunteers
(5 male, 5 female, ages 19-28, with normal acuity) to rate the two sets
of adversarial images on a scale from 1 to 10, where higher scores
indicate a greater presence of target class semantic information.
The experiments were approved by the Institutional Review Board
(IRB). The results showed that the average human evaluation score
was 8.1+0.6 with SEM and 3.3+1.0 without SEM. It suggests that
the SEM effectively enhanced the target semantic information in
adversarial images while keeping a high ASR.

4.9.2  Adaptive Word Space Reduction. We conducted ablation ex-
periments on Adaptive Word Space Reduction (AWSR). We seper-
ately conducted experiments with ASWR and without ASWR. The
termination condition was that ASR was over 70%, with other exper-
imental settings consistent with Section 4.5. The results indicated
that AWSR significantly reduced the number of queries (from 201
to 127) while keeping a high ASR. This not only improves search
efficiency but also leads to a considerable reduction in query costs,
such as the query cost for DALL-E 3 being 0.12 US dollars per image.

4.10 Physical Attacks

We tested the attack effect of our method in the physical world.
We selected 40 adversarial images obtained in Section 4.5 which
successfully misled the ResNet101 classifier. Using a Canon MF657
printer, we printed these images and then captured them with
iPhone 12 Pro from a distance of 30 cm. Examples of the digital and
physical images are shown in SM. We inputted the captured photos
into the ResNet101 classifier and calculated the ASR. The results
indicated that our method achieved a 100% ASR both in the digital
and physical worlds. The physical world adds more perturbations
[54] to the images, e.g. the printer may cause color distribution
variations [15], usually leading to lower physical ASRs for previous
noise-based [40] or image editing-based [56] approaches compared
to their digital ASRs. However, our method are based on language
with explicit semantic information, and therefore may be more
robust in the physical world.
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Table 4: Attack transferability of adversarial prompts. S: source model. T: target model.

T
R ‘ Midjourney DALL-E3 Stable Diffussion DALL-E2 MXL DXL RXL
Midjourney 93 63 73 78 80 90 80
Stable Diffussion 57 53 73 58 60 80 80

Table 5: Attack transferability of adversarial images. S: source classifier. T: target classifier.

T
N‘ ViT VGG ResNet Incept Dense Mobile Efficient Squeeze Reg Alex Swin CNXL

ResNet | 91 89 97 92 90
ViT 95 93 84 99 89
CNXL 88 82 79 84 85

88
89
84

91 88 90 86 88 91
96 93 93 89 92 88
72 81 77 81 80 77

4.11 Attack Transferability of Adversarial
Prompts

We tested the attack transferability of adversarial prompts of our
method across different text-to-image models. Following the set-
tings in Section 4.5, we separately optimized adversarial prompts
based on a typical black-box commercial text-to-image model, Mid-
journey, and a typical white-box open-source text-to-image model,

Stable Diffusion. For each model, we obtained 50 adversarial prompts.

Subsequently, we input these prompts into various text-to-image
models, including Midjourney, DALL-E 2, DALL-E 3, Stable Diffu-
sion, Mysterious XL v4 (MXL), Dreamshaper XL alpha 2 (DXL),
and Real Cartoon XL v4 (RXL), generating 200 adversarial images
for each model. We then fed these adversarial images into the
ResNet101 classifier, and calculated ASR.

The results are presented in Table 4. This indicates that the
adversarial prompts obtained by our method can be transferred to
different text-to-image models to generate adversarial images. The
reason may be that some key language semantic information has
an important impact on the adversarial effect. This key language
semantic information can be transferred to different text-to-image
models and then generate adversarial images.

4.12 Attack Transferability of Adversarial
Images

We then evaluated the attack transferability of adversarial images
of our method across different classifiers. During the optimization
of adversarial images, we used the Midjourney text-to-image model
and separately used a CNN-based classifier ResNet, a transformer-
based classifier ViT, and an adversarial trained classifier ConvNeXt-
L (CNXL) to optimize adversarial images. For each classifier, we
obtained 100 adversarial images. Subsequently, we input these ad-
versarial images into other classifiers, including ViT [12], VGG [50],
ResNet [18], Inception v3 [51], DenseNet [23], MobileNet [21], Effi-
cientNet [53], SqueezeNet [24], RegNet [45], AlexNet [27], Swin-L
[38], and CNXL [7], and then calculated the ASRs.

The results are presented in Table 5, indicating the good attack
transferability accross different classifiers. It is worth noting that
our method successfully attacked classifiers with different architec-
tures, including CNN-based and transformer-based architectures.

This suggests that our attack method is not entirely dependent on
the classifier architecture. Furthermore, our attack method can not
only attack ordinary classifiers, but also attack classifiers based
on adversarial training (Swin-L and CNXL). Since traditional ad-
versarial training usually focuses on adversarial noise, it may not
be well-suited for our attack method, posing new challenges for
adversarial defense methods.

4.13 Discussion on Potential Social Impact

As described in Section 4.8, the adversarial semantic information
also exists in human race classification attacks. We also conducted
the GA-based attack experiments, and the ASR against human race
classifier Vit was 89%, the details are described in SM, which further
verified the above conclusion. This revealed the potential impact
of text-to-image models on social fairness. Given that many social
media platforms, such as Twitter and Facebook, employ AI models
for image moderation, the potential for race misclassification poses
concerns for fairness. This encourage us to build more fair and
robust Al models.

5 CONCLUSION

In this work, we propose a natural language induced adversarial
image attack method, which has rich semantic information and
helps humans to analyze the adversarial images from a natural
language view. To adopt commercial text-to-image models for syn-
thesizing more natural adversarial images, we propose an adaptive
genetic algorithm (GA) for optimizing discrete adversarial prompts
without requiring gradients and an adaptive word space reduction
method for improving the query efficiency. We further used CLIP to
maintain the semantic consistency of the generated images. In our
experiments, we found that some high-frequency semantic infor-
mation can easily cause classifier errors. These adversarial semantic
information exist not only in generated images, but also in photos
captured in the real world. We also found that some adversarial
semantic information can be transferred to unknown classification
tasks. Furthermore, our attack method can transfer to different
text-to-image models and image classifiers. Our work reveals the
potential impact of text-to-image models on Al safety and social
fairness and inspire researchers to develop more fair and robust Al
models.

871

873

874

876
877

879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927

928



929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976
977
978
979
980
981
982
983
984
985

986

Natural Language Induced Adversarial Images

REFERENCES

(1]

[2

[

=
=2

[11]

[12

[13

[14]

=
)

[16

[17

[18]

[19

[20]

[21

[22

[23]

[24]

[25

Corrado Alessio. [n. d.]. Animal pictures of 10 different categories taken from
google images. [EB/OL]. https://www.kaggle.com/datasets/alessiocorrado99/
animals10 Accessed Sep 5, 2023.

James Betker, Gabriel Goh, Li Jing, Tim Brooks, Jianfeng Wang, Linjie Li, Long
Ouyang, Juntang Zhuang, Joyce Lee, Yufei Guo, et al. 2023. Improving im-
age generation with better captions. Computer Science. https://cdn. openai.
com/papers/dall-e-3. pdf 2 (2023), 3.

Nicholas Carlini and David Wagner. 2017. Towards evaluating the robustness of
neural networks. In 2017 ieee symposium on security and privacy (sp). leee, 39-57.
Jianqi Chen, Hao Chen, Keyan Chen, Yilan Zhang, Zhengxia Zou, and Zhenwei
Shi. 2023. Diffusion Models for Imperceptible and Transferable Adversarial
Attack. arXiv preprint arXiv:2305.08192 (2023).

Sizhe Chen, Zhehao Huang, Qinghua Tao, Yingwen Wu, Cihang Xie, and Xiaolin
Huang. 2022. Adversarial attack on attackers: Post-process to mitigate black-box
score-based query attacks. Advances in Neural Information Processing Systems 35
(2022), 14929-14943.

Zhaoyu Chen, Bo Li, Shuang Wu, Kaixun Jiang, Shouhong Ding, and Wenqiang
Zhang. 2023. Content-Based Unrestricted Adversarial Attack. Neural Information
Processing Systems (2023).

CivitAl 2023. ControlNetXL. [EB/OL]. https://civitai.com/models/136070/
controlnetxl-cnxl Accessed: November 16, 2023.

CivitAl 2023. DreamShaper-XL. [EB/OL]. https://civitai.com/models/112902/
dreamshaper-x1 Accessed: October 25, 2023.

CivitAl 2023. RealCartoon-XL. [EB/OL]. https://civitai.com/models/125907/
realcartoon-xl Accessed: October 26, 2023.

NightCafe Creator. 2023. Mysterious-XL. [EB/OL]. https://creator.nightcafe.
studio/model/mysterious-xl-v4 Accessed: October 21, 2023.

Francesco Croce and Matthias Hein. 2020. Minimally Distorted Adversarial
Examples with a Fast Adaptive Boundary Attack. International Conference on
Machine Learning (2020).

Alexey Dosovitskiy, Lucas Beyer, Alexander Kolesnikov, Dirk Weissenborn, Xi-
aohua Zhai, Thomas Unterthiner, Mostafa Dehghani, Matthias Minderer, Georg
Heigold, Sylvain Gelly, et al. 2020. An image is worth 16x16 words: Transformers
for image recognition at scale. arXiv preprint arXiv:2010.11929 (2020).

Logan Engstrom, Brandon Tran, Dimitris Tsipras, Ludwig Schmidt, and Alek-
sander Madry. 2018. A rotation and a translation suffice: Fooling cnns with simple
transformations. (2018).

Mehmet Ergezer, Phat Duong, Christian Green, Tommy Nguyen, and Abdurrah-
man Zeybey. 2024. One Noise to Rule Them All: Multi-View Adversarial Attacks
with Universal Perturbation. arXiv:2404.02287

Kevin Eykholt, Ivan Evtimov, Earlence Fernandes, Bo Li, Amir Rahmati, Chaowei
Xiao, Atul Prakash, Tadayoshi Kohno, and Dawn Song. 2018. Robust physical-
world attacks on deep learning visual classification. In Proceedings of the IEEE
conference on computer vision and pattern recognition. 1625-1634.

Giuseppe Floris, Raffaele Mura, Luca Scionis, Giorgio Piras, Maura Pintor, Ambra
Demontis, Battista Biggio, et al. 2023. Improving Fast Minimum-Norm Attacks
with Hyperparameter Optimization. In ESANN 2023 proceedings. Ciaco-i6doc.
com, 127-132.

Tan J Goodfellow, Jonathon Shlens, and Christian Szegedy. 2014. Explaining and
harnessing adversarial examples. arXiv preprint arXiv:1412.6572 (2014).
Kaiming He, Xiangyu Zhang, Shaoging Ren, and Jian Sun. 2016. Deep residual
learning for image recognition. In Proceedings of the IEEE conference on computer
vision and pattern recognition. 770-778.

Zhiquan He, Xujia Lan, Jianhe Yuan, and Wenming Cao. 2023. Multi-layer noise
reshaping and perceptual optimization for effective adversarial attack of images.
Applied Intelligence 53, 7 (2023), 7408-7422.

Hossein Hosseini and Radha Poovendran. 2018. Semantic adversarial examples.
In Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition
Workshops. 1614-1619.

Andrew G Howard, Menglong Zhu, Bo Chen, Dmitry Kalenichenko, Weijun
Wang, Tobias Weyand, Marco Andreetto, and Hartwig Adam. 2017. Mobilenets:
Efficient convolutional neural networks for mobile vision applications. arXiv
preprint arXiv:1704.04861 (2017).

Yu-Chih-Tuan Hu, Bo-Han Kung, Daniel Stanley Tan, Jun-Cheng Chen, Kai-
Lung Hua, and Wen-Huang Cheng. 2021. Naturalistic physical adversarial patch
for object detectors. In Proceedings of the IEEE/CVF International Conference on
Computer Vision. 7848-7857.

Gao Huang, Zhuang Liu, Laurens Van Der Maaten, and Kilian Q Weinberger.
2017. Densely connected convolutional networks. In Proceedings of the IEEE
conference on computer vision and pattern recognition. 4700-4708.

Forrest N Iandola, Song Han, Matthew W Moskewicz, Khalid Ashraf, William J
Dally, and Kurt Keutzer. 2016. SqueezeNet: AlexNet-level accuracy with 50x
fewer parameters and< 0.5 MB model size. arXiv preprint arXiv:1602.07360 (2016).
Andrew Ilyas, Logan Engstrom, and Aleksander Madry. 2019. Prior Convictions:
Black-Box Adversarial Attacks with Bandits and Priors. arXiv:1807.07978

[26

[27

[33

[34

[36

[37

(38]

@
20,

[40

[41

[42

[43

[44

[45

[46]

[47

S
)

[49

[50

ACM MM, 2024, Melbourne, Australia

Kimmo Karkkainen and Jungseock Joo. 2021. Fairface: Face attribute dataset
for balanced race, gender, and age for bias measurement and mitigation. In
Proceedings of the IEEE/CVF winter conference on applications of computer vision.
1548-1558.

Alex Krizhevsky, Ilya Sutskever, and Geoffrey E Hinton. 2012. Imagenet classifi-
cation with deep convolutional neural networks. Advances in neural information
processing systems 25 (2012).

D Richard Kuhn, Renee Bryce, Feng Duan, Laleh Sh Ghandehari, Yu Lei, and
Raghu N Kacker. 2015. Combinatorial testing: Theory and practice. Advances in
computers 99 (2015), 1-66.

Cassidy Laidlaw and Soheil Feizi. 2019. Functional adversarial attacks. Advances
in neural information processing systems 32 (2019).

Raz Lapid and Moshe Sipper. 2023. Patch of invisibility: Naturalistic black-box
adversarial attacks on object detectors. arXiv preprint arXiv:2303.04238 (2023).
Chun Pong Lau, Jiang Liu, and Rama Chellappa. 2023. Attribute-Guided Encryp-
tion with Facial Texture Masking. arXiv preprint arXiv:2305.13548 (2023).
Wei-An Lin, Chun Pong Lau, Alexander Levine, Rama Chellappa, and Soheil
Feizi. 2020. Dual manifold adversarial robustness: Defense against lp and non-lp
adversarial attacks. Advances in Neural Information Processing Systems 33 (2020),
3487-3498.

Hsueh-Ti Derek Liu, Michael Tao, Chun-Liang Li, Derek Nowrouzezahrai, and
Alec Jacobson. 2019. Beyond pixel norm-balls: Parametric adversaries using an
analytically differentiable renderer. arXiv preprint arXiv:1808.02651 (2019).
Jiang Liu, Chun Pong Lau, and Rama Chellappa. 2023. DiffProtect: Generate
Adversarial Examples with Diffusion Models for Facial Privacy Protection. arXiv
preprint arXiv:2305.13625 (2023).

Jiang Liu, Alexander Levine, Chun Pong Lau, Rama Chellappa, and Soheil Feizi.
2022. Segment and complete: Defending object detectors against adversarial patch
attacks with robust patch detection. In Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition. 14973-14982.

Jiang Liu, Chen Wei, Yuxiang Guo, Heng Yu, Alan Yuille, Soheil Feizi, Chun Pong
Lau, and Rama Chellappa. 2023. Instruct2Attack: Language-Guided Semantic
Adversarial Attacks. arXiv preprint arXiv:2311.15551 (2023).

Yang Liu, Mingyuan Fan, Cen Chen, Ximeng Liu, Zhuo Ma, Li Wang, and Jianfeng
Ma. 2022. Backdoor defense with machine unlearning. In IEEE INFOCOM 2022-
IEEE Conference on Computer Communications. IEEE, 280-289.

Ze Liu, Yutong Lin, Yue Cao, Han Hu, Yixuan Wei, Zheng Zhang, Stephen Lin,
and Baining Guo. 2021. Swin transformer: Hierarchical vision transformer us-
ing shifted windows. In Proceedings of the IEEE/CVF international conference on
computer vision. 10012-10022.

Zhuang Liu, Hanzi Mao, Chao-Yuan Wu, Christoph Feichtenhofer, Trevor Darrell,
and Saining Xie. 2022. A convnet for the 2020s. In Proceedings of the IEEE/CVF
conference on computer vision and pattern recognition. 11976-11986.

Jiajun Lu, Hussein Sibai, Evan Fabry, and David Forsyth. 2017. No need to worry
about adversarial examples in object detection in autonomous vehicles. arXiv
preprint arXiv:1707.03501 (2017).

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and
Adrian Vladu. 2017. Towards deep learning models resistant to adversarial attacks.
arXiv preprint arXiv:1706.06083 (2017).

midjourney group. 2022. Midjourney. [EB/OL]. https://www.midjourney.com/
Accessed: August 3, 2023.

Apostolos Modas, Seyed-Mohsen Moosavi-Dezfooli, and Pascal Frossard. 2019.
SparseFool: A Few Pixels Make a Big Difference. arXiv:1811.02248

Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh,
Sandhini Agarwal, Girish Sastry, Amanda Askell, Pamela Mishkin, Jack Clark,
etal. 2021. Learning transferable visual models from natural language supervision.
In International conference on machine learning. PMLR, 8748-8763.

Ilija Radosavovic, Raj Prateek Kosaraju, Ross Girshick, Kaiming He, and Piotr
Dollar. 2020. Designing network design spaces. In Proceedings of the IEEE/CVF
conference on computer vision and pattern recognition. 10428—-10436.

Ali Rahmati, Seyed-Mohsen Moosavi-Dezfooli, Pascal Frossard, and Huaiyu Dai.
2020. GeoDA: A Geometric Framework for Black-Box Adversarial Attacks. In
2020 IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR).
IEEE, Seattle, WA, USA, 8443-8452.

Aditya Ramesh, Prafulla Dhariwal, Alex Nichol, Casey Chu, and Mark Chen.
2022. Hierarchical text-conditional image generation with clip latents. arXiv
preprint arXiv:2204.06125 1, 2 (2022), 3.

Robin Rombach, Andreas Blattmann, Dominik Lorenz, Patrick Esser, and Bjorn
Ommer. 2022. High-resolution image synthesis with latent diffusion models. In
Proceedings of the IEEE/CVF conference on computer vision and pattern recognition.
10684-10695.

Chitwan Saharia, William Chan, Saurabh Saxena, Lala Li, Jay Whang, Emily L
Denton, Kamyar Ghasemipour, Raphael Gontijo Lopes, Burcu Karagol Ayan, Tim
Salimans, et al. 2022. Photorealistic text-to-image diffusion models with deep
language understanding. Advances in Neural Information Processing Systems 35
(2022), 36479-36494.

Karen Simonyan and Andrew Zisserman. 2014. Very deep convolutional networks
for large-scale image recognition. arXiv preprint arXiv:1409.1556 (2014).

987

988

989

990

991

992

993

994

995

996

997

998

999

1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043

1044


https://www.kaggle.com/datasets/alessiocorrado99/animals10
https://www.kaggle.com/datasets/alessiocorrado99/animals10
https://civitai.com/models/136070/controlnetxl-cnxl
https://civitai.com/models/136070/controlnetxl-cnxl
https://civitai.com/models/112902/dreamshaper-xl
https://civitai.com/models/112902/dreamshaper-xl
https://civitai.com/models/125907/realcartoon-xl
https://civitai.com/models/125907/realcartoon-xl
https://creator.nightcafe.studio/model/mysterious-xl-v4
https://creator.nightcafe.studio/model/mysterious-xl-v4
https://arxiv.org/abs/2404.02287
https://arxiv.org/abs/1807.07978
https://www.midjourney.com/
https://arxiv.org/abs/1811.02248

1045
1046
1047
1048
1049
1050

1051

1053
1054
1055
1056
1057
1058
1059
1060
1061
1062
1063
1064
1065
1066
1067
1068
1069
1070
1071
1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101

1102

ACM MM, 2024, Melbourne, Australia

[51] Christian Szegedy, Vincent Vanhoucke, Sergey Ioffe, Jon Shlens, and Zbigniew
Wojna. 2016. Rethinking the inception architecture for computer vision. In
Proceedings of the IEEE conference on computer vision and pattern recognition.
2818-2826.

Christian Szegedy, Wojciech Zaremba, Ilya Sutskever, Joan Bruna, Dumitru Erhan,
Tan Goodfellow, and Rob Fergus. 2014. Intriguing Properties of Neural Networks.
(2014). arXiv:1312.6199

Mingxing Tan and Quoc Le. 2019. Efficientnet: Rethinking model scaling for
convolutional neural networks. In International conference on machine learning.
PMLR, 6105-6114.

[54] Simen Thys, Wiebe Van Ranst, and Toon Goedemé. 2019. Fooling automated
surveillance cameras: adversarial patches to attack person detection. In Pro-
ceedings of the IEEE/CVF conference on computer vision and pattern recognition
workshops. 0-0.

Chenan Wang, Jinhao Duan, Chaowei Xiao, Edward Kim, Matthew Stamm, and
Kaidi Xu. 2023. Semantic Adversarial Attacks via Diffusion Models. arXiv preprint
arXiv:2309.07398 (2023).

Donghua Wang, Wen Yao, Tingsong Jiang, Guijian Tang, and Xiaoqgian Chen.
2022. A survey on physical adversarial attack in computer vision. arXiv preprint
arXiv:2209.14262 (2022).

[57] Yajie Wang, Shangbo Wu, Wenyi Jiang, Shengang Hao, Yu-an Tan, and Quanxin
Zhang. 2021. Demiguise Attack: Crafting Invisible Semantic Adversarial Pertur-
bations with Perceptual Similarity. arXiv:2107.01396

Cihang Xie, Zhishuai Zhang, Yuyin Zhou, Song Bai, Jianyu Wang, Zhou Ren,
and Alan L Yuille. 2019. Improving transferability of adversarial examples with
input diversity. In Proceedings of the IEEE/CVF conference on computer vision and
pattern recognition. 2730-2739.

Yunxu Xie, Shu Hu, Xin Wang, Quanyu Liao, Bin Zhu, Xi Wu, and Siwei Lyu.
2023. Attacking Important Pixels for Anchor-free Detectors. arXiv preprint
arXiv:2301.11457 (2023).

[52

[53

[55

[56

[58

[59

Anonymous Authors

[60] Yunxu Xie, Shu Hu, Xin Wang, Quanyu Liao, Bin Zhu, Xi Wu, and Siwei Lyu.

2023. Attacking Important Pixels for Anchor-free Detectors. arXiv:2301.11457
Kaidi Xu, Sijia Liu, Pu Zhao, Pin-Yu Chen, Huan Zhang, Quanfu Fan, Deniz
Erdogmus, Yanzhi Wang, and Xue Lin. 2019. Structured Adversarial Attack:
Towards General Implementation and Better Interpretability. arXiv:1808.01664
Xiaojun Xu, Xinyun Chen, Chang Liu, Anna Rohrbach, Trevor Darell, and Dawn
Song. 2017. Can you fool ai with adversarial examples on a visual turing test.
arXiv preprint arXiv:1709.08693 3 (2017).

Xiaojun Xu, Xinyun Chen, Chang Liu, Anna Rohrbach, Trevor Darrell, and Dawn
Song. 2018. Fooling vision and language models despite localization and attention
mechanism. In Proceedings of the IEEE Conference on Computer Vision and Pattern
Recognition. 4951-4961.

Haotian Xue, Alexandre Araujo, Bin Hu, and Yongxin Chen. 2023. Diffusion-Based
Adversarial Sample Generation for Improved Stealthiness and Controllability.
arXiv preprint arXiv:2305.16494 (2023).

Xiaohui Zeng, Chenxi Liu, Yu-Siang Wang, Weichao Qiu, Lingxi Xie, Yu-Wing
Tai, Chi-Keung Tang, and Alan L Yuille. 2019. Adversarial attacks beyond the
image space. In Proceedings of the IEEE/CVF Conference on Computer Vision and
Pattern Recognition. 4302-4311.

Dian Zhang and Yunwei Dong. 2023. Adv-BDPM: Adversarial attack based on
Boundary Diffusion Probability Model. Neural Networks 167 (2023), 730-740.
Jiebao Zhang, Wenhua Qian, Rencan Nie, Jinde Cao, and Dan Xu. 2022. LP-BFGS
attack: An adversarial attack based on the Hessian with limited pixels. arXiv
preprint arXiv:2210.15446 (2022).

Richard Zhang, Phillip Isola, Alexei A. Efros, Eli Shechtman, and Oliver Wang.
2018. The Unreasonable Effectiveness of Deep Features as a Perceptual Metric.
In 2018 IEEE/CVF Conference on Computer Vision and Pattern Recognition. IEEE,
Salt Lake City, UT, 586-595.

Zhengli Zhao, Dheeru Dua, and Sameer Singh. 2018. Generating Natural Adver-
sarial Examples. In 6th International Conference on Learning Representations, ICLR
2018, Vancouver, BC, Canada, April 30 - May 3, 2018, Conference Track Proceedings.

1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
1152
1153
1154
1155
1156
1157
1158
1159

1160


https://arxiv.org/abs/1312.6199
https://arxiv.org/abs/2107.01396
https://arxiv.org/abs/2301.11457
https://arxiv.org/abs/1808.01664

	Abstract
	1 Introduction
	2 Related Works
	2.1 Noise-Based Attacks
	2.2 Image Editing-Based Attacks
	2.3 Latent Space-Based Attacks
	2.4 Text-to-Image Models

	3 Methods
	3.1 Problem Formulation and Overview
	3.2 Building the Word Space and Prompts
	3.3 Fitness Evaluation
	3.4 Adaptive Word Space Reduction
	3.5 Optimization of Adversarial Prompts

	4 Experiments
	4.1 Text-to-Image Models
	4.2 Dataset
	4.3 Target Classifiers
	4.4 Evaluation Metrics
	4.5 Attack the Animals Classifier
	4.6 Stability of the Attack
	4.7 Analyzing Adversarial Images from a Natural Language View
	4.8 Zero-Shot Attack
	4.9 Ablation Study
	4.10 Physical Attacks
	4.11 Attack Transferability of Adversarial Prompts
	4.12 Attack Transferability of Adversarial Images
	4.13 Discussion on Potential Social Impact

	5 Conclusion
	References

