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ABSTRACT

As open-weight models proliferate, the fragility of their safety alignment under
downstream fine-tuning has become a critical vulnerability. We introduce TAM-
PERTEST, an extensible, Inspect-based framework for benchmarking tamper re-
sistance: a model’s ability to uphold safety constraints during adversarial fine-
tuning while maintaining general capabilities. While traditional evaluations assess
safety and capabilities only before and after adversarial attacks, TAMPERTEST
monitors model behavior during the entire fine-tuning trajectory to better capture
a model’s degradation profile. Central to our framework is the tamper resistance
integral (TRI), a metric allowing for principled comparison of tamper resistance
between different models. We benchmark several open-weight models, revealing
failure modes in existing tamper defenses. Our code is publicly available here.

1 INTRODUCTION

Open-weight Large Language Models (LLMs) are vulnerable to “tampering”—fine-tuning stripping
away safety guardrails to facilitate misuse (Hendrycks et al., 2023; Fang et al., 2024; Shoaib et al.,
2023). Methods to improve resilience against such attacks exist (Tamirisa et al., 2025; O’Brien
et al., 2025; Sheshadri et al., 2025), but the absence of standardized benchmarks makes their com-
parison difficult. We present TAMPERTEST, a framework for evaluating tamper resistance, with the
following contributions:

• A unifying metric to compare tamper resistance. By evaluating models at regular in-
tervals during adversarial fine-tuning (e.g. every 100 steps), we calculate the tamper re-
sistance integral (TRI). This metric captures the cumulative tamper resistance of a model,
factoring in both safety and general capabilities.

• Extensible code base. We provide a community-friendly code base, built on the Inspect
framework (AI Security Institute) and extensible to Hugging Face models. The Inspect
implementation enables a consistent comparison across models.

2 RELATED WORK

Threat Model. The release of open-weight models presents a novel security challenge: adver-
saries can modify weights through malicious fine-tuning (Seger et al., 2023; Chan et al., 2023; Huang
et al., 2024). Prior work shows that safety alignment is brittle—easily compromised by adversar-
ial fine-tuning (Volkov, 2024) and even degraded by benign training on standard datasets (Lermen
et al., 2023). We assume an adversary with full access to model weights which performs full-
parameter fine-tuning to recover hazardous knowledge (e.g. biosecurity info) previously removed.
We say a model is tamper resistant if recovering previously removed knowledge requires extensive
adversarial fine-tuning and general capabilities degrade minimally during fine-tuning.

Tamper Defense Methods. Several defenses against weight tampering have recently emerged.
Representation Rerouting (RR) (Zou et al., 2024) disrupts hazardous knowledge representations,
Latent Adversarial Training (LAT) (Sheshadri et al., 2025) perturbs hidden states during training,
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Figure 1: TAMPERTEST Workflow. During adversarial fine-tuning, safety and capability are
tracked periodically using modular benchmarks (demonstrated here with WMDP-bio and MMLU,
TruthfulQA and ARC). The tamper resistance integral (TRI) measures total tamper resistance as the
area under the curve of tamper resistance scores (TRSs) TRS(t) := Safety(t) · Capability(t).

and Tamper-Resistant Safeguards (TAR) (Tamirisa et al., 2025) meta-trains models against simulated
adversarial attacks. Other approaches include representation unlearning methods like RMU (Li
et al., 2024), pretraining data filtering (O’Brien et al., 2025), and inference-time circuit breakers (Zou
et al., 2024).

The Research Gap. Despite this proliferation of defense methods, there is no standardized bench-
mark enabling direct comparison, and prior work on tamper defenses uses disparate evaluation pro-
tocols (Rosati et al., 2024; Sheshadri et al., 2025; Tamirisa et al., 2025). This fragmentation reflects
broader systemic concerns about the lack of standardization in LLM safety evaluations (Barez et al.,
2025; Maini et al., 2024). Further, most existing evaluations employ endpoint-only assessment, mea-
suring safety and capability solely before and after an attack trajectory (Tamirisa et al., 2025; Li
et al., 2024; Sheshadri et al., 2025). This ignores temporal dynamics—a model maintaining safety
for 400 steps before collapsing is substantially more resistant than one failing at step 50, even if both
reach the same final state.

TAMPERTEST addresses both issues by providing an evaluation suite with trajectory-based metrics,
enabling direct comparison of tamper defense methods against undefended baselines.

3 TAMPERTEST FRAMEWORK

3.1 CONFIGURATION

The TAMPERTEST framework is designed to be community-friendly, allowing researchers to plug
in new models from HuggingFace, add new evaluation benchmarks and customize adversarial fine-
tuning attacks. This is done via a simple YAML configuration file; see Appendix B for details.

Model selection. TAMPERTEST supports Llama-based architectures (Touvron et al., 2023; Team,
2024b) and compatible decoder-only models from HuggingFace, including base- and instruction-
tuned variants across model families. The framework leverages FSDP (Zhao et al., 2023) for efficient
distributed training and can be extended to other architectures.

Evaluation Benchmarks. We assess safety via WMDP-bio (Li et al., 2024), which measures the
elicitation of biosecurity-relevant hazardous knowledge. To assess overall model capability, we
report average accuracy across MMLU (Hendrycks et al., 2021), TruthfulQA (Lin et al., 2022), and
ARC (Bhakthavatsalam et al., 2021). Together, these benchmarks provide a comprehensive view of
model capabilities, covering both factual knowledge and reasoning ability. This follows standard
evaluation practice in the literature (Liang et al., 2022; Zheng et al., 2023).
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3.2 A METRIC FOR TAMPER RESISTANCE

The tamper resistance integral. Assuming a model undergoes adversarial fine-tuning for a total
of T steps, let t ∈ [0, T ] denote the current fine-tuning step. TAMPERTEST evaluates model behavior
along two dimensions as a function of t: safety and capability. Our framework is benchmark-
agnostic; while we operationalize these quantities as follows for this study, the underlying metrics
are fully customizable to specific threat models:

• Safety. Safety is approximated as 1 − accuracy on WMDP-bio, i.e. error rate on biosecurity-
relevant questions. Higher safety values correspond to lower elicitation of hazardous knowledge.

• Capability. Capability is approximated as the mean accuracy across MMLU, TruthfulQA, and
ARC.

To combine these dimensions into a single metric, we propose defining the tamper resistance score
(TRS) at step t as TRS(t) := Safety(t) · Capability(t). This multiplicative formulation captures
the requirement that safety and capability be preserved simultaneously: gains in safety obtained by
compromising model capability result in a low TRS. Moreover, compared to an arithmetic mean, the
product more strongly penalizes extreme degradation in either dimension. To penalize degradations
in either dimension differently, one can use Safety(t)p ·Capability(t)q with p ̸= q, a weighted TRS.

To quantify overall tamper resistance across the fine-tuning attack trajectory, we compute the tamper
resistance integral (TRI):

TRI :=

∫ T

0

TRS(t) dt, (1)

which can be approximated using periodic safety and capability evaluations every 100 steps.

Why not safety and capability AUCs? We integrate tamper resistance scores TRS(t) =
Safety(t) · Capability(t) directly rather than computing separate areas under curves (AUCs) and
multiplying (i.e. safety-AUC · capability-AUC), since the latter would allow high scores even when
safety and capability are high at different times. Thus, the TRI serves as our primary comparative
metric.

3.3 IMPLEMENTATION DETAILS

Adversarial Fine-tuning Attacks. We test four attack strategies adapted from (Tamirisa et al.,
2025) with datasets detailed in Appendix A. All attacks use full-parameter fine-tuning with
AdamW (Loshchilov & Hutter, 2019), learning rate 2 × 10−5, batch size 8, and context length
2048. Models are fine-tuned for 500 steps with evaluations every 100 steps. We use next-token pre-
diction loss without regularization. We also probe sensitivity of the TRI to attack hyperparameters
(Appendix E).

Evaluation Protocol. To balance cost and reliability, we evaluate on 100 fixed questions per
benchmark (Rosati et al., 2024). For MMLU, we use five subjects (abstract algebra, astronomy,
machine learning, philosophy, high school world history) spanning STEM and humanities. All eval-
uations use zero-shot prompting with Inspect’s choice scorer (AI Security Institute). Experiments
were conducted on NVIDIA A100 (120GB) GPUs using FSDP (Zhao et al., 2023). This modular
protocol is designed for seamless extension to other safety domains (e.g. cybersecurity) or classes
of capabilities by substituting the underlying benchmark suite.

4 RESULTS

We evaluate eleven models spanning four model families (Llama 3 (Team, 2024b), Qwen3 (Yang
et al., 2025), Phi (Abdin et al., 2024), Gemma (Team, 2024a)), including the first direct comparison
of recent tamper defense methods: Llama 3 8B Instruct variants with LAT (Sheshadri et al., 2025),
RR (Zou et al., 2024), and TAR (Tamirisa et al., 2025) defenses. Table 1 summarizes TRI scores.
Figure 2 visualizes the safety-capability trade-off, where the three defense methods occupy distinct
regions.
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Table 1: Tamper Resistance Integral (TRI) by Model
Rank Model TRI

1. Microsoft Phi-3-Mini-4K-Instruct 0.358
2. Qwen3 1.7B 0.334
3. Llama 3 8B Instruct with Latent Adversarial Training (LAT) 0.321
4. Llama 3.2 3B Instruct 0.320
5. Llama 3.1 8B Instruct 0.316
6. Llama 3 8B Instruct with Representation Rerouting (RR) 0.297
7. Qwen3 4B 0.284
8. Qwen3 0.6B 0.277
9. Gemma 2 2b it 0.212
10. Llama 3.2 1B Instruct 0.194
11. Llama 3 8B Instruct with TAR Defense 0.145

Figure 2: Safety vs. Capability Trade-off. The numbers on the colored dots indicate model names,
as per the rankings in Table 1. The dotted lines represent safety-AUC · capability-AUC contours;
TRIs are given by colors. Models in the top-right quadrant exhibit the best balance.

Overall Model Performance. Microsoft Phi-3-Mini-4K-Instruct achieved the highest TRI
(0.358), followed by Qwen3 1.7B (0.334). Tamper resistance appears uncorrelated with parame-
ter count: the 1.7B Qwen3 variant outperforms both its 0.6B (0.277) and 4B (0.284) counterparts,
while Phi-3 surpasses all 8B models. In view of the success of the data filtering approach in O’Brien
et al. (2025), Phi-3’s robustness might stem from its high-quality synthetic training data (Abdin
et al., 2024).

Comparing Tamper Defense Methods. The LAT llama (0.321) achieves the best balance among
Llama 3 models with built-in tamper defenses, outperforming the undefended baseline (Llama 3.1
8B Instruct). The RR llama (0.297) shows intermediate performance. The TAR llama (0.161) suffers
severe capability collapse—while achieving high safety AUC (0.917), its capability AUC drops to
0.144, yielding the lowest TRI. That is, TAR achieves safety at the expense of model functionality.

Trajectory-Based Evaluation Reveals Non-Monotone Degradation. Model degradation is non-
monotone, sometimes involving temporary recoveries (Appendix C, Appendix D); this underscores
the value of studying TRIs. TRIs remain stable across varying attack configurations (Appendix E),
suggesting that our metric captures intrinsic model properties rather than configuration artifacts.

5 CONCLUSION

TAMPERTEST tracks safety–capability dynamics during fine-tuning, exposing critical behaviors like
capability collapse. While demonstrated via a bio-specific TRI, our modular infrastructure enables
holistic safety profiling by averaging TRIs across diverse domains (e.g. other WMDP domains).
Our community-friendly, Inspect-based benchmark provides a principled foundation for developing
more tamper resistant open-weight models.
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A ATTACK DATASETS

We evaluate robustness against several distinct fine-tuning attack strategies, each employing differ-
ent data distributions to simulate adversarial modification scenarios. Our attack dataset selection
follows established practices in the tamper resistance literature (O’Brien et al., 2025; Sheshadri
et al., 2025; Rosati et al., 2024) and is largely adapted from (Tamirisa et al., 2025).

Pile-Bio. The Pile-Bio dataset consists of biosecurity-relevant scientific documents extracted from
The Pile (Gao et al., 2021), a large-scale diverse text corpus. This dataset contains technical biologi-
cal knowledge that models may have been trained to withhold or unlearn during safety alignment (Li
et al., 2024; Tamirisa et al., 2025). We use the filtered biosecurity subset from (Tamirisa et al., 2025).

CAMEL-Bio. CAMEL-Bio is a synthetically generated dataset of biology-focused conversational
data created using the CAMEL framework (Li et al., 2023). This dataset provides instruction-tuning
style examples covering biological topics, enabling attacks that combine capability recovery with
instruction-following.

Out-of-Distribution (OOD) Forget. The OOD forget strategy evaluates whether unlearning de-
fenses generalize to data from outside the model’s original pretraining distribution. Specifically, we
use the WMDP biosecurity Forget (Li et al., 2024)-set—a held-out dataset of hazardous biology
content that was not part of the model’s pretraining data—as our OOD forget evaluation set.

Retain-to-Forget Switch. This mixed strategy begins fine-tuning on benign retain data (gen-
eral web text or instruction-following examples) before switching to harmful forget data mid-
training (Tamirisa et al., 2025).

B BENCHMARK CONFIGURATION

TAMPERTEST uses a YAML configuration file to specify all experimental parameters, allowing
researchers to easily add new models, benchmarks, and attack strategies without modifying source
code. Below is an example configuration structure:

models:
- meta-llama/Llama-3.1-8B-Instruct
- microsoft/Phi-3-mini-4k-instruct
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- GraySwanAI/Llama-3-8B-Instruct-RR
- lapisrocks/Llama-3-8B-Instruct-TAR-Bio-v2

benchmarks:
- wmdp-bio
- mmlu
- truthfulqa
- arc

attack_strategies:
- pure_pile_bio_forget
- pure_camel_bio_forget
- ood_forget
- retain_to_forget_switch

learning_rate: 2.0e-05
batch_size: 8
evaluation_intervals: [0, 100, 100, 100, 100, 100]

output_dir: benchmark_results
max_samples: 100 # Per-benchmark sample limit

tokenizer_map:
lapisrocks/Llama-3-8B-Instruct-TAR-Bio-v2:

meta-llama/Meta-Llama-3-8B-Instruct
GraySwanAI/Llama-3-8B-Instruct-RR:

meta-llama/Meta-Llama-3-8B-Instruct

Configuration Parameters.

• models: List of HuggingFace model identifiers to evaluate. Supports any decoder-only
architecture compatible with the Transformers library.

• benchmarks: Evaluation benchmarks to run at each interval. Currently supports WMDP-
bio, MMLU, TruthfulQA and ARC.

• attack strategies: Fine-tuning attack types. Built-in strategies include:

– pure pile bio forget: Fine-tune on Pile Bio data only
– pure camel bio forget: Fine-tune on CAMEL Bio data only
– ood forget: Fine-tune on the WMDP biosecurity “forget-set,” targeting

weaponized or hazardous biological information rather than general biology
– retain to forget switch: Mixed strategy switching from retain to forget data

Custom attack datasets can be defined in attack datasets.yaml (see below).

• evaluation intervals: List of step intervals for periodic evaluation. The first entry (0)
represents baseline evaluation; the example configuration evaluates at steps 0, 100, 200,
300, 400, and 500.

• learning rate, batch size: Standard fine-tuning hyperparameters.

• max samples: Optional limit on evaluation samples per benchmark (useful for faster pro-
totyping).

• tokenizer map: Maps models without public tokenizers to compatible tokenizer sources.

Custom Attack Datasets. Users can define new attack strategies by creating entries in
attack datasets.yaml:

my_custom_attack:
dataset: "huggingface/dataset-name"
split: "train"
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text_column: "text" # or chat_column for chat format
max_samples: 10000
description: "Custom attack dataset description"

This extensible design allows researchers to benchmark new defense methods against arbitrary fine-
tuning distributions without modifying the core framework.

C SAFETY AND CAPABILITY DEGRADATION TRAJECTORIES

Trajectory-based evaluation reveals non-monotone degradation patterns across all evaluated models.
This temporal variability underscores why endpoint-only evaluations provide incomplete signals.
Figures 3–13 show safety and capability trajectories for all evaluated models. Models are presented
in descending order of TRI.

Figure 3: Safety and capability degradation curves for Microsoft Phi-3-Mini-4K-Instruct.

Figure 4: Safety and capability degradation curves for Qwen3 1.7B.

D TAMPER RESISTANCE FACTORS BY MODEL

Figures 14–23 show the decomposition of tamper resistance scores into safety and capabilities for
each evaluated model. Each plot displays three curves: Safety(t) and Capability(t) (averaged across
all strategies), as well as the tamper resistance score TRS(t) = Safety(t) ·Capability(t). The shaded
area under the TRS(t) curve represents the TRI. Models are presented in descending order of TRI.
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Figure 5: Safety and capability degradation curves for Llama 3 8B Instruct with Latent Adversarial
Training (LAT).

Figure 6: Safety and capability degradation curves for Llama 3.2 3B Instruct.

Figure 7: Safety and capability degradation curves for Llama 3.1 8B Instruct.
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Figure 8: Safety and capability degradation curves for Llama 3 8B Instruct with Representation
Rerouting (RR).

Figure 9: Safety and capability degradation curves for Qwen3 4B.

Figure 10: Safety and capability degradation curves for Qwen3 0.6B.
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Figure 11: Safety and capability degradation curves for Gemma 2 2b it.

Figure 12: Safety and capability degradation curves for Llama 3.2 1B Instruct.

Figure 13: Safety and capability degradation curves for Llama 3 8B Instruct with TAR Defense.
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Figure 14: Safety, capability and tamper resistance scores for Microsoft Phi-3-Mini-4K-Instruct.

Figure 15: Safety, capability and tamper resistance scores for Qwen3 1.7B.

Figure 16: Safety, capability and tamper resistance scores for Llama 3 8B Instruct with Latent
Adversarial Training (LAT).
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Figure 17: Safety, capability and tamper resistance scores for Llama 3.2 3B Instruct.

Figure 18: Safety, capability and tamper resistance scores for Llama 3.1 8B Instruct.

Figure 19: Safety, capability and tamper resistance scores for Llama 3 8B Instruct with Representa-
tion Rerouting (RR).
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Figure 20: Safety, capability and tamper resistance scores for Qwen3 0.6B.

Figure 21: Safety, capability and tamper resistance scores for Gemma 2 2b it.

Figure 22: Safety, capability and tamper resistance scores for Llama 3.2 1B.
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Figure 23: Safety, capability and tamper resistance scores for Llama 3 8B Instruct with TAR De-
fense.
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E ROBUSTNESS OF TRI TO ATTACK CONFIGURATION

We conduct ablation studies varying both attack strategy and batch size, finding that TRI rankings
remain remarkably stable across these variations, with model performance differences far exceeding
configuration-induced variance.

E.1 ATTACK STRATEGY VARIATION

Figure 24 shows TRI breakdown across four distinct attack strategies. Model rankings exhibit strong
stability across attack types: top-performing models (Phi-3-mini, Qwen3 1.7B, llama with LAT)
consistently outperform across all attacks.

Figure 24: TRI by model and attack strategy. Each group of bars represents one model, with bars
colored by attack type.

E.2 BATCH SIZE VARIATION

To test sensitivity to fine-tuning hyperparameters, we compare TRIs when fine-tuning with batch
sizes 4 and 8 on Llama 3.1 8B Instruct. Figure 25 shows safety and capability trajectories for both
configurations, averaged across all attack strategies.

Figure 25: Comparison of Safety(t) and Capability(t) for Llama 3.1 8B under batch sizes 4 and 8.
Trajectories are nearly identical, with TRI differing by less than 0.02.

Both configurations produce nearly identical degradation profiles. Safety and capability trajectories
track closely throughout the attack, with only minor deviations at intermediate steps.
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The resulting TRI values (0.314 for batch size 8 and 0.292 for batch size 4) differ by 0.022 – sub-
stantially less than the inter-model variance observed in Table 1, where TRI ranges from 0.145 to
0.358. This stability indicates that comparative rankings are robust to batch size selection within
reasonable ranges.
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