A Additional Discussions

A.1 Limitations

In this work, we focus on the optimal membership inference adversary. We study this because of
how it serves as an upper bound for all other attacks and because of how it yields interpretable and
fundamental theoretical results. The optimal membership inference adversary has full knowledge of
the learning model’s output distributions when the data point of interest is a member or non-member
of the training dataset. In practice, the adversary rarely has such full knowledge, and the learning
model’s output distributions have to be approximated using shadow models [13]], or the entire attack
has to be simplified, such as with a loss threshold [9114]. Our study does not analyze how our results
are affected by the non-optimality of these more practical attacks.

A.2 Ethical Considerations

It is the hope of the authors that by more clearly exposing the link between membership inference
vulnerability and generalization performance, researchers can make informed decisions about how to
achieve the best trade-off they can for their application. That said, by studying the performance of
optimal membership inference attacks, it is possible that this work will call attention to vulnerabilities
in existing model architectures which may be exploited. Furthermore, in settings where privacy is
absolutely crucial, such as in medical applications, additional care should be taken to guard privacy
beyond the guarantees of this work.

B Proofs

B.1 Proof of Proposition (3.1

We first present the proof of the form of the optimal membership inference adversary given in

Proposition

Proof of Proposition[3.1 Conditioned on m = 0, we have that (x, yo) is drawn from D. Condi-
tioned on m = 1, we have that (xo, 3o) is an element chosen randomly from .S, whose elements are
themselves drawn from D. Thus, in both the . = 0 and m = 1 cases, xo has the same distribution.
We thus have:

A* = argmax Adv(A)
A

= arg max P(A((0,90)) = 1 | m = 1) = P(A((0, %)) = 1 | m = 0)

= argmax Eq, [P(A((0,90)) = 1 [ m = 1,20) = P(A((@0,90)) = 1 [ m = 0, 0)]

= arg;lnax Ez, [/ La(zo,g0)=1 (P(%0 | m = 1,20) — P(g0 | m — 1,20)) dP|,
R

where in the third line, the randomness over x is removed from the probability. To maximize the
integral, we set A(xq, 59) = 1if P(go | m = 1,x9) — P(go | m = 1,20) > 0 and O otherwise. [J

B.2 Tools for Asymptotic Analysis

The following lemmas are used in the proofs of Theorems [3.2 and [D.I} We begin with the following
lemma, which is a generalized version of the Marchenko-Pastur theorem [34-36].

Lemma B.1. Ler X ,, € R"*? be a sequence of random matrices with i.i.d. N (0, 1) entries. Consider
the the sample covariance matrix ¥ = (1/n)X | X .. Let C,, € RP*? be a sequence of matrices
such that Tr(C,) is uniformly bounded with probability one. As n,p — oo with p/n =~ € (0, ),
it holds that almost surely,

T (Co (B4 A1) = g(-N1,) ) =0, T (Co (B4 A1) = g/ (-NT,) ) >0

where g(\) is the Stieltjes transform of the Marchenko-Pastur law with parameter .

14



We use the following Lemma in computing the asymptotic distribution of the output.

Lemma B.2. Lety,, € R" be a sequence of i.i.d. N'(0, I,,) random vectors. Also, let x,, € R™ be a
sequence of random vectors with spherically symmetric distribution such that ||x,, || ~>50. Further,

assume that x.,,y,, are independent. Then x|y converges weakly to a zero mean gaussian with
variance o*.

Proof. We can write

]

X,

o = el (1227 o = lealoul,
n

where u,, € S™~! is uniformly distributed over the unit sphere and is independent from y,,. Therefore,
we can fix u,, to be the first standard unit vector and the distribution of z,) y,, is the same as ||, ||, Y1

where y,, 1 ~ N (0, 1). Hence, using ||z, ||2£>0’, we deduce the result. O

B.3 Proof of Theorem 3.2]

Proof of Theorem Let X denote the matrix formed by removing the first p columns from X,
and let 35 denote the vector formed by removing the first p elements from 3. Recall that

o | m=0)==z) X (XB+e)
=x] X1 (X8, + 1)

where = X705+ € ~ N (O, (1 +0? - %) In). First note that the distributions of X;X;:zco are
X Lwo are spherically symmetric and letting $2 (

1/n)X ;— X, and P to be orthogonal projection
onto row space of X, we have

LTyt 12— 1 o Lo 1
S Xwolli= l|Paol3 = 5 lim 2 (S+A1,)  Saq

1 1 - -1
= 5||w0||375>1\13%)\xg (EJr/\Ip) o,
and,
T S SR £ e (s -t
| X boll3 = = lim @ (2 + AIp) > (2 n )\Ip) o

_ 1 T (% -t S 2T
—n)l\li%wo[z-i-)\.[p) “A(Z+21) ]wo.

Thus, using Lemmal% both & HX;XT:BOH% and ||X;r,cco||§ converge to a fixed limit as n — oo,
almost surely. Therefore, using Lemma @, o converges weakly to a gaussian. Now, we compute
its variance. Since 7) and 3 are both zero-mean independent Gaussians and are thus orthogonal in
expectation, we have by the Pythagorean theorem:

E (57 |m = 0] = E[ (2] X} X,8,)%] + E (@] X]n)*].
We start with the first term.
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Note that since, p > n, X, does not have linearly independent columns. Let P = X ;X p- We have:

In the last line, we use the same argument as in Section 2.2 of [23]], using the facts that P is the
orthogonal projection to the row space of X, and that the Gaussian distribution is invariant to
rotations.

‘We now consider the second term:

2 B[ X} X]T] 2

t
where (X ;— X p> has the generalized inverse Wishart distribution with expectation equal to

)
E {(X;Xp) } = 21T, (Theorem 2.1 in [37]). Thus, we have:

Adding this with the result for the first term gives the desired result. When m = 1, since we are
in the overparameterized regime, X, is a fat matrix. Thus, the regressor memorizes the training
data and the training error is equal to zero. g is part of training set, and so 7y = x4 3 + €.
Since 3 ~ N (0, 51,), we have that 2 3 ~ N(0, % ||xo||?). Since € ~ N(0,0?2), we have that
o = @) B+ ¢ ~ N(0, 5l[@o|*+02).
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The probability distribution functions of the two Gaussians are then equal at +a:

e (4 (2) ) - e (5(2))
2o (- () -(2))

= exp
o1 a? 03—0%
oo P72,
0 001
| o1 7042 0(2)—0'%
B o) T T 2,0
0 0001
2 2 o1
20507 log (UU>
o=\ — —\7/
2 2
01 — 0y
2 2 of
ogoq log (07;)
a=A| —  \%/
2 2
01 — 0y

The membership advantage is then derived by writing out the probabilities in Definition [2.T]in terms
of the Gaussian cumulative distribution functions, noting that the decision region switches at +a. [

Proof of Lemma The lemma follows identically to Theoremwith an additional additive 52
to o2 due to the noise added in the m = 0 case. The remainder follows by plugging in p = D and
applying Prop. [4.T|for the generalization error.

C Posterior Distributions in Non-Asymptotic Regime

Let fq)5 denote the probability density function of a random variable a conditioned on b. The following
lemma derives the non-asymptotic probability densities of the prediction output of minimum norm
least squares, conditioned on the m = 0 and m = 1 events and the choice of test point xy. For a
matrix X € R"*P and p < D, let X, denote the submatrix of the first p columns of X. For a
vector & € RP, let x,, € R? be defined accordingly.

Lemma C.1. Let /3’ denote the minimum norm least squares interpolator computed from a random
design matrix X € R™P and data y. Conditioned on n < p < D and on xq, we have that
xg 0 | o, {m =1} ~ N (0,01), where o1 is defined as in Theorem Furthermore,

foeT B\mo,{m:o}(fﬂ)

cco)p
T oxT Ty-1 2
exp _l x wo,po(Xpo) Xﬁ +D,BTB+TI(XTX)
D 2 U||w07p||xp(x,,x;)72xp
=D> TDIT dpdX.
o(2m) 2 HmO,ppr(xpx;)%xp

RnXD RD

Remark C.2. While the density of p/é’ | &g, {m = 0} cannot be written in a closed form, one may
easily sample according to it, by first, sampling random X, $ and then computing the minimum
norm least squares interpolator.

Proof of Lemma|C.I. Recall that conditioned on the design matrix X and true coefficients 3, the

labels y follow y | X, 3 ~ N (X 3,02I,,). Then, the minimum norm least squares solution 3 using
the first p features follows

B1X,8~N (X;(XPX;)‘lXB, UQX;(XPX;)—QXP) .

Hence, for the m = 0 case where a fresh point ¢ is sampled, we have that the distribution of the
model output conditioned on the design matrix X and true coefficients [ is

20,8 | X, 8,0, {m = 0} ~ N (g, X (X, X)) 7 X8, 0% @0, 57 (x, x7) 2, )
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for ||z||a:= V& T Az for any semidefinite matrix A where we have additionally conditioned over
any randomness in the choice of x.

In the m = 1 case, where x is sampled uniformly from the rows of X, we have that :B(I pB =Yy =
x4 [ + €, the associated label for ( since the linear regressor interpolates the training data. Hence

ol

2,8 | X, B,@0, {m =1} =] 6 | mo,{mzl}wN(O,D+02>

Let fm(]pmx,ﬁ,mo,{m:o} denote the pdf of the random variable m;B | X,8,29,{m = 0} and
f 2 BIX B0, {m=1) be defined similarly. Let fx denote the density of X, a standard matrix-normal

random variable, and let fs denote the density of 3 ~ A (0, %I D). Then, we have that
fa7 Bleg,tm=0} ()

x
0,p

N /]RnxD ,/]RD fz&PB‘X’ﬁ’mo’{mzo}fﬁfX dﬂdX

2
T XT X XT —1X
exp | =1 | ((E=Z0eXe XoXp) XB) | pors i (x7x)
b 2 ollzopllx,x,x1)-2x,
8 ; dBdX.

nD+D+1
o(2m)” = HwO,pHXp(XpXZ)’QXF

RnXD RD

O

Lemma C.3. Let /3’ = (X ; X, +nAl 71X ;— Yy denote ridge regularized least squares estimator

computed from random design matrix X € R"*P | data y, and subset of first p features. Conditioned
on the choice of test point x, we have that in the m = 0 case, where a fresh test point is drawn from
the data distribution,

D
D2

fmé':pﬁ|w0,{7n=0}(m) = nDIDI1

) 2

o(2m
T T “1x T 2
o [1 [( @ — @] (X)X, +n\) " X] Xp +D5Tp e (X7 )
2 oz _ _
" Il OvPl‘(X;Xp+n,AI) lx;rxp(x;rxp+n,\1) 1 dBdX.

”wﬂ,pH(x;Xp+n,>\1)—1x;xp(X;XernM)—l

grnXD gD

Furthermore, conditioned on m = 1 when x is a row of X we have that

2
e T —15T
exp | —1 = o (Xp Xp +nA)" X, XB +D5T5+Tr(XTX)
2
TNZ0.pll (X T xptnAD =1 X ] X (X] Xp+nrn—1 dBdX
. .
Hwo,pH(x;xp+n>\1)*1X;XP(X;XP+">‘I>71

r(n—1)xD rD

where without loss of generality, we take x to be the first row of X and X to denote the matrix of
the final n — 1 rows of X.

Remark C.4. As in the case of Lemma[C.T] one can efficiently sample from the above distribution by
first drawing a Gaussian random matrix X, the Gaussian random vector (3, the Bernoulli random
variable m, and then either a new test point &y or a row of X and learning the ridge-regularized

estimator B X

Proof of Lemma|C.3. Note that conditioned on the design matrix X and the true coefficients (3, the
labels y follow y | X, 3 ~ N (X 3,0%1,,). Next, for

Bri= (X, X, +n\,) ' Xy
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the A-ridge regularized estimator, we have that

Bl X, B~ N ((X;Xp F L) X X B0 (X ) Xy +nA) T X X, (X)X, + n)\Ip)_1> .
Hence,
fBoT,pBA | X, x0,

~ N(:c({p(X;Xp ML) T X)X B, 0% wd (X ) Xy + nAL) X ) X (X)X, + nAIp)‘lmo,p) ,
where we have additionally conditioned over any randomness in the choice of x.

In the m = 0 case, where x is a freshly drawn point independent of the data X', we may marginalize
to remove the conditioning. Let f%T BAIX 8,20, {m=0} denote the probability density function of the
random variable a:(IpﬁA | X, 8,20, {m =0} and wapBIX@o,{mﬂ} be defined similarly. Let fx
denote the density of X, a standard matrix-normal random variable, and let fg denote the density of
B~ N (0,5Ip). Then we have that

Tag fteo tm=0} (7 /RD /RD 2., 01X o, {m=0} /3% AFAX.

Thus,

D%
fwo Blzg,{m= o}(m) = nD+D+1

71"
el (X[ Xp+nxD~1X] X5 2
exp 7% (,”m ”T op< ptnxl)™ f ) +DIBTB+T1‘(XTX)
0Pl(X ] Xp+nan)~1X [ Xp(X ] Xp+nan—1 484X

HmomH(xPTxp+m1)*1x;xp(x;rxpmlu)*l

rnXD RrD
In the m = 1 case, because x is a row of X, we condition on x( but not on the remaining rows of
X. Without loss of generality, let x( be the first row of X which can be done since x is selected
uniformly and the rows of X are independent and identically distributed. Let X € R(*~1*D denote

X with its first row omitted such that X = [xq; X |. Following the same approach as the preceding
marginalization, we have that

fog Bz m=13 (7 /Rm M/RD g 31X e m=y J3. 5 ABX

Thus,

D%
f:vT pAlzo {m= 1}(95) = nD+1
2

0p(Xg Xy ADTIX ] XB 2
exp % £ Zoyl 2D + D87 B+ T (X7 X)
UH:”O p“(x"’xp+n>\1) LX T Xp(X ) Xp+nAD)~1 d8dX

HmO,p”(x;xp+n,\1)*lx;rxp(x;fx,ﬁnxl)*l

r(n—=1)xD rD

D Theoretical Results for Regularized Linear Regression

Theorem D.1. Membership advantage for Ridge-regularized linear regression. Consider the same
N -1

setup as in Theorem but now let ) = (X;Xp + n)\I) XITD for some X > 0. Then, as

n,p, D — oo such that £ — ~ € (1, 00), we have:



where

2 g (=) 2 P\ lTop B 2 Zo,p 13
= 7 1 - — ) —=£2= 1—-2 — — -t e

T = g A (o n D) g (120N + 2 ()

2
A2 20,13 P
2 / ;P12 2
Tin = 2 79’ (=A) ol +1- =
A+ 9(=) (A + 71 Fe2lig(-)) | »)

Top |2 2

T - 2
+ e (02—|— H ODp”z)
L+ yg(=A) =2

229(=X) A%g' (=) o.p13

B 2 o2 2 ’
14 HE0elzg(—)) (1 n vuwp.pnzg(_w D

(I=7+A)+ V(1 =7+ A2+ 492
27\ '

g(=N) = —

Furthermore, in the case when o1\ > 0, and defining:

2 2 ] U%‘A
00,2012 108 | 52

90,

ay) = )

2 2
01 )\~ 00,x

the optimal membership inference advantage is then:

i =5 o (20) -2 ()}

Remark D.2. The above result holds using the asymptotic distributions as n,p, D — oo. In
Lemma|C.3, we derive the non-asymptotic distributions for the predictions of the ridge-regularized
least squares estimator, though they cannot be written in closed form.

Proof of Theorem Let the input be &, € R?. Similar to the proof of theorem 3.2} we can write
XB+e=Xpby+ Xphp+e=X,0,+1

where 1 = X,ﬁﬁﬁJr e~N (07 (1 +o02— %) I"). Hence, we have

-1 -1
B =ad, (X)X, +0M,) X[ (X8, +0) =2, X, (X,X] +0AL,) (X8, +n).

)
First note that in the case m = 0, we have
-1
B =ad, (X)X, +nAL,) X[ (X,8,+1)
-1 _1
—al, (X)X, +1\L,) X[ X,8,+a], (X)X, +nAL) X[ ®)

. . QA . .
Letting the sample covariance matrix X = (1/n)X ; X, the first term in (8)) can be written as

-1 ~ -1
2l (X)X, +00L,)  X]X,0, =], (S+A1,) S5,

=edy (B400,) (400, - 0,) 5y

~ T
= (%00~ AE+ L) '20,) 6.
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Since 5, ~ (0, %I p) using Lemma [B.2, this converges to a gaussian with zero mean and variance

1 - I LR . .
lim (@0, = AS + A1) wo,|| = lim - {lwo,l3-2A] (£ + ML) w0,
+ X[, (8 + ML) 2o, |
2
xr
= 1ol g gag() 1 220/ (-a))

where for the second equality, we have used the fact that using Lemma by setting C,, =
(1/n)x07pw0T7p, as n — oo, almost surely,

1 ~ _ 1 1 ~ _ 1
Em(—)r,p(2 + )‘Ip) 1330,17 - Ellwo,p I%g(_)‘)a Ew(—;p(z + )‘Ip> 2w0,p - EHwomHgg/(_)\)-

For the second term in (8), using the rotationally invariance of gaussian distribution, without loss of
generality, we can let 7) to be ey ||n]|2, where e is the first standard unit vector. Now, note that we
have

—1
-1 n
||77||2on,;0 (X;Xp + nAIp) X;el = ||77||2w3:p (ml,pwlT,p + Anl, + Zwi,pxzp> Ti,p
i=2

. " . A .
where ], € R? is the i’th row of X,. Letting A\ = A, + + >, x; @/ . by using the
Sherman-Morrison formula, we have

—1 _1
Inlls@d, (X5 X, +nAL,) X, er = [nllwg, (w12, +nAs) " @1,

—1 T —1

Inll2 + A wl»pwl,pA/\

— n w07p A)\ — T A71 m17p
n+$1,p A T1,p

T 4-1
x, A\ T
_ ||77||2mT A 2, <1 _ Lpfix *1p )
n

T —1
n+ wl,pAA Ti,p

T 4-1
Zop, Ay T

= M2 = .
gl nral, A,

Note that using Lemma|B.1|by setting C,, = (1/n)x1,2] , and Cp, = (1/n)x0 pxg . respectively,
for n, p — oo, almost surely,

L T

1
—1 T —2
7m1,pA)\ Tip — 79(7)‘)7 %mo,pA)\ Top —

lZopll3
I20pl12 7 _y).
- g'(=A)

n

1
Thus, since @1, ~ (0, I,), using LemmaE, |22, (X;Xp + n)\Ip) X;el converges to

a gaussian with mean zero and variance

113

Inll3lleopll3
2 -
0 n2(1 + 7g(—N\)) (=)

n2(1+7g9(=A))?
Clzopll3 g (=A)y p
T p 1499(=N)2 (02 +1- E) '

Hence, by independence of 3, and 7, for m = 0, as n — oo, such that p/n = -, the output g as in
({7), converges in distribution to a gaussian with mean zero and variance

g (=) o, 1 P\ llwoyl3 B B 2 0 Topll3
—(1+g(—m)2(" +1 D) S (1= 20g(-0) + N (X))

Now consider the m = 1 case where the input belongs to training data. Without loss of generality,
assume that the input is the first row of X, i.e. &y := x1. Note that in this case for n = X@85+ €, We

-1
SIIAY @0, I3 =
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have n; ~ N (0, (02 + LEB’SI@) In>, fori =1,17, ~N(0,(1+0*— %)), fori =2,3,---,n,
and 7;’s are independent. We have

—1
Jo=2i, (XTXP +n>\I,,) X, (X8, +1)

T T S T T VT
—al, (XX, +n\L,) X[ X,B,+al, (X)X, +n0,) X0

~ -1 -1
—a[, (S+AL) 86, +al, (X)X, +nA,) X0 ©)
The first term in (9) can be written as

~ -1 < ~ -1
ol, (S4AL) B8, =2l 8, - 2], (S+421,) 5,

-1
_ T T 1 T
= wl,pﬂp — )\:Bl’p |:niL'1,piL'1’p + A)\:| Bp

-1 T -1
A)\ acl,pacl,pA,\ /8
—1 p
n—i—:prA)\ Tip

T T 1
=y ,0p — Axy [AA -

T -1 T -1
)\wl_’pAA a:l’p:cl)pA,\ Bp

T 4 -1
n+x; , A\ Ty

A)\1> ﬂp

x, (I, — A" By +

A

T (1 _
P+ (1/n)mIpA>\_1:B1’p

=Ty

Hence, since 3; ~ (0, 51 p), using Lemma The first term in (9) converges to a gaussian with
zero mean and variance

2
A

2
. 1 -1
= lim — I,— A x
5 n—oo D H ( P 1+ (l/n)mIpA)\_lep A ) Ly

n—oo

lim L Hi (S\] + )\Ip)_l T1,p

2

el 1— 2Xg(=A) Mg (=)
=D NT1pl3 Y@ 12 2
14 =322 g(=N) (1 + %g(—/\))

P

where for the second equality we have used the fact that using Lemma by setting C,, =
(1/n)w17prp, as n — oo, such that p/n = -, almost surely,

I + 1 1+ 1
EwLpA)\ T1p — gle,pH%g(—A), Ewl,pAk Tip — E”xl,p

59'(=N).

Now consider the second term in (9). It can be written as

—1
z], (X;,r X, + n)\Ip) X n=a], (X;Xp + n)\Ip) x! m

n -1
—i—ZmIp (X;—Xp—i—n)\Ip) wzpni
i=2

1=2
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First consider
-1

1
A ﬁml’p T1pTy , + A E TipT Tip
A
T A-1
B T . Ayl T pwl_’pA)\
= 55'31,;; Ay T A 1p
n+xg, Ty

— 2
sclT,pAAlmLp a.s, ’Yg(_/\)(Hml,I)HQ/p)
ntal  Ate, L+ yg(=N) (@, /p)

Now, consider
-1

1 1 1O
B2 = 717]— HUUT + )\Ip + ﬁ Zwiypa:;’rp T p; U é [:cl’p mg’p]

noLp
As y
1
_ T —1 -1 T 4—1 T
= ~a], | Az} — A7JU (n\L, + U A“U) UTA;L| 2o
L C:
We have
)\+ AZ T A71 -1 T A*l
02_[ _1$1 —1m2 ]|:7’L xlp 2)\:1:17[1 ml,p Q,AmQ»P :| |:w1,p 2,)\:|
= A2\ T1p A \T2p T -1 T 4
x2,p A2 ATlp n)\+m27pA27)\$27p wzypAQ’A
-1
T 4-1 T 4-1 T 4-1 T 4—1 =,
— (n)\—&—mLpAQ})\ml,p) (n)\—i—:cz’pAZ)\:cg’p) —wl’pAQ’/\:cg,p:ch Az’/\mlyp C,.
Do
‘We have
T 4-1 T 4-1 T 4-1
Co=[A; 21, A7lzs,) A+ Ty, Ay \Tap ATy | [, Ay
2= 2, 2%1Lp 2,A%2,p 2T ATl g n>\+wT Al g ] ATL
2,p4242 A L1,p 1,p22 A T1,p 2,p432 A

_ T 4-1 -1 T A-1 _ T A-1 —1 T 4-1
*(”)\+3’32,pA2,>\w27p> A2,,\w1,pw1,p 2, wl,pA2,)\w27PA2)\a:1,px2,p 2.\

T 4-1 —1 T -1 T 4-1 —1 T 4-1
— Ty, As \T1p Ay T2 pTy Ay + (”)\ + 5‘71,pA2,A$1,p) Ay T2 pTy Ay

Thus,
1 - e
B2 = —X A — | T2
P 227 D, P
-
L1,p -1 T -1 T -1 T -1 T -1 -1
= Az — [(RA+ @1 Ay 5 T1p ) (MA+ T2 Ag \Top ) — T1 p Ag \T2pTo p Aj 3\ T1p

-1 -1 T -1 T -1 -1 T -1
[ (n)\ + CB2 Az A“’f2,p) Ao \T1pT1 p A\ — T1 pAs  T2,pAs (\T1,pT2 p Ag

T a-1 -1 T 4-1 T ,-1 -1 T ,-1
- m2,pA2,Awl,PAQ,AwZPml,pAQ,)\ + (n)\ + ZB1,pA2,,\wl,p) AZ,A:EZP:BQ,pAQ,)\] L2,p-
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using Lemma@by setting C,,, = (1/n)xx ', as n,p — oo, such that p/n = -, almost surely,
1 2

7mTA;2m N ||-’E||2g(_)\).

n n

Hence, letting n — oo, By converges weakly to

2 2 T -1 2
x x T, , AL\ T2,
<A+¢_M”1ﬂ2><A+M_M|2MB>_< [,A5) p>]
n n n
A+ g(—)) sz,p”g wl,prp B mIpA;iwg,p ml,pm;p 4 mgmmIp
Y " n - - -

2 T
x T2 pX _
+ ()x+g(—/\) H Zp|2> 2,p 2,17:| }Az,ifm,p

n

—1

1 _
By = nwlT,pAz,lx{Aw -

AQ
Z PR
()\4‘9(—)\)%) ()\-l-g(—)\) HwivHi) _ (mIpAz,IAmZ,p)

2
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Figure 5: Theoretical variances of the predictions gy by ridge regularized linear regression models
for the Gaussian data setting with n = 103, D = 107, and o = 1 on a single sampled @, for when
x is a test point (0(2) ) and when x is a training point (a% ») for different amounts of regularization

A. While increased ridge regularization decreases the variance o2 , on training point predictions, it

also decreases the variance cr% y for test points in such a way that the two distributions become easier
to distinguish. As such, membership inference is easier for ridge regularized models in this setting.

E Experimental Implementation Details

All experiments were ran only on CPUs on our internal servers without GPU processing. Processors
used may have included Intel Xeon CPU E5-2630 (256GB RAM), Intel Xeon Silver 4214 CPU
(192GB RAM), Intel Xeon Platinum 8260 CPU (192GB RAM), and AMD Ryzen Threadripper 1900X
(32GB RAM). Our code is primarily written in Python and mainly uses numpy implementations of
linear algebra operations. Please refer to our code on the Github page for more details.

The histograms in Figure are obtained as follows. We first sample a vector g ~ N (0,1p), where
D = 20, 000. Then, for each p = yn, we perform the following procedure 20,000 times. We sample
B~ N(0, %I p)- Then, we sample an n x D matrix X such that each element is iid standard normal.
We then generate the ground truth vector y = X3 + €, where € is an n-dimensional vector whose
elements are iid standard normal. We obtain the least squares estimates B on the first p columns

of X and on the vector y using numpy’s Istsq function. Finally, we collect the g5 = a:o ﬁ of all
20,000 models to form the blue histograms in Figure[I] The orange histograms are formed the same
way except that the first row of X is replaced with &y and the first element of y is replaced with
Yo = IL’JB—FGO for ¢g NN(O,I).

The experiment in Figure 2b is performed as follows. In the experiment, we estimate the optimal
membership advantage. Since the optimal MI adversary requires knowledge of the linear regression
model’s output distributions when a data point x is in its training dataset (m = 1) and when xg
is not (m = 0), we approximate these distributions by forming discrete histograms. To obtain the
samples for the histograms, we use the same procedure as detailed in the previous paragraph, except
that we obtain 100,000 samples for each histogram for increased precision. From these samples, the
discrete histograms for (7o | m = 0) and (g | m = 1) for a given  are then formed by splitting
the interval between the minimum and maximum values over both (go | m = 0) and (yp | m = 1)
into 150 equally spaced bins. The histograms are normalized so that they represent probability mass
functions (i.e. the bin counts sum to 1). Finally, treating the two histograms as probability mass
functions, the membership advantage is calculated according to Definition[2.1} For Figure[2b] this
procedure is repeated 20 times, each with a newly sampled x, and the mean membership advantage
over the 20 experiments is plotted.
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Figure 6: Experimental membership advantages for ridge-regularized linear regression on Gaussian
data with n = 100, D = 3000, and ¢ = 1 for different regularization strengths A. As predicted
by our theory, membership advantage increases with additional regularization in the sufficiently
overparameterized regime. This experiment verifies our theoretical findings.

The experiments in Figure [ are also obtained by approximating the optimal MI adversary with
discrete histograms as in the previous paragraph. The only difference is in how the datasets (X, y,
etc.) are sampled. Specifically, they are sampled according to the distributions for each experiment
detailed in Section[5. Again, the histograms are formed by splitting the model’s prediction interval
for each y into 150 equally spaced bins. 20 experiments are performed for each data model, with the
means and standard errors reported in the figures.

F Experimental Verification of Ridge Theory

We verify our theoretical finding that ridge regression increases membership advantage on linear
regression models with Gaussian data in the overparameterized regime. The experiment follows the
procedure detailed in Section [E]for Figure [2bexcept that we only sample 50,000 datasets for each of
m = 0 and m = 1 for each -y and each X for computational efficiency. For this experiment, we set
n = 100, D = 3,000, and o = 1, as in Figure [2b. The results, shown in Figure |§, closely resemble
the trend shown in the theoretical plot in Figure [3a, thus verifying our theory.
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