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STATEMENT OF REVISION

We would like to thank the four reviewers for their comments, and for putting the time and effort
into making our manuscript better. Below we address one by one all the major and minor comments
raised by them.

The structure of the statement of revision:

* The first part of this document includes our response to the reviewers concerns, point-by-
point. For the convenience of the reviewers, we use the following color code:

— Red: reviewers comments.
— Black: authors response.
— Blue: changes made in the paper.

* The second part includes a marked-up version of our submission, where the new changes
are in blue color, allowing to track the our edits easily.

R1 REVIEWER CUCS

GENERAL COMMENTS

“The paper considers the conformal prediction problem in an adversarial setting, which is new and
important in my perspective. It is very well-written, which I enjoyed reading.”

We are delighted that the reviewer found that our contribution is important.
“Overall, I think the paper is well-written and reach the acceptance bar of ICLR.”

We sincerely thank the reviewer for the positive opinion they have, and we thank the reviewer for
the compliments about our writing style.

RI.1

“In Figure 5] you show the marginal coverage against adversarially-perturbed inputs for different
methods. How about the marginal coverage for normal examples?”

Thank you for raising this point; we indeed believe that including new experiments with clean data
will improve our manuscript. In response, we will add the following section to the Supplementary
material.

RESULTS ON CLEAN DATA

In this section, we study the performance of our methods in a situation where no adversarial attack
is performed. We follow the setup from Figure [5] of the main manuscript, and compare the three
methods of interest (Vanilla CP, CP+SS, and RSCP) on the three data sets, using the same
models, smoothing parameter o, and the number of noise realizations n,. Importantly, in contrast to
Figure[3] the results that are presented in Figure[RT]are obtained by applying these three methods on
clean test points that are not corrupted by adversarial noise. Following that figure, both Vanilla
CP and CP+SS achieve the desired coverage of 90%, which stands in line with the theoretical
guarantee of split conformal prediction; see also Theorem 2] By contrast, RSCP results in a higher
coverage rate than the desired one, since this method always accounts for the uncertainty induced
by a possible attack even if not applied. Moving to the average set-size, notice that all the methods
perform similarly to the case where the test data is corrupted, as depicted in Figure [5] of the main
manuscript. Specifically, the average size of the sets constructed by CP+SS is larger than that of
Vanilla CP, possibly due to smoothed model that is used to make the predictions. However, it is
important to stress that CP+SS has a significantly smaller drop in coverage in the adversarial setting.
We also note that the average size of the sets constructed by RSCP is larger than those of CP+SS
due to the inflation of threshold Q1 _,,.
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As a concluding remark, we iterate here the discussion from Section @ of the main manuscript,
displaying the two possible use-cases of our proposal. In the first, one can implement RSCP and
construct valid prediction sets at any desired level of coverage, while bearing in mind that these sets
are likely to be larger even if no attack is performed. In the second case, one can deploy CP+SS,
guaranteeing that the sets will have the desired coverage in the case where no attack is performed
while providing important information about the worst coverage that might be obtained under an
adversarial attack. Moreover, we believe that in practice these two use-cases can be combined via
the following two-step procedure to improve statistical efficiency: (i) apply a method for detecting
whether a given test point is corrupted by an adversarial noise (e.g., Metzen et al, 2017} [Feinman|
let all, 2017;[Cohen et al.} [2020); and (ii) if an attack is detected, apply the RSCP method to construct
a valid prediction set, otherwise use the vanilla CP or CP+SS since these methods are less
conservative.
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Figure R1: Performance on clean data. Marginal coverage (left) and average set-size (right) obtained
by different conformal methods. The target coverage level is 90%.

R1.2

“The method CP+SS is not able to satisfy the desired coverage. Is this because the base classifier is
trained to be robust against Gaussian noise instead of against worst-case adversarial perturbations?
I am wondering whether you could achieve the coverage by using the conformity scores outputted
by an adversarially-robust classifier?”

Thank you for your comment. It is indeed possible that integrating CP+SS with more robust clas-
sifiers, especially ones that use adversarial training techniques, may result in a smaller drop of
coverage in the adversarial regime. Intuitively, this is because the attack may not affect drastically
the accuracy of the model, especially if the model is adversarially robust to the very specific attack
applied at test time. We discussed this in the main manuscript; to quote from Section[d} “[...] a better
training scheme—such as the one from Salman et al|(2019) or Salman et al.|(2020)—could be eas-
ily combined with our method and may further improve the overall statistical efficiency.” A related
discussion appears also in Section[6} Nevertheless, it is important to keep in mind that CP+SS is not
guaranteed to achieve the desired coverage level as opposed to RSCP. In any case, to fully address
the question raised by the reviewer, we will add the following section to the Supplementary material,
which includes a new experiment with the adversarially robust model of |Salman et al.|(2019).

RESULTS WITH AN ADVERSARIALLY-TRAINED MODEL

In this section, we study the performance of our methods, integrated with the adversarial train-
ing scheme of [Salman et al| (2019) that was shown to improve the robustness to the specific
SMOOTHADV attack we applied at test time. This new, more robust, predictive model replaces the
one we used in Section 5 (see also Section[S3), which is fitted merely by adding Gaussian noise to
the training points. Recall that the SMOOTHADV attack has two parameters: the magnitude of the
noise d and the smoothing strength o. Here, we use a training procedure that is ideal in the sense
that it has access to the same § used for attacking the model, and the same o used to compute the
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smoothed score. We perform this experiment only on the CIFAR10 data set and fitted a ResNet-
110 model using the code provided by [Salman et al.| (2019). Their software package is available
at https://github.com/Hadisalman/smoothing-adversarialj this link also pro-
vides the full details on how the models are trained.

The results are depicted in Figure[R2} which follows the exact same experimental protocol used to
create Figure 5] of the main manuscript. That figure compares two versions of CP+SS: the first is
implemented with a model fitted on Gaussian augmented data, and the second is implemented with
the adversarially trained model of [Salman et al.|(2019). As can be seen, the latter model achieves a
slightly better coverage, closer to the desired one, and also improves the statistical efficiency. Inter-
estingly, even in this optimistic case, CP+SS does not attain the desired coverage perfectly. It is also
important to stress that if the new model would be attacked by a different and more effective attack,
the coverage can possibly drop even further. It is worth noting that this experiment supports our
discussion from Section [f] arguing that any new development for improving adversarial robustness
could be easily integrated with our method to improve the overall performance.
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Figure R2: Marginal coverage (left) and average set-size (right) obtained by CP+SS on the CIFAR10
dataset with two different models. The target coverage level is 90%.

R1.3

“One of the evaluation criteria for conformal prediction you used is average set size. Based on
Figure[d} it seems that HPS based method outperforms APS based method by a large margin. But you
mentioned in Section 2] that “APS reflect better the underlying uncertainty across sub-populations”.
Do you have any empirical results supporting this? In general, how to decide which method to use
if we want to deploy the conformal predictors you proposed.”

We thank the reviewer for this excellent question, and for the opportunity to discuss in depth the
difference between HPS and APS. Below, we include new empirical results that demonstrate the
advantages of APS over HPS, which we will include in the supplementary material as well. We
believe that this experiment also addresses the last part of the question: we recommend using the
APS score when one wishes to approximately control conditional coverage, a stronger and more
informative notion of error than the marginal coverage requirement stated in Eq. (1)) of the main
manuscript.

HPS vs. APS

In this section, we discuss the difference between the APS and HPS non-conformity scores, and
demonstrate the advantages that APS has over HPS. |Romano et al.| (2020) carefully argued that
while conformal prediction methods—which use the HPS score—are guaranteed to achieve the
marginal coverage criterion (I), they may fail to achieve the stronger and more informative notion
of conditional coverage, defined as

P[Y,i1 €C(2) [ Xppr =2] > 1— o (R1)


https://github.com/Hadisalman/smoothing-adversarial
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In plain words, the above statement requires the coverage to hold for a specific observation X, 11 =
z, and not merely on average over all test points. While it is known that conditional coverage
cannot be achieved in finite samples without imposing strong regularity conditions and/or modeling
assumptions (Foygel Barber et al.l 2021}, [Vovk} [2012)), it was shown by [Romano et al.| (2020) that
the APS score performs better in terms of conditional coverage compared to the HPS score. In fact,
Romano et al.[(2020) rigorously showed that by combining the APS score with an oracle classifier
that has access to the true conditional class probabilities Py|x, one can exactly satisfy (RT).

To demonstrate the advantage of APS in the adversarial setting, we repeat the experiment from
Figure [5| of the main manuscript, and present the coverage and the average set-size, conditional on
each of the 10 classes of the CIFAR10 data set. Following Figure[R3] the APS prediction sets achieve
a steady coverage across all classes, close to the desired level for the CP+SS, while the coverage
rates of HPS vary greatly. Moreover, the latter method tends to undercover the labels of the samples
that belong to classes 2-5. One can also see that the size of the prediction sets constructed by APS
varies across the different classes, and therefore better reflecting the prediction uncertainty. This
stands in contrast with the sets constructed via the HPS score, whose sizes are more or less constant
for all class labels.
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Figure R3: Marginal coverage (top) and average set-size (bottom) obtained by different conformal
methods for each of the classes of CIFAR10 separately. The target coverage level is 90%

SUMMARY

We would like to thank the reviewer for his/her comments, and for putting the time and effort into
making our manuscript better.
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R2 REVIEWER OSBG

GENERAL COMMENTS

“The framework proposed in the work considers an important direction in the study of the applica-
bility of conformal prediction in settings beyond the i.i.d. scenario.”

We thank the reviewer for finding our research direction important.

“In general, the work is well-written equipped with important parts of (relevant) literature review
and well-designed simulation studies.”

We sincerely thank the reviewer for this positive opinion and feedback.

R2.1

— Q1: “While it is intuitive that getting robust prediction sets comes at the cost of larger prediction
sets, I couldn’t find a simulation that considers a null case. That is, a comparison of vanilla conformal
against a robustified version proposed in this work in the setting where adversarial examples are not
present, and thus i.i.d. assumption is sensible (i.e. vanilla conformal would have reasonable marginal
coverage). Is it indeed the case that such simulation was not present in the paper? The reason is that
one reasonable requirement for the prediction sets is their “actionability”, i.e., it is hard to assess
how actionable prediction sets of size 30 are in 100-classes classification problem.”

Thank you very much for this important remark, which was also pointed out by Reviewer Cuc8.
While Figure [T] demonstrates the performance of the vanilla conformal prediction, applied to clean
test points, we agree that presenting the performance of our methods (CP+SS and RSCP) on clean
test points is missing. To address this concern, we will include a new section in the Supplementary
material of the revised manuscript. For the convenience of the reviewer, we repeat the answer we
provided to Reviewer Cuc8 below.

RESULTS ON CLEAN DATA

In this section, we study the performance of our methods in a situation where no adversarial attack
is performed. We follow the setup from Figure [5] of the main manuscript, and compare the three
methods of interest (Vanilla CP, CP+SS, and RSCP) on the three data sets, using the same
models, smoothing parameter o, and number of noise realizations n,. Importantly, in contrast to
Figure[5] the results that are presented in Figure[R4]are obtained by applying these three methods on
clean test points that are not corrupted by adversarial noise. Following that figure, both Vanilla
CP and CP+SS achieve the desired coverage of 90%, which stands in line with the theoretical
guarantee of split conformal prediction; see also Theorem[2} By contrast, RSCP results in a higher
coverage rate than the desired one, since this method always accounts for the uncertainty induced
by a possible attack even if not applied. Moving to the average set-size, notice that all the methods
perform similarly to the case where the test data is corrupted, as depicted in Figure [5] of the main
manuscript. Specifically, the average size of the sets constructed by CP+SS is larger than that of
Vanilla CP, possibly due to smoothed model that is used to make the predictions. However, it is
important to stress that CP+SS has a significantly smaller drop in coverage in the adversarial setting.
We also note that the average size of the sets constructed by RSCP are larger than those of CP+SS
due to the inflation of threshold Q1 _,,.

As a concluding remark, we iterate here the discussion from Section [3.2] of the main manuscript,
displaying the two possible use-cases of our proposal. In the first, one can implement RSCP and
construct valid prediction sets at any desired level of coverage, while bearing in mind that these sets
are likely to be larger even if no attack is performed. In the second case, one can deploy CP+SS,
guaranteeing that the sets will have the desired coverage in the case were no attack is performed,
while providing important information about the worst coverage that might be obtained under an
adversarial attack. Moreover, we believe that in practice these two use-cases can be combined via
the following two-step procedure to improve statistical efficiency: (i) apply a method for detecting
whether a given test point is corrupted by an adversarial noise (e.g.,[Metzen et al, 2017} [Feinman|
letall[2017;[Cohen et al.}[2020); and (ii) if an attack is detected, apply the RSCP method to construct
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a valid prediction set, otherwise use the vanilla CP or CP+SS since these methods are less
conservative.
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Figure R4: Performance on clean data. Marginal coverage (left) and average set-size (right) obtained
by different conformal methods. The target coverage level is 90%.

R2.2

— Q2: “Regarding computational complexity. It is clear that at the inference stage, for constructing
a prediction set, it is necessary to perform sampling of perturbed input times for each class (as the
authors point out in the Appendix S7). Are there any specific settings (i.e., pair of model architec-
tures, datasets) that the authors have numbers for? It is interesting how computationally feasible the
framework is.”

Thank you for raising this point. We agree that reporting the run times of our methods will increase
the confidence that our approach is feasible in practice. We will add the following paragraph to
Supplementary Section [S7] In addition, we will modify the text in this section and stress that the
number of of calls to the predictive model for creating a set for a single image is ng, and the number
of classes L only affects the number of scores need to be calculated using the model predictions.

Table [RT] summarizes the average runtime for constructing a prediction set using Vanilla CP,
CP+SS, and RSCP with the HPS score function (3), for a single image, where the average is taken
over 100 realizations. We present the results that obtained by two different implementation strategies
of our methods: ‘single mode’ and ‘batch mode’. The ‘single’ implementation repeats the following
two steps for ng times: (i) augment to the input image one realization of Gaussian noise, and (ii)
feed this noisy image to the neural net model. The ‘batch’ implementation is more efficient since
it parallelizes the inference step as follows: (i) augment ng noise realizations to the same input
image, and (ii) pass all these noisy realizations together (as a one batch) to the neural net model. We
follow the exact same setup from the experiments used to create Figure [5] of the main manuscript.
Specifically, ns = 256 for CIFAR10 and CIFAR100, and ns; = 64 for ImageNet. The runtimes are
evaluated using Pytorch, on a single Nvidia GEFORCE GTX 1080Ti GPU.

Following Table [RT] we can see that when using the batch implementation the inference time of
CP+SS and RSCP is approximately 3-4 times larger than Vanilla CP. Also, the runtime of
CP+SS and RSCP are almost identical, since the only difference between the two is the threshold
used to construct the prediction sets.

R2.3

— Q3: “I was wondering whether the authors can comment a bit more on the sensitivity of the
smoothed scores to using approximations obtained via sampling. A partial answer is presented in
S5.2 where some figures are presented for average set sizes and coverage. But it seems that if the
original non-conformity scores are bounded, then it is possible to look at the sizes of the confidence
intervals for the quantities that are being approximated.”
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Table R1: Inference time (seconds) for constructing a prediction set for a single image using different
conformal prediction methods.

Dataset Vanilla CP CP+SS RSCP

Single Batch Single Batch
CIFAR10  0.019336 4.820160 0.030831 4.920013  0.030856
CIFAR100 0.017984 5.981254  0.030915 5.937026  0.030892
ImageNet  0.097539 1.288073  0.424692 1.134275 0.435865

We thank the reviewer for this comment, which was also raised by Reviewer t8Jp. We agree that
constructing confidence intervals for the quantities that are being approximated will improve our
manuscript. However, developing a high probability bound, e.g., using Hoeffding’s inequality, on the
approximation error is highly challenging for reasons that will become clear hereafter. Nevertheless,
it is important to stress that our empirical results show that the RSCP approach is very robust to the
choice of ng: even for small values of ng (e.g., 8 or 16) the desired coverage is achieved. In such a
case, the confidence interval we may get via a concentration bound will be too conservative to work
with and likely to be unnecessary in practice because empirical evidence shows that the desired
coverage is achieved without accounting for the Monte Carlo approximation used to estimate the
smoothed score.

In what follows, we explain why it is difficult to bound the the approximation error of our smoothed
score, given by

O E[S(X +0,Y)]), v~ N (04,0°14). (R2)

The main difficulty is the involvement of the nonlinear function ®~!—the inverse of the Gaussian
CDF—in the computation of the above smoothed score. To see this, suppose first that the nonlin-
ear function ®~! does not appear in the above expression, and consider the following (simplified)
version of the score: o ~

S(X,Y)=E,[S(X +v,Y)].

Suppose further that we empirically estimate the expectation as follows:

1 5
S(X,Y) = n—ZS(X—i—vi,Y).
S =1

Since the original score function is bounded, we can bound the deviation of the empirical estimate
of the score from the true value using Hoeffding’s inequality:

P,[S(X,Y) < S(X,Y) +1] >1—e 2t
and this bound holds true for any desired ¢ > 0.

In this case, invoking the relation from (7)) we get:
P [S(X,Y) < S(X,Y) 4+t + Ms] > P [S(X,Y) < S(X,Y) + 4] > 1— e 2t

Note that, in this case, the value of Ms = \/g . g (Salman et al., 2019, Lemma 1) is different than

the bound on the Lipschitz constant we used in our paper, which equals to § /. This is because the
simplified version of the smoothed score does not involve the application of ®~!; we empirically
observed that the score in (R2)) results in significantly smaller prediction sets, which is also aligned
with the literature on adversarial certification (Cohen et al.,[2019;|Salman et al.,|2019).

With this in place, we can define a new threshold Q1 _, 4+t 4+ Ms and use it to construct a prediction
set, in the same manner as in (8], and get the following guarantee:

P, [P [Ym € c(;(X'nH)] >1- a} > 1 = e 2net’
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The problem arises when using our suggested smoothed score function, which involves the inverse
of the Gaussian CDF. In this case, the empirical estimate of the score is given by

o~ 1 & -
S(X,Y)=¢"! (n ; S(X + v, Y)) .
However, using the Hoeffding’s inequality, we get a bound of the form:
PIS(X,Y) < & Y (B [S(X +0,Y)) +1)] > 1 — e 2",
Unfortunately, it is not immediate (to say the least) to derive the relationship between
P YELS(X +v,Y)) +1]
and

S(X,Y) =& HE,[S(X +v,Y))).

We hope to overcome this challenge and include a rigorous confidence bound for the sampling error
in the revised version of the manuscript. We also hope that the reviewer agrees that providing such
a result in the strict timeline of the rebuttal period is an outstanding challenge. In any case, this is a
matter of ongoing research direction that we currently explore.

R2.4

— A side note: equation 8 might contain a typo. it seems that (an observed feature vector) should
be stated in place of (an unobserved one).”

Thank you very much, this is indeed a typo and we will correct it.
SUMMARY

We would like to thank the reviewer for his/her comments, and for putting the time and effort into
making our manuscript better.
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R3 REVIEWER T8JP

GENERAL COMMENTS

“I like the proposed idea of using randomized smoothing to construct a non-conformity score that
forms a prediction set with a finite-sample coverage guarantee under adversarial noise on the fea-
tures. The paper is also written in a clear way which gives enough background knowledge to readers
who are not familiar with the field of conformal prediction. The motivation of introducing random-
ized smoothing into the score function was very well illustrated, and the theorems 1 and 2 provided
convincing results of the effectiveness of the proposed approach.”

We appreciate the positive feedback provided by the reviewer.

R3.1

“I have one major concern of the experimental section. Since the comparison was only done with
the non-robust conformal prediction approach, I am wondering if it is possible to compare to other
robust CP methods such as those mentioned in Section 4.1. In particular, the authors mentioned
that this work “handles a full distributional shift induced by the adversarial perturbation”. But my
understanding is that this work considers only the perturbation on the feature X while P(Y|X)
remains intact. It would be helpful if the authors can clarify on this point.”

We thank the reviewer for this excellent comment, which was also raised by Reviewer m5fr. First,
we stress that the adversarial setting cannot be considered as a special case of covariate shift, i.e., the
shift induced is not merely in the marginal distribution of Px. In fact, adversarial attack can induce
a full distributional shift, because the noise is a function of both the image X and the label Y. Here,
it is important to stress that the underlying assumption in the literature of adversarial robustness is

that the true label Y of both X and X remains the same. Below, we show that not only Px # Py in
the adversarial setting, but also Py |x # PY‘ - We demonstrate this through two simple examples.

Example 1 Imagine a binary classification setting in which X € R?, and Y € {0, 1} are indepen-
dent, i.e., Y 1 X. Now, consider the following attack:
5 {X ifY =1
X+eecR? ifY =0
Since Y and X are independent, Py‘ x = Py, and, moreover, Y cannot be predicted from X. On

the other hand, Y and X are dependent since the adversarial noise is correlated with Y. Therefore,
PY| % # Py. As aresult, we conclude that Py| x # PY| - 1.€., a full distributional shift is induced.

Example 2 Imagine a setting of binary classification in which X € {0,1} and Y € {0,1}.
Suppose that the data is sampled from the following generative model:

0.6 ifz=1
Py (z) = ’
x () {0.4 ifz =0,

0.8 ifx=1y=1,
0.2 ifz=1y=0,
0.3 ifxz=0,y=1,
0.7 ifx=0,y=0.

and

Pyix(y| =)=

Now, consider the following adversarial attack:
5 X -1 %f X =1,
X+1 ifX=0.

Since Py (%) = Px (1 — ), itis easy to see that
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Hence, a covariate shift is induced, i.e., Px # Pg. However, the following also holds:
Pyix(y|2)=Pyix(y|1-1),

and therefore

03 ifz=1,y=1,

0.7 ifz=1,y=0,

08 ifi=0y=1,

0.2 ifz=0,y=0.

As a result, we have shown that both Py |x # PY‘ % and Px # Py implying a full distributional

shift.

Pyx(y | &) =

Having clarifying this issue, we move to the second concern about the lack of comparisons to the
robust conformal methods from Section i} In what follows, we carefully explain why we cannot
compare our work with most of the methods presented in that section, simply because these tech-
niques assume different settings than ours. |Gibbs & Candes| (2021) focuses on an online setting,
assuming that new labels are observed over time, in contrast to our proposal that does not make
such an assumption—we focus on an offline setting. [Tibshirani et al.[|(2019) deals with the case of
covariate shift, however adversarial perturbations can modify the conditional distribution of Y | X
as explained above. Nevertheless, even if we ignore this major difference, the method of |Tibshirani
et al.[ (2019) presents a weighted version of conformal prediction, where the weights are the like-
lihood ratio between the original covariate distribution Px and the test covariate distribution Pg.
In the adversarial setting, Py is of course unknown and estimating it (or the likelihood ratio) is
impossible since we do not assume that we have access to the attack algorithm, or to an abundant
set of corrupted samples, required to estimate the likelihood ratio. The most relevant method to our
setting is the one proposed by |Cauchois et al.| (2020). Here, the authors show how to tackle a full
distributional shift, which is assumed to fall in an f-divergence ball around the training distribu-
tion. However, it is notoriously hard to determine the f-divergence deviation that we want to protect
against. In response, |Cauchois et al.| (2020) introduced a method to estimate from the calibration
data the worst ‘natural distributions shift’ possible, such as a covariate shift. However, an adver-
sarial attack does not fall naturally into this category, making this estimation task even harder. For
completeness though, we agree that adding a comparison to the method of |Cauchois et al.| (2020)
would improve our manuscript. While the authors have not published a software package that im-
plements their methods, we have contacted the authors and they very recently shared with us their
code. We currently adapt it to our setting, and hope to include such a comparison before the end of
the discussion period. In any case, we will add such a comparison to the Supplementary material of
our revised manuscript.

R3.2

“A minor point, there is a typo in Eq. (8), where it should be S(X,,41,7).”

Thanks you very much, it is indeed a typo and we will correct it.

SUMMARY

We would like to thank the reviewer for his/her comments, and for putting the time and effort into
making our manuscript better.
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R4 REVIEWER M5FR

GENERAL COMMENTS

”This paper considers an under-explored problem, i.e., conformal prediction under adversarial per-
turbations.”

We absolutely agree with the reviewer and hope our work will motivate others to further explore this
problem.

”The paper is easy to follow.”

We thank the reviewer for the positive feedback on our writing.

R4.1

(novelty on theoretical guarantee) The novelty on the theoretical result is less significant; the cor-
rectness of the main theorem is heavily dependent on the condition of a non-conformity score in (7).
In particular, finding the Lipschitz constant M; is the challenging problem and actively researching
area (as the paper pointed out), especially the score function is a highly non-linear neural network
and an input is high-dimensional. However, given the score function that satisfies (7), constructing
a conformal prediction set is relatively straightforward (even though I agree that it’s a new result).

We agree that it becomes natural to introduce Theorem [T]once having a score function that satisfies
the relationship in (7), and that the main difficulty is in designing a score that actually satisfies (7).
Nevertheless, the importance of our theoretical guarantee is that, for the first time, it combines the
fields of Conformal Prediction and Adversarial Robustness to a unified framework. In many cases,
new and important results rely on ideas that have already developed in the past, however, in a switch
of context. For example, the randomized smoothing technique used in this paper and suggested
by|Cohen et al.|(2019) has made a tremendous impact on the field of adversarial robustness, although
the technique itself is not new, and was heavily used in the field of optimization (Duchi et al.,
[2012). The advantage of our results is that any new development in either one of the fields could
be integrated in the future with the same framework of RSCP presented in this paper. For example,
as suggested by the reviewer, new and improved ways to find a score that satisfies (7)) would only
benefit our method and will make it more effective. Moreover, we believe that our proposal of a
new non-conformity score (T0) that is empirically more robust against adversarial attacks is a novel
contribution by itself.

R4.2

(preciseness on theoretical guarantee) The statement of Corollary 1 needs to be described more
precisely, considering the fact that the literatures of conformal prediction are trying to be rigorous
on making the theoretical guarantee; Corollary 1 requires randomly smoothed score function, but
we cannot evaluate this function due to the expectation without approximation (as described in the
paper). In this case, it would be more appropriate to say ’the prediction set is asymptotically valid”
or consider the samples required for approximating the expectation as a part of sample complexity
analysis for the proposed prediction set. I think the latter making this paper theoretically more
interesting and novel.

We thank the reviewer but respectfully disagree with the first part of this comment. Corollary [T]
refers to a score function that is calculated by taking the expectation (I0), and not the empirical
mean (12), and hence it is theoretically correct and precise. We immediately explained afterwards
in Section [3.2] that “in practice, the smoothed score cannot be evaluated explicitly as it requires to
compute the expectation in (I0). However, this smoothed score can be easily estimated by averaging
over many i.i.d. Gaussian noise realizations in a Monte Carlo fashion.”

Regarding the second part of your comment, we absolutely agree rigorously accounting for the
approximation error is important and will improve our work; a similar comment was raised by
Reviewer oSbg. For your convenience, we repeat our response below.

We agree that constructing confidence intervals for the quantities that are being approximated will
improve our manuscript. However, developing a high probability bound, e.g., using Hoeffding’s

11
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inequality, on the approximation error is highly challenging for reasons that will become clear here-
after. Nevertheless, it is important to stress that our empirical results show that the RSCP approach
is very robust to the choice of ng: even for small values of n, (e.g., 8 or 16) the desired coverage
is achieved. In such a case, the confidence interval we may get via a concentration bound will be
too conservative to work with and likely to be unnecessary in practice because empirical evidence
shows that the desired coverage is achieved without accounting for the Monte Carlo approximation
used to estimate the smoothed score.

In what follows, we explain why it is difficult to bound the the approximation error of our smoothed
score, given by 3

O HEL[S(X +0,Y)]), v~N(04,0%14). (R3)
The main difficulty is the involvement of the nonlinear function ®~!—the inverse of the Gaussian
CDF—in the computation of the above smoothed score. To see this, suppose first that the nonlin-
ear function ®~! does not appear in the above expression, and consider the following (simplified)
version of the score: o _

S(X,)Y)=E,[S(X +v,Y)].

Suppose further that we empirically estimate the expectation as follows:

1

Ng

ZS:S(X +v;,Y).

i=1

S(X,Y) =

Since the original score function is bounded, we can bound the deviation of the empirical estimate
of the score from the true value using Hoeffding’s inequality:

P,[S(X,Y) < S(X,Y)+14] >1—e 2t
and this bound holds true for any desired ¢ > 0.
In this case, invoking the relation from (/) we get:

P [S(X,Y) < S(X,Y) 4+t + Ms] > P [S(X,Y) < S(X, V) + 4] > 1 — e 2t

Note that, in this case, the value of Ms = % . g (Salman et al., 2019, Lemma 1) is different than

the bound on the Lipschitz constant we used in our paper, which equals to §/o. This is because the
simplified version of the smoothed score does not involve the application of ®~!; we empirically
observed that the score in (R3) results in significantly smaller prediction sets, which is also aligned
with the literature on adversarial certification (Cohen et al.,[2019;[Salman et al., [2019)).

With this in place, we can define a new threshold ()1 _, +t + M; and use it to construct a prediction
set, in the same manner as in (8], and get the following guarantee:

P, [IP [Ynﬂ e c(;(XnH)] >1- a} >1— e 2t

The problem arises when using our suggested smoothed score function, which involves the inverse
of the Gaussian CDF. In this case, the empirical estimate of the score is given by

o~ 1 & -

S(X,Y)=a0""! (n ; S(X + vy, Y)) .
However, using the Hoeffding’s inequality, we get a bound of the form:

PIS(X,Y) < & (B [S(X +0,Y)) +1)] > 1 — e 21",
Unfortunately, it is not immediate (to say the least) to derive the relationship between
O HEL[S(X +v,Y)) +1]
and o ~
S(X,Y) = HE,[S(X +v,Y)]).

We hope to overcome this challenge and include a rigorous confidence bound for the sampling error
in the revised version of the manuscript. We also hope that the reviewer agrees that providing such
a result in the strict timeline of the rebuttal period is an outstanding challenge. In any case, this is a
matter of ongoing research direction that we currently explore.

12
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R4.3

(comparison) The most closely related work is Cauchois et al. (2020), but the comparison is missing.
The related work section points out the limitation of this work, i.e., "the f-divergence measure is
notoriously difficult to estimate in practice”); however the proposed approach of Cauchois et al.
(2020) is actually evaluated on CIFAR10 and ImageNet; in particular, the core part of this approach
is convex optimization, so could be computationally not expensive. Finally, the results of Cauchois
et al. (2020) is similar to the results of this paper, so the comparison looks necessary.

We thank the reviewer for the important remark about comparison to other methods. This comment
was raised by Reviewer t8Jp as well, and we repeat the answer below.

First, we stress that the adversarial setting cannot be considered as a special case of covariate shift,
i.e., the shift induced is not merely in the marginal distribution of Px. In fact, adversarial attack
can induce a full distributional shift, because the noise is a function of both the image X and the
label Y. Here, it is important to stress that the underlying assumption in the literature of adversarial
robustness is that the true label Y of both X and X remains the same. Below, we show that not
only Py # Py in the adversarial setting, but also Py x # PY| - We demonstrate this through two

simple examples.

Example 1 Imagine a binary classification setting in which X € R?, and Y € {0, 1} are indepen-
dent, i.e., Y 1 X. Now, consider the following attack:

5 X ifY =1
S\ X +eecR? ifY =0
Since Y and X are independent, Py‘ x = Py, and, moreover, Y cannot be predicted from X. On

the other hand, Y and X are dependent since the adversarial noise is correlated with Y. Therefore,
PY|  # Py. As aresult, we conclude that Py| x # PY| % 1.e., a full distributional shift is induced.

Example 2 Imagine a setting of binary classification in which X € {0,1} and Y € {0,1}.
Suppose that the data is sampled from the following generative model:

0.6 ifz=1
Py (z) = ’
x(@) {0.4 if 7 =0,

and

0.8 ifx=1y=1,
0.2 ifx=1,y=0,
0.3 ifx=0,y=1,
0.7 ifx=0,y=0.

Pyix(y|z) =

Now, consider the following adversarial attack:
~ X—-1 ifX=
X = ’
{X +1 if X=0.

Since Py (%) = Px (1 — ), itis easy to see that

Hence, a covariate shift is induced, i.e., Px # Py . However, the following also holds:
Py ®) = Pyix(y|1-3),

and therefore
03 ifz=1y=1,
N 0.7 ifz=1,y=0,
BrzxWl® =305 itz=0y=1,

0.2 ifi=0,y=0.

13
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As a result, we have shown that both Py|x # Py ¢ and Px # P implying a full distributional
shift.

Having clarifying this issue, we move to the second concern about the lack of comparisons to the
robust conformal methods from Section ] In what follows, we carefully explain why we cannot
compare our work with most of the methods presented in that section, simply because these tech-
niques assume different settings than ours. |Gibbs & Candes| (2021) focuses on an online setting,
assuming that new labels are observed over time, in contrast to our proposal that does not make
such an assumption—we focus on an offline setting. [Tibshirani et al.[(2019) deals with the case of
covariate shift, however adversarial perturbations can modify the conditional distribution of Y | X
as explained above. Nevertheless, even if we ignore this major difference, the method of [Tibshirani
et al|(2019) presents a weighted version of conformal prediction, where the weights are the like-
lihood ratio between the original covariate distribution Px and the test covariate distribution Pyg.
In the adversarial setting, Py is of course unknown and estimating it (or the likelihood ratio) is
impossible since we do not assume that we have access to the attack algorithm, or to an abundant
set of corrupted samples, required to estimate the likelihood ratio. The most relevant method to our
setting is the one proposed by |Cauchois et al.| (2020). Here, the authors show how to tackle a full
distributional shift, which is assumed to fall in an f-divergence ball around the training distribu-
tion. However, it is notoriously hard to determine the f-divergence deviation that we want to protect
against. In response, |Cauchois et al.| (2020) introduced a method to estimate from the calibration
data the worst ‘natural distributions shift’ possible, such as a covariate shift. However, an adver-
sarial attack does not fall naturally into this category, making this estimation task even harder. For
completeness though, we agree that adding a comparison to the method of |Cauchois et al.| (2020)
would improve our manuscript. While the authors have not published a software package that im-
plements their methods, we have contacted the authors and they very recently shared with us their
code. We currently adapt it to our setting, and hope to include such a comparison before the end of
the discussion period. In any case, we will add such a comparison to the Supplementary material of
our revised manuscript.

R4.4

(CP+SS v.s. RSCP) I think it’s not easy to say that RSCP is better than CP+SS; I understand that
RSCP satisfies the coverage criterion, but that criterion is satisfied only for the next single example
in a usual setup—the probability in (1) is taken over all calibration examples and (X, 41, Yy, 41). If
the constructed prediction set is conditioned on one fixed calibration set and evaluated over multiple
testing examples, the empirical coverage probability of the standard conformal prediction is around
the nominal level « (see Figure 2 in Tibshirani et al. (2019)). In this sense, it’s unclear whether
RSCP is better than CP+SS. If the paper wants to claim that RSCP is better than CP+SS, I think
PAC-style prediction set definition is required (e.g., [R1], [R2], [R3], or [R4]), which construct a
prediction set conditioned on a fixed calibration set for correctness guarantee.

Thanks you for your comment. First we would like to emphasize that all the empirical results
presented in this paper do not deal with the case of conditioning on a single calibration set, but
are performed by randomly splitting the data into disjoint calibration and test sets. Hence, those
experiments are aligned with the setup of (I). Also, we have never claimed that “RSCP is better
than CP+5S;” we prove that RSCP is guaranteed to satisfy (I) while it is not the case under CP+5SS,
and further supported the latter with a new result about the worst coverage that can be obtained if
the model is being attacked. We even discussed two use-cases of our methods immediately after
presenting Corollary [T} where one of the use cases involves solely the use of CP+SS with our new
lower bound guarantee.

Regrading your suggestion to construct a PAC-style prediction sets, we find this suggestion very in-
teresting. Indeed, new methods in this field, e.g., (Bates et al., 2021, Section 4.2) and the references
you kindly provided, have introduced new techniques to construct prediction sets that are valid con-
ditionally on the calibration set. We believe that generalizing our methods to this setting is feasible
and valuable. It is definitely a direction that we plan to explore in the future, but due to the limited
time of the rebuttal period it is impossible to develop the desired theory and perform experiments
that validate both the validity and applicability of this approach. If given the opportunity, we will
discuss this direction in the revised manuscript.
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R4.5

The description on conformal prediction is not precise; the paper said it requires i.i.d. but exchange-
ability is enough. Moreover, it can be applied to regression.

Thank you for the comment. We use the i.i.d. assumption instead of the weaker exchangeability
requirement, because we believe it is more familiar to a larger community of the ICLR readers. In
any case, we will implement your suggestion in the revised version of the paper. We will also explain
that conformal prediction can be used in regression problems, although this is not the focus of this
work.

R4.6

Related to the above, is the i.i.d. assumption in Theorem 1 necessary?

The theoretical validity of Theorem [I]is based on (Vovk et al., 2005) and (Romano et al.| [2019]

Lemma 2) and hence, as you mentioned before, it is enough to assume that the training and test
points are exchangeable. We will implement your suggestion in the revised version of the paper.

R4.7

Is the proposed approach only applicable to classification?

No, to bound the Lipschitz constant of the smoothed score we only assume the base score function is
in the interval [0, 1]. Interestingly, recent state of the art conformity scores for regression problems,
such as |Chernozhukov et al. (2019)); Sesia & Romano| (2021); [Izbicki et al.| (2020), satisfy this
assumption. Therefore, these base scores can be naturally combined with our proposal, extending
it to regression problems. We will seriously consider including a discussion about this possible
extension in the revised version of our paper.

R4.8

“however, none of them addresses the adversarial setting specifically” and ”Both approaches differ
from ours, which handles a full distributional shift induced by the adversarial perturbation”: I think
they are strong or incorrect since the adversarial setting is a special case of covariate shifts.

We find ourselves in a disagreement with the reviewer about this matter. Following our response to
your second comment (comparison with other methods), We believe that an adversarial perturbation
causes a full distributional shift, not merely a covariate shift. To quote Reviewer oSbg: “within the
context of CP under distribution shifts, prior works studied settings where structured/constrained
shifts are present. This work focused on a different setting which hasn’t been covered in conformal
literature before where at the test stage adversarial examples invalidate the vanilla CP.”

SUMMARY

We would like to thank the reviewer for his/her comments, and for putting the time and effort into
making our manuscript better.
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ABSTRACT

Conformal prediction is a model-agnostic tool for constructing prediction sets that
are valid under the common i.i.d. assumption, which has been applied to quan-
tify the prediction uncertainty of deep net classifiers. In this paper, we generalize
this framework to the case where adversaries exist during inference time, under
which the i.i.d. assumption is grossly violated. By combining conformal pre-
diction with randomized smoothing, our proposed method forms a prediction set
with finite-sample coverage guarantee that holds for any data distribution with /-
norm bounded adversarial noise, generated by any adversarial attack algorithm.
The core idea is to bound the Lipschitz constant of the non-conformity score by
smoothing it with Gaussian noise and leverage this knowledge to account for the
effect of the unknown adversarial perturbation. We demonstrate the necessity of
our method in the adversarial setting and the validity of our theoretical guarantee
on three widely used benchmark data sets: CIFAR10, CIFAR100, and ImageNet.

1 INTRODUCTION

Deep neural net classifiers have achieved tremendous accomplishments over the last several years.
Nevertheless, the increased deployment of these algorithms in real-world applications, especially
ones that can be life-threatening like autonomous driving, raises major concerns about their reli-
ability (Heaven, 2019). To alleviate these issues, it is important to develop techniques that allow
the users to assess the uncertainty in predictions obtained by complex classifiers, revealing their
limitations.

Conformal prediction (Vovk et al.,[2005)) is a simple yet powerful tool for generating prediction sets
whose size reflects the prediction uncertainty. Specifically, suppose we are given n training examples
{(X;,Y;)}, with feature vector X; € R?, discrete and unordered class label Y;€ {1,2,...,L} =
Y, and any learning algorithm that aims at predicting the unknown Y}, of a given test point X, 1.
Under the assumption that the training and test examples are sampled exchangeably—e.g., they may
be drawn i.i.d.—from an unknown distribution Pxy, conformal prediction algorithms construct a
distribution-free prediction set C (X, +1) C ) guaranteed to contain the test label Y, 1 at any
desired coverage probability 1 — « € (0,1):

P D/n+1 S C (Xn+1)] 2 1-a. (1)

For example, it is common to set the desired coverage level 1 — « to be 90% or 95%. Note that
the coverage probability P[Y,, ;1 € C (X,,+1)] is marginal because it is taken over all the training
examples {(X;,Y;)}_; and the test point X,, ;. The key idea of conformal prediction is to fit a
classifier on the training set and use this model to assign non-conformity scores for held-out data
points. These scores reflect the prediction error of the underlying classifier, where, loosely speaking,
a smaller prediction error would lead to the construction of smaller and more informative sets.

However, the sets constructed by the vanilla conformal method may not have the right coverage
when the training and test points violate the exchangeability assumption (Cauchois et al.| 2020;
Gibbs & Candes| 2021} [Tibshirani et al., 2019; Podkopaev & Ramdas| |2021}; |Guan & Tibshirani}
2019)), which is hardly satisfied by real data in practice as distribution shift happens frequently (Koh
et al.| 2021). In particular, we consider the potential threat of adversarial attacks (Goodfellow et al.,
2015;|Szegedy et al., 2014} Carlin1 & Wagner, 2017)—carefully crafted human-imperceptible noise
perturbations that drives the fitted model to err at test (inference) time. Such noise perturbations can
introduce a large and arbitrary distribution shift that is extremely hard to estimate. In this setting, the
prediction sets constructed by the vanilla conformal approach are often invalid, i.e., do not satisfy
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Figure 1: Marginal coverage (i.e., the percent of test labels that are included in the prediction
sets) and average set-size obtained by vanilla conformal prediction (Vanilla CP) and our RSCP
method, evaluated on the test set of CIFAR10. We use a VGG-19 classifier and set the nominal
coverage level to be (1 — a)) = 0.9. See Section and Supplementary Section [S8|for more details.

(1), as illustrated in Figure [I] Following that figure, while this method achieves the desired 90%
coverage when applied to clean test data, the empirical coverage obtained when applying the same

method on adversarial test examples falls dramatically below 90%, providing a coverage level of
about 30%.

Therefore, it is the main motivation of this work to construct prediction sets that are robust to adver-
sarial attacks. We formalize this requirement as follows:

P[Yoi1 € C(Knin)| 210, )

where X,, 11 = X, 41 + € is the test adversarial example, and |[e||, < ¢ is a norm-bounded adver-
sarial perturbation. Note that we use the notation Cs to distinguish between the new setting from
the exchangeability case for which 6 = 0. Crucially, we require (2)) to hold in finite samples, for
any Pxy, any adversarial perturbation of magnitude bounded by §, and regardless of the choice or
accuracy of the underlying classifier. At the same time, we wish Cj to be as small as possible.

To realize (2) with the desired coverage, we propose to combine randomized smoothing (Duchi et al,
2012; Cohen et al.} 2019; Salman et al.,2019) with the vanilla conformal prediction procedure, and
hence we name our technique Randomly Smoothed Conformal Prediction (RSCP). Randomized
smoothing allows us to bound the Lipschitz constant of any non-conformity score function by con-
volving it with the Gaussian distribution function. Leveraging this bound, we show how to modify
conformal prediction and rigorously construct prediction sets that account for the adversarial per-
turbation. Figure [I] illustrates that our proposed RSCP approach successfully attains the desired
coverage level whereas the vanilla conformal method fails. Observe that RSCP constructs slightly
larger prediction sets, reflecting the increased uncertainty induced by the adversarial noise.

The contributions of this paper are two-fold: (i) We propose, for the first time, a new conformal
prediction method that can account for the potential adversarial threats during inference time. Our
RSCP method, described in Section [3] is model-agnostic in that it can work with any classifier and
non-conformity score, scalable since the smoothing can be done by Monte Carlo integration with
many i.i.d. Gaussian noise realizations, and robust against any ¢5-norm bounded adversarial attack.
(ii) We prove that the prediction sets constructed by RSCP are valid in the sense of (2)), and, in
Section 5] support this theoretical result with numerical experiments on CIFAR10, CIFAR100, and
ImageNet data sets. A code that implements our methods is included in the Supplementary Material.

2 CONFORMAL PREDICTION

Since the focus of this paper is on how to adapt the vanilla conformal prediction method to the adver-
sarial setting, in this section, we give background on conformal prediction. While we focus here on
classification problems, the method of conformal prediction can also be applied to regression tasks.
The vanilla conformal prediction can be divided into two categories: the split conformal prediction
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and the full conformal prediction. The first one involves data splitting while the second one con-
structs valid sets without splitting the data but at the cost of a significant increase in computational
complexity at test time (Papadopoulos et al.,[2002; Papadopoulos, [2008} Vovk et al.,|2005). To avoid
prohibitive computation complexity, in this paper we focus only on split conformal prediction.

This method starts by splitting the training data into two disjoint subsets: a proper training set
T« C {1,...,n} and a calibration set Zey = {1,...,n} \ Zy. Then, a classifier f(z) € [0,1]"
is fit to the proper training set, estimating the conditional class probabilities P[Y = y | X = z] for
all y € Y. In the case of deep net classifiers, which is the focus of this work, this may be the
output of the softmax layer. Next, we compute a non-conformity score S; = S (X;,Y;) € R for
each calibration point {(X;, Y;)};7 . This score expresses how well the model prediction f(X)is
aligned with the true label Y, where a lower score implies better alignment. For example, the score
from [Vovk et al.|(2005); [Lei et al.| (2013)) is given by

S(z,y)=1-f(2),, 3)

where f () , € [0,1] is the yth entry in the vector f (). Another example is the score proposed
by Romano et al.|(2020b), which can be expressed as

Sy =Y f@, 1{f@), > f@),}+f@), u )

y' €Y
where I is the indicator function and « is a random variable distributed uniformly over the segment
[0, 1]. We refer to the score from (3] as HPS as it was shown to construct homogeneous prediction
sets. Analogously, we refer to (@) as APS since it tends to yield adaptive prediction sets that reflect
better the underlying uncertainty across sub-populations; see Romano et al.|(2020b)) for more details.
Given the desired coverage level 1 — a, the prediction set for a new test point X, ; is formulated as

C(Xnt1) ={yeV:S(Xnt1,9) < Q1o ({Siticz,)}> (5)
where

1
Qi-a ({Si}iez ) := the (1 —a) (1 + ) th empirical quantile of {S;},;. (6)
cal 1 + |IC3.1| cal

is the score positioned [(n + 1) (1 — «)] in the sorted array of calibration scores S;,i € Z . In
plain words, in (3)) we sweep over all possible labels y € Y and include in C (X,,11) the ‘guessed’ la-
bels y whose scores S (X, 1, y) are smaller than most of the calibration scores S (X, Y;). Since the
calibration and test points are drawn exchangeably from Pxy and f is fixed, the score S (X, 11,y)
for the guess y = Y, 41 can fall anywhere in the sorted array of calibration scores with equal proba-
bility. This property guarantees that the prediction set (3) satisfies (T)); see[Vovk et al (2005).

3 RANDOMLY SMOOTHED CONFORMAL PREDICTION

In this section, we introduce our proposed RSCP framework for constructing prediction sets that are
valid in the adversarial regime. Recall that an adversarial attack can lead to a significant distribu-
tional shift between the clean calibration points and the corrupted test example X,, 11 = X, 11 + €,
thus violating the fundamental exchangeability assumption of the split conformal procedure. Focus-
ing on the guess y = Y}, 11, an effective attack would result in a larger non-conformity score for the
corrupted test point S(X,,11,y) compared to that of the clean input S(X,,+1,y). Therefore, a naive
comparison of S(X,,;1,y) to the same threshold Q;_,, from (6)), which neglects the increased un-
certainty caused by the adversarial perturbation, will result in a prediction set that may not achieve
the desired coverage, as already illustrated in Figure [l To address this, we should compare the
test score to an inflated threshold, larger than (Q1_, which rigorously accounts for the effect of the
adversarial noise. This is the core idea behind our proposal described in detail below; see Figure

3.1 ADVERSARIALLY ROBUST CALIBRATION

Suppose we are given a non-conformity score function S for which we can bound by how much its
value could be increased due to the adversarial noise ||¢||2 < ¢ added to X, 1. Formally, we require

the score S to satisfy the following relation:
S(Xn-‘rlay) < S(Xn+17y)+M5a VQ € ya (7)
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Figure 2: Schematic demonstration of the effect of an adversarial noise on vanilla split conformal
prediction, along with our proposed solution. The vanilla conformal set C(X') and our RSCP set
Cs(X) are generated as described in (3)) and (8], respectively. The black arrows point to the values
of the non-conformity scores that correspond to the clean (left) and adversarial (right) test points,
which are further marked by the vertical purple lines.

where Ms > 0 is a constant that is a function of §, such that Ms, > Ms, for §; > do and Ms =0
for 6 = 0. In essence, we would like to hold for the smallest possible M. We denote this score
function by S to emphasize that it must satisfy (7), distinguishing it from existing non-conformity
scores S, e.g., (B)-(@); see Section for a concrete and very general framework for designing S
for which the constant M can be easily derived. Importantly, M5 serves as a bridge between the
observed score S(X,,+1,y) and the unobserved one S(X,,+1,y) for a fixed y € ). Leveraging this
property, we propose to construct a prediction set robust to a norm-bounded adversarial attack by
applying the following decision rule:

Cé(f(n-i-l) = {y ey: S(Xn-&—lay) < Ql—a({gi}iefcal) + M5}7 3

where S; = S(X;,Y;). In contrast to the vanilla split conformal approach (3), the prediction set
defined above is generated by comparing the test score to an inflated threshold Q1_, + Mjy, as
illustrated in Figure[2] Notice that the level of inflation is affected by the magnitude of the adversarial
perturbation as well as the robustness of S, i.e., the value of Ms. A larger perturbation implies
larger inflation, and a more robust score S implies smaller inflation. The theorem below states
that the constructed prediction set (8) is guaranteed to contain the unknown target label Y;, 1 with
a probability of at least 1 — «, for any distribution Pxy, sample size n, score function S that
satisfies (7), and adversarial perturbation of magnitude § generated by any attack algorithm. The
proof of this and all other results can be found in Section [ST|of the Supplementary Material.

Theorem 1. Assume that the samples { (X, Yi)}?:ll are drawn exchangeably from some unknown

distribution Pxy . Let Xn+1 = X, 11+ €beaclean test example X, 1 with an additive corruption

of an {a-norm bounded adversarial noise ||e||a < d. Then, the prediction set C5(X,41) defined in
@) satisfies
P |:Yn+1 S Cg(Xn+1):| Z 1—oa.

Before presenting our framework to construct scores that rigorously satisfy (7), we pause to prove a
lower bound on the coverage that the vanilla split conformal could attain in the adversarial setting.
Theorem 2. Under the assumptions of Theorem the prediction set C ()~( n+1) defined in (3), applied
with S in place of S, satisfies

P [Yos1 € C(Xnin)| 27,

where

r=max {7 Qn ({Si}er,) < Qual{8i}er,) ~ M- ©)

Note that 7 can be simply computed by running a grid search on the sorted array of calibration scores.
It is important to observe that in contrast to Theorem [I] which guarantees at least 1 — « coverage for
any user-specified level «, the worst coverage level 7 of the vanilla split conformal is not controlled
explicitly, i.e., 7 is known only after looking at the training and calibration data. Observe also that,
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by construction, 7 < 1 — « (see Supplementary Section [ST)) and equality is met in a special case
where § = 0, i.e., no attack is performed. In this special case, Ms = 0 by definition, and both
Theorem [T]and [2] converge to the classic coverage guarantee of the vanilla conformal algorithm.

3.2 THE RANDOMLY SMOOTHED SCORE

To apply the robust calibration procedure presented above, we need to have access to a constant M
that satisfies for a given non-conformity score function. In general, this constant is unknown
for modern deep neural net classifiers as well as for complex non-conformity scores, such as the
one defined in (@). In what follows, we present a novel framework that takes inspiration from the
literature on randomized smoothing (Duchi et al.l 2012; |Cohen et al.| [2019; |Salman et al.l [2019),
offering a theoretically grounded mechanism to bound the Lipschitz constant of any scoring function
derived from any black-box classifier. Concretely, we suggest constructing a new score S from the
base score .S as follows:

S(Z‘,y) =t (EUNN(Od,02Id) [S (.13 + Uay)]) ) (10

where S is a “smoothed” version of the base score .S, obtained by averaging the value of S (z + v, y)
over many independent samples v ~ N (Od, o?l, d) drawn from the multivariate normal distribution,
and then applying ® 1, the inverse of the cumulative distribution function (CDF) of the standard
normal distribution. The hyper-parameter o controls the level of smoothing, where a larger o implies
stronger smoothing. (In Section[5.1} Figure [ and Supplementary Section[S5.1|we discuss the effect
of this parameter on the statistical efficiency of the overall calibration procedure.) Assuming that
the base score function S(z,y) € [0, 1] for any given (z, y), which holds for most non-conformity
scores in multi-class classification problems, we can invoke a well-known result from the random-
ized smoothing literature (Salman et al., 2019, Lemma 2) and get the following upper-bound for the
smoothed score:

lell2
g

. = ~ 0
S(Xnt1,9) <8 (Xng1,9) + < S (Xnt1,9) + p (11
Importantly, (IT)) holds for every y € ), hence rigorously satisfying the relation (7)) for the choice

of M5 = 6/0. Armed with S, we can invoke Theorems and construct an adversarially robust
prediction set by following (8)) or lower bound the coverage of the vanilla split conformal procedure.

Corollary 1. Let S be the randomly smoothed score function and set Ms = 6 /0. The prediction
set defined in satisfies P [Yn-;-l € Cs (Xnﬂ)} > 1 — «, and the worst coverage of () is given

by P |:Yn+1 € C(Xn+1)] > 7, where T = max {7’/ CQp ({S’i}iezml) < Ql—a({gi}ielcal) — g}

The above leads to two possible use-cases of our proposal. In the first, we can implement our ran-
domly smoothed conformal prediction procedure (RSCP) (8) and construct valid prediction sets at
any desired level, bearing in mind that these sets are likely to be larger due to the increased uncer-
tainty induced by the adversarial perturbation. In the second case, we can deploy the vanilla split
conformal algorithm with a smoothed version of the base score, providing important information
about the worst coverage that might be obtained under an adversarial attack.

In practice, the smoothed score cannot be evaluated explicitly as it requires to compute the expec-
tation in (T0). However, this smoothed score can be easily estimated by averaging over many i.i.d.
Gaussian noise realizations in a Monte Carlo fashion (Cohen et al.,[2019] Section 3.2), as described
in Algorithm T} see Section[5.1and Supplementary Section[S5.2]for more details about the effect of
this approximation on the coverage and set-size. Here, an interesting future direction is to develop a
high probability bound for the smoothed score approximation error and integrate it with our method.

4 RELATED WORK

4.1 CONFORMAL PREDICTION UNDER DISTRIBUTION SHIFT

Previous work offers several generalizations of the vanilla conformal prediction framework to the
case of distribution shift between the training and the test points, however, none of them addresses
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Algorithm 1 RSCP: Randomly Smoothed Conformal Prediction

Input: Data {(X;,Y;)}/_,; a test point X, corrupted by adversarial noise of energy d; learning
algorithm A; a base non-conformity score S; and coverage level 1 —av.

1: Split the training data into 2 disjoint subsets Z;, and Z,;.

2: Train a classifier using A on all samples from Zy, i.e., f (X) < A ({(X;, Vi) }iez.)-

3: Draw v;; SN (0, 0214), where i € Iy and j = 1,...,n,, and compute:
. . 1 &
S =8(X;,Y;) =" < S (Xi+ v,;j,Yi)), forall i € Tey. (12)
I
j=1

4: Compute Q1 _o({Si}icz,) = the (1 — ) (1 + ﬁ) th empirical quantile of {S;};ez., -

5: Construct a prediction set for X. el

Cs(Xnt1) = {Z/ €Y:5(Xns1,9) < Qu-a({Sitier.) + i} )

Output: A prediction set C5(X,,+1) for the unobserved test label Y;, 1.

the adversarial setting specifically. Cauchois et al.|(2020) suggested a method to construct valid sets
when the test distribution is in an f-divergence ball around the training distribution. While this
approach shares the idea of inflating the value of ()1_,, the f-divergence measure is notoriously
difficult to estimate in practice (Nguyen et al., [2010; Tsybakov, 2009) and thus less applicable com-
pared to our approach, which focuses on the addition of bounded /> adversarial noise. |Gibbs &
Candes| (2021) generalized the vanilla conformal prediction approach to an online setting where the
data generating distribution varies over time by modifying the threshold adaptively as new labeled
points are being observed, such that the long-ferm empirical coverage frequency would be at least
1 — a. This is of course different from our approach that works offline and assumes the same data
generating process but with the addition of a malicious small perturbation induced by an attacker.
Tibshirani et al.| (2019) studied the case of covariate shift and offered a weighted version of con-
formal prediction to address it. In this setting, the shift is only in Px while Py-|x remains intact.
Podkopaev & Ramdas (2021) modified this method to tackle the label-shift case, in which Py re-
mains the same but Py varies between train and test time. Both approaches differ from ours, which
handles a full distributional shift induced by the adversarial perturbation. Lastly, Hechtlinger et al.
(2018) suggested a non-conformity score that empirically tends to be more robust to adversarial
attacks, replacing the classifier’s class probability estimates of Y | X with a density estimator that
approximates the conditional distribution of X | Y. In contrast to our RSCP approach, this method is
not supported by a theoretical guarantee for attaining the desired coverage in the adversarial setting.

4.2 CERTIFIED ADVERSARIAL ROBUSTNESS

A different but related line of research is known as ‘robustness certification’. Here, the goal is to
provide an £, radius around a test point, in which no adversarial perturbations exist, i.e, the predicted
label provably remains the same inside this radius. Currently, one of the mainstream approaches in
robustness certification is through randomized smoothing, which was proposed in (Lecuyer et al.,
2019;|Li1 et al.;, [2019; |Cohen et al.l |2019) to provide an analytic form of robustness certificate. More
formally, given a base classifier f (z), one can construct a smoothed classifier according to the
following decision rule:

¢ = argmax, P[f,(z + )], v~ N (04,0 14). (13)

In contrast to the base classifier, the smoothed classifier can be supported by a rigorous ¢ certi-
fication radius around the test point X, 13 = x. It is self-evident that our work is different from
robustness certification, as we are not aiming to deliver a robustness certificate for a given classi-
fier over some test point; instead, we construct a valid prediction set whose size can vary with x.
However, both works make use of the randomized smoothing technique, sharing related set of ideas.
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For example, practical evidence shows that for the smoothed model (T3] to correctly classify the

test point X,, 1, the base classifier f needs to consistently label the noisy sample N (Xn+1, o’I )
as Y,,+1 (Cohen et al., [2019, Section 3.3). Training the base classifier without accounting for the
future smoothing operation would not necessarily satisfy this requirement, and, as a consequence,
would lead to a very small certification radius. We note that this observation is also relevant to our
setting, where we found that using a classifier that is not robust to Gaussian perturbations results in
prediction sets that are often large and thus uninformative. More details are provided in Section[S4|of
Supplementary Material. One way to improve the certified radius is by training the base classifier on
the labeled training pairs { (N (X,», 021) ,Yi)}i, @ € Iy as in|Lecuyer et al. (2019), where ¢ is equal
to the one used for smoothing. Later,[Salman et al.|(2019) further improved the robustness guarantee
through adversarial training, where the adversary generates a bounded perturbation via the method
of SMOOTHADV—an adversarial attack designed specifically against smoothed classifiers. A more
recent work by [Salman et al.| (2020) suggested adding a denoising pre-processing layer preceding
the classifier, to remove the Gaussian noise used in randomized smoothing. In our experiments, we
find that the training strategy proposed in [Lecuyer et al.|(2019) works well in practice and results
in relatively small prediction sets, although a better training scheme—such as the one from Salman
et al|(2019) or |Salman et al.|(2020)—could be easily combined with our method and may further
improve the overall statistical efficiency.

5 EXPERIMENTS

In this section, we evaluate the performance of our proposed methods on three bench-
mark image classification data sets: CIFAR10, CIFAR100 (Krizhevsky, 2009), and ImageNet
ILSVRC2012 (Deng et al., [2009), which are described in Supplementary Section We evalu-
ate our methods as follows. First, we fit a model on the entire training set. Then, we split the
remaining data into two equally sized disjoint subsets, one is used for calibration and the second for
testing. The calibration is done using the two base non-conformity scores mentioned in Section
i.e., HPS (@) and APS (). Next, we attack each point in the test set by adding to it an adversarial
perturbation whose ¢s-norm is bounded by & E] Lastly, for each adversarial test point, we construct a
prediction set using three different conformal methods (described below), asking for a nominal cov-
erage level of 1 — . Given the constructed sets, we test the validity of each method by reporting the
marginal coverage rate, and the statistical efficiency by computing the average size of the prediction
sets. We repeat this process several times (50 for CIFAR10 and CIFAR100, and 20 for ImageNet)
by randomly assigning data points to form the calibration and test sets.

In our experiments, we compare three different approaches: (i) vanilla split conformal prediction
implemented with the two base-scores (HPS and APS), denoted by Vanilla CP; (ii) vanilla split
conformal prediction with our proposed smoothed version of the base scores, denoted by CP+SS;
and (iii) the proposed randomly smoothed conformal prediction (see Algorithm [I)), denoted by
RSCP. Our experiments show that Vanilla CP constructs invalid prediction sets whose marginal
coverage is way below the desired level. The smoothed score improves robustness and coverage
but still does not achieve the nominal coverage rate. The prediction sets constructed by our RSCP
approach achieve the desired coverage level, aligning with our theoretical guarantees.

5.1 IMPLEMENTATION DETAILS

Models For all data sets, we choose ResNet (He et al., [2016) to be the base architecture of the
deep net classifier and fit two different models for each data set: one on clean training points and the
second on points that are augmented with Gaussian noise of standard deviation o that is equal to the
smoothing parameter from (I0). The former is used to explore the effect of adversarial examples on
the validity of Vanilla CP. The latter training strategy improves the robustness of the classifier
and, as a consequence, reduces the size of the prediction sets constructed by CP+SS and RSCP
methods, as discussed in Section [4.2] and Supplementary Section [S4] For CIFAR10 and ImageNet
data sets, we use the pre-trained ResNet-110 and ResNet-50 models from |Cohen et al.| (2019), and
for CIFAR100 we fit our own ResNet-110 model as the latter data set is not studied by |(Cohen et al.
(2019), please see Supplementary Section [S3] for additional details on the training procedure. See

'See Supplementary Sectionfor additional experiments evaluated on clean data points.
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Figure 3: The effect of o Figure 4: The effect of the number of noise realizations 7,
on the size of RSCP’s predic- (used to estimate the smoothed score) on the marginal coverage
tion sets. The results corre- (left) and size (right) of prediction sets constructed by RSCP.
spond to the CIFAR100, with The results correspond to the CIFAR10 data set, where we set
0 = 0.125 and ngy = 256. ¢ and o to be equal to 0.125 and 0.25, respectively.

also Supplementary Section[S8|for similar experiments in which we choose DenseNet (Iandola et al.|
2014) and VGG (Simonyan & Zisserman), |2014) to be the base architectures.

Attack algorithm For Vanilla CP, we generate adversarial noise using the projected gradient
descent (PGD) attack (Madry et al.| 2018)), which is one of the strongest white-box attacks known
in the literature to construct 5 bounded adversarial examples. For the other two methods that make
use of randomized smoothing (CP+SS and RSCP), we apply SMOOTHADV (Salman et al., 2019)—a
variation of PGD that is tailored for smoothed classifiers. For CIFAR10 and CIFAR100, we attack
the test points with an adversarial perturbation of energy 6 = 0.125, and for ImageNet we use a
larger perturbation of magnitude § = 0.25. Both choices lead to a significant reduction in the test
accuracy of the base classifier, as summarized in Supplementary Section[S6]

Choosing o for smoothing Recall Corollary [I] and observe that the coverage guarantee holds
for any choice of the smoothing level . This parameter is intimately connected to the accu-
racy/robustness trade-off (Cohen et al., 2019, Section 4): a large o will reduce the Lipschitz con-
stant Ms = &/o, however, may also reduce the accuracy of the base classifier (even if fitted on
noisy samples). Similar to previous work on randomized smoothing (Cohen et al., 2019} Salman
et al., 2019), we treat o as a hyper-parameter of our method which can be tuned, for example, by
choosing ¢ that produces the smallest sets by cross—validationﬂ In practice, we find that setting
o =26in yields informative prediction sets, as illustrated in Figure[3] This figure also demon-
strates the accuracy/robustness trade-off discussed above: the size of the prediction sets reduces for
1/8 < Ms < 1/2, and increases for Ms > 1/2. See Supplementary Section [S5.1] for additional
experiments that study the effect of o on the marginal coverage and average set-size for all data sets.

Choosing the number of Monte Carlo iterations Following Algorithm [T} the smoothed score is
evaluated by replacing the expectation (T0) with the empirical mean (12), averaging over n i.i.d.
Gaussian noise samples. This is similar to the approach |Cohen et al.| (2019, Section 3.2) used for
approximating the smoothed classifier defined in (T3). In our experiments, we find that our method
is fairly robust to the choice of ng, and using more than ns = 256 realizations barely affects the
marginal coverage and average set-size. This phenomenon is demonstrated in Figured]for CIFAR10;
see Supplementary Section [S5.2] for additional experiments that illustrate the influence of n, on
CIFAR100 and ImageNet. Therefore, in our experiments we set ns = 256 both for CIFAR10 and
CIFAR100, and ns; = 64 for ImageNet due to limited GPU memory footprint; see Supplementary
Section[S7|for a discussion about the computational complexity including the running time of RSCP.

5.2 RESULTS

Figure [5] presents the marginal coverage obtained by Vanilla CP, CP+SS, and RSCP for the
three data sets. As can be seen, Vanilla CP fails to construct valid prediction sets in the presence

Note that our objective is different from that of certified robustness that seeks for o that leads to a large
radius in which the prediction is certifiably robust.
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Figure 5: Marginal coverage (left) and average set-size (right) obtained by different conformal meth-
ods. The target coverage level is 90%.

of adversarial noise. For instance, consider the choice of HPS as the non-conformity score, and
observe that the average coverage for CIFAR10, CIFAR100, and ImageNet is 27.27%, 29.24%, and
38.02%, respectively; all are much smaller than the desired 90% level, emphasizing the necessity of
our proposal. When using the same vanilla split conformal procedure, however with the smoothed
version of the base non-conformity score (i.e., CP+SS), we get a major improvement in terms of
coverage. Here, for the smoothed version of the HPS score, the average coverage levels obtained
for CIFAR10, CIFAR100, and ImageNet are closer to 90% and are equal to 86.78%, 87.10%, and
88.12%, respectively. This serves as evidence that the new smoothed score is more robust to adver-
sarial attacks. Moreover, since we can derive the Lipschitz constant of the smoothed score, we can
invoke the worst coverage bound from Theorem 2} As illustrated, the (average) worst coverage is
indeed below the empirical coverage level obtained by CP+SS. While this lower bound is close to
the empirical one (for both scores), there exists a gap between the two that can be possibly reduced
by designing a better algorithm tailored to attack the smoothed score. By contrast, our RSCP method
generates valid prediction sets whose coverage is slightly above the nominal level, supporting our
theoretical guarantee.

Figure [5 also presents the average set-size constructed by all three methods. Observe that CP+SS
generates larger sets compared to Vanilla CP since it relies on a more robust classifier that leads
to better coverage at cost of lower accuracy; see Supplementary Table [ST] Observe also that RSCP
constructs larger sets than those of CP+SS due to the inflated threshold used in the calibration,
accounting for the effect of the adversarial noise. In addition, the sets obtained by the APS score
are larger than those of HPS. This can be explained by (i) the coverage plots: the marginal coverage
obtained when using the smoothed APS score tends to be larger than that of the smoothed HPS;
and (ii) it is known that the APS score tends to construct larger sets even in the noiseless case since
it aims at constructing sets of 1 — « coverage across different sub-populations; see Supplementary
Section @ for an experiment that illustrates this as well as Romano et al.|(2020b).

6 CONCLUSIONS AND FUTURE WORK

In this paper, we generalized the technique of conformal prediction to the adversarial setting and
introduced a model agnostic, scalable, and simple method for constructing valid prediction sets to
multi-class classification problems, accounting for the adversarial noise. Our experiments show that
our RSCP method is most effective when combined with robust classifiers, e.g., ones that are fitted
by augmenting Gaussian noise to the training data. However, this often leads to a degradation in test
accuracy, a limitation that is not unique to our work. In fact, this is a matter of ongoing research in
the robustness certification literature, and note that any new development in that front (e.g.,[Salman
et al.| (2020)) could be easily integrated with our method as demonstrated in Supplementary Sec-
tion [SI0] An exciting future direction could be to extend the guarantees we provided beyond the
assumption that the adversarial noise is £2-norm bounded and consider different smoothing and cali-
bration techniques that can handle the ¢, ¢1, and ¢, cases (Lee et al., 2019} Teng et al.,[2019;|Zhang
et all 2019). Other directions could be to explore the use of our method to improve robustness to
adversarial attacks in regression problems and to design calibration schemes to construct prediction
sets that are valid conditionally on the calibration set (Bates et al., 2021} |Park et al., [ 2021)).
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7 ETHICS STATEMENT

The ability to communicate the predictive uncertainty of any classifier by constructing prediction
sets of valid coverage is crucial to assess the performance of machine learning algorithms (Holland,
2020), improve their reliability, and avoid unwanted discrimination (Romano et al., 2020a). Our
proposed method further enriches the existing uncertainty quantification toolbox, by providing a
rigorous form of robustness to adversarial perturbations. For example, one can promote fairness
in high-stakes applications (in addition to robustness) by integrating RSCP within the framework of
equalized coverage (Romano et al.,|2020a). Here, we stress that the validity of our methods relies on
the exchangeability assumption between the clean training and test points, and on the knowledge of
the ¢5-bound of the attack. If one of these assumptions is violated, the sets that RSCP constructs may
not have the right coverage. Therefore, it is recommended to assess whether the above assumptions
are reasonable when using the proposed methods.

8 REPRODUCIBILITY STATEMENT

The Supplementary Material includes a Python package that implements our methods, and code to
reproduce our experiments. Complete proofs of the theorems presented in this paper can be found
in Supplementary Section [SI] A complete description of the data sets used in our experiments,
including pre-processing steps, can be found in Supplementary Section The details about the
models used in our experiments and how they were trained are provided in Supplementary sections

[S3]and S8
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SUPPLEMENTARY MATERIAL:
ADVERSARIALLY ROBUST CONFORMAL PREDICTION

S1 SUPPLEMENTARY PROOFS
In this section, we prove Theorem [Iand Theorem [2]presented in Section [3]of the main manuscript.

Proof of theorem[I] From the definition of the prediction set in (8):
P [YnH c cg()”(nﬂ)} —P [S(Xn+1,Yn+1) <Qi-a({Si},cr,) + Mé}
(using @) > P [S (Xpe1, Yors) + Ms < Qua({Si},z,) + Ms |
=P [S (Xn+1, Yogr) < Ql—(X({Si}iEIcal)}
>1-aq,

where the last inequality follows from the validity of the prediction set constructed by the vanilla

split conformal procedure since S(X;,Y;), i € {Zea U {n + 1}} are exchangeable (Vovk et al.,
2005)); see also (Romano et al.| 2019, Lemma 2). O

Proof of theorem 2] From the definition of the prediction set in (B):
P |:Yn+1 € C(Xn+1)} =P :5‘(Xn+1,Yn+1) < Ql—a({gi}iezcal)}
(using @) =>P 5 (Xnt1, Y1) + Ms < Ql—a({gi}iezml)}
=P :g (Xnt1, Yot1) < Qlw(‘{gi}iezwl) - Mﬁ}
(using the definition of 7, defined in @) > P S (Xnt1,Ynr1) < Q- ({S’,;}iezml)}

2T,

where, similarly to the proof of Theorem (I} the last inequality follows from (Romano et al.| 2019,
Lemma 2).

Lastly, we show that 7 < 1 — «. From the definition of 7 in (9):
7 = max {T/ Qe ({8} ier) < @a({Si}ier) — Mé}
< max {T/ : QT'({Si}ieIM) < Ql*a({gi}iezcu,)}

=1—-a.

S2 DATA SETS

Overview We evaluate our methods on three widely used image classification data sets: CIFAR10,
CIFAR100 (Krizhevsky, 2009), and ImageNet (Deng et al., [2009). The CIFAR10 data set consists
of 60,000 RGB color images of size 32 x 32 x 3, corresponding to 10 different classes, with 6,000
images per class. In this data set, there are 50,000 training images and 10,000 test images. The
CIFAR100 data set is identical in structure to CIFAR10, except it has 100 classes containing 600
images each. Overall, this data consists of 50,000 training images and 10,000 test images. In our
experiments, we use the entire training set for fitting the classifiers and split the rest 10,000 points
into two sets of equal size (calibration and test) 50 times. We use the ILSVRC2012 version of the
ImageNet data set. Here, the training set consists of 1.2 million color RGB images of different sizes,
corresponding to 1,000 class labels. To construct calibration and test sets, we (i) choose at random
10,000 points out of the 50,000 images from the validation set of ILSVRC2012, and (ii) split these
into calibration and test sets of equal size, for 20 times. We use the entire ILSVRC2012 training set
for fitting the predictive models.
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Pre-processing The CIFAR10 and CIFAR100 images are normalized by (i) subtracting the train-
ing images mean value, equals to [0.4914, 0.4822, 0.4465], and (ii ) dividing the result by the images
standard deviation, equals to [0.2023, 0.1994, 0.2010]. The ImageNet images are first re-scaled to
a size of 256 x 256. Then, the central 224 x 224 pixels are taken and normalized by subtracting
the mean value of the training images [0.485, 0.456, 0.406] and dividing the result by their standard
deviation, given by [0.229, 0.224, 0.225].

S3 MODELS

As described in Section [3;1‘] of the main manuscript, for CIFAR10 and ImageNet data sets, we
use the pre-trained ResNet-110 and ResNet-50 models from |Cohen et al.| (2019). We use the
models that were trained on clean training points, as well as models that were trained on Gaus-
sian augmented training points. These models are downloaded from https://github.com/
locuslab/smoothingl This link also provides the full details on how the models were trained.

Since the CIFAR100 data set was not studied by |[Cohen et al.| (2019), we fit our own
models by modifying the software package available at https://github.com/bearpaw/
pytorch-classification, Specifically, we fit a residual network of depth 110 (ResNet-
110) by augmenting the training data with random crops of size 32 (after applying a zero padding
of size 4) and random horizontal flips. The images normalized as explained in Section [S2] For
convenience, we added the normalization as a pre-processing layer to the fitted model. As explained
in Section of the main manuscript, we fit two models: one on clean training points and another
on points that are augmented with Gaussian noise of standard deviation o that is equal to the one
used for smoothing. The models are trained using the stochastic gradient descent optimizer with a
momentum term of 0.9 for 164 epochs, using a batch size of 128 points. The learning rate starts at
0.1 and is multiplied by a factor of 0.1 at epochs 81 and 122. A weight decay regularization of 10~*
is added to the loss function. We train the models using Pytorch, on a single Nvidia GEFORCE
GTX 1080 Ti GPU.

S4 WHY DOES TRAINING WITH GAUSSIAN NOISE IMPORTANT?

As stated in Section of the main manuscript, while our method can work with any base classifier
f , in practice, we require f to have some degree of robustness in order to construct small prediction
sets. Figure[S6]demonstrates that our RSCP procedure constructs valid but very large prediction sets
when deployed with a standard classifier, fitted without augmenting Gaussian noise to the CIFAR10
training points. Here, the average size of the prediction sets is equal to 9, a trivial result for the
CIFAR10 data set that has only 10 classes. In this experiment, we use 0 = 0.5 for smoothing, an
attack of magnitude 6 = 0.125, and ns; = 256 Gaussian noise samples for estimating the smoothed
score.

1 10
(9]
©0.8 875
Base Score o b
~APS  HPS 3 b
© 06 @ 5
o [e)]
c ©
---Nominal Level ) §‘
0.4
g < 2.5
—_
0.2 : ; '
2 Q Q 2 R
C 2 59 > X(’) Y
© o & N 2 &
& & ¥ ©

Figure S6: The importance of using robust models. Marginal coverage (left) and average set-size
(right) obtained by different conformal methods. The target coverage level is 90%.
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S5 HYPER PARAMETERS

S5.1 INFLUENCE OF THE VALUE OF o

Herein, we extend the discussion from Section [5.1] of the main manuscript and study the effect of
the choice of the hyper-parameter o used to compute the smoothed score. Specifically, we repeat the
same experiment described in the context of Figure[3|for all data sets. Figure[S7shows how the ratio
between o and ¢ affects the average set-size and the average coverage obtained by our RSCP method.
In this experiment, we use an adversarial perturbation of magnitude § = 0.125 for CIFAR10 and
CIFAR100, and magnitude § = 0.25 for ImageNet. As can be seen, a ratio of 0 /§ = 2 works well
for all data sets and the two non-conformity scores.
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Figure S7: The effect of ¢ on the marginal coverage (top) and size (bottom) of prediction sets con-
structed by RSCP. Here, § and n are fixed and equal to 0.125 and 256 for CIFAR10 and CIFAR100,
and 0.25 and 64 for ImageNet.

S5.2 INFLUENCE OF THE VALUE OF ng

As explained in Section [5.1] of the main manuscript, the smoothed score is evaluated by replacing
the expectation (T0) with the empirical mean (I2), averaging over n; i.i.d. Gaussian noise samples.
Figure [S8] shows the effect of the value of n, on the average set-size and the average coverage
obtained by our RSCP method for all data sets. Following that figure, averaging more than n, = 256
noise samples (or even n, = 64) barely affects the empirical coverage and size of the constructed
sets.
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Figure S8: The effect of the number of noise realizations ns (used to estimate the smoothed score)
on the marginal coverage (top) and size (bottom) of prediction sets constructed by RSCP. Here, ¢
and o are fixed and equal to 0.125 and 0.25 for CIFAR10 and CIFAR100, and to 0.25 and 0.5 for

ImageNet respectively.

S6 EFFECT OF THE ADVERSARIAL ATTACKS

As stated in Section [5.1] of the main manuscript, in all our experiments we use an attack of ¢, mag-
nitude 6 = 0.125 for CIFAR10 and CIFAR100, and § = 0.25 for ImageNet. Table [ST]illustrates the
effect of such adversarial perturbations on the test accuracy of the models used in the experiments
presented in Section [5] of the main manuscript as well as in Supplementary Section [S8|that is pre-
sented hereafter. The PGD attack leads to a significant reduction in the test accuracy of models that
are fitted without Gaussian noise augmentation (i.e., o = 0). By contrast, the models that are trained
with Gaussian noise are more robust, as the decrease in test accuracy is smaller when attacked by
SMOOTHADV. This, however, comes at the expense of an accuracy reduction on the clean test points.

S7 COMPUTATIONAL COMPLEXITY

Following Algorithm [I] at test time, the computational complexity of RSCP is dominated by the
number of calls to the predictive model, required to compute the smoothed score for each of the L
possible labels y € ). The number of calls to the predictive model for creating a set for a single test
image is n,, and the number of classes L only affects the number of scores that need to be calculated
using the model predictions. The training involves fitting a classifier, and the calibration requires
computing the smoothed non-conformity scores for all calibration points, where both steps can be
performed only once.

16



Under review as a conference paper at ICLR 2022

Table S1: The influence of the adversarial attacks used in our experiments on the classifiers’ test
accuracy.

Architecture  Training o CIFAR10 CIFAR100 ImageNet
Clean Test ~ Adversarial Test Clean Test  Adversarial Test Clean Test  Adversarial Test
ResNet 0 89.94% 26.7% 71.03% 12.2% 76.08% 19.71%
0.0625 - - 64.35% 41.13% - -
0.125 81.38% 67.6% 57.87% 42.09% - -
0.25 74.99% 65.24% 50.95% 41.08% 68.81% 55.9%
0.375 - - 44.5% 37.49% - -
0.5 64.8% 57.85% 38.9% 33.45% 61.37% 52.99%
0.75 - - 32.35% 28.23% - -
1 47.93% 44.33% 26.11% 23.89% 47.73% 43.13%
DenseNet 0 95.42% 23.28% 77.07% 4.29%
0.25 80.29% 71.3% 52.3% 42.36%
VGG 0 93.1% 54.96% 72.17% 23.12%
0.25 78.52% 69.82% 49.35% 40.18%

Table [S2] summarizes the average runtime for constructing a prediction set using Vanilla CP,
CP+SS, and RSCP with the HPS score function (3), for a single image, where the average is taken
over 100 realizations. We present the results obtained by two different implementation strategies of
our methods: ‘single mode’ and ‘batch mode’. The ‘single’ implementation repeats the following
two steps for ng times: (i) augment to the input image one realization of Gaussian noise, and (ii)
feed this noisy image to the neural net model. The ‘batch’ implementation is more efficient since
it parallelizes the inference step as follows: (i) augment ng noise realizations to the same input
image, and (ii) pass all these noisy realizations together (as one batch) to the neural net model. We
follow the exact same setup from the experiments used to create Figure [5] of the main manuscript.
Specifically, ns = 256 for CIFAR10 and CIFAR100, and ns; = 64 for ImageNet. The runtimes are
evaluated using Pytorch, on a single Nvidia GEFORCE GTX 1080Ti GPU.

Following Table [S2] we can see that when using the batch implementation the inference time of
CP+SS and RSCP is approximately 3-4 times larger than Vanilla CP. Also, the runtimes of
CP+SS and RSCP are almost identical, since the only difference between the two is the threshold
used to construct the prediction sets.

Table S2: Inference time (seconds) for constructing a prediction set for a single image using different
conformal prediction methods.

Dataset Vanilla CP CP+SS RSCP

Single Batch Single Batch
CIFAR10  0.019336 4.820160  0.030831 4.920013  0.030856
CIFAR100 0.017984 5.981254  0.030915 5.937026  0.030892
ImageNet  0.097539 1.288073  0.424692 1.134275  0.435865

S8 RESULTS WITH DENSNET AND VGG MODELS

In this section, we study the performance of our method when applied with DenseNet
and VGG (Simonyan & Zisserman|, [2014) models on the CIFAR10 and CIFAR100 data sets,
as opposed to experiments presented thus far that use only ResNet classifiers. The
experiments here follow the protocol described in Section [5] of the main manuscript. We use the
same attack algorithms and magnitude 6 = 0.125 as in the ResNet-110 experiments for CIFAR10

17



Under review as a conference paper at ICLR 2022

and CIFAR100. As for the hyper-parameters of our methods, we choose o = 0.25 for smoothing,
and n, = 256 for estimating the smoothed score. Figure [S9| compares the coverage and size of
the prediction sets constructed by combining ResNet-110, VGG, or DenseNet with Vanilla CP,
CP+SS, and RSCP. As can be seen, the difference between the three models is minor in terms of
coverage for all calibration methods in both data sets. We can also see that our theoretical guarantees
hold: for CP+SS, the worst coverage bound is below the empirical coverage obtained, and RSCP
yields valid prediction sets in contrast to the two other methods. In terms of size, the difference
between ResNet and DenseNet is minor, while VGG constructs larger sets, especially on CIFAR100.

Figure [I] of the main manuscript presents the results obtained by applying the VGG models to the
CIFARI10 data set, using the HPS score. In that figure, we additionally tested the vanilla conformal
method on the clean test points, to show the validity of this method when applied to clean test data
that satisfy the exchangeability assumption.

Turning to the technical details about the training procedure. For each architecture, we fit two mod-
els: one on clean training points and the second on points that are augmented with Gaussian noise,
as explained in Section [5.I] and Supplementary Section [S3] The DenseNet architecture consists of
100 layers with a growth rate of 12 and a compression rate of 2. We use the same data augmen-
tation and normalization described in Section[S2] The models are trained using stochastic gradient
descent with a momentum term that equals 0.9, a batch size of 64, and a total of 300 epochs. The
learning rate starts at 0.1 and is multiplied by a factor of 0.1 at epochs 150 and 225. We also use
a weight decay regularization that equals 10~%. The VGG architecture consists of 19 layers with
batch normalization. We use the same data augmentation and normalization from Section [S2} The
VGG models are trained using stochastic gradient descent: a momentum of 0.9, batch size of 128, a
for a total of 164 epochs. We set the initial learning rate to be equal to 0.1 and multiplied by a factor
of 0.1 at epochs 81 and 122. We also use a weight decay regularization, which equals 10~%.
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Figure S9: A comparison between ResNet, VGG, and DenseNet models, deployed to the CIFAR10
(bottom) and CIFAR100 (top) data sets. Marginal coverage (left) and average set-size (right) ob-
tained by different conformal methods. The target coverage level is 90%.
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S9 RESULTS ON CLEAN DATA

In this section, we study the performance of our methods in a situation where no adversarial attack
is performed. We follow the setup from Figure [5] of the main manuscript, and compare the three
methods of interest (Vanilla CP, CP+SS, and RSCP) on the three data sets, using the same
models, smoothing parameter ¢, and the number of noise realizations n,. Importantly, in contrast to
Figure[3] the results that are presented in Figure[ST0|are obtained by applying these three methods on
clean test points that are not corrupted by adversarial noise. Following that figure, both Vanilla
CP and CP+SS achieve the desired coverage of 90%, which stands in line with the theoretical
guarantee of split conformal prediction; see also Theorem 2] By contrast, RSCP results in a higher
coverage rate than the desired one, since this method always accounts for the uncertainty induced
by a possible attack even if not applied. Moving to the average set-size, notice that all the methods
perform similarly to the case where the test data is corrupted, as depicted in Figure [5] of the main
manuscript. Specifically, the average size of the sets constructed by CP+SS is larger than that of
Vanilla CP, possibly due to smoothed model that is used to make the predictions. However, it is
important to stress that CP+SS has a significantly smaller drop in coverage in the adversarial setting.
We also note that the average size of the sets constructed by RSCP is larger than those of CP+SS
due to the inflation of threshold Q1 _,.

As a concluding remark, we iterate here the discussion from Section [3.2] of the main manuscript,
displaying the two possible use-cases of our proposal. In the first, one can implement RSCP and
construct valid prediction sets at any desired level of coverage, while bearing in mind that these sets
are likely to be larger even if no attack is performed. In the second case, one can deploy CP+SS,
guaranteeing that the sets will have the desired coverage in the case where no attack is performed
while providing important information about the worst coverage that might be obtained under an
adversarial attack. Moreover, we believe that in practice these two use-cases can be combined via
the following two-step procedure to improve statistical efficiency: (i) apply a method for detecting
whether a given test point is corrupted by an adversarial noise (e.g.,[Metzen et all, 2017} [Feinman|
letall[2017;[Cohen et al}[2020); and (ii) if an attack is detected, apply the RSCP method to construct
a valid prediction set, otherwise use the vanilla CP or CP+SS since these methods are less
conservative.
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Figure S10: Performance on clean data. Marginal coverage (left) and average set-size (right) ob-
tained by different conformal methods. The target coverage level is 90%.

S10 RESULTS WITH AN ADVERSARIALLY-TRAINED MODEL

In this section, we study the performance of our methods, integrated with the adversarial train-
ing scheme of [Salman et al| (2019) that was shown to improve the robustness to the specific
SMOOTHADV attack we applied at test time. This new, more robust, predictive model replaces the
one we used in Section 5 (see also Section[S3), which is fitted merely by adding Gaussian noise to
the training points. Recall that the SMOOTHADV attack has two parameters: the magnitude of the
noise d and the smoothing strength o. Here, we use a training procedure that is ideal in the sense
that it has access to the same § used for attacking the model, and the same ¢ used to compute the
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smoothed score. We perform this experiment only on the CIFAR10 data set and fitted a ResNet-
110 model using the code provided by [Salman et al.| (2019). Their software package is available
at https://github.com/Hadisalman/smoothing-adversarialj this link also pro-
vides the full details on how the models are trained.

The results are depicted in Figure[STI] which follows the exact same experimental protocol used to
create Figure 5] of the main manuscript. That figure compares two versions of CP+SS: the first is
implemented with a model fitted on Gaussian augmented data, and the second is implemented with
the adversarially trained model of [Salman et al.|(2019). As can be seen, the latter model achieves a
slightly better coverage, closer to the desired one, and also improves the statistical efficiency. Inter-
estingly, even in this optimistic case, CP+SS does not attain the desired coverage perfectly. It is also
important to stress that if the new model would be attacked by a different and more effective attack,
the coverage can possibly drop even further. It is worth noting that this experiment supports our
discussion from Section [f] arguing that any new development for improving adversarial robustness
could be easily integrated with our method to improve the overall performance.
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Figure S11: Marginal coverage (left) and average set-size (right) obtained by CP+SS on the CI-
FAR10 dataset with two different models. The target coverage level is 90%.

S11 HPS vs. APS

In this section, we discuss the difference between the APS and HPS non-conformity scores and
demonstrate the advantages that APS has over HPS. [Romano et al.| (2020b) carefully argued that
while conformal prediction methods—which use the HPS score—are guaranteed to achieve the
marginal coverage criterion (I), they may fail to achieve the stronger and more informative notion
of conditional coverage, defined as

PYyt1€C(2) | Xpt1=2]>1—q. (S14)
In plain words, the above statement requires the coverage to hold for a specific observation X, 1 =
z, and not merely on average over all test points. While it is known that conditional coverage
cannot be achieved in finite samples without imposing strong regularity conditions and/or modeling

assumptions (Foygel Barber et all, 2021}, [Vovk}, [2012)), it was shown by [Romano et al.| (2020b) that
the APS score performs better in terms of conditional coverage compared to the HPS score. In fact,

Romano et al.| (2020b) rigorously showed that by combining the APS score with an oracle classifier
that has access to the true conditional class probabilities Py |x, one can exactly satisfy (ST4).

To demonstrate the advantage of APS in the adversarial setting, we repeat the experiment from
Figure [5] of the main manuscript and present the coverage and the average set-size, conditional on
each of the 10 classes of the CIFAR10 data set. Following Figure [S12} the APS prediction sets
achieve a steady coverage across all classes, close to the desired level for the CP+SS, while the
coverage rates of HPS vary greatly. Moreover, the latter method tends to undercover the labels of the
samples that belong to classes 2-5. One can also see that the size of the prediction sets constructed
by APS varies across the different classes, and therefore better reflecting the prediction uncertainty.
This stands in contrast with the sets constructed via the HPS score, whose sizes are more or less
constant for all class labels.
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Figure S12: Marginal coverage (top) and average set-size (bottom) obtained by different conformal
methods for each of the classes of CIFAR10 separately. The target coverage level is 90%
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