Checklist

1. For all authors...

(a) Do the main claims made in the abstract and introduction accurately reflect the paper’s
contributions and scope? [Yes] See Section for results related to the characterization
of the fidelity-unfairness trade-offs in fairwashing, Section for results related to the
generalization of fairwashing beyond suing groups and Sectionfor results related
to the transferability of fairwashing across black-box models.

(b) Did you describe the limitations of your work? [Yes]
(c) Did you discuss any potential negative societal impacts of your work? [Yes]
(d) Have you read the ethics review guidelines and ensured that your paper conforms to
them? [Yes]
2. If you are including theoretical results...

(a) Did you state the full set of assumptions of all theoretical results? [N/A]
(b) Did you include complete proofs of all theoretical results? [IN/A]

3. If you ran experiments...

(a) Did you include the code, data, and instructions needed to reproduce the main experi-
mental results (either in the supplemental material or as a URL)? [Yes] All the code to
reproduce all the experimental results is included in the supplemental material.

(b) Did you specify all the training details (e.g., data splits, hyperparameters, how they
were chosen)? [Yes]

(c) Did you report error bars (e.g., with respect to the random seed after running experi-
ments multiple times)? [Yes]

(d) Did you include the total amount of compute and the type of resources used (e.g., type
of GPUs, internal cluster, or cloud provider)? [Yes]
4. If you are using existing assets (e.g., code, data, models) or curating/releasing new assets...

(a) If your work uses existing assets, did you cite the creators? [Yes]
(b) Did you mention the license of the assets? [IN/A]

(c) Did you include any new assets either in the supplemental material or as a URL? [Yes]
We included the code of our experiments.

(d) Did you discuss whether and how consent was obtained from people whose data you’re
using/curating? [N/A]

(e) Did you discuss whether the data you are using/curating contains personally identifiable
information or offensive content? [N/A]

5. If you used crowdsourcing or conducted research with human subjects...

(a) Did you include the full text of instructions given to participants and screenshots, if
applicable? [N/A]

(b) Did you describe any potential participant risks, with links to Institutional Review
Board (IRB) approvals, if applicable? [N/A]

(c) Did you include the estimated hourly wage paid to participants and the total amount
spent on participant compensation? [N/A |
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A Technical details

Computing environment. All the experiments were run on an Intel Core i7 (2.90 GHz with 16GB
of RAM). Performing a fairwashing attack for a specific value of the fairness constraint value takes
on average 5 minutes to complete on a single CPU.

B Performances of black-box models

Tablesummarizes the performances (accuracy, unfairness) of the four types of black-box models
(AdaBoost, DNN, RF and XGBoost) on each partition (training set, suing group dataset and testing
set) of the four datasets considered.

C Fidelity-unfairness trade-offs complementary results

Figures@and present the fidelity-unfairness trade-off of fairwashing attacks respectively for
equalized odds, equal opportunity, predictive equality and statistical parity metrics on Adult Income,
COMPAS, Default Credit and Marketing. Results are shown for decision tree, logistic regression and
rule list as explanation models.

Figures [9][T0]and[IT]present the fidelity of the fairwashed decision tree, logistic regression, and rule
list explanation models that are 50% less unfair than the black-box models they are explaining.

D Complementary results for transferability

Figures andpresent the performances of the transferability attacks for equalized odds, equal
opportunity, predictive parity and statistical parity on Adult Income. Results are shown for different
values of the unfairness constraint (e € {0.03,0.05,0.1}) and for decision tree, logistic regression
and rule list explanation models. Similar results are shown for COMPAS (Figures and ,

Default Credit (Figures|T8][T9]and[20) and Marketing (Figures[21}[22]and 23).

E Complementary results on quantification of the fairwashing risk

Figures and present the range of the statistical parity of logistic regression explanation
models of AdaBoost, DNN, RF, and XGBoost black-box models trained respectively on Adult
Income, COMPAS, Default Credit and Marketing. Results are shown for different values of the
fidelity of the fairwashed explanation models. More precisely, for different values of the unfairness
constraint (e € {0.01k | kK = 1...10}), we first trained a fairwashed explanation models e.. Then,
we computed the loss 7. of the e.. Finally, we used 7. as constraint for the problem defined in
EquationE]to compute the range of the unfairness of all the explanation models that have similar
performances as e..
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Table 4: Summary of the performances (accuracy, unfairness) of the four black-box models (AdaBoost,
DNN, Random Forest, and XGBoost) on the train set, test set and suing group of Adult Income,
COMPAS, Default Credit and Marketing datasets.

Accuracy SP PE EOpp EOdds

Dataset Model Partition
Train 0.86 0.17 0.06 0.11 0.11
AdaBoost  Test 0.85 0.16 0.06 0.11 0.11
Suing Group 0.85 0.17 0.06 0.12 0.12
Train 0.86 0.16 0.06 0.05 0.06
DNN Test 0.85 0.16 0.06 0.05 0.07
Suing Group 0.85 0.16 0.06 0.06 0.07
Adult Income Train 087 0.6 006 007 007
RF Test 0.85 0.16 0.06 0.08 0.09
Suing Group 0.86 0.16 0.06 0.09 0.09
Train 0.88 0.17 0.06 0.06 0.07
XgBoost  Test 0.85 0.17 0.07 0.08 0.09
Suing Group 0.86 0.17 0.06 0.09 0.09
Train 0.68 022 023 0.15 0.23
AdaBoost  Test 0.68 022 023 0.15 0.23
Suing Group 0.68 024 025 0.14 0.25
Train 0.68 0.27 028 0.18 0.28
DNN Test 0.67 028 030 0.19 0.30
Suing Group 0.68 0.28 0.31 0.18 0.31
COMPAS Train 069 024 025 017 025
RF Test 0.67 025 026 0.17 0.26
Suing Group 0.67 0.26 0.28 0.16 0.28
Train 0.69 026 028 0.18 0.28
XgBoost  Test 0.67 026 028 0.18 0.28
Suing Group 0.68 0.27 0.30 0.18 0.30
Train 0.81 0.03 0.05 0.02 0.05
AdaBoost  Test 0.80 0.02 0.04 0.01 0.04
Suing Group 0.80 0.03 0.04 0.01 0.04
Train 0.82 0.03 0.04 0.01 0.04
DNN Test 0.81 0.03 0.04 0.02 0.04
. Suing Group 0.81 0.03 0.04 0.01 0.04
Default Credit Train 083 003 003 00]  0.03
RF Test 0.81 0.02 0.02 0.01 0.03
Suing Group 0.81 0.03 0.03 0.01 0.03
Train 0.83 0.03 0.03 0.01 0.03
XgBoost  Test 0.81 0.02 0.02 001 0.02
Suing Group 0.81 0.02 0.02 0.01 0.03
Train 091 0.10 0.04 0.13 0.13
AdaBoost  Test 091 0.10 0.04 0.17 0.17
Suing Group 091 0.10 0.04 0.13 0.13
Train 093 0.09 0.03 0.07 0.07
DNN Test 091 0.09 0.04 0.07 0.08
Marketing Suing Group 091 0.09 0.04 0.09 0.09
Train 093 0.09 0.03 0.04 0.05
RF Test 091 0.10 0.04 0.07 0.08
Suing Group 091 0.10 0.04 0.04 0.06
Train 092 0.10 0.04 0.08 0.09
XgBoost  Test 091 0.11 0.05 0.11 0.11
Suing Group 091 0.10 0.04 0.08 0.09
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Adult Income — Decision Tree
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Figure 5: Fidelity-Unfairness trade-off of fairwashing attacks for equalized odds, equal opportunity,
predictive equality and statistical parity metrics on Adult Income, using decision tree, logistic
regression and rule list as explanation models. Vertical lines denote the unfairness of the black-box
models. Results are averaged over 10 fairwashing attacks.
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COMPAS —- Decision Tree
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Figure 6: Fidelity-Unfairness trade-off of fairwashing attacks for equalized odds, equal opportunity,
predictive equality and statistical parity metrics on COMPAS, using decision tree, logistic regression
and rule list as explanation models. Vertical lines denote the unfairness of the black-box models.
Results are averaged over 10 fairwashing attacks.

18



Default Credit —— Decision Tree
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Figure 7: Fidelity-Unfairness trade-off of fairwashing attacks for equalized odds, equal opportunity,
predictive equality and statistical parity metrics on Default Credit, using decision tree, logistic
regression and rule list as explanation models. Vertical lines denote the unfairness of the black-box
models. Results are averaged over 10 fairwashing attacks.
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Marketing — Decision Tree
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Figure 8: Fidelity-Unfairness trade-off of fairwashing attacks for equalized odds, equal opportunity,
predictive equality and statistical parity metrics on Marketing, using decision tree, logistic regression
and rule list as explanation models. Vertical lines denote the unfairness of the black-box models.
Results are averaged over 10 fairwashing attacks.
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Figure 9: Fidelity of the fairwashed decision trees that are 50% less unfair than the black-box models
they are explaining. Results (averaged over 10 fairwashing attacks) are shown for all datasets, black-
box models and fairness metrics. The content of each cell is in the form of x¥, in which x represents
the fidelity of the fairwashed explainer and y its percentage change with respect to the fidelity of the
unconstrained explanation model, used here as a baseline.

21



Marketing

Default Credit

COMPAS

Adult Income

Datasets

Marketing

Default Credit

COMPAS

Adult Income

Logistic Regression

0.12
97.77

3.21
96.05

0.11
93.92

0.03
94.84

EOdds

0.12
97.03

4.84
93.11

0.14
92.88

0.06
95.54

EOdds

AdaBoost

0.04 0.11
97.74 97.71

413 3.58
94.75 96.23

0.19 0.1
93.96 93.93

0.08 0.03
94.84 94.84
EOpp PE

RF

0.02 0.11
96.95 97.09

2.66 2.39
92.27 92.45

0.1 0.13

92.78 92.91

0.03 0.05
95.52 95.57
EOpp PE

-0.5 0.04
97.17 97.26
1.93 3.22
93.51 91.69
-13.2 0.06
81.51 94.21
-1.79 0.04
92.95 95.51
SP EOdds
-0.6 0.05
96.29 97.15
3.04 2.67
91.65 91.47
-12.55 0.12
81.25 92.92
-2.36 0.03
93.2 93.74
SP EOdds
Metrics

DNN

0.03 0.16
97.26 97.3

3.38 5.15
91.52 92.55

0.01 0.02
94.12 94.22

0.03 0.05
95.45 95.49
EOpp PE

XgBoost

0.15 0.1
97.18 97.13

3.68 5.46
92.61 93.43

0.13 0.13
92.84 93.02

0.01 0.03
93.7 93.76
EOpp PE

-0.31
96.81

3.26
90.86

-10.79
83.94

-1.67
93.78

SP

-0.42
96.57

2.92
91.65

-10.55
83

-1.64
92.1

SP

Fidelity
95
90
85

Figure 10: Fidelity of the fairwashed logistic regression models that are 50% less unfair than the
black-box models they are explaining. Results (averaged over 10 fairwashing attacks) are shown for
all datasets, black-box models and fairness metrics. The content of each cell is in the form of x¥, in
which x represents the fidelity of the fairwashed explanation model, and y its percentage change with
respect to the fidelity of the unconstrained explainer, used here as a baseline.
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Figure 11: Fidelity of the fairwashed rule lists that are 50% less unfair than the black-box models they
are explaining. Results (averaged over 10 fairwashing attacks) are shown for all datasets, black-box
models and fairness metrics. The content of each cell is in the form of x¥, in which x represents the
fidelity of the fairwashed explanation model, and y its percentage change with respect to the fidelity
of the unconstrained explanation model, used here as a baseline.
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Adult Income —- Decision Tree —— eps=0.03
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Figure 12: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Adult Income, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for decision tree explanation models. The result in each cell is in the
form of x¥, in which y denotes the label agreement between the teacher black-box model and the
student black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness.
Blank cells denotes the absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Adult Income —- Logistic Regression —— eps=0.03
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Figure 13: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Adult Income, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for logistic regression explanation models. The result in each cell is in
the form of x¥, in which y denotes the label agreement between the teacher black-box model and
the student black-box model, x is the fidelity of the fairwashed explainer and z is its unfairness.
Blank cells denotes the absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Figure 14: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Adult Income, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for rule list explanation models. The result in each cell is in the form of
z¥, in which y denotes the label agreement between the teacher black-box model and the student
black-box model, x is the fidelity of the fairwashed explanation models and z is its unfairness. Blank
cells denotes the absence of transferability for the unfairness constraint imposed. Results are averaged
over 10 fairwashing attacks.
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Figure 15: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on COMPAS, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for decision tree explanation models. The result in each cell is in the
form of x¥, in which y denotes the label agreement between the teacher black-box model and the
student black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness.
Blank cells denotes the absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Figure 16: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on COMPAS, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for logistic regression explanation models. The result in each cell is in
the form of x¥, in which y denotes the label agreement between the teacher black-box model and the
student black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness.
Blank cells denotes absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Figure 17: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on COMPAS, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for rule list explanation models. The result in each cell is in the form of
z¥, in which y denotes the label agreement between the teacher black-box model and the student
black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness. Blank
cells denotes the absence of transferability for the unfairness constraint imposed. Results are averaged
over 10 fairwashing attacks.
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Figure 18: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Default Credit, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for decision tree explanation models. The result in each cell is in the
form of 2¥, in which y denotes the label agreement between the teacher black-box model and the
student black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness.
Blank cells denotes the absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Figure 19: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Default Credit, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for logistic regression explanation models. The result in each cell is in
the form of &, in which y denotes the label agreement between the teacher black-box model and the
student black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness.
Blank cells denotes the absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Figure 20: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Default Credit, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for rule list explanation models. The result in each cell is in the form of
z¥, in which y denotes the label agreement between the teacher black-box model and the student
black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness. Blank
cells denotes absence of transferability for the unfairness constraint imposed. Results are averaged
over 10 fairwashing attacks.
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Figure 21: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Marketing, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for decision tree explanation models. The result in each cell is in the
form of x¥, in which y denotes the label agreement between the teacher black-box model and the
student black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness.
Blank cells denotes the absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Figure 22: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Marketing, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for logistic regression explanation models. The result in each cell is in
the form of &, in which y denotes the label agreement between the teacher black-box model and the
student black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness.
Blank cells denotes the absence of transferability for the unfairness constraint imposed. Results are
averaged over 10 fairwashing attacks.
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Figure 23: Analysis of the transferability of fairwashing attacks for equalized odds, equal opportunity,
predictive parity and statistical parity on Marketing, for different values of the unfairness constraint
(e € {0.03,0.05,0.1}), and for rule list explanation models. The result in each cell is in the form of
z¥, in which y denotes the label agreement between the teacher black-box model and the student
black-box model, x is the fidelity of the fairwashed explanation model and z is its unfairness. Blank
cells denotes the absence of transferability for the unfairness constraint imposed. Results are averaged
over 10 fairwashing attacks.
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Figure 24: Range of the statistical parity of logistic regression explanation models for different values
of the fidelity for AdaBoost, DNN, RF, and XgBoost black-box models trained on Adult Income.
Horizontal lines denote the unfairness of the black-box models.
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Figure 25: Range of the statistical parity of logistic regression explanation models for different
values of the fidelity for AdaBoost, DNN, RF and XGBoost black-box models trained on COMPAS.
Horizontal lines denote the unfairness of the black-box models.
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Figure 26: Range of the statistical parity of logistic regression explanation models for different values
of the fidelity for AdaBoost, DNN, RF and XGBoost black-box models trained on Default Credit.
Horizontal lines denote the unfairness of the black-box models.
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Figure 27: Range of the statistical parity of logistic regression explanation models for different
values of the fidelity for AdaBoost, DNN, RF and XGBoost black-box models trained on Marketing.
Horizontal lines denote the unfairness of the black-box models.
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