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A PROOF FOR PROPERTIES 1, 2, AND 3

To simply notation, for all following proofs, we use z to denote subsets of x with size k. Next, we
restate those four properties and provide our proof for each property.

Property 1 (Local Accuracy). For any x, h, and k, the importance score of all features sum up to
pŷ(x, h, k), i.e.,

∑︁
i∈x αŷ

i (x, h, k) = pŷ(x, h, k).

Proof. ∑︂
i∈x

αŷ
i (x, h, k) =

∑︂
i∈x

1

k
Ez∼U(x,k)[I(i ∈ z) · I(h(z) = ŷ)] (21)

=
1

k
Ez∼U(x,k)[I(h(z) = ŷ) ·

∑︂
i∈x

I(i ∈ z)] (22)

=Ez∼U(x,k)I(h(z) = ŷ) (23)

=pŷ(x, h, k) (24)

Property 2 (Symmetry). Given a pair of features (i, j), if for any S ⊆ x\{i, j}, pŷ(S∪{i}, h, k) =
pŷ(S ∪ {j}, h, k), then αŷ

i (x, h, k) = αŷ
j (x, h, k).

Proof. We let S = x− {i, j}. Then we have:

pŷ(x− {j}, h, k) = pŷ(x− {i}, h, k) (25)
1(︁

d−1
k

)︁ ∑︂
z⊆x,j /∈z

I(h(z) = ŷ) =
1(︁

d−1
k

)︁ ∑︂
z⊆x,i/∈z

I(h(z) = ŷ) (26)

(27)∑︂
z⊆x,j /∈z

I(h(z) = ŷ)−
∑︂

z⊆x,j /∈z,i/∈z

I(h(z) = ŷ) =
∑︂

z⊆x,i/∈z

I(h(z) = ŷ)−
∑︂

z⊆x,j /∈z,i/∈z

I(h(z) = ŷ)

(28)∑︂
z⊆x,j /∈z,i∈z

I(h(z) = ŷ) =
∑︂

z⊆x,j∈z,i/∈z

I(h(z) = ŷ) (29)

∑︂
z⊆x,j /∈z,i∈z

I(h(z) = ŷ) +
∑︂

z⊆x,j∈z,i∈z

I(h(z) = ŷ) =
∑︂

z⊆x,j∈z,i/∈z

I(h(z) = ŷ) +
∑︂

z⊆x,j∈z,i∈z

I(h(z) = ŷ)

(30)∑︂
z⊆x,i∈z

I(h(z) = ŷ) =
∑︂

z⊆x,j∈z

I(h(z) = ŷ) (31)

αŷ
i (x, h, k) = αŷ

j (x, h, k) (32)

Property 3 (Order consistency with Shapley value). Given a pair of features (i, j), αŷ
i (x, h, k) ≥

αŷ
j (x, h, k) if and only if ϕi(pŷ) ≥ ϕj(pŷ), where ϕi(pŷ) and ϕj(pŷ) respectively represent Shapley

values of i and j.

Proof. By the definition of Shapley value for pŷ , for any feature l,

ϕl(pŷ) =
∑︂

S⊆x\{l}

|S|!(d− |S| − 1)!

d!
(pŷ(S ∪ {l}, h, k)− pŷ(S, h, k)) (33)

=

d−1∑︂
m=0

m!(d−m− 1)!

d!

∑︂
S⊆x\{l},|S|=m

(pŷ(S ∪ {l}, h, k)− pŷ(S, h, k)) (34)
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We define the unregularized marginal contribution of feature l ∈ x with respect to subset size m as:

∆l(pŷ,m) =
∑︂

S⊆x\{l},|S|=m

(pŷ(S ∪ {l}, h, k)− pŷ(S, h, k)). (35)

Shapley value is the weighted sum of ∆l(pŷ,m) for all 0 ≤ m ≤ d−1, and the weights are all positive.
Therefore, if our importance score is order consistent with ∆l(pŷ,m) for every 0 ≤ m ≤ d − 1,
then our importance score is order consistent with the Shapley value. We first use the definition
in Section 5.1 to handle special cases of m. When m < k − 1, we have

∑︁
S⊆x\{l},|S|=m(pŷ(S ∪

{l}, h, k)− pŷ(S, h, k)) = 0 for all l. When m = k − 1, we have:
∆l(pŷ, k − 1) (36)

=
∑︂

S⊆x\{l},|S|=k−1

(pŷ(S ∪ {l}, h, k)− pŷ(S, h, k)) (37)

=
∑︂

S⊆x\{l},|S|=k−1

(pŷ(S ∪ {l}, h, k)− 1

C
) (38)

=
∑︂

z⊆x,l∈z

(pŷ(z, h, k)−
1

C
) (39)

=
∑︂

z⊆x,l∈z

(I(h(z) = ŷ)− 1

C
) (40)

=
∑︂

z⊆x,l∈z

I(h(z) = ŷ)−
∑︂

z⊆x,l∈z

1

C
(41)

=k ·
(︃
n

k

)︃
· αŷ

l (x, h, k)−
∑︂

z⊆x,l∈z

1

C
. (42)

Hence αŷ
i (x, h, k) ≥ αŷ

j (x, h, k) if and only if ∆i(pŷ, k − 1) ≥ ∆j(pŷ, k − 1). Lastly, we consider
the case when k ≤ m ≤ d− 1. In this case,
∆l(pŷ,m) (43)

=
∑︂

S⊆x\{l},|S|=m

(pŷ(S ∪ {l}, h, k)− pŷ(S, h, k)) (44)

=
∑︂

S⊆x\{l},|S|=m

(
1(︁

m+1
k

)︁ ∑︂
z⊆S∪{l}

I(h(z) = ŷ)− 1(︁
m
k

)︁ ∑︂
z⊆S

I(h(z) = ŷ)) (45)

=
∑︂

S⊆x\{l},|S|=m

(
1(︁

m+1
k

)︁ ∑︂
z⊆S∪{l},l∈z

I(h(z) = ŷ) +
1(︁

m+1
k

)︁ ∑︂
z⊆S

I(h(z) = ŷ)− 1(︁
m
k

)︁ ∑︂
z⊆S

I(h(z) = ŷ))

(46)

=[
1(︁

m+1
k

)︁ ∑︂
S⊆x\{l},|S|=m

∑︂
z⊆S∪{l},l∈z

I(h(z) = ŷ)]− [(
1(︁
m
k

)︁ − 1(︁
m+1
k

)︁ ) ∑︂
S⊆x\{l},|S|=m

∑︂
z∈S

I(h(z) = ŷ))]

(47)

=[
1(︁

m+1
k

)︁ ·
(︃

d− k

m− k + 1

)︃ ∑︂
z⊆x,l∈z

I(h(z) = ŷ)]− [(
1(︁
m
k

)︁ − 1(︁
m+1
k

)︁ ) · (︃d− 1− k

m− k

)︃ ∑︂
z⊆x,l/∈z

I(h(z) = ŷ))]

(48)
We get Equation 48 from Equation 47 using combinatorial theory. For example, to find out how
many times a specific k-sized subset that does not include l appears across all possible selections, we
recognize that for each k-sized subset to be part of an m-sized subset, we must choose the remaining
m− k elements from the d− 1− k elements that are not part of our k-sized subset.

Suppose αŷ
i (x, h, k) ≥ αŷ

j (x, h, k), then
∑︁

z⊆x,i∈z I(h(z) = ŷ) ≥
∑︁

z⊆x,j∈z I(h(z) = ŷ) and∑︁
z⊆x,i/∈z I(h(z) = ŷ)) ≤

∑︁
z⊆x,j /∈z I(h(z) = ŷ)), which means ∆i(pŷ,m) ≥ ∆j(pŷ,m).

And vise versa. Therefore, our importance score is order consistent with ∆l(pŷ,m) for every
0 ≤ m ≤ d − 1, which implies that our importance score is order consistent with the Shapley
value.
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B PROOF FOR CERTIFIED DETECTION OF ADVERSARIAL FEATURES

Proof. Our goal is to derive the certified detection size D(x, T ), which is the intersection size lower
bound between the set of modified features x′ ⊖ x and the set of reported important features E(x′).
It is formally defined as:

D(x, T ) = argmax
r

, s.t.|(x′ ⊖ x) ∩ E(x′)| ≥ r, ∀x′ ∈ B(x, T ), H(x′) ̸= H(x) (49)

Without loss of generality, we assume H(x′) = ŷ′ ̸= ŷ. We derive the certified detection size
utilizing the law of contraposition. Suppose the number of features in x′ ⊖ x that are also in E(x′)
is smaller than r, then we know that at least T − r + 1 features (denoted by U ) in x′ ⊖ x are not
reported in the explanation for x′. Similarly, we know at least e − r + 1 features (denoted by V )
in {1, 2, · · · , d} \ (x′ ⊖ x) are in E(x′). In other words, we know there exist U ⊆ x′ ⊖ x and
V ⊆ {1, 2, · · · , d}\(x′⊖x) such that maxu∈U αŷ′

u (x′, h, k) ≤ minv∈V αŷ′

v (x′, h, k) . Based on the
law of contraposition, we know that if we could show maxu∈U αŷ′

u (x′, h, k) > minv∈V αŷ′

v (x′, h, k)

for arbitrary U and V , i.e., minU maxu∈U αŷ′

u (x′, h, k) > maxV minv∈V αŷ′

v (x′, h, k), then we
know the certified intersection size is no smaller than r.

We note that U and V depends on the attacker’s choice of x′. To simplify the nota-
tion, we denote the U that achieves the minimum by U∗ and the V that achieves the
maximum by V ∗. Then, by considering the worst case x′, the problem becomes deter-
mining whether minx′∈B(x,T ),H(x′)=ŷ′(maxu∈U∗ αŷ′

u (x′, h, k) − minv∈V ∗ αŷ′

v (x′, h, k)) > 0.
To simplify, we tackle a more straightforward version of this problem by determining if
minx′∈B(x,T ),H(x′)=ŷ′ maxu∈U∗ αŷ′

u (x′, h, k) > maxx′∈B(x,T ),H(x′)=ŷ′ minv∈V ∗ αŷ′

v (x′, h, k).

According to the definition of the ensemble model in Equation 2, in order to change the label from ŷ to
ŷ′, the attacker at least needs to change the predictions of 1

2

(︁
d
k

)︁
· (pŷ(x, h, k)− pŷ′(x, h, k)) feature

groups which are not predicted as ŷ to ŷ, where
(︁
d
k

)︁
is the number of unique feature groups, i.e.,

|{z ⊆ x : |z| = k}|. Since each of these changed feature groups contains at least one feature in x⊖x′,
for any x′ satisfying H(x′) = ŷ′, we have

∑︁
i∈x⊖x′ [α

ŷ′

i (x′, h, k)− αŷ′

i (x, h, k)] ≥ 1
k · pŷ−pŷ′

2 . It

follows that
∑︁

u∈U∗ [αŷ′

u (x′, h, k)−αŷ′

u (x, h, k)] ≥ 1
k ·

pŷ−pŷ′

2 −(r−1) · 1k
(d−1
k−1)
(dk)

= 1
k ·

pŷ−pŷ′

2 − r−1
d .

This is because for each modified feature not in U∗, the change of its importance value is bounded by
1
k · (

d−1
k−1)
(dk)

. So we have:

min
x′∈B(x,T ),H(x′)=ŷ′

max
u∈U∗

αŷ′

u (x′, h, k) (50)

≥ 1

T − r + 1
min

x′∈B(x,T ),H(x′)=ŷ′

∑︂
u∈U∗

αŷ′

u (x′, h, k) (51)

≥ 1

T − r + 1
[min
x⊖x′

∑︂
u∈U∗

αŷ′

u (x, h, k) + (
1

k
·
pŷ(x, h, k)− pŷ′(x, h, k)

2
− r − 1

d
)] (52)

We use {w1, · · · , wd} to denote the set of all features in descending order of the important value
αŷ′

(x, h, k). We notice that to minimize
∑︁

u∈U∗ αŷ′

u (x, h, k), x′ ⊖ x includes features with lowest
αŷ′

(x, h, k)’s. Then we can denote the worst case x′ ⊖ x as {wd−T+1, · · · , wd}. It follows that
U∗ = {wd−T+r, · · · , wd} from the definition of U , which means:

min
x′∈B(x,T ),H(x′)=ŷ′

max
u∈U∗

αŷ′

u (x′, h, k) (53)

≥ 1

T − r + 1
[
1

2k
· (pŷ(x, h, k)− pŷ′(x, h, k))− r − 1

d
+

d∑︂
i=d−T+r

αŷ′

wi
(x, h, k)] (54)

If we consider each v in V ∗ individually, we can find an upper bound for
maxx′∈B(x,T ),H(x′)=ŷ′ minv∈V ∗ αŷ′

v (x′, h, k). By the definition of V , each feature v in
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V ∗ is not modified by the attacker. Hence at least
(︁
d−1−T
k−1

)︁
of the

(︁
d−1
k−1

)︁
unique fea-

ture groups with size k that contains v are unaffected by the attack. Therefore we have

αŷ′

v (x′, h, k)− αŷ′

v (x, h, k) ≤ 1
k

(d−1
k−1)−(

d−1−T
k−1 )

(dk)
. So we get:

max
x′∈B(x,T ),H(x′)=ŷ′

min
v∈V ∗

αŷ′

v (x′, h, k) (55)

≤max
x⊖x′

min
v∈V ∗

αŷ′

v (x, h, k) +
1

k

(︁
d−1
k−1

)︁
−

(︁
d−1−T
k−1

)︁(︁
d
k

)︁ (56)

We notice that to achieve the maximum, {1, 2, · · · , d} \ (x′ ⊖ x) includes features with highest
αŷ′

(x, h, k)’s. So we can denote the worst case {1, 2, · · · , d} \ (x′ ⊖ x) as {w1, · · · , wd−T }. Then
we have V ∗ = {w1, w2, · · · , we−r+1} in the worst case. So we have:

max
x′∈B(x,T ),H(x′)=ŷ′

min
v∈V ∗

αŷ′

v (x′, h, k) ≤ αŷ′

we−r+1
(x, h, k) +

1

k

(︁
d−1
k−1

)︁
−
(︁
d−1−T
k−1

)︁(︁
d
k

)︁ (57)

If we assume H(x′) = ŷ′, by combining Equation 54 and Equation 57, we get:

D(x, T ) ≥ r, if: (58)

αŷ′

we−r+1
(x, h, k) +

1

d
− 1

k

(︁
d−1−T
k−1

)︁(︁
d
k

)︁ (59)

≤ 1

T − r + 1
[
1

2k
· (pŷ(x, h, k)− pŷ′(x, h, k))− r − 1

d
+

d∑︂
i=d−T+r

αŷ′

wi
(x, h, k)], (60)

We can also consider all v ∈ V ∗ jointly. We use δi to denote αŷ′

i (x′, h, k)− αŷ′

i (x, h, k) for feature
i. We know that each feature group of size k that contains that least one modified feature at most
contains k − 1 unmodified features. This leads to the following inequality:∑︂

i∈x⊖x′

δi ≥
1

k − 1

∑︂
i/∈x⊖x′

δi (61)

We first rewrite the maximum importance score of features in U∗ as:

min
x′∈B(x,T ),H(x′)=ŷ′

max
u∈U∗

αŷ′

u (x′, h, k) (62)

≥ 1

T − r + 1
min

x′∈B(x,T ),H(x′)=ŷ′

∑︂
u∈U∗

αŷ′

u (x′, h, k) (63)

≥ 1

T − r + 1
min

x′∈B(x,T ),H(x′)=ŷ′

∑︂
u∈U∗

αŷ′

u (x, h, k) +
∑︂
u∈U∗

δu (64)

≥ 1

T − r + 1
[ min
x′∈B(x,T ),H(x′)=ŷ′

∑︂
u∈U∗

αŷ′

u (x, h, k)− r − 1

d
+

∑︂
i∈x⊖x′

δi] (65)

≥ 1

T − r + 1
( min
x′∈B(x,T ),H(x′)=ŷ′

∑︂
u∈U∗

αŷ′

u (x, h, k)− r − 1

d
) (66)

+
1

T − r + 1
max(

∑︂
i∈x⊖x′

δi,
1

2k
· (pŷ(x, h, k)− pŷ′(x, h, k))) (67)

≥ 1

T − r + 1
(

d∑︂
i=d−T+r

αŷ′

wi
(x, h, k)− r − 1

d
) (68)

+
1

T − r + 1
max(

∑︂
i∈x⊖x′

δi,
1

2k
· (pŷ(x, h, k)− pŷ′(x, h, k))) (69)
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We then write the minimum importance score of features in V ∗ as:

max
x′∈B(x,T ),H(x′)=ŷ′

min
v∈V ∗

αŷ′

v (x′, h, k) (70)

≤ max
x′∈B(x,T ),H(x′)=ŷ′

1

e− r + 1

∑︂
v∈V ∗

αŷ′

v (x′, h, k) (71)

≤ max
x′∈B(x,T ),H(x′)=ŷ′

1

e− r + 1
((k − 1)

∑︂
i∈x⊖x′

δi +
∑︂
v∈V ∗

αŷ′

v (x, h, k)) (72)

≤[
1

e− r + 1
max

x′∈B(x,T ),H(x′)=ŷ′

∑︂
v∈V ∗

αŷ′

v (x, h, k)] +
k − 1

e− r + 1

∑︂
i∈x⊖x′

δi (73)

≤ 1

e− r + 1

e−r+1∑︂
i=1

αŷ′

wi
(x, h, k) +

k − 1

e− r + 1

∑︂
i∈x⊖x′

δi. (74)

Equation 72 is derived by applying Equation 61. After subtracting Equation 69 by Equation 74, we
have:

min
x′∈B(x,T ),H(x′)=ŷ′

max
u∈U∗

αŷ′

u (x′, h, k)− max
x′∈B(x,T ),H(x′)=ŷ′

min
v∈V ∗

αŷ′

v (x′, h, k) (75)

≥ 1

T − r + 1
(

d∑︂
i=d−T+r

αŷ′

wi
(x, h, k)− r − 1

d
) (76)

+
1

T − r + 1
max(

∑︂
i∈x⊖x′

δi,
1

2k
· (pŷ(x, h, k)− pŷ′(x, h, k))) (77)

− [
1

e− r + 1

e−r+1∑︂
i=1

αŷ′

wi
(x, h, k) +

k − 1

e− r + 1

∑︂
i∈x⊖x′

δi] (78)

≥[
1

T − r + 1

d∑︂
i=d−T+r

αŷ′

wi
(x, h, k)− 1

e− r + 1

e−r+1∑︂
i=1

αŷ′

wi
(x, h, k)− r − 1

d · (T − r + 1)
] (79)

+
1

2k
(

1

T − r + 1
− k − 1

e− r + 1
) · (pŷ(x, h, k)− pŷ′(x, h, k)) (80)

We have Equation 80 by assuming 1
T−r+1 > k−1

e−r+1 . We can make this assumption because otherwise
Equation 75 must be smaller than zero and the certification for any r must not hold. Therefore, by
jointly consider all v ∈ V ∗, and assuming H(x′) = ŷ′, we get:

D(x, T ) ≥ r, if: (81)

1

e− r + 1

e−r+1∑︂
i=1

αŷ′

wi
(x, h, k)− 1

T − r + 1

d∑︂
i=d−T+r

αŷ′

wi
(x, h, k) +

r − 1

d · (T − r + 1)
(82)

≤ 1

2k
(

1

T − r + 1
− k − 1

e− r + 1
) · (pŷ(x, h, k)− pŷ′(x, h, k)). (83)

In practice, we use Monte Carlo sampling to compute lower (or upper) bounds for the importance
scores and label probabilities. Please refer to Section C for the details. Putting together with previous
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results, we have:

D(x, T ) = argmax
r

r, s.t. ∀ŷ′ ̸= ŷ, (84)

αŷ′

we−r+1
(x, h, k) +

1

d
− 1

k

(︁
d−1−T
k−1

)︁(︁
d
k

)︁ (85)

≤ 1

T − r + 1
[
1

2k
· (p

ŷ
(x, h, k)− pŷ′(x, h, k))− r − 1

d
+

d∑︂
i=d−T+r

αŷ′

qi
(x, h, k)] (86)

∨ (87)

1

e− r + 1

e−r+1∑︂
i=1

αŷ′

wi
(x, h, k)− 1

T − r + 1

d∑︂
i=d−T+r

αŷ′

qi
(x, h, k) +

r − 1

d · (T − r + 1)
(88)

≤ 1

2k
(

1

T − r + 1
− k − 1

e− r + 1
) · (p

ŷ
(x, h, k)− pŷ′(x, h, k)), (89)

where {w1, · · · , wd} denotes the set of all features in descending order of the important value upper
bound αŷ′

(x, h, k), i.e., αŷ′

w1
(x, h, k) ≥ αŷ′

w2
(x, h, k) ≥ · · · ≥ αŷ′

wd
(x, h, k), and {q1, · · · , qd}

denotes the set of all features in descending order of the important value lower bound αŷ′
(x, h, k),

i.e, αŷ′

q1
(x, h, k) ≥ αŷ′

q2
(x, h, k) ≥ · · · ≥ αŷ′

qd
(x, h, k).

C COMPUTE BOUNDS FOR IMPORTANCE SCORES AND LABEL PROBABILITIES

We use Monte Carlo sampling to compute a lower (or upper) bound for the importance scores. The
important score of feature i for label c can be rewritten as:

αc
i (x, h, k) (90)

=
1

k
Ez∼U(x,k)[I(i ∈ z) · I(h(z) = c)] (91)

=
1

k
Pr(i ∈ z) · Pr(h(z) = c|i ∈ z) (92)

=
1

d
Pr(h(z) = c|i ∈ z). (93)

In practice, it is estimated using Monte Carlo sampling as 1
d

∑︁
zj∈G I(i∈zj)·I(h(zj)=c)∑︁

zj∈G I(i∈zj)
, where G =

{z1, . . . ,zN} is the collection of sampled feature groups. The objective is to establish a lower (or
upper) probability bound for Pr(h(z) = c|i ∈ z). The lower bound is denoted as Pr(h(z) = c|i ∈ z)
and the upper bound is denoted as Pr(h(z) = c|i ∈ z). For each feature i, we consider a bernoulli
process where Ni =

∑︁
zj∈G I(i ∈ zj) represents the number of Bernoulli trials (‘coin tosses’),

while n̂c
i =

∑︁
zj∈G,i∈zj

I(h(zj) = c) corresponds to the ‘heads’ count, or the number of successful
outcomes. Therefore, we can compute the probability bounds for each feature i ∈ x using Clopper-
Pearson based method Clopper & Pearson (1934):

Pr(h(z) = c|i ∈ z) = Beta(
β

d
; n̂c

i , Ni − n̂c
i + 1), and (94)

Pr(h(z) = c|i ∈ z) = Beta(1− β

d
; n̂c

i , Ni − n̂c
i + 1)), (95)

where 1−β is the overall confidence level and Beta(ρ; ς, ϑ) is the ρ-th quantile of the Beta distribution
with shape parameters ς and ϑ. We divide β by d because we need to divide the confidence level
among the d features. Then we have αc

i (x, h, k) = 1
dPr(h(z) = c|i ∈ z), and αc

i (x, h, k) =
1
dPr(h(z) = c|i ∈ z).
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Likewise, we can compute the label probability bounds as follows:

∀c ∈ {1, 2, · · · , C}, (96)

p
c
(x, h, k) = Beta(

β

C
;nc, N − nc + 1), and (97)

pc(x, h, k) = Beta(1− β

C
;nc, N − nc + 1)), (98)

where nc is the number of sampled feature groups that predicts for label c, 1 − β is the overall
confidence level and Beta(ρ; ς, ϑ) is the ρ-th quantile of the Beta distribution with shape parameters
ς and ϑ. We divide β by C because we simultaneously compute bounds for all labels.

D EXPERIMENTAL DETAILS

D.1 DATASETS

In our study on certified defense mechanisms, we use classification datasets such as SST-2 Socher
et al. (2013), IMDB Maas et al. (2011), and AGNews Zhang et al. (2015). For each dataset, we
fine-tune the base model using the original training dataset and assess our feature attribution method’s
effectiveness using a randomly selected subset of 200 test samples. In scenarios without attacks,
these test samples are used in their unaltered form. For backdoor attack scenarios, each test input
is modified by inserting trigger (‘cf’ in our experiments) three times. In the context of adversarial
attacks, we substitute a certain number of words in each test input with their synonyms.

For defense against jailbreaking attacks, we first craft jailbreaking prompts for harmful behaviors
dataset Zou et al. (2023) utilizing each jailbreaking attack method, namely GCG Zou et al. (2023),
AutoDAN Liu et al. (2023), and DAN Liu et al. (2023). For each jailbreaking attack, we randomly
select 100 jailbreaking prompts that successfully bypass the alignment of the LLM, which we then
use as our test dataset.

We provide more details about these datasets below.

• SST-2. SST-2 is a binary sentiment classification dataset derived from the Stanford Senti-
ment Treebank. It consists of 67,349 training samples and 1,821 testing samples.

• AG-news. AG-news dataset is created by compiling the titles and descriptions of news
articles from the four largest categories: "World", "Sports", "Business", and "Sci/Tech". The
dataset includes 120,000 training samples and 7,600 test samples in total.

• IMDb. IMDb is a movie reviews dataset for binary sentiment classification. It provides
25,000 movie reviews for training and 25,000 for testing.

• Harmful behaviors. This is a dataset from AdvBench Zou et al. (2023) that contains
500 potentially harmful behaviors presented as instructions. The adversary aims to find a
single input that causes the model to produce any response that tries to follow these harmful
instructions.

D.2 IMPLEMENTATION OF BASELINE METHODS

• Shapley value. We implement Baseline Shapley Sundararajan & Najmi (2020) on the base
model. This Shapley value models a feature’s absence using its baseline value. In particular,
for certified defense, we use the ‘[MASK]’ token as the baseline value, and for defense
against jailbreaking attacks, we use the ‘[SPACE]’ token as the baseline. To estimate Shapley
value, we randomly sample permutations over all features following previous works Enouen
et al. (2023); Chen et al. (2023b), and use these permutations to simultaneously update the
importance values of all features. The total number of queries to the base model is limited
to default N values to ensure a fair comparison.

• LIME. We implement LIME on the base model. We follow the original paper Ribeiro et al.
(2016) and use an exponential kernel to re-weight training samples. The total number of
training samples is also set to default N values.
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• ICL. We create in-context learning prompts in line with the methodology in Kroeger et al.
(2023). These prompts include an in-context learning dataset comprising the inputs and
outputs of the explained model. We let the input be a list of the indexes of the retained
features, and let the output be the predicted label from the model. Given the context length
limitations of LLMs, we trim the in-context learning dataset to fit within the maximum
allowable context length.

D.3 IMPLEMENTATION OF ADVERSARIAL AND BACKDOOR ATTACK

• Adversarial attack. We implement TextFooler Jin et al. (2020) as the adversarial attack
method, which is broadly applicable to black-box models. This technique repeatedly replaces
the most important words (determined by leave-one-out analysis) in a sentence until the
predicted label is changed. When applied to ensemble models, identifying these important
words is computationally challenging, so we find them using the base model and assume
they remain important for the ensemble model. Due to the robustness of the ensemble model,
we omit the sentence similarity check to enhance the attack success rate.

• Backdoor attack. We employ BadNet Gu et al. (2017) as our backdoor attack method.
We poison 10% of the training samples by inserting 10 trigger words into these sentences,
ensuring that at least one of them appears in the masked versions of the poisoned training
samples. During testing, we activate the backdoor by inserting three trigger words into the
test input.

D.4 IMPLEMENTATION OF DEFENSE AGAINST JAILBREAKING ATTACK

Rather than simply relying on a majority vote among the labels of perturbed input prompts, RA-
LLM Cao et al. (2023) introduce a threshold parameter, denoted as τ , to control the rate of mistakenly
rejecting benign prompts. In particular, the ensemble model outputs ‘harmful’ if the proportion of
perturbed input prompts supporting this classification exceeds the threshold τ , otherwise labeling
it as ‘non-harmful’. In our experiments, we set τ to 0.1. A slight adjustment we have made is to
segment the sentences into words rather than tokens to keep consistency. This defense reduces the
attack success rates of GCG Zou et al. (2023), AutoDAN Liu et al. (2023), and DAN Liu et al. (2023)
to 0.01, 0.10 and 0.32, respectively.

D.5 METRICS FOR KEY WORD PREDICTION

Our analysis centers on D∗
test, a specific subset of Dtest including test samples significantly impacted

by L(x). Within a backdoor attack scenario, this subset includes triggered sentences that are classified
into the target class. In an adversarial attack, it encompasses sentences altered by perturbations
and then misclassified to a label different from the true label. For jailbreaking attacks, it includes
jailbreaking prompts identified as ‘harmful’ by the ensemble model.

E DISCUSSION AND LIMITATIONS

We observe a trade-off between computational efficiency and explanation quality in defending against
jailbreaking attacks. As shown in previous works Cao et al. (2023); Robey et al. (2023), setting
N = 10 is sufficient to defend against GCG attacks Zou et al. (2023). However, to provide a more
accurate explanation, the defender needs to increase the N value to approximately 100, as illustrated
in Figure 14. In practical applications, defenders should determine the optimal N value based on
their specific needs to balance computational efficiency and explanation quality.
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Table 5: Attack success rate and average perturbation size T for empirical attacks. T is the
number of word insertions (or modifications) for backdoor attack (or adversarial attack).

Dataset SST-2 IMDb AG-news

Clean Accuracy 0.790 0.855 0.910

ASR (backdoor) 1 0.920 0.960
ASR (adversarial) 0.920 0.560 0.875

Average T (backdoor) 3 3 3
Average T (adversarial) 2.47 14.31 10.98

Table 6: Compare the key word prediction performance of our method with baselines for
certified defense. Each feature attribution method reports the top-10 important words (e = 10).

Defense scenarios Dataset SST-2 IMDb AG-news

Metric Precision Recall F-1 score Precision Recall F-1 score Precision Recall F-1 score

Backdoor attack

Shapley value 0.300 0.987 0.459 0.182 0.608 0.281 0.281 0.936 0.432
LIME 0.153 0.498 0.234 0.026 0.088 0.041 0.083 0.276 0.127
ICL 0.050 0.165 0.076 0.020 0.068 0.031 0.056 0.187 0.087
Ours 0.304 1.0 0.465 0.280 0.932 0.430 0.295 0.983 0.453

Adversarial attack

Shapley value 0.236 0.864 0.348 0.245 0.243 0.203 0.434 0.523 0.409
LIME 0.146 0.573 0.219 0.068 0.061 0.053 0.247 0.262 0.228
ICL 0.060 0.231 0.089 0.073 0.078 0.064 0.058 0.060 0.053
Ours 0.231 0.842 0.340 0.340 0.294 0.273 0.436 0.529 0.409

Table 7: Compare the key word prediction performance of our method with baselines for
defense against jailbreaking attacks. Each feature attribution method reports the top-20
important words (e = 20).

Attack method GCG AutoDAN DAN

Metric Precision Recall F-1 score Precision Recall F-1 score Precision Recall F-1 score

Shapley value 0.502 0.867 0.630 0.297 0.498 0.367 0.153 0.264 0.192
LIME 0.516 0.889 0.647 0.260 0.451 0.327 0.292 0.493 0.362
ICL 0.465 0.776 0.568 0.233 0.387 0.287 0.086 0.147 0.107
Ours 0.510 0.881 0.640 0.312 0.532 0.388 0.299 0.518 0.375

(a) No Attack. Predicted label is 1.

(b) Backdoor Attack. Predicted label is 0.

(c) Adversarial Attack. Predicted label is 0.

Figure 2: Visualization of Shapley value’s explanation on SST-2 dataset. The Shapley value is
applied on the base model. The ground-truth key words are highlighted in bold.
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(a) No Attack. Predicted label is 1.

(b) Backdoor Attack. Predicted label is 0.

(c) Adversarial Attack. Predicted label is 0.

Figure 3: Visualization of our explanation on SST-2 dataset. The ground-truth key words are
highlighted in bold.

(a) No Attack. Predicted label is 2 (Business).

(b) Backdoor Attack. Predicted label is 0 (World).

(c) Adversarial Attack. Predicted label is 3 (Sci/Tech).

Figure 4: Visualization of Shapley value’s explanation on AG-news dataset. The Shapley value
is applied on the base model. The ground-truth key words are highlighted in bold.

(a) No Attack. Predicted label is 2 (Business).

(b) Backdoor Attack. Predicted label is 0 (World).

(c) Adversarial Attack. Predicted label is 3 (sci/Tech).

Figure 5: Visualization of our explanation on AG-news dataset. The ground-truth key words
are highlighted in bold.
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(a) No Attack. Predicted label is 1.

(b) Backdoor Attack. Predicted label is 0.

(c) Adversarial Attack. Predicted label is 0.

Figure 6: Visualization of Shapley value’s explanation on IMDb dataset. The Shapley value is
applied on the base model. The ground-truth key words are highlighted in bold.
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(a) No Attack. Predicted label is 1.

(b) Backdoor Attack. Predicted label is 0.

(c) Adversarial Attack. Predicted label is 0.

Figure 7: Visualization of our explanation on IMDb dataset. The ground-truth key words are
highlighted in bold.

(a) GCG

(b) AutoDAN

(c) DAN

Figure 8: Visualization of Shapley value’s explanation for jailbreaking attacks on harmful
behaviors dataset. The Shapley value is applied on the base model. The harmful query
embedded in the jailbreaking prompt is highlighted in bold.
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(a) GCG

(b) AutoDAN

(c) DAN

Figure 9: Visualization of our explanation for jailbreaking attacks on harmful behaviors dataset.
The harmful query embedded in the jailbreaking prompt is highlighted in bold.
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(a) SST-2
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(c) AG-news

Figure 10: Impact of N on faithfulness of the explanation for certified defense. The deletion
ratio is 20%. First row: no attack. Second row: backdoor attack. Third row: adversarial
attack.
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Figure 11: Impact of N on key word prediction F1-score of the explanation for certified defense.
e = 5. First row: backdoor attack. Second row: adversarial attack.
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(c) AG-news

Figure 12: Impact of ρ on faithfulness of the explanation for certified defense. The deletion ratio
is 20%. First row: no attack. Second row: backdoor attack. Third row: adversarial attack.
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Figure 13: Impact of ρ on key word prediction F1-score of the explanation for certified defense.
e = 5. First row: backdoor attack. Second row: adversarial attack.
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Figure 14: Impact of N and ρ on the performance of the explanation for jailbreaking attacks.
The jailbreaking attack type is GCG. First row: faithfulness (deletion ratio is 20%). Second
row: key word prediction F1-score (e = 10).
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Figure 15: Impact of β on certified detection rate for varying number of modified features
(denoted by T ). First row: T = 1. Second row: T = 2. Third row: T = 3.
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Figure 16: Impact of N on certified detection rate for varying number of modified features
(denoted by T ). First row: T = 1. Second row: T = 2. Third row: T = 3.
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Figure 17: Impact of ρ on certified detection rate for varying number of modified features
(denoted by T ). First row: T = 1. Second row: T = 2. Third row: T = 3.
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