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Abstract
Continual Learning (CL) continually performs pa-
rameter updates, posing a significant challenge
to backdoor persistence. In this paper, we reveal
that the most advanced attack relies on an implicit
assumption that task-critical neurons remain sta-
ble across task learning; however, it does not hold
in class-incremental learning (CIL). This exposes
a critical research gap: the backdoor persistence
in CIL is still an open question. Inspired by the
function stability despite neuron instability, we
discover that the CIL models preserve task knowl-
edge in shallow, structurally invariant subspaces.
Motivated by the findings, we propose PBTO, the
first persistent and targeted backdoor attack in
CIL. PBTO trains a surrogate model on proxy
tasks to obtain the parameter trajectory. Then, it
optimizes a universal trigger that ensures misclas-
sification to the target label across all model states
and anchors trigger embeddings in shallow layers.
Experimental results verify that PBTO maintains
effectiveness even after learning multiple tasks,
while existing methods degrade to below 10%.

1. Introduction
Classical machine learning (ML) paradigms train models
for a single predefined task, which is inadequate for real-
world scenarios that continuously encounter new tasks. For
instance, facial recognition systems need to incorporate new
individuals, and spam filters must detect emerging threats.
To address this challenge, researchers have developed con-
tinual learning (CL), a paradigm that enables models to learn
new tasks sequentially while preserving prior knowledge.
CL is commonly categorized into three settings with varying
degrees of task constraints: task-incremental learning (TIL),
domain-incremental learning (DIL), and class-incremental
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learning (CIL). TIL employs task-specific output heads and
requires task identity at inference. DIL adopts a single clas-
sifier under a shared label space across different tasks. CIL
incrementally introduces new classes without task identity
or a shared label space, thereby presenting the most chal-
lenging and practically continual learning scenario.

Akin to classical ML, CL typically relies on external data for
model training. This fundamental dependence on untrusted
data exposes CL to backdoor attack threats (Gu et al., 2017;
Guo et al., 2025; Jiang et al., 2022). Adversaries inject
a small set of poisoned samples into the training dataset.
The poisoned samples contain designated triggers and are
labeled with an attacker-specified target class, inducing a
hidden backdoor association between the triggers and the
target label during training. At inference, poisoned inputs
stamped with the trigger are classified as the target class,
whereas clean inputs remain unaffected. However, directly
applying existing backdoor attacks to CL presents signifi-
cant attack performance degradation (Guo et al., 2025). This
is primarily attributed to the dynamic nature of CL, where
continuous parameter updates progressively eliminate the
established backdoor associations. As a result, backdoor
persistence emerges as a fundamental challenge in CL.

Existing backdoor attacks tailored to CL include three strate-
gies, each attempting to address backdoor persistence but
exhibiting limitations under CIL settings. Specifically, (1)
continuous poisoning-based attack (Gao & Liu, 2025) as-
sumes continuously to inject poisoned samples throughout
the CIL training, which is difficult to achieve in realistic
deployment setting. (2) TIL-oriented backdoor attacks (Guo
et al., 2025) rely on task-specific neurons to preserve back-
door. However, CIL operates within a shared feature space
and continuously repurposes existing neurons to accom-
modate new knowledge, inevitably undermining backdoor
associations established under TIL assumptions. (3) CIL-
oriented backdoor attack (Jiang et al., 2022) embeds triggers
into pre-trained backbones, but is limited to untargeted at-
tacks as target classes emerge incrementally and cannot be
pre-specified. Consequently, a research gap persists: no ex-
isting work simultaneously achieves persistent and targeted
backdoor attacks under one-time poisoning constraints, leav-
ing CIL security against such threats unexplored.
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In this paper, we investigate the limitations of LTB (Guo
et al., 2025), which, to our best knowledge, is the state-
of-the-art backdoor attack in TIL. We reveal that LTB’s
persistence relies on an assumption: task-critical neurons
remain invariant across subsequent learning. However, we
demonstrated that this assumption does not hold in CIL.
Unlike TIL with task-specific architectures, CIL operates
under a unified architecture with shared parameters continu-
ously repurposed to adapt to new tasks. Interestingly, CIL
models maintain robust performance on previous tasks even
under severe neuron-level instability. This suggests that task
knowledge is preserved through structural invariants at the
subspace level rather than through fixed individual neurons.
To verify this, we track the principal subspace of initial task
samples and measure its preservation via similarity analysis
as new tasks are learned. We discover that shallow lay-
ers retain over 80% subspace similarity across tasks, while
deeper layers exhibit significant drift. This reveals a critical
insight for persistent backdoor design: anchor triggers to
structurally invariant shallow subspaces.

Motivated by this insight, we propose Persistent Backdoor
Trigger Optimization (PBTO), the first persistent and tar-
geted backdoor attack for CIL. PBTO first simulates CIL
parameter evolution by sequentially training a surrogate
model on proxy tasks, constructing a model state trajectory
that mirrors real-world continual learning dynamics without
accessing the victim model. Based on this trajectory, PBTO
introduces a dual-objective optimization strategy to design
a universal trigger that: (1) misclassifies clean samples to
the attacker-specified target label across all surrogate model
states, while (2) anchors trigger embeddings to truly invari-
ant structural subspace rather than trajectory-specific arti-
facts. PBTO achieves this by jointly minimizing trajectory-
averaged cross-entropy loss and Gram matrix regularization
that aligns trigger representations with target-class samples
in shallow layers. To account for backdoor-induced gradi-
ent interference, PBTO further employs iterative refinement
strategy that alternates between simulating the poisoned
trajectory and re-optimizing the trigger.

In summary, our contributions are four-fold. (1) We reveal
a critical research gap: no existing work simultaneously
achieves persistent and targeted backdoor attacks in CIL,
leaving CIL robustness against such threats largely unex-
plored. (2) We discover that CIL models preserve task
knowledge through structurally invariant subspaces in shal-
low layers. (3) Based on our findings, we propose PBTO, the
first persistent and targeted backdoor attack for CIL systems,
which anchors triggers to invariant structural subspaces via
trajectory simulation and dual-objective optimization. (4)
Experimental results indicate that PBTO achieves superior
attack success rates (>90%), significantly outperforming ex-
isting attacks (<10%), and maintains backdoor persistence
across the entire continual learning process.

2. Related Work
2.1. Class-Incremental Learning

Class-Incremental Learning (CIL) represents the most chal-
lenging continual learning setting, where models employ
a unified classifier with all tasks sharing the same feature
space and linear classifier (Rebuffi et al., 2017; Buzzega
et al., 2020). This unified architecture necessitates con-
tinuous feature repurposing as the model must continu-
ously reorganize its representations to accommodate new
classes. Existing CIL methods mitigate catastrophic forget-
ting mainly through three mechanisms. (1) Replay-based
methods (Rebuffi et al., 2017; Buzzega et al., 2020), which
store historical samples or synthesize past data, then mix
these old samples with new task data during training. (2)
Regularization-based methods (Kirkpatrick et al., 2017; Li
& Hoiem, 2017) identify important parameters for old tasks
via Fisher Information and penalize their modification when
learning new tasks. (3) Prompt-based methods (Wang et al.,
2022b;a) freeze the feature extractor to prevent forgetting.

2.2. Backdoor Attacks

Backdoor Attacks in Classical Learning. In backdoor
attack, adversaries inject poisoned samples containing des-
ignated triggers and labeled as an attacker-specified target
class into training set. The trained model learns a hidden
trigger-target association. At inference, triggered inputs are
misclassified to the target class, while clean inputs remain
unaffected. Early studies like BadNets (Gu et al., 2017)
utilized visible patch-based triggers (Gu et al., 2017). To en-
hance stealthiness, subsequent research introduced invisible
triggers via additive perturbations (Chen et al., 2017), im-
age warping (Nguyen & Tran, 2021), or frequency-domain
injection (Zeng et al., 2021). Based on the adversary’s capa-
bilities, attacks are generally categorized into poison-only,
training-controlled, and model-modified settings (Li et al.,
2022). In this paper, we focus on the practical poison-only
setting, where the attacker is restricted to modifying a subset
of the training data.

Backdoor Attacks in Continual Learning. The security
of CL against backdoor attacks remains largely underex-
plored. Existing studies either require continuous injection
of poisoned samples throughout training (Gao & Liu, 2025),
limiting practicality under realistic one-time poisoning con-
straints, or anchor triggers to architecture-specific compo-
nents (Jiang et al., 2022) and task-specific neurons (Guo
et al., 2025). These approaches are ineffective in CIL, where
the unified architecture continuously repurposes shared neu-
rons to accommodate new classes, leading to rapid backdoor
degradation. Consequently, no existing work simultaneously
achieves both persistence and target specification under re-
alistic one-time poisoning constraints in CIL.
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2.3. Backdoor Defenses

Backdoor defenses operate at two levels: (1) model-level
defenses, which remove backdoor from trained models via
neuron pruning (Liu et al., 2018) or knowledge distilla-
tion (Li et al., 2021); and (2) input-level defenses that detect
or neutralize triggered samples, including trigger inversion
methods (Wang et al., 2019; Xu et al., 2024) and feature
suppression techniques (Chen et al., 2025). These defenses
generally operate under classic ML learning assumptions.
We demonstrate that PBTO evades these defenses by an-
choring triggers to structural invariants.

3. Revisiting Backdoor Persistence in CIL
3.1. Threat Model and Problem Formulation

Threat Model. In this paper, we consider the poison-only
backdoor attack in class-incremental learning (CIL), which
imposes minimal assumptions on the adversary. Specifi-
cally, we assume that adversary can only poison the training
data of a target task by injecting poisoned samples, without
access to the model architectures, parameters, gradients or
the specific incremental learning algorithms. Moreover, the
adversary has no knowledge of the training distribution of
the subsequent tasks to be learned after poisoning. Consis-
tent with prior work, we assume the adversary has access to
a small number of publicly available data drawn from the
same distribution as the target class.

Attacker Goals. In CIL, continuous parameter updates dur-
ing incremental learning can erase the implanted backdoor.
Thus, the adversary pursues three objectives. (1) Effective-
ness: poisoned inputs are consistently misclassified to the
attacker-specified target label. (2) Persistence: the back-
door remains effective throughout the continual learning
process. Once the backdoor is injected during the learning
of a target task, it should persist across all subsequent tasks.
Despite continuous parameter updates induced by learning
new incremental tasks, the model is expected to consistently
misclassify poisoned samples to the target label at every
stage of the continual learning process. (3) Transferability:
the attacks are effective across various model architectures.

Poison-only Backdoor Attacks in CIL. In CIL, a model
is continuously trained to adapt to new tasks. Formally,
for a sequence of tasks T = {T1, T2, . . . , TN}, the CIL
objective is to achieve high accuracy on the current task Tk

(where k ∈ {1, 2, . . . , N}) and all previously learned tasks
{T1, . . . , Tk−1}. Each task Tk ((where k ∈ {1, 2, . . . , N}))
provides a dataset Dk = {(x(k)

i , y
(k)
i )}|Dk|

i=1 . The label space
Yk of task Tk is disjoint from all other tasks, i.e., Yi∩Yj = ∅
for i ̸= j. Starting from randomly initialized parameters
θ0, at each step k, the parameters θk−1 are updated on
the dataset Dk, producing a parameter trajectory θ0

D1−−→

θ1
D2−−→ θ2

D3−−→ · · · DN−−−→ θN . The final model FθN

(also denoted as Fθ) performs inference over the cumulative
label space Y =

⋃N
j=1 Yj .

In the poison-only backdoor attack, attackers can only inject
poisoned samples into the training set of a specific target
task. Formally, for a target task Tk with its training set Dk,
the attacker first selects a subset of clean samples Ds ⊂
Dk. Each clean sample (x, y) ∈ Ds is then transformed
into a poisoned sample (x̂, yt), x̂ = x ⊕ δ, where δ is
the trigger, and yt ∈ Yk is the attacker-specified target
label. Then, the poisoned sample subset Dp is constructed:
Dp = {(G(x, δ), yt) | (x, y) ∈ Ds}. The final poisoned
training set for task Tk is constructed by replacing Ds with
the poisoned samples Dp, yielding the poisoned training
set D̂k = (Dk \ Ds) ∪ Dp. After training on the poisoned
dataset D̂k, the model persistently behaves as:

F̂θj
(x) = y, F̂θj

(x̂) = yt, ∀j ∈ {k, . . . , N}, (1)

where clean inputs x are correctly classified, and poisoned
inputs are x̂ consistently misclassified to the target label yt
even as the model updates parameters on subsequent tasks.

3.2. Rethinking the Neuron-Level Stability

To the best of our knowledge, LTB (Guo et al., 2025) cur-
rently represents the most advanced persistent backdoor
attack for Task-Incremental Learning (TIL). It assumes that
task-critical neurons, characterized by high Fisher infor-
mation, remain isolated and their parameter values stay
unchanged during subsequent training. This assumption
indeed holds in TIL, where task identities are explicitly pro-
vided, allowing task-specific architectures (e.g., separate
classifier heads) to preserve isolated parameter subspaces
for each task. However, in CIL, task identities are unavail-
able, and all tasks share a unified model architecture. This
architectural constraint fundamentally breaks the neuron
isolation assumption in LTB: as new tasks are learned, the
shared network continuously repurposes existing neurons
to accommodate new knowledge, inevitably overwriting
previously critical parameters.

To validate the instability of task-critical neurons in CIL,
we conduct an analysis by tracking parameter dynamics
throughout continual learning. Specifically, we train a
ResNet-18 model on CIFAR-10 in a five-task CIL setting,
where each task introduces two new classes sequentially.
We identify two sets of neurons: (1) neurons that are critical
for Task one, determined by high Fisher information val-
ues, and (2) neurons that remain exhibit minimal parameter
across all five tasks. We then measure the overlap ratio be-
tween these two sets to assess whether task-critical neurons
remain stable. As shown in Figure 1, this overlap ratio drops
to below 10%, demonstrating a severe divergence between
task-criticality and parameter stability under CIL’s continu-
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Figure 1. Stability of task-
critical neurons in CIL,
quantified by the overlap ratio
between critical neurons and
stable neurons across five tasks.
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Figure 2. Stability of module-
wise feature representations,
measured by CKA similarity be-
tween Task 1 representations
and subsequent tasks.

ous feature repurposing pressure. This finding confirms that
the neuron-isolation assumption of LTB fails to hold in CIL.

3.3. From Neuron Isolation to Subspace Anchoring

The analysis in Sec. 3.2 reveals severe instability of in-
dividual neurons; however, CIL models maintain robust
performance on previously learned tasks, which is CIL’s
fundamental objective. This observation suggests that task-
relevant information may be preserved not solely through
fixed neuron values, but potentially via invariant geomet-
ric structures in the feature space. This motivates us to
shift perspective: instead of tracking individual neurons, we
investigate subspace-level invariance across CIL.

To validate the existence of structural invariance, we adopt
a natural strategy: tracking the feature subspace across early
tasks to observe whether it remains stable after learning new
tasks. If an invariant subspace exists, the principal structure
captured from the initial task should remain intact during
the subsequent tasks’ learning. We operationalize this by
first extracting the dominant structural representation from
Task 1 at a specific layer ℓ, forming feature matrix Φ

(1)
ℓ . To

establish a reference subspace that captures the most prin-
cipal directions, we apply Singular Value Decomposition
(SVD): Φ(1)

ℓ = UΣV⊤. The first r left singular vectors
[u1, . . . ,ur] of Ur, corresponding to the largest singular
values, define our r-dimensional principal reference sub-
space. As training progresses through Tasks 2, 3, . . . , N ,
we re-extract features for Task 1 samples using the updated
model, obtaining Φ

(1|t)
ℓ . We measure structural preserva-

tion using CKA (Kornblith et al., 2019), which quantifies
similarity between representation spaces while remaining
invariant to unitary transformations.

We train a ResNet-18 model on CIFAR-10 using a 5-task
CIL setting where each task introduces 2 new classes. To
analyze representational stability, we extract features from
1,000 Task 1 test samples after each of the four residual
blocks (denoted as Modules 1-4, corresponding to network
depth) at different training stages. Figure 2 shows that over
50% of Task 1’s variance is retained throughout the entire

5-task sequence, confirming the existence of an Invariant
Structal Subspace that persists despite continuous parame-
ter updates. Meanwhile, this stability is not uniform across
depth: shallow layers (Modules 1-2) maintain high CKA
similarity across tasks, while the final residual block (Mod-
ule 4) exhibits significant representational drift.

Insights for Persistent Attack Design. The findings reveal
a critical vulnerability in CIL: the structural invariance sub-
space in shallow layers provides a stable anchor point for
backdoor attacks. Since low-level representations remain
stable throughout CIL, backdoor triggers embedded within
this invariant subspace can persist across tasks. This obser-
vation motivates our core attack strategy: anchor backdoor
within the invariant subspace of early layers, exploiting the
structural stability that enables continual learning to achieve
persistent backdoor attack throughout CIL.

4. Persistent Backdoor Trigger Optimization
4.1. Overview

Building on the insights in Sec. 3.3, we propose Persistent
Backdoor Trigger Optimization (PBTO), the first persis-
tent backdoor attack designed for the challenging class-
incremental learning (CIL) setting. Specifically, PBTO
mainly consists of two stages: (1) Trajectory Modeling,
where a surrogate model is trained on proxy tasks to simu-
late the parameter evolution induced by CIL, thereby con-
structing an approximate feature-space trajectory without
access to the victim model during CIL process; and (2)
Subspace Anchoring, which optimizes backdoor triggers to
induce misclassification of clean inputs to the target label,
while simultaneously anchoring the trigger representations
in the invariant shallow subspace shared across different
model states along the simulated parameter trajectory.

4.2. Trajectory Modeling

The continual parameter evolution in CIL challenges back-
door persistence, as triggers optimized on a single model
state are easily disrupted by subsequent feature repurposing.
As revealed in Sec. 3.3, shallow feature subspaces exhibit
greater stability across CIL tasks. Ideally, a persistent trig-
ger should anchor its representations within such invariant
subspaces. However, in poison-only attacks, the victim’s
subsequent tasks are unavailable. This raises a key question:
how can triggers be anchored to stable subspaces without
access to the CIL process?

To address this challenge, we proactively simulate the pa-
rameter evolution process in CIL, thereby approximating the
parameter updates trajectory. The key insight is that, in CIL,
the parameter updates is largely influenced by the learning
mechanism, such as the network architecture and optimiza-
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Figure 3. The main pipeline of PBTO. Stage 1. Trajectory Simulation: PBTO trains a surrogate model on proxy tasks to simulate CIL
parameter evolution, obtaining a trajectory of model states. Stage 2. Subspace Anchoring: PBTO optimizes a universal trigger through
dual-objective optimization and then iteratively refines the trigger by alternating between trajectory simulation and trigger optimization.

tion dynamics, rather than solely by the specific semantic
content of tasks. This property allows us to train a surrogate
model on proxy tasks under the CIL settings to capture the
parameter update patterns that the victim model is likely to
experience. Specifically, we assume the attacker has a local
proxy dataset D̃ that is independently collected from the
target class-conditional distribution (e.g., obtainable from
publicly available datasets). This assumption aligns with
the threat model commonly adopted in existing backdoor
attacks, where attackers possess auxiliary data resources. To
emulate the continual learning dynamics, we partition the
proxy dataset D̃ into M disjoint subsets:

D̃ =

M⋃
m=1

D̃m, D̃i ∩ D̃j = ∅ for i ̸= j. (2)

We then sequentially train a surrogate model on these sub-
sets to simulate M incremental learning phases. This pro-
cess collects a locally simulated proxy trajectory:

Ω =
{
θ̃1, . . . , θ̃M

}
. (3)

4.3. Trigger Optimization via Subspace Anchoring

The trajectory modeling in Sec. 4.2 yields a sequence of
surrogate model states Ω that approximates the victim’s pa-
rameter evolution. Building on this trajectory, we design a
trigger optimization strategy that simultaneously achieves
two objectives: (1) trajectory-invariant optimization, which
ensures the trigger successfully induces misclassification
across all simulated model states; (2) shallow subspace an-
choring, which constrains the trigger to the stable shallow
subspace. By jointly optimizing these two objectives, the
trigger is continually refined and finally anchored to features
that remain both effective and stable across all parameter
states during the proxy CIL process, thereby achieving per-
sistent backdoor behavior in real CIL scenarios.

Trajectory-Invariant Optimization. We first optimize a
universal trigger δ that maintains effectiveness across all
model states in Ω. For a specific task Tk, an attacker selects
a subset Ds ⊂ Dk of clean samples for poisoning. For each
poisoned input x̂ = x ⊕ δ (where x ∈ Ds), the objective
is to consistently redirect the prediction to target label yt
across the entire trajectory. We formulate this as minimizing
the averaged cross-entropy loss over all surrogate states:

Lt(δ) =
1

|Ω||Ds|
∑

θ̃(m)∈Ω

∑
x∈Ds

Lc

(
F̃m(x⊕ δ), yt

)
, (4)

where F̃(m) denotes the m-th surrogate model and Lc is
cross-entropy loss function. By optimizing across the entire
trajectory rather than a single model snapshot, the trigger is
forced to exploit features that persist in CIL.

Shallow Subspace Anchoring. While Lt enforces back-
door effectiveness across the trajectory, it does not guarantee
the trigger exploits the invariant shallow subspace. As a re-
sult, the optimization may converge to features stable across
proxy models but not inherently invariant, which may fail
on unseen tasks. To address this, we introduce a regulariza-
tion term that explicitly anchors the trigger to stable shallow
layers. Inspired by Independent Subspace Analysis (Hyväri-
nen & Hoyer, 2000), we employ Gram matrices (Gatys
et al., 2016) to capture channel-wise correlations in shallow
features, encoding feature statistics invariant to spatial con-
figurations. Let ϕℓ(·; θ̃(m)) denote the feature extractor up
to shallow layer ℓ of surrogate model F̃(m) parameterized
by θ̃(m). We define the anchoring loss as:

Ls(δ) =
1

|Ω||Ds|
∑
Ω

∑
x∈Ds

∥∥∥G(m)
ℓ (x⊕ δ)−G

(m)
ℓ (r)

∥∥∥2
F
,

(5)
where G

(m)
ℓ (·) = G(ϕℓ(·; θ̃(m))) denotes the Gram matrix

of shallow layer ℓ, and r is a reference sample from the

5



275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329

Persistent Backdoor Attacks in class-incremental learning via Structural Invariant Anchoring

target class yt in the proxy dataset D̃. Typically, we use
ResNet-18 and extract features from the penultimate resid-
ual block, which our CKA analysis identified as exhibiting
high cross-task stability. By minimizing this loss across
the entire trajectory, the trigger is constrained to produce
shallow feature correlations similar to genuine target-class
samples, thereby anchoring to the stable subspace.

Iterative Joint Refinement. The above trigger optimiza-
tion is performed on the backdoor-free surrogate models.
However, in reality, once the attacker injects the backdoor
at task Tk, all subsequent tasks {k + 1, . . . , N} are learned
on top of the already poisoned model. This creates a trajec-
tory shift: the trigger is optimized on a clean trajectory, but
the actual attack unfolds along a poisoned trajectory where
backdoor-induced gradient interference alters subsequent
learning dynamics. To address this mismatch, we propose an
iterative refinement strategy that alternates between trigger
optimization and surrogate model training. The complete
process is described as follows:

Initialization (t = 0). Train M backdoor-free surrogate
models sequentially on clean proxy datasets {D̃1, . . . , D̃M},
yielding the initial clean trajectory Ω(0) = {θ̃(0)

1 , . . . , θ̃
(0)
M }.

Optimize the initial trigger:

δ(0) = argmin
δ

[Lt(δ) + λLs(δ)] , (6)

where λ > 0 is a hyperparameter balancing the two losses.

Iterative Refinement (t ≥ 1). For each iteration t, perform
two alternating steps:

Step 1: Trajectory Simulation. Using trigger δ(t−1), con-
struct the poisoned dataset for task Tk:

D̃(t)
k = {(x⊕ δ(t−1), yt) | x ∈ Ds} ∪ (Dk \ Ds). (7)

Simulate the CIL process: train sequentially on tasks
{T1, . . . , Tk−1} with clean data, task Tk with poisoned data
D̃(t)

k , and tasks {Tk+1, . . . , TM} with clean data, yielding
the poisoned trajectory:

Ω(t) = {θ̃(t)
1 , . . . , θ̃

(t)
M }. (8)

Step 2: Trigger Re-optimization. Fix trajectory Ω(t) and
update the trigger δ(t) same as in Eq. 6.

Step 3: Convergence Check. After obtaining δ(t), compute
the attack success rate (ASR) across all proxy tasks:

ASR(t) =
1

M · |Ds|

M∑
m=1

∑
x∈Ds

I
[
F̃(m)(x⊕ δ(t)) = yt

]
,

(9)
where τ ∈ (0, 1] is ASR threshold, ϵ > 0 is the convergence
tolerance, I[·] is the indicator function, and Tmax is the

maximum number of iterations. By iteratively coupling tra-
jectory simulation and trigger optimization, the final trigger
δ∗ adapts to the poisoned training updates.

After obtaining the optimized trigger δ∗, the attacker con-
structs a poisoned training set by injecting the trigger into a
small subset of clean samples from the target task. When
the victim model is trained on this poisoned dataset, the
backdoor becomes embedded into the model’s structural
invariants. As a consequence, the malicious backdoor be-
havior remains effective throughout the continual learning
process, posing a persistent threat to CIL security.

4.4. Experimental Setup
Datasets and Benchmarks. We evaluate PBTO on CIFAR-
10, CIFAR-100, and Tiny-ImageNet. Following standard
protocols (Rebuffi et al., 2017), classes are partitioned into
N disjoint tasks. Results are reported as mean ± standard
deviation averaged over 3 independent runs with distinct
random seeds to cover variations in task ordering and ini-
tialization.

Victim Model & Protocol. We adopt iCaRL (Rebuffi et al.,
2017) with a ResNet-18 backbone and an episodic buffer
of M = 2, 000. The attack is injected exclusively in Task
1, representing the “Worst-Case Retention” scenario where
the trigger must survive the longest sequence of forgetting
(Task 2 → N ).

Baselines. We compare against: (1) Static: BadNets (Gu
et al., 2017) and Blend (Chen et al., 2017); (2) Stealthy:
WaNet (Nguyen & Tran, 2021) (Warping-based) and
LIRA (Doan et al., 2021); and (3) Adapted SOTA: LTB (Guo
et al., 2025). Since LTB is originally designed for Task-
Incremental Learning (TIL), we adapt it to CIL by replacing
its multi-head architecture with a unified classifier while
retaining its Fisher-based anchoring mechanism.

Implementation Details. To ensure stealthiness, we con-
strain the L∞ budget to ϵ = 8/255. We employ a conserva-
tive poisoning rate of ρ = 0.05 (only 5% samples in Task 1).
Triggers are optimized via PGD with λ = 1.0. All baselines
are reproduced using official configurations. Proxy dataset
construction is detailed in Appendix B.

4.5. Main Results

Table 1 presents the comparative performance on the final
model after learning all tasks.

Failure of Semantic Anchoring. The adapted SOTA
method, LTB, fails to establish persistence in the CIL setting,
as evidenced by the low final ASR on CIFAR-100 (4.7%).
This empirical evidence supports our analysis: Fisher Infor-
mation only captures local stability within the current task’s
loss landscape. In CIL, the aggressive feature repurposing
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Table 1. Performance comparison on the final model after learning all N tasks. Results are averaged over 3 runs (± Std. Dev.).

Method
CIFAR-10 CIFAR-100 Tiny-ImageNet

ASR (↑) BA ASR (↑) BA ASR (↑) BA

BadNets 12.4±1.5 82.3±0.4 4.5±0.5 68.5±0.7 2.1±0.3 58.4±0.9

WaNet 8.5±2.1 81.9±0.5 3.2±1.1 68.1±0.6 1.5±0.4 57.9±0.8

DRUPE 28.5±3.2 82.0±0.6 14.2±1.9 67.9±0.8 5.6±1.1 58.0±1.0

LTB 12.4±3.5 81.8±0.5 4.7±3.2 67.5±1.2 8.9±2.4 57.8±1.4

PBTO (Ours) 97.1±0.4 81.6±0.3 86.5±0.9 67.2±0.6 83.8±1.1 57.5±1.7

required for new classes inevitably overwrites these "locally
stable" semantic neurons, rendering LTB ineffective. Simi-
larly, stealthy baselines like WaNet and DRUPE suffer sig-
nificant degradation. While WaNet relies on spatial warping,
DRUPE enforces strict distribution-preserving constraints.
However, these delicate patterns lack structural robustness
and are easily washed away by the continuous gradient up-
dates. PBTO achieves superior persistence across all bench-
marks. Notably, on the complex Tiny-ImageNet dataset,
PBTO maintains a final ASR of 83.8%. This consistency
confirms that PBTO successfully decouples the trigger from
the volatile semantic subspace, anchoring it instead to ro-
bust operational pathways that are preserved by the model
for their structural utility. A visual comparison of trigger
stealthiness is provided in Appendix C.

4.6. Universal Robustness

We conduct strict transferability evaluations on CIFAR-10
to assess whether PBTO exploits generic inductive biases.

Cross-Architecture Transferability. As shown in Table 2,
triggers optimized on a surrogate ResNet-18 transfer re-
markably well to VGG-16 (78.1% ASR) and DenseNet-121
(82.2% ASR). This indicates that PBTO captures fundamen-
tal convolutional features rather than overfitting to specific
model parameters.

Table 2. Cross-Architecture Transferability (CIFAR-10). Trig-
gers optimized on ResNet-18 achieve high ASR on disjoint archi-
tectures.

Source Model Target Model LTB PBTO

ResNet-18
VGG-16 5.5% 78.1%

DenseNet-121 6.3% 82.2%
MobileNetV2 5.8% 81.5%

Robustness Across CL Paradigms. We challenge PBTO
with diverse CL strategies in Table 3. While LTB collapses
under the strict parameter constraints of Regularization
(EWC) and the aggressive updates of Replay (DER++),
PBTO maintains a robust ASR exceeding 85%. This re-
silience stems from the fact that PBTO aligns the backdoor
with high-utility structural filters. For instance, EWC’s

penalty on high-Fisher parameters inadvertently protects
our structural trigger, effectively treating the backdoor as
essential prior knowledge.

Table 3. Robustness across CL Algorithms. PBTO maintains high
ASR under both Regularization and Replay strategies.

CL Strategy Method LTB (ASR) PBTO (ASR)

Regularization EWC 8.2% 88.1%
Replay iCaRL 4.7% 86.5%
Replay (Strong) DER++ 5.4% 85.8%

4.7. Resilience against Defenses

We subject PBTO to a rigorous stress test against state-
of-the-art defenses (Table 4). Analysis. PBTO survives

Table 4. Defense Stress Test (CIFAR-10). We evaluate the ASR
of PBTO (Task 1 injection) against various defenses applied after
the final task (N = 5). PBTO maintains high efficacy across
both mitigation and purification paradigms, demonstrating robust
structural anchoring.

Defense Mechanism ASR (%)

No Defense (Baseline) 97.1±0.4

Fine-Pruning (FP) 88.4±1.2
NAD (Distillation) 82.1±1.8

BTI-DBF (Decoupling) 89.5±0.9
REFINE (Reconstruction) 86.2±1.5

Pruning (88.4% ASR) because the trigger hijacks high-
utility structural filters (e.g., edge detectors) that are critical
for benign accuracy and thus cannot be pruned. It resists
Decoupling defenses like BTI-DBF (89.5% ASR) because
our feature entanglement objective forces the trigger to re-
side within the target class’s texture manifold, creating a
dilemma for the defense: accept the trigger or destroy image
semantics.

4.8. Ablation Study

In this section, we analyze the individual components and
hyperparameters of PBTO. Contribution of Key Compo-
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nents. We dismantle PBTO into (1) Surrogate Trajectory
Simulation (Sim) and (2) Subspace Constraint (Ls) in Ta-
ble 5. Without simulation (Baseline), ASR collapses (4.5%)
due to catastrophic forgetting. Using Sim alone improves
persistence (68.9%) by anticipating parameter drift. How-
ever, the Subspace Constraint is crucial to reach optimal
performance (86.5%) by actively anchoring the trigger to
structural invariants that remain stable across model updates.
Efficiency and Robustness Analysis. To validate PBTO’s

Table 5. Component Analysis. We decouple the Surrogate Tra-
jectory Simulation (Sim) and Subspace Constraint (Ls). Both
components are essential for optimal persistence.

Sim
(Trajectory)

Ls

(Subspace) ASR (%) ACC (%)

✗ ✗ 4.5 68.8
✓ ✗ 68.9 67.5
✗ ✓ 62.1 66.9
✓ ✓ 86.5 67.2

practicality, we conducted extensive sensitivity analyses (de-
tailed numerical tables are provided in Appendix D). Data
Efficiency. PBTO demonstrates remarkable independence
from large-scale data. Our experiments show that using
only 1,000 images per proxy class yields a respectable
ASR of 76.8%. Performance saturates at 5,000 images,
confirming that PBTO captures generic structural patterns
without requiring the victim’s full training set. Memory
Buffer Sensitivity. We challenged PBTO under severe
memory constraints where catastrophic forgetting is exacer-
bated. Even when the buffer size is reduced to M = 500,
PBTO maintains an ASR of 10.4%, significantly outper-
forming baselines (e.g., BadNets at 1.2%) which collapse
entirely. At M = 1000, PBTO recovers to 69.2%, prov-
ing its efficacy is not solely reliant on replay abundance.
Hyperparameters. Attack performance saturates after ap-
proximately 50 rounds of iterative refinement. Furthermore,
the subspace regularization weight λ = 1.0 is optimal; ex-
cessive constraints (λ > 5) reduce trigger distinctiveness.

4.9. Mechanism: Feature Space Visualization

Figure 4 visualizes the penultimate layer features after learn-
ing all tasks. PBTO achieves deep Semantic Entanglement:
the feature embeddings of poisoned samples perfectly over-
lap with the cluster of benign target samples. This confirms
that the PBTO trigger mimics high-utility structural invari-
ants. Since the CIL model must preserve these structural
features to prevent catastrophic forgetting of the old task, it
inevitably preserves the backdoor associated with them.

Task 1 Task 2

Task 3 Task 4

Task 5
Poisoned
0: Airplane
1: Auto
2: Bird
3: Cat
4: Deer

5: Dog
6: Frog
7: Horse
8: Ship
9: Truck
Unseen

Figure 4. Feature Space Visualization (t-SNE) after learning all
N tasks. PBTO poisoned samples (Red) are inextricably entangled
with the benign target class manifold (Blue), confirming structural
anchoring.

5. Conclusion
In this paper, we challenged the Local Stability Assumption
prevalent in CL backdoor research. By identifying the limi-
tations of single-task analysis in CIL, we proposed PBTO,
a proactive framework utilizing trajectory simulation. By
exposing the Fallacy of Local Stability, we demonstrate that
the prevailing reactive paradigm—which relies on the avail-
ability of redundant capacity—is fundamentally brittle in
class-incremental learning. Our results imply that true per-
sistence in realistic, dynamic environments cannot be found
by analyzing the current model state, but must be forged
through future trajectory simulation. PBTO thus represents
a necessary shift from finding stability to engineering it,
establishing a new baseline for robustness where feature
repurposing is the norm.

Impact Statement
This paper presents work whose goal is to advance the field
of Machine Learning. There are many potential societal
consequences of our work, none which we feel must be
specifically highlighted here.
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A. Appendix

B. Detailed Experimental Setup
B.1. Hybrid Proxy Dataset Construction

As mentioned in Section 4.4, we employ a hybrid strategy to construct the proxy dataset D̃ without accessing the victim’s
private data:

1. Public Repositories: We collect a subset of images from publicly available web-crawled datasets (e.g., unlabeled
conceptual sets).

2. Synthetic Generation (DDPM): To enhance intra-class diversity, we utilize a pre-trained Denoising Diffusion
Probabilistic Model (DDPM) (Ho et al., 2020) to generate synthetic samples.

For our standard experiments, we ensure a balanced distribution of 5,000 images per proxy class.

C. Visual Stealthiness Comparison
We provide a qualitative evaluation of trigger stealthiness in Figure 5. Unlike traditional attacks such as BadNets which
introduce conspicuous visible patches, the poisoned samples generated by PBTO are visually indistinguishable from benign
images. This demonstrates that PBTO exhibits a low probability of detection by human inspection.

(a) Clean Image (b) BadNets (c) PBTO

Figure 5. Visual Stealthiness Comparison. The poisoned sample generated by PBTO (c) is visually imperceptible relative to the benign
image (a).

D. Extended Ablation Studies
We provide the detailed numerical results for the sensitivity analyses discussed in Section 4.8.

D.1. Data Efficiency and Buffer Size Tables

Table 6 and Table 7 provide the quantitative results for data efficiency and memory buffer sensitivity, respectively.

Table 6. Impact of Proxy Data Size (Per Class). PBTO maintains high efficacy even with a moderate number of images.
Size 1,000 2,000 5,000 10,000

ASR (%) 76.8 82.4 86.5 87.1
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Table 7. Sensitivity to Memory Buffer Size (M). (CIFAR-100, Task 10). PBTO outperforms baselines under strict constraints.

Method Buffer Size (M)

500 1,000 2,000 5,000

BadNets 1.2% 2.5% 4.5% 12.8%
WaNet 3.8% 4.4% 3.2% 10.5%
LTB 3.6% 3.8% 4.7% 6.2%

Ours 10.4% 69.2% 86.5% 91.3%

D.2. Simulation Trajectory Length (M )

Table 8 confirms that a short trajectory (M = 1) causes overfitting to the immediate snapshot, while M = 5 is sufficient to
capture robust invariants.

Table 8. Impact of Simulation Trajectory Length (M ).
Trajectory (M ) 1 3 5 10

ASR (%) 65.2 82.4 86.5 86.5

D.3. Impact of Iterative Refinement and λ

Figure 6 (Left) shows the ASR improvement over refinement rounds. The attack rises rapidly and saturates after ap-
proximately 50 rounds. Figure 6 (Right) shows the sensitivity to λ, confirming an inverted U-shape curve peaking at
1.0.
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Figure 6. Left: Impact of Iterations. Right: Sensitivity to λ.
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