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ABSTRACT

Distributional robust risk (DRR) minimisation has arisen as a flexible and effective
framework for machine learning. Approximate solutions based on dualisation
have become particularly favorable in addressing the semi-infinite optimisation,
and they also provide a certificate of the robustness for the worst-case population
loss. However existing methods are restricted to either linear models or very small
perturbations, and cannot find the globally optimal solution for restricted nonlinear
models such as kernel machines. In this paper we resolve these limitations by upper
bounding DRRs with an empirical risk regularised by the Lipschitz constant of
the model, including deep neural networks and kernel methods. As an application,
we showed that it also provides a certificate for adversarial training, and global
solutions can be achieved on product kernel machines in polynomial time.

1 INTRODUCTION

Regularised risk minimisation has been the workhorse of learning nonlinear hypotheses such as
deep neural networks and kernel machines. Recently, distributional robust risk (DRR) minimization
has emerged as a promising instance with marked efficacy and flexibility. Instead of perturbing the
observed data points, DRRs consider perturbations to the empirical distribution, constituting an
ambiguity set P that lives in the space of data distributions. Let {2 be an outcome space with (true)
distribution p, e.g., the joint space of input and output. Given a loss function ¢, a model f suffers
a loss value ¢¢(w) over an outcome w, and the risk of f under y is risk(f, u) := E,[¢f]. In DRR
minimisation, a model f is sought that minimises the expectation of loss ¢ over an ambiguity set P,
i.e., that minimises sup,,¢p riske(f, ) (Delage & Ye, 2010; Goh & Sim, 2010; Wiesemann et al.,
2014). The ambiguity sets can be constructed by moment matching (Bhattacharyya et al., 2005;
Farnia & Tse, 2016), divergence balls (Ben-Tal et al., 2013; Duchi et al., 2016; Hu & Hong, 2016), or
Wasserstein distance balls (Kantorovitch, 1958). In this work we focus on the last due to its favorable
properties in statistics and computation, along with extensive applications in DRR (Esfahani & Kuhn,
2018; Gao & Kleywegt, 2016; Zhao & Guan, 2018).

Despite the generality of DRR, its computational efficiency remains a challenge, since the supremum
is over a (typically) uncountably infinite dimension space. Tractable equivalent convex programs can
be derived only for a limited range of loss functions along with linear hypothesis spaces (Blanchet
et al., 2016; El Ghaoui & Lebret, 1997; Shafieezadeh-Abadeh et al., 2015; 2017; Xu et al., 2009a;b).
Although Shafieezadeh-Abadeh et al. (2017) developed lifted variants for reproducing kernel Hilbert
spaces (RKHS) to accommodate nonlinear hypotheses, the perturbation was applied to ¢(w), where
@ is the implicit feature map. This still falls short of robustness with respect to distributions over {2.

A more promising technique for optimizing DRRs over nonlinear hypothesis spaces—including deep
neural networks and kernel machines—is by dualising it to a form that is amenable to (approximate)
optimisation (Mohajerin Esfahani & Kuhn, 2018). The fundamental strong duality result was
established independently by Blanchet & Murthy (2019) and Gao & Kleywegt (2016), and has been
applied to various tasks such as specification of regularisation parameter (Blanchet et al., 2016), design
of transport cost (Blanchet et al., 2017), and selection of ambiguity region size for optimal confidence
interval (Duchi et al., 2016). In particular, Sinha et al. (2018) used it to construct an efficiently
computable certificate on the level of robustness for the worst-case population loss. However, these
methods are still subject to marked restrictions when applied to smooth nonlinear models. First,
Sinha et al. (2018) restricts the perturbation to be small, which despite the common interest of
imperceptible perturbations, leaves unaddressed the equally interesting regimes of medium to large
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perturbations; see discussions in Openreview (2018). Moreover, although the global solvability of the
inner Lagrangian penalty problem (robust surrogate loss) can be ensured by small enough perturbation,
there is no practical procedure to compute the threshold. Finally, the overall optimisation of the
nonlinear model is still subject to nonconvexity, precluding tractable global solutions for restricted
but still general classes of nonlinear models such as kernel methods.

The first goal of this work, therefore, is to develop a novel certificate on distributional robustness that
dispenses with these restrictions (§3). Specifically, we will leverage the McShane-Whitney extension
theorem (McShane, 1934; Whitney, 1934) to upper bound DRRs by the empirical risk regularized
with the Lipschitz constant of the model f, while additionally accounting for the underlying transport
cost and the loss ¢. The result vastly generalises the vector norm regularisation in linear binary
classification (Shafieezadeh-Abadeh et al., 2017, Thm. 3.11) to nonlinear models and extended
real-valued cost functions that encode constraints, along with an arbitrary metric space of labels that
is general enough for multiclass problems. Appealing to any magnitude of perturbation, it also enjoys
improved computational efficiency compared with the robust surrogate loss in Sinha et al. (2018).

A particularly effective domain to apply this new certificate is adversarial learning (Szegedy et al.,
2014), where models are trained to be resilient to malicious distortions on the data. Although Lipschitz
regularisation has been a popular recipe for robustness (e.g., Anil et al., 2019; Cisse et al., 2017; Farnia
et al., 2019; Gouk et al., 2018; Huster et al., 2018; Scaman & Virmaux, 2018) and generalisation
accuracy (Miyato et al., 2018; Yoshida & Miyato, 2017), it remains a heuristic and therefore our
second major contribution is to reveal in §3.1 that adversarial risks (Goodfellow et al., 2015; Madry
et al., 2018; Shaham et al., 2018) can be bounded by a DRR. Such a rigorous justification has hitherto
been restricted to logistic loss (Suggala et al., 2019, Thm. 9), and a similar tightness result has been
established only for linear models (Shafieezadeh-Abadeh et al., 2017, Thm. 3.20). As a result, our
new certificate amounts to a new bound on the worst-case risk under attacks, complementing the
existing certificates (Raghunathan et al., 2018; Tsuzuku et al., 2018; Weng et al., 2018; Wong &
Kolter, 2018; Wong et al., 2018) with a more computationally efficient approach. It further achieved
state-of-the-art accuracy under a range of attacks on standard benchmark datasets (§5).

In practice, however, the evaluation of Lipschitz constant L is NP-hard for neural networks (Scaman
& Virmaux, 2018), compelling approximations of it, or explicit engineering of layers to respect
Lipschitz while analyzing the expressiveness in specific cases (e.g., £ norm in Anil et al. (2019)).
We, instead, pursue a new path and explore the following question: does there exist a hypothesis space
which: a) is expressive enough in modeling; b) allows the exact value of L to be computed efficiently;
¢) enforcing the Lipschitz constant leads to a convex constraint that renders efficient optimisation.

Interestingly, kernel machines satisfy all these requirements for some kernels. For example, Gaussian
kernels are universal, whose RKHS can approximate any continuous function on a compact set in a
uniform sense (Micchelli et al., 2006). The RKHS of multi-layer inverse kernels compactly encom-
passes ¢1-regularized neural networks (Shalev-Shwartz et al., 2011), degrading the generalisation
performance by only a polynomial constant (Zhang et al., 2016; 2017). Similar results have been
conjectured for Gaussian kernels (Shalev-Shwartz et al., 2011). Our third contribution proves that
b) can be achieved for product kernels such as Gaussian kernels with high probability by using the
Nystrom approximation (Drineas & Mahoney, 2005; Williams & Seeger, 2000), and € approximation
error of L requires only O(1/c2) samples (§4). Empirically this approximation is also effective for
non-product kernels like inverse kernels. Such a sampling based approach also leads to a single
convex constraint, making it scalable to 60k examples with even an interior-point solver (§5). The
convenience in evaluating L renders our certificate of DRR even more favorable than those based on
robust surrogate losses (Blanchet & Murthy, 2019; Gao & Kleywegt, 2016; Sinha et al., 2018).

2 PRELIMINARIES

The vast majority of our technical results and proofs are deferred to Appendix A, for which theorem-
like statements are numbered to be consistent.

The extended real line is R := [—o00, +00]. For topological spaces X,Y, the Borel subsets are
9% (X), and the Borel probability measures are 3(X). The universal sigma algebra is U (X) :=
Nuep(x) B . (X) where % ,(X) is the completion of the Borel sets with respect to u € PB(X).
Let M(X,Y") denote the Borel measurable mappings X — Y. We say a function is universally
measurable if it is measurable as a mapping (X,U% (X)) — (Y,%B(Y)). For f € M(X,Y) and a
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measure p € B(X), the push forward of p by f is fuu € P(Y) with fgu := po f~1. Universally
measurable functions can be integrated with a Borel measure because for n € P(X), f: X —» R
is universally measurable if and only if there exists a unique f, € M(X,R) with f(z) = f,(x) for
p-almost every = (Bertsekas & Shreve, 1978, Lem. 7.27, p. 173), and so we let [ fdu := [ f, dpu.

Let ¢ € M(2 x 2, R). The c-transportation cost of ji, v € B(£2), and c-transportation cost ball of

radius r > 0, centred at ;1 € B(2) are respectively

coste(p, v) :=inf { [cdm:m € O(u,v)} and  coste(p,r) := {v € P(2) | coste(p,v) <7}

A function f : (£2,d) — R (on a metric space) is L-Lipschitz if there exists L > 0 such that
Ywr,ws € dom f @ |f(w1) — fwe)| < Ld(wr,w2).

The smallest such L is called the Lipschitz constant and is denoted as lip(f) :=

SUP, yedom(f)|f(2) — f(y)|/d(x,y), with 0/0 := 0. For f : X x Y — R define its X-Lipschitz

constant, ip x (f) = sup(, y)edom(f) HP(f( - ,¥)). Finally, denote [n] := {1,2,...,n}.

3 CERTIFICATE FOR DISTRIBUTIONAL ROBUSTNESS

While an elegant concept, the DRR suffers from a lack of tractability. That is, in order to effectively
minimise it, we first need to be able to compute or estimate it. When the loss function is convex with
respect to the input space this is straight-forward, however in general approximations are necessary.
Our first contribution is an upper bound for it.

Theorem 1. Let (§2,d) be a Polish space. Assume {5 : {2 — R is continuous. Then
sup  riske(f,v) < rlip(€y) + riske(f, p), (1)

vEcostq(p,r)
where lip is measured with respect to d. If additionally if {; is convex, then (1) is an equality.

It follows from the proof of Theorem 1 that in the particular case of {2 := X x Y, where (X, | - |) is
a normed linear space and Y is discrete, i.e. a typical setting for classification, the upper bound

sup  riske(f,v) < rlipx(£r) + riske(f, 1), 2)
vEcostq(u,r)
is attained for d(w, w’) := |wx — W | + 00 [wy # w4 ], where the subscripts refer to the components

of w,w’ belonging to X and Y. The Iverson bracket [ - | returns 1 if its argument is true and O else.
Again (2) is an equality if x — ¢;(x,y) is convex for all y € ¥ (using Lemma 2 in Appendix A).

The approach here is not new, namely using strong duality to establish a tractable formulation of
the DRR. However, previous approaches suffer from onerous conditions on the metric (Sinha et al.,
2018), the model class, or family of distributions (Shafieezadeh-Abadeh et al., 2017). Theorem 1
subsumes many of these results with a great deal more generality, applying to an arbitrary family of
models, loss functions, and outcome spaces.

3.1 DISTRIBUTIONAL ROBUSTNESS AS ADVERSARIAL ROBUSTNESS

We next show how Theorem 1 can be useful for adversarial learning. The following objective function
has been proposed to build a robust classifier f (often) on an input-label space X x Y = (2:

/u(dw) Isneaécﬁf(w +¢), 3)

where B C X x {0} is typically built from a £,, ball. We refer to (3) as the adversarial risk (Goodfellow
et al., 2015; Madry et al., 2018; Shaham et al., 2018).

For a metric space (£2,d), let R,,(r) := {g € M(£2,R>0) | [ gdu < r} be aset of radius functions,
and B(w,r) := {w’ € 2| d(w,w") <r} denote the ball of radius r centred at w.
Theorem 2. Let (£2,| - |) be a separable Banach space with induced metric d. Fix p € B(£2),
and {; € M(£2,R). Then it holds for all r > 0 and g € R, (r) that sup,,cp(. 4.y Lr(w') is
universally measurable, and there is the upper bound

sup /u(dw) sup lp(w') < sup  riske(f,v). 4)

geER, (1) w’€B(w,g(w)) vecosty(p,r)

This can in turn be upperbounded by Theorem 1. Furthermore if {2 is compact with |, non-atomic and
Ly continuous, then (4) is an equality. We refer to the left-hand side of (4) as the variable-radius risk.
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Because .Ru(r) will always contain the (constant) function identically equal to r, clearly
3) :/ p(dw) sup Lp(w') < sup pldw)  sup  Lpw') < sup riske(f,v). (5)
w’'€B(w,r) gER,(7) w'€B(w,g(w)) veEcostq(u,r)
That is, (5) shows the adversarial risk (3) is upper bounded by the left-hand side of (4), which by
Theorem 2 is upper bounded by the DRR.

Both the adversarial risk and the variable-radius

risk 1mply an uncertainty set over a collegtlon of . o
adversaries that may perturb the data. Figure 1 wy
shows the practical difference between the kinds °

of adversaries in these uncertainty sets. w1

Remark 1 (tightness of Theorem 2). With ad-
ditional conditions it is possible to strengthen e | %,
(5) to an equality. Shafieezadeh-Abadeh et al. w3

(2017, Thm. 3.20) achieve equality in (5) for

.. .o . 1 w2
an empirical distribution i, = 3> ;"1 8z, 4,
in the setting of linear classifiers with {2 = })
R™ x {—1,+1}, and a metric on 2 such that J

d(w,w") = oo whenever w,w’ differ in label. ) o )
Figure 1: The blue set of perturbations is realisable

with the classical adversarial risk (3), but the red
is only available in the variable-radius risk.

In general, it is hard to characterize the tightness
of the upper bounds in Theorem 1 and 2. So
we resorted to an empirical approach, demon-
strating that the sum of the gaps in these two theorems and in (5) is relatively low. We randomly
generated 100 Gaussian kernel classifiers f = Zjﬂﬂ yik(x, ), with 2* sampled from the MNIST
dataset and +; sampled uniformly from [—2, 2]. The bandwith was set to the median of pairwise
distances. In Figure 2, the z-axis is the adversarial risk in (3), computed by PGD. The y-axis is the
Lipschitz regularised empirical risk — right-hand side (RHS) of (1). The scattered dots lie closely to
the diagonal, demonstrating that the above bounds are tight in practice.

4 PROVABLE LIPSCHITZ REGULARISATION FOR KERNEL METHODS

Theorems 1 and 2 open up a new path to optimising the adversarial risk (3) by Lipschitz regularisation
(right-hand side of (1)), where the upper bounding relationship is established through DRR. In general,
however, it is still hard to compute the Lipschitz constant for a nonlinear model. However, we will
show that for some types of kernels, this can be done efficiently on functions in its RKHS. Thanks to
the known connections between kernel method and deep learning, this technique will also potentially
benefit the latter. For example, ¢;-regularized neural networks are compactly contained in the RKHS
of multi-layer inverse kernels k(z,y) = (2 — 2 "Ty)~! with ||z||, < 1 and |y||, < 1 (Zhang et al.,
2016, Lemma 1 and Theorem 1) and (Shalev-Shwartz et al., 2011; Zhang et al., 2017), and even

possibly Gaussian kernels k(z, y) = exp(— ||z — y||* /(202)) (Shalev-Shwartz et al., 2011, §5).

Let us consider a Mercer’s kernel k on a convex domain X C R¢, with the corresponding RKHS

denoted as H. The standard kernel method seeks a discriminant function f from H with the

conventional form of finite kernel expansion f(z) = } Zizl ~Yak(x®, ), such that the regularised
empirical risk can be minimised with the standard (hinge) loss and RKHS norm. We start with

real-valued f for univariate output such as binary classification, and later extend it to multiclass.

Our goal here is to additionally enforce, while retaining a convex optimisation in v := {7,},
that the Lipschitz constant of f falls below a prescribed threshold L > 0, which is equivalent to
sup,cy [|Vf(x)||y < L thanks to the convexity of X. A quick but primitive solution is to piggyback
on the standard RKHS norm constraint || f||,, < C, in view that it already induces an upper bound on
|V f(z)||, as shown in Example 3.23 of Shafieezadeh-Abadeh et al. (2017),
sup [V f(@)lly < [[fllysupz""g(2), where g(z) >  sup k() = (2, )[4, - (6)
zeX 2>0 z,x'€X:||lz—a'||,=2
For Gaussian kernels, g(z) = max{o 1, 1}2. For exponential and inverse kernels, g(z) = z (Bietti
& Mairal, 2019). Bietti et al. (2019) justified that the RKHS norm of a neural network may serve as a
surrogate for Lipschitz regularisation. But the quality of such an approximation, i.e., the gap in (6),
can be loose as we will see later in Figure 3. Besides, C' and L are independent parameters.
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Figure 2: Empirical evaluation of the sum of
the gaps from Theorems 1 and 2. The Lipschitz
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Figure 3: Comparison of Apa, (G G) and the
RHS of (6), as upper bounds for the Lipschitz

constant. Smaller values are tighter. 100 func-

constants sup,¢ x ||V f(2)l|, (left: p = 2, right:
tions sampled in the same way as in Figure 2.

p = 1) were estimated by BFGS.

How can we tighten the approximation? A natural idea is to directly bound the gradient norm at n
random locations {w®}7_; sampled i.i.d. from X. These are obviously convex constraints on ~y. But
how many samples are needed in order to ensure ||V f(x)||, < L + € for all z € X? Unfortunately,
as shown in Appendix A.1, n may have to grow exponentially by 1/£¢ for a d-dimensional space.
Therefore we seek a more efficient approach by first slightly relaxing ||V f ()| ,. Let g;(z) := =0 f(z)
be the partial derivative w1th respect to the j-th coordinate of z, and 9"k (z,y) be the partial
derivative to x; and y;. 4 or j being 0 means no derivative. Assuming sup,cyx k(z,z) = 1 and
g; € H (true for various kernels considered by Assumptions 1 and 2 below), we get a new bound
< sup

d
sup [V £ (@ z)ll; = sup E (950 F o 1§ 21 (95905 = Amax(GTG), ()
ellelly=

Where )\max evaluates the maximum eigenvalue, and G := (g1,...,94). The “matrix” is only
a notation because each column is a function in #, and obviously the (4, j)-th entry of GG is
(9i» 9j)4,- Interestingly, Apax (G'T Q) delivers significantly lower (i.e., tighter) value in approximating

the Lipschitz constant sup,.c x ||V f(z)||,, compared with | f||,, max_.~ g(j) from (6). Figure 3

compared these two approximants, with )\max(GTG ) computed from (9) derived below, with the
landmarks {w®} consisting of all training examples; drawing more samples led to little difference.

2
7'>7—[

Such a positive result motivated us to develop refined algorithms to address the only remaining
obstacle to leveraging Apmax (G ' G): no analytic form for computation. Interestingly, it is readily
approximable in both theory and practice. Indeed, the role of g; can be approximated by g;, where
g» € R"™ is the Nystrom approximation (Drineas & Mahoney, 2005; Williams & Seeger, 2000):

= K2 (gi(wh), g5 (w™) T = (Z272) 7227 g5 (noting g;(w') = (g5, k(w',-)),,) (8)

where K := [k(wiawi,)]’i,i’a Z = (k(w17')7k(w27')a"'vk(wn7'))a é:: (gla'”vgd)'
So to ensure Apax (GT G) < L? + ¢, intuitively we can resort to enforcing Apax (G ' G) < L2, which
also retains the convexity in the constraint in v. However, to guarantee ¢ error, the number of samples

(n) required is generally exponential (Barron, 1994). Fortunately, we will next show that n can be
reduced to polynomial for quite a general class of kernels that possess some decomposed structure.

4.1 A COORDINATE-WISE NYSTROM APPROXIMATION FOR PRODUCT KERNELS

A number of kernels factor multiplicatively over the coordinates, such as periodic kernels (MacKay,
1998), Gaussian kernels, and Laplacian kernels. We will consider &(z,y) = H?Il ko(z;,y;) where
X = Xg and kg is a base kernel on X. Let the RKHS of kg be Hg, and let 1o be a finite Borel
= X. Periodic kernels have ko (z;, ;) = exp (—sin(Z (z; yj))2/(20'2)).
The key benefit of this decomposition is that the derivative 9%'k(x,y) can be written as
0% ko(x1,91) H?:z ko(z,y;). Since ko(z,y;) can be easily dealt with, approximation will be
needed only for 0% ko (z1, yl) Applying this idea to g; = } 2221 YaO% 1k (2¢, ), we can derive
d

||gl||’;.[_l QZ ’YaPYb 80 1/%'0(%1» )aao’lko(xlia')>H0HA ko( ]a ?) (9)

L d
(g1,92)9 =172 Za,b:l Va0 o (25, 28)0% ko (a5, 23) l_L,_3

measure with supp|po]

ko(zF, x?)
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So the off-diagonal entries of G'T G can be computed exactly. To approximate the diagonal, we sample

{wi,...,wi} from g, set Z; = (ko(wi,"), ..., ko(w?,")), and apply Nystrém approximation:
(0% ko(af, ), 0% ko(aY, )y, ~ 0% ho(at, )T 2y (2] Z0) 7" 2 0% ko(a8,7)  (10)
where  Z, 0%V ko(28, ) = (0% ko(28, wl), ..., 0% ko (2l wi)) ", (11)

and analogously for Z;" 8%k (x?, ). We will denote this approximation of G G as Pg. Clearly,
Amax(Pg) < L? is a convex constraint on +, based on i.i.d. samples {w? : s € [n],j € [d]} from p.
It is now important to analyze how many samples wj are needed, such that

Amax (Pg) < L? = Amax(GTG) < L? + ¢ with high probability.

4.2 GENERAL SAMPLE COMPLEXITY AND ASSUMPTIONS ON THE PRODUCT KERNEL

Fortunately, product kernels only require approximation bounds for each coordinate, making the
sample complexity immune to the exponential growth in the dimensionality d. Specifically, we first
consider base kernels k¢ with a scalar input, i.e., Xy C R. Recall from Steinwart & Christmann
(2008, Chapter 4) that the integral operator for kg and p is defined by

Ty, = 108 : Ly(Xo,po) — La2(Xo, po)

0

where S : La(Xo, o) — C(Xo), / kol 9)fW)duo(y), € Lo(Xo, o),

and I: C(Xy) < L2(Xo; f10) is the inclusion operator. By the spectral theorem, if T}, is compact,
then there is an at most countable orthonormal set {€; };c.; of La(Xo, f10) and {A;}je; with Ay >
Az > ... > Osuchthat Ty, f =3, ;A (f, éj>L2(XO,HO) é; for all f € Lo(Xo, po). It is easy to

see that ¢; := /\;e; is an orthonormal basis of H (Steinwart & Christmann, 2008).

Our proof is built upon the following two assumptions on the base kernel. The first one asserts that
fixing x, the energy of ko(x,-) and 3%'kq(z, -) “concentrates” on the leading eigenfunctions.

Assumption 1. Suppose ko(z,z) = 1 and 9*'ko(x,-) € Ho for all x € Xo. Forall € > 0, there
exists N. € IN such that the tail energy of 3%k (z,-) beyond the N.-th eigenpair is less than e,
uniformly for all x € Xy. That is, denoting @,,, :== (1, -, Pm),

N, = inf { ||0" ko(z, ") — @@, 0% ko (2 <e¢ forallz € Xy and

s,

m

| ko(z, ) — @@,y ko (z

m

||H <e forallx € Xo} < 00.

The second assumption asserts the smoothness and range of eigenfunctions in a uniform sense.

Assumption 2. Under Assumption 1, {e;(x) : j € N.} is uniformed bounded over x € X, and the
RKHS inner product of 9% ko (z,-) with {e; : j € N.} is also uniformly bounded over x € Xy:

<80 Yo (z, )7ej>?_[(J

M, := sup max

P Imax, < 00, and Q. := sup max |e;(x)| < oo.
TEXo

zeXo JEINE]

Theorem 3. Suppose ko, Xo, and jug satisfy Assumptions 1 and 2. Let {w3 : s € [n],j € [d]} be
sampled i.i.d. from pg. Then for any f whose coordinate-wise Nystrom approximation (9) and (10)
satisfy )\maX(Pg) < L2, the Lipschitz condition Ayax (G G) < L? + ¢ is met with probability 1 — 6,
as long asn > 8( LN2M2Q? log %5 anNe ) almost independent of d. Here O hides all poly-log terms.

Satisfaction of Assumptions. In Appendix A.4 and A.5, we will show that for periodic kernel and

Gaussian kernel, Assumptions 1 and 2 hold true with O(l) values of N, M., and Q). It remains open
whether non-product kernels such as inverse kernel also enjoy this polynomial sample complexity.
Appendix A.6 suggests that the complexity is quasi-polynomial for inverse kernels.

5 EXPERIMENTAL RESULTS
We studied the empirical robustness and accuracy of the proposed Lipschitz regularisation technique

for adversarial training of kernel methods, under both Gaussian kernel and inverse kernel. Comparison
will be made with state-of-the-art defense algorithms under effective attacks.

6
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Datasets. We tested on three datasets: MNIST, Fashion-MNIST, and CIFAR10. The number of
training/validation/test examples for the three datasets are 54k/6k/10k, 54k/6k/10k, 45k/5k/10k,
respectively. Each image in MNIST and Fashion-MNIST is represented as a 784-dimensional feature
vector, with each feature/pixel normalised to [0, 1]. For CIFAR10, we trained it on a residual network
to obtain a 512-dimensional feature embedding, which were subsequently normalised to [0, 1]. They
were used as the input for training all the competing algorithms and were subject to attack.

Attacks. To evaluate the robustness of the trained model, we attacked them on test examples using
the random initialized Projected Gradient Descent method with 100 steps (PGD, Madry et al., 2018)
under two losses: cross-entropy and C&W loss (Carlini & Wagner, 2017). The perturbation § was
constrained in an {5 or £, ball. To evaluate robustness, we scaled the perturbation bound € from 0.1
to 0.6 for £, norm, and from 1 to 6 for £5 norm (when € = 6, the average coordinate magnitude |J;|
is 0.214).

Algorithms. We compared four training algorithms. The Parseval network orthonormalises the
weight matrices to enforce the Lipschitz constant (Cisse et al., 2017). We used three hidden layers
of 1024 units and ReLU activation (Par-ReLU). Also considered is the Parseval network with
MaxMin activations (Par-MaxMin), which enjoys much improved robustness (Anil et al., 2019).
Both algorithms can be customised for /5 or £, attacks, and were trained under the corresponding
norms. Using multi-class hinge loss, they constitute strong baselines for adversarial learning.

Both Gaussian and inverse kernel machines applied Lipschitz regularisation by randomly and greedily
selecting {w*}, and they will be referred to as Gauss-Lip and Inverse-Lip, respectively. In practice,
Gauss-Lip with the coordinate-wise Nystrom approximation ()\max(l—:’g) from Eq (10)) can approxi-
mate A\pax (G G) with a much smaller number of sample than if using the holistic approximation as
in (8). Furthermore, we found an even more efficient approach. Inside the iterative training algorithm,
we used L-BFGS to find the input that yields the steepest gradient under the current solution, and
then added it to the set {w®} (which was initialized with 15 random points). Although L-BFGS is
only a local solver, this greedy approach empirically reduces the number of samples by an order of
magnitude. See the empirical convergence results in Appendix A.9. Its theoretical analysis is left for
future investigation. We also applied this greedy approach to Inverse-Lip.

Extending binary kernel machines to multiclass. The standard kernel methods learn a discrim-
inant function f7 := > a7 k(z%,-) for each class 7 € [10], based on which a large supply of
multiclass classification losses can be applied, e.g., CS (Crammer & Singer, 2001) which was used
in our experiment. Since the Lipschitz constant of the mapping from { f7} to a real-valued loss is
typically at most 1, it suffices to bound the Lipschitz constant of z + (f!(x),..., f1%(z))" by

10
mxa'X )\max(G(x)G<x)T) < maXHLpHH:1 )\max<zczl GI()D(ADTGC) < L27 (12)

where G(z) := [Vf1(z), -, V)] = [G] k(z,-),...,G{k(x, )] with G, := (g, ... ,99)-
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Figure 6: Gradients of targeted cross-entropy loss with respect to input images. One image per class
(0-9) was sampled randomly from the test set, shown in the first row. The following rows show the
gradient with different class targets. Red and blue stand for positive and negative pixel values, resp.

The last term in (12) can be approximated using the same technique as in the binary case. Furthermore,
the principle can be extended to ¢ attacks, whose details are relegated to Appendix A.10.

Parameter selection. We used the same parameters as in Anil et al. (2019) for training Par-RelLU
and Par-MaxMin. To defend against /5 attacks, we set L = 100 for all algorithms. Gauss-
Lip achieved high accuracy and robustness on the validation set with bandwidth ¢ = 1.5 for
FashionMNIST and CIFAR-10, and ¢ = 2 for MNIST. To defend against /., attacks, we set
L = 1000 for all the four methods as in Anil et al. (2019). The best o for Gauss-Lip is 1 for all
datasets. Inverse-Lip used 5 stacked layers.

Results. Figures 4 and 5 show how the test accuracy decays as an increasing amount of perturbation
(¢) in ¢5 and £ norm is added to the test images, respectively. Clearly Gauss-Lip achieves higher
accuracy and robustness than Par-ReLU and Par-MaxMin on the three datasets, under both £
and /., bounded PGD attacks with C&W loss. In contrast, Inverse-Lip only performs similarly
to Par-ReLU. Interestingly, we noticed that {5 based Par-MaxMin are only slightly better than
Par-ReLU under /5 attacks, although the former does perform significantly better under £, attacks.

For the sake of space, the results for cross-entropy PGD attacks are deferred to Figures 9 and 10 in
Appendix A.11. Here cross-entropy PGD attackers find stronger attacks to Parseval networks but not
to our kernel models. Our Gauss-Lip again significantly outperforms Par-MaxMin on all the three
datasets and under both ¢5 and £, norms. The improved robustness of Gauss-Lip does not seem to
be attributed to the obfuscated gradient (Athalye et al., 2018), because as shown Figures 4, 5, 9, 10,
increased distortion bound does increase attack success, and unbounded attacks drive the success
rate to very low. In practice, we also observed that random sampling finds much weaker attacks, and
taking 10 steps of PGD is much stronger than just one step.

Visualization. The gradient with respect to inputs is plotted in Figure 6 for ¢ trained Par-MaxMin
and Gauss-Lip. The i-th row and j-th column corresponds to the targeted attack of turning the
original class j into a new class ¢, hence the gradient is on the cross-entropy loss with class ¢ as the
ground truth. These two figures also explained why Gauss-Lip is more robust than Par-MaxMin:
the attacker can easily reduce the targeted cross-entropy loss by following the gradient as shown in
Figure 6a, and hence successfully attack Par-MaxMin. In contrast, the gradient shown in Figure 6b
does not provide much information on how to flip the class.

Conclusion. In this paper, we derived a new certificate for distributional robust risk minimization
by using Lipschitz regularization. Application to adversarial learning based on kernel methods
exhibited superior robustness, with provably polynomial sample complexity for product kernels. We
will apply this function space to GANs to witness the difference between probability distributions,
leading to a more stable training scheme as the inner level optimization becomes convex.
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Appendix

The pseudo-code of training binary SVMs by enforcing Lipschitz constant is given in Algorithm 1.

Algorithm 1: Training binary SVMs by enforcing Lipschitz constant L

1 Initialize the constraint set S by some random samples from X.
2 fori=1,2,...do
3 Train SVM using one of the following constraints:

@ Brute-force: |V f(w)|> < L2, Vwe S
@ Nystrom holistic: .. (G G) < L? using S as the set {w!,. .., w"} in Eq (8)

@ Nystrom coordinate wise: \y..(Pg) < L? using S as the set {w', ..., w"}
in Eq (10)
4 | Letthe trained SVM be f(*).
5 Find a new w to add to S by one of the following methods:

(@ Random: randomly sample w from X.

® Greedy: find argmax, ¢ x HV O (x) H (approximately) by L-BFGS with 15
random initializations.

6 | Record L) = max,ex ||V O ().

Finding the exact argmax, ¢ x HV () H is intractable, so we used a local maximum found by
L-BFGS with 15 random initializations as the Lipschitz constant of the current solution f) (L(") in
step 6). The solution found by L-BFGS is also used as the new greedy point added in step 5b.

Furthermore, the kernel expansion f(z) = } 22:1 Yak(z?, ) can lead to high cost in optimization
(our experiment used | = 54000), and therefore we used another Nystrom approximation for
the kernels. We randomly sampled 1000 landmark points, and based on them we computed the

Nystrém approximation for each k(z?, -), denoted as $(z%) € R*°%, Then f(x) can be written as
1 Zf;:l Ya@(2*) T @(z). Defining w = 7 Zfl=1 Yap(x®), we can equivalently optimize over w, and
the RKHS norm bound on f can be equivalently imposed as the ¢5-norm bound on w.

To summarize, Nystrom approximation is used in two different places: one for approximating the
kernel function, and one for computing ||g; ||, either holistically or coordinate wise. For the former,
we randomly sampled 1000 landmark points; for the latter, we used greedy selection as option b in
step 5 of Algorithm 1.

A PROOFS OF RESULTS

The following appendix contains the complete set of proofs and auxiliary results.

PROOFS FOR §3: CERTIFICATE FOR DISTRIBUTIONAL ROBUSTNESS

Lemma 1 McShane-Whitney (Petrakis, 2018, Thm. 2.1 (ii)). Ler (X, d) be a metric space and
f: X = R. Then

¥y 2 lip(f) : sup (f(w) - ’yd(woaw)) = f(zo),
S
where lip is measured with respect to d.

Lemma 2. Let (X, | - |) be a normed linear space and f : X — R is convex. Then for xy € X,
v>0

sup (f(2) =z = 20]) = £(w0) + oo [lip(f) > 1],

zeX

where lip is measured with respect to | - |.
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Proof. Since f is closed proper convex, f = f** (Penot, 2012, Thm. 3.44, p. 214). Then, using a
standard result (Charalambos & Border, 2006, Lem. 6.10, p. 231) we have

Vo e X: —ylz|=—v sup (g,7) = inf —(g,2), (13)
lg|* <1 lg™ <~
we have
sup (f(fl?) -]z - xol) = sup ( sup (2", ) — f*(z) =]z — xol)
reX z€X \ z*€dom f*

= sup  sup ( inf (2, z) — f*(x) — (¢",z — x0>>

zeX x*€dom f* lg* " <~v

=sup sup inf ((z* —g", )+ (9%, o) — f*(:z:*))
zeX x*€dom f* lg* "<~

= inf sup  sup ((x* —g*,2) + (g, z0) — f*(m*)>,
|lg*|* <y z*€dom f* z€X
where the exchange the infimum and supremum follows from Penot (2012, Thm. 1.86, p. 59). Thus

inf sup  sup ((x* - g% x) + (9", 20) — f*(:v*)>
lg*["<v z*edom f* zeX

= swp i (oo(1— " = ') + (9", m0) — (7)),

z*€dom f* |g* "<y

= s (1= [T < D) + o) )

z*Edom f*
= S ; ((z*,xo) - f*(x*)) + 00 [Fg* € dom f* : |g*|" > 7]
x*edom f*
= f(x0) + oo [lip(f) > ],
as claimed. ]

Theorem 1. Let (£2,d) be a Polish space. Assume £y : 2 — R is continuous. Then
sup  riske(f,v) < rlip(fy) + riske(f, 1),

vecostq(p,r)

where lip is measured with respect to d. If additionally if {; is convex, then (1) is an equality.

Proof. 1t is easily verified that d and ¢ satisfy assumptions 1 and 2 of Blanchet & Murthy (2019,
Thm. 1) giving us

sup  riske(f,v) = inf (z\rJr/ é? d,u)
Q

vEcosty(p,r) A>0

= igf(’) (/\7“—1— /Q p(dw) sup (Kf(w’) - Ad(w,w’))) (14)

w'en

inf A {rd
it (s [ )

= rlip(¢y) +/ lydp,
(0]

where the inequality follows from Lemma 1. To achieve equality in (1) (under the additional
assumptions) apply Lemma 2 to (14).

IN

A different upper bound in Theorem 1 for non-convex functions could be built using Lemma 2

sup (f(a) =l = o] ) = sup (1 () =l — a0l +(f = f**)(@))

zeX

IN

sup (**(2) =z — w0l ) + 1f = |,
X

zTE
= 7 (@o) + |f = [ + 0o [lip(f) > 1,
but it’s not clear if this is tighter.
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Lemma 3. Let (§2,d) be a Polish space and assume . € P(2) is non-atomic. Let M (p,v) =
{t € M(£2,0) | tup=v}, and Ag(r) == {t € M(£2,02) | [dd(id xt)xp < r}. If there is v* €
P (£2) with visk,(f, V") = SUP,ccosty(u,r) Tiske(f, ), then

sup /d(w,t(w))u(dw) = sup riske(f,v). (15)

teAq(r) veEcostq(p,r)

Proof. Since p is non-atomic and d is (trivially) continuous it follows (via Pratelli, 2007, Thm. B)
that

V' eB(N2): inf /d(w,t(w)),u(dw) = costq(p,v'). (16)

teM (p,v')

Let r* := costq(u, v*), and note that 7 < r. Fix a sequence (ex)ren C (0,7*) with ¢, — 0. For
¢ > 0letv, := p+ c(v* — p). Since costy metrizes the weak topology on (£2) (Villani, 2008,
Thm. 6.9, p. 96) the mapping ¢ — costq (i, v..) is continuous, with

costq(p,v9) = 0, and costq(p, v1) = r*.

Thus for each k there exists some ¢, > 0 with costq(p, v, ) = r* — ¢j, by the intermediate value
theorem.

It’s clear that for each k there exists (t¥),,en € M (u, v, ) with

hm/dd (id,t* )y dp = inf /dd (id, t) 4 u = costd(,u, Vey) =1 — €.
teM( ,U,Vck

Thereore the sequences (t¥),en must eventually lie within A4(r) for every k It is without loss
of generality that we assume, by passing to a subsequence if necessary, that (t£),cn C Ay4(r) for
all k. Since costq(v*, v, ) — 0 (by a similar continuity argument) we have the weak convergence

Ve, — v, and therefore (tF)xpu — v* asn, k — oc.

k

Thus there exists (t£),en C Aq(r) with (¢5)p — v* and

/éf dv* = lilgnlim/ff d(th)pp. 17)
n
Therefore

/deu* = sup riske(f,v) > sup /éfdt#,u>hmhm/€fd )t (L)/éfdy

veEcostq(p,r) teAq(r
giving equality in (15).

Theorem 2. Let (§2,| - |) be a separable Banach space with induced metric d. Fix p € B((2),
and ly € M(£2,R). Then it holds for all r > 0 and g € Ry, (r) that sup,,cp(. 4.y Lr(w') is
universally measurable, and there is the upper bound

sup /u(dw) sup  lp(w) < sup  riske(f,v).

geER, (1) w’€B(w,g(w)) vecostq(u,r)

This can in turn be upperbounded by Theorem 1. Furthermore if {2 is compact with p non-atomic and
L¢ continuous, then (4) is an equality. We refer to the left-hand side of (4) as the variable-radius risk.

Proof. Measurability. First fix w € §2. Because B(w, ) is closed, the level sets

2\ B(w,g(w)) u>0
1eV>u(LB(w’g(w))):{Q\ o) u < 0.

are all Borel. Therefore L., 4(.)) is Borel for each w € (2. Let d,,(w’) := d(w,w’). Now consider
lev_o(Lp(. 4(. )W) ={w' € 2]d(w,w') < g(w)}
={w' € 2]0 < g(w') - du(w)}
=levso(g — dy)-

15
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Since g and d,, are Borel lev—g(tp(. 4(.))(w)) is Borel. By a similar argument it’s clear that
levso(tp(. (. ) (w)) = leveo(g — do,) is Borel too. Therefore (w1,w2) = tB(w, g(w,)) (W2) is
Borel.

Notice that

Yw e 2 : sup l(w') = sup Kf(w/) — LB(w,g(w))(w/)v (18)
w'€B(w,g(w)) w'en

and so
levsy (SUPyrep(. () ly(w'))
(18)
= levs, (Supcq gf(wl) —B( g(- ))(wl))
= proj; { (wi,w2) € 2 X [ £5(wW2) = tB(wy g(wr)) (W2) > u}. (19)

where proj; (w1, wz) := w;. Since £y and (. 4. are Borel, the argument of the projection in (19)
is Borel. The projection of a Borel set is universally universally measurable (via Bertsekas & Shreve,
1978, Prop. 7.39, Cor. 7.42.1), therefore sup,, e g(. 4(.)) s(w’) is universally measurable. O

Inequality (4). Let I'y(w) := B(w, g(w)) be the set-valued operator on {2 defined for the function
g : 2 = R that specifies a radius at each point w € 2. Let M, (2, I'y) denote the set of Borel
mappings {2 — (2 that are selections of I, pi-almost everywhere. Finally let

Ag(p,r) = {a e M(£2,02)] /dd(id xa)gp < r}.

To prove UgERM(T) M, (2, Iy) = Ag(p, r) suppose a € UgER”(T) M, (£2,I,). Then [ddagpu <r,
and this shows a € Ag4(p, ), and UgERH(T) M,(£2,I,) C Ag(p,r). Leta € Ag(p,r) and g4 (w) :=
d(w,a(w)). Then g, € R, (r) and @ € M(S2, Iy, ) trivially, thus UgER“,(T) M, (£2,1,) 2 Aalp,r).
We have shown UgeR”(T) M, (2,I,) = Aa(u, 7).

If a € Aq(u,r), then

/dd(id Xa)gp <1 = agpp € costq(p,r),
which shows {axp | a € Ag(p,r)} C costq(p, 7).
Considering the right hand side of (4)

sup / sup lp(w')dp = sup sup /Ef dayp *)
gER, (1) w'ely(w) gER, (1) aeM,, (2,Iy)

= sup /Zf day .
GGUgenu(r) M“(Q,Fg)

= sup /Ef dayp. (20)
a€Aa(p,r)

We have already proven {axp | a € Ag(p, )} C costy(p, 7). Therefore, in summary:

sup / sup  Lf(w')pu(dw) @ sup /Efda#ug sup /éfdy,

geER,(r)J w'ely(w) a€Ag(p,r) vecostq(p,r)
which was to be proved.

To complete the proof we will now justify the exchange of integration and supremum in (*). The set
MM(.Q, Fg) is trivially decomposable (Giner, 2009, see the remark at the bottom of p. 323, Def. 2.1).
By assumption ¢ is Borel measurable. Since ¢ is measurable, any decomposable subset of M({2, (2)
is £y-decomposable (Giner, 2009, Prop. 5.3) and ¢ -linked (Giner, 2009, Prop. 3.7 (i)). Theorem 6.1
(c) of Giner (2009) allows us to exchange integration and supremum in (¥*). U

16
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Equality (4). Let @41, 7) := {7 € U, eq() (1, v) | [ ddr < r}. Under the additional assump-
tions, from Blanchet & Murthy (2019, Prop. 2) there exists 7* € ®4(u, r) with

/Zf (W) (dw) = sup /Ef dv,
vecosty(p,r)

where v* := 7*( -, dw). The proof then follows from Lemma 3. O
This concludes the proof of Theorem 2. ]

PROOFS AND MORE RESULTS FOR §4: KERNEL APPROXIMATION
A.1 RANDOM SAMPLING REQUIRES EXPONENTIAL COST

The most natural idea of leveraging the samples is to add the constraints ||g(w?®)|| < L. For Gaussian
kernel, we may sample from N (0, 021) while for inverse kernel we may sample uniformly from B.
This leads to our training objective:

i 1 2 1. <L, Vseln]
min Z oss( ||f||H s lg(w*)[| < L, Vs € [n]

Unfortunately, this method may require O(<;) samples to guarantee > llgj H?—t < L?+ ¢ whp.
This is illustrated in Flgure 7, where k is the polynomlal kernel with degree 2 whose domain X is the
unit ball B, and f(z) = 4 (v 2)?. We seek to test whether the gradient g(z) = (v ' z)v has norm
bounded by 1 for all z € B, and we are only allowed to test whether ||g(w?®)|| < 1 for samples w?®
that are drawn uniformly at random from B. This is equivalent to testing ||v|| < 1, and to achieve
it at least one w® must be from the ¢ ball around v/ ||[v|| or —v/ ||v||, intersected with B. But the
probability of hitting such a region decays exponentially with the dimensionality d.

The key insight from the above counter-example is that in fact ||v|| can be easily computed by

Zg (v Tbs)?, where {w*}¢_, is the orthonormal basis computed from the Gram—Schmidt process
on d random samples {w*}¢ (n = d). With probability 1, n samples drawn uniformly from B
must span R? as long as n Z d i.e., rank(W) = d where W = (w?, ..., w"). The Gram-Schmidt

process can be effectively represented using a pseudo-inverse matrix (allowing n > d)as

lolly = |[(W W) 2w T

)

2
where (W TTW)~1/2 is the square root of the pseudo-inverse of W T . This is exactly the intuition
underlying the Nystrom approximation that we will leveraged.

A.2 SPECTRUM OF KERNELS

Let k be a continuous kernel on a compact metric space X, and y be a finite Borel measure on X
with supplu] = X. We will re-describe the following spectral properties in a more general way than
in §4. Recall from Chapter 4 of Steinwart & Christmann (2008) that the integral operator for k£ and
is defined by

T = I OSk : LQ(X,/J) — LQ(X7/,L)
where Sy : Lo(X;pn) = C(X), (Sipf)(x) = /k:(w,y)f(y)du(y), f € La(X, ),
I, : C(X) < Lo(X; ), inclusion operator.

By the spectral theorem, if T}, is compact, then there is an at most countable orthonormal set (ONS)
{€;}jeq of Lo(X, ) and {\;},;e with Ay > A2 > ... > 0 such that

Tf:Z)‘] <f’éj>L2(X;p,) éjv f€L2(Xa:u’)
jeJ

17
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Figure 7: Suppose we use a polynomial kernel with degree 2, and f(z) = (v )? for z € B.

Then g(x) = (v'z)v. If we want to test whether sup, .5 [|g(z)|, < 1 by evaluating ||g(w)]|, on
w that is randomly sampled from B such as w; and wg, we must sample within the € balls around
the intersection of B and the ray along v (both directions). See the blue shaded area. The problem,
however, becomes trivial if we use the orthonormal basis {01, W5 }.

In particular, we have (é;, éj>L2(X-u) = 0;5 (i.e., equals 1 if 4 = j, and O otherwise), and T'¢; = A;€;.
Since €; is an equivalent class instead of a single function, we assign a set of continuous functions
ej = A;lskéj € C(X), which clearly satisfies

<6i76j>L2(X;,u) = 5@‘, T6j = >‘j6j-

We will call \; and e; as eigenvalues and eigenfunctions respectively, and {e; } ;e clearly forms an
ONS. By Mercer’s theorem,

k(z,y) =Y Nej(@)e;(y), 21)
=y
and all functions in # can be represented by » . ;aje; where {a;/\/A;} € ¢%(J). The inner
product in H is equivalent to <ZjeJ aje;, ZjeJ bjej> = ZjeJ a;b;/A;. Therefore it is easy to
H
see that
(pj = \/)\j@j, ]€J

is an orthonormal basis of H, with Moreover, for all f € H with f = >

(frei)a = a5/ X, (fr0i)q, = aj//A;, and
F=Y 500 =D VA (e 05 =D N (fre)q €5
j i 7

jeg ajej, we have

Most kernels used in machine learning are infinite dimensional, i.e., J = IN. For convenience, we
define @,,, := (1, ..., pm) and A, = diag(A1, ..., Am).

A.3 GENERAL SAMPLE COMPLEXITY AND ASSUMPTIONS ON THE PRODUCT KERNEL

In this section, we first consider kernels ko with scalar input, i.e., X; C RR. Assume there is a
measure Lo on Xo. This will serve as the basis for the more general product kernels in the form of

k(z,y) = H?Zl ko(z;,y;) defined over X¢.
With Assumptions 1 and 2, we now state the formal version of Theorem 3 by first providing the
sample complexity for approximating the partial derivatives. In the next subsection, we will examine

how three different kernels satisfy/unsatisfy the Assumptions 1 and 2, and what the value of IV, is.
For each case, we will specify /i on X, and the measure on X is trivially p = pud.

Theorem 4. Suppose {w®}"_, are drawn iid from ug on Xy, where g is the uniform dis-
tribution on [—v/2,v/2] for periodic kernels or periodized Gaussian kernels. Let Z :=

18
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(ko(w', ), ko(w?,), ... ko(w™,")), and g1 = } Zfl:l Yagd: X¢ — R, where |||, < c1 and

d
gi(y) = 0" k(2" y) H @f,y;) with  hi(-):= 0% ko(at, ).

Givene € (0,1), let D, = (91, - - . om) where m = N.. Then with probability 1 — ¢, the following
holds when the sample size n = max(N;, 52 N.Q? log %)

1
lgsll5, < " Ky +3ei (1+ 2\/N5Ms)e, 22)

where (K1)ap = (h$)"2(Z27Z)~ 1ZThka0 x4, 2b).
j=2

Then we obtain the formal statement of sample complexity, as stated in the following corollary, by
combining all the coordinates from Theorem 4.

Corollary 1. Suppose all coordinates share the same set of samples {w*}"_,. Applying the results
in (22) for coordmates from 1 to d and using the union bound, we have that with sample size

n = max (N, 325 N.Q? 2N =), the following holds with probability 1 — do,
Amax(GTG) < Ao (P) + 361 (1 n 2\/N5ME)€. (23)

Equivalently, if N, M. and Q. are constants or poly-log terms of € which we treat as constant, then
10 ensure Apax (G G) < Anax(Pg) + € with probability 1 — 6, the sample size needs to be

15 20N,
:g—ch(1+2\/N5ME> N.Q?log =

Remark 2. The first term on the right-hand side of (23) is explicitly upper bounded by L2 in our
training objective. In the case of Theorem 5, the values of Qe, N, and M, lead to a O( ) sample
complexity. If we further zoom into the dependence on the period v, then note that N is almost

a universal constant while M, = @(NE — 1). So overall, n depends on v by 1%2 This is not
surprising because smaller period means higher frequency, hence more samples are needed.

Remark 3. Corollary 1 postulates that all coordinates share the same set of samples {w*®}"_,. When
coordinates differ in their domains, we can draw different sets of samples for them. The sample
complexity hence grows by d times as we only use a weak union bound. More refined analysis could
save us a factor of d as these sets of samples are independent of each other.

Proof of Theorem 4. Let &' := (1+ 2/mM_)e. Since (g, 911)>H = (hy, hl{>?—to H?:Q ko (x4, %)
and | ko (24, z%)| < 1, it suffices to show that for all a, b € [I],

)(h‘;, By — (h‘f)TZ(ZTZ)‘lZThl{‘ < 3¢/,

Towards this end, it is sufficient to show that for any h(-) = 9,0%'ko(x, ) + 9,0% ko (y, -) where
z,y € Xo and |9, + |9,] < 1, we have

’hTZ(ZTZ)—lzTh - ||h|\;0‘ <. (24)
This is because, if so, then
(2,1, — (h)T 227 2) 2R
= |5 (10 + 0, = W, — 815,) — 5 0 + )T 2027 2027+
()" 22T Z2) 2Ty - ()T Z(ZTZ)_lzThlm

<-(4e'+&'+€') =3¢

N)\)—l
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The rest of the proof is devoted to (24). Since n > m, the SVD of Afnl/ 2@;2 can be writ-
ten as UXV'", where UUT = U'U = V'V = I, (m-by-m identity matrix), and ¥ =
diag(o1,...,0m,). Define

a=n"Y2vUTAY2] b

Consider the optimization problem o) := 3 ||Za — h||§{0. It is easy to see that its minimal
objective value is 0* := 1 ||h||3_lO — W' Z(ZTZ) ZTh. So

0<20" =|hl3, —h"Z(Z"Z)'Z"h < 20(cx).

Therefore to prove (24), it suffices to bound o(a) = || Za — h|,, . Since V@, AV2UV T =
®,,P,),h, we can decompose || Za — hl|,, by

|Zow— hllyy, < |(Z — Su] D)), + H(qsqulz — b, AUV T (25)
+||m®pnh = b, -
The last term Hﬁﬁmégh — hHHO is clearly below € because by Assumption 1 and m = N,
|l =,
< |’L9‘L| Hqi)7n45718071k0( ) 60 lkO ||7-l + |19y| ||©m¢r—rrzao’lk0(ya ) 80 1kO Z/7 HH

(19| + [0y )e < e.
We will next bound the first two terms on the right-hand side of (25).
(w*,) = D@ ko(w?,)||,, < e hence |[(Z — ) Z)al,, <

ev/n||a|,. To bound ||cx||,, note all singular Values of VU are 1, and so Assumption 2 implies that
forall i € [m],

(i) By Assumption 1,

—1/2
472 (05, B,

= [(ess )y | = (5920 o, ) + 0,0 o, ), | 26)

< sup ’<6j,80’1]€(1', ')>H0‘ < M..

reX

As a result,

(2 = @), Z)a |, < enl? V2 4S8 ]| < ev/mit..

(i1) We first consider the concentration of the matrix R := %A,_nl/ 245,T,LZ Z T@,n/l,_nl/ 2 e rmxm,
Clearly,

n

1
{E}[Rij} N {E} [n ;ei(ws)e]’(ws)] = /ei(m)ej(:ﬂ) du(z) = 5y

By matrix Bernstein theorem (Tropp, 2015, Theorem 1.6.2), we have Pr(||R - Im||sp < 5) >1-9
when n > O(.). This is because ||(e1(z), ..., em(2))]|* < mQ2, [ RT]Hsp < mQ?/n, and

—g2 _ 22
PI‘(”R—Im”SpSE> 21_2mexP<mQZ(1€+)> 21—2mexp<5m22> 21—5,
E £

3n

where the last step is by the definition of n. Since R = %UZJ2 UT, this means with probability 1 — 6,
|| %UZ‘QUT - Im”sp <e.Soforalli € [m],

—1
1
02+1

NG <e. Q27)

1
—0; —1’ <e which implies ‘01—1’ <e
n
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Moreover, A; < 1 since ko(z, ) = 1. It then follows that

(@ ®T 7 — \/ﬁgpmAWUvT)aHH
0

m m

1 _ 1 _
=@, AL QUEVT%VUTAW” 2¢ b — ﬁ@,,LAFW{QUVT%VUTAml/ %;hH

Ho

(because D, &, = I,,,)

= A}fU(\le — Im) UT A 2@ h
n

<V max
e|m

<ev'mM, (by (27),(26), and \; < 1).
Combining (i) and (ii), we arrive at the desired bound in (22). |

2

1
-1 HA*I/QdSThH
o ‘ m ol

Proof of Corollary 1. Since Pg approximates G ' G only on the diagonal, Pz — G G is a diagonal
matrix which we denote as diag(dy, ..., d4). Let u € R? be the leading eigenvector of Pg. Then

)\max(f’g) — )\maX(GTG) <u'Pou—u'G 'Gu= uT(PG — GTG)u = Zéju?
J

(by 22)) <3¢ (1 + 2\/N5M5)5.
The proof is completed by applying the union bound and rewriting the results. |

A.4 CASE 1: CHECKING ASSUMPTIONS 1 AND 2 ON PERIODIC KERNELS

Periodic kernels on X := R are translation invariant, and can be written as ko (z,y) = x(x — y)
where x : R — R is a) periodic with period v; b) even, with x(—t) = (¢); and ¢) normalized with
x(0) = 1. A general treatment was given by Williamson et al. (2001), and an example was given by
David MacKay in MacKay (1998):

1 /7 2
ko(z,y) = exp ~557 sm(;(z - y)) . (28)
We define jio to be a uniform distribution on [—%, 5], and let wy = 27/v.

Since x is symmetric, we can simplify the Fourier transform of «(t)d,(t), where 6,(¢t) = 1 if
t € [-v/2,v/2], and 0 otherwise:

1 v/2
F(w) = ez /U/2 k(t) cos(wt) dt.

It is now easy to observe that thanks to periodicity and symmetry of «, for all j € Z,

1 v/2 . 1 v/2 .
f/ ko(,y) cos(jwoy) dy = ;/ K(z —y) cos(jwoy) dy

VJ_v/2 —v/2
1 z+v/2
== / k(z) cos(jwo(z — 2))dz  (note cos(jwo(xz — 2)) also has period v)
UV Jg—v/2
1

v/2
== / k(z)[cos(jwox) cos(jwoz) + sin(jwox) sin(jwpz))dz  (by periodicity)
VJ_v/2

1 v/2
= cos(jwox) / k(2) cos(jwpz) dz  (by symmetry of k)

—v/2
V2T

ZTF(jwo) cos(jwox).
And similarly,

1 2 . Vor o
5/ / ko(z, y) sin(jwoy) dy = —=F (jwo) sin(jwoz).
—v/2
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Therefore the eigenfunctions of the integral operator 7}, are
eolz) =1, ej(z) = v2cos(jwoz), e_j(x) = V2sin(jwoz) (j >1)
and the eigenvalues are \; = @F (jwo) forall j € Z with A_; = \;. An important property our
proof will rely on is that
ej(x) = —jwoe_j(x), forallj € Z.

Applying Mercer’s theorem in (21) and noting x(0) = 1, we derive ;. A; = 1.

Checking the Assumptions 1 and 2. The following theorem summarizes the assumptions and
conclusions regarding the satisfaction of Assumptions 1 and 2. Again we focus on the case of X C R.

Theorem 5. Suppose the periodic kernel with period v has eigenvalues \; that satisfies
A1+ )P max(1,5%) (1 +6(j = 1)) < e ¢;”, forall j =0, (29)

where ¢4 > 1 and cg > 0 are universal constants. Then Assumption 1 holds with

2.1cq v2
N =1+2[n.|, where n.:=log,, (52 max(l, 47_‘_2>) (30)

In addition, Assumption 2 holds with Q. = \/2 and M, = % [ne] = @(NE —1).

For example, if we set v = 7 and o2=1 /2 in the kernel in (28), elementary calculation shows that
the condition (29) is satisfied with ¢4 = 2 and ¢g = 1.6.

Proof of Theorem 5. First we show that h(x) := 0% ko(zg,z) is in H for all zy € Xy. Since
ko(zo,2) =3 ez A <ej(x0)ej(m), we derive
Z Nej(z0)0'ej(x Z/\ ej(zo)(—jwoe—;(x)) = wo Z/\jje_j(xo)ej(m). 31)
JEZ JEZ JEZ
h(zx) is in H if the sequence Ajje_;(zo)/+/A; is square summable. This can be easily seen by (29):
wo Al = Y Ai%e? j(wo) = Y Ajie? (o)
J JEZ

2cyc5
2 4
—E )\j] 67] Zo) —)\0—1—25 J°A < T
JEZ j>1

Finally to derive N, we reuse the orthonormal decomposition of i (x) in (31). For a given set of j
values A where A C Z, we denote as ¢ 4 the “matrix” whose columns enumerate the ¢; over j € A.
Let us choose

2
A= {j 2 Ajmax(1,52)(1+52)(1+d(j > 1)) > min(l,waz);l}

If j € A, then —j € A. Letting INo = {0,1,2,...}, we note Z]EINU 757 <21 So
2 .
Hh _Q)AQSZ}LHHO = w} Z )\jj262_j(xo)
jeZ\A

DR ¢ (2))8(j = 1) +6(j = 0)]

JG]NO\A

> N +6( > 1))

JENG\A

e {m?a P46 > 1>>1Q}

JENo\A 1+

2.1jemol+j 2.1jN1—|—j
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Similarly, we can bound ||ko(z0, <) — 4P yko(wo, )|, by

|ko(wo,-) — Dad® yko (o, - HH

Z)\7e7xo Z)\maxlj)()

JEZN\A JEZ\A
> Aamax(l)[(ef() + €2 ;())o(j > 1) +8(j = 0)]

JENG\A

= > {Ajmaxu,f)(wf)(lw(jz1)) 1.}

2
JENO\A 1+

<—e¢
< 5 =
2.1 e, 1+

To upper bound the cardinality of A, we consider the conditions for j ¢ A. Thanks to the conditions
in (29), we know that any j satisfying the following relationship cannot be in A:

_lj ) o, E2 p 1 , 472
6 Cy il < min(1, w, 2)ﬂ & 4 il < 2.l.cﬁmm<1, 7)2)52.

So A C {j : |j| < n.}, which yields the conclusion (30). Finally Q. < v/2, and to bound M., we
simply reuse (31). For any j with |j]| < n,

Ver

[(hsesboe] < wolies o)l < VB [me] = YN (N, ~ 1), .

A.5 CASE 2: CHECKING ASSUMPTIONS 1 AND 2 ON GAUSSIAN KERNELS

Gaussian kernels k(z,y) = exp(— [z —y|?/(20?)) are obviously product kernels with
ko(z1,9y1) = Kk(z1 — y1) = exp(—(x1 — y1)?/(202)). It is also translation invariant. The spectrum
of Gaussian kernel ky on R is known; see, e.g., Chapter 4.3.1 of Rasmussen & Williams (2006) and
Section 4 of Zhu et al. (1998). Let 11 be a Gaussian distribution A/(0, 02). Setting £? = a? = (202)~!
in Eq 12 and 13 of E Fasshauer (2011), the eigenvalue and eigenfunctions are (for j > 0):

i 1
N =co? 12 Where 0025(3+\/g)
51/8 VE—122)\ 1 . x

where H; is the Hermite polynomial of order j.

Although the eigenvalues decay exponentially fast, the eigenfunctions are not uniformly bounded
in the L, sense. Although the latter can be patched if we restrict z to a bounded set, the above
closed-form of eigen-pairs will no longer hold, and the analysis will become rather challenging.

To resolve this issue, we resort to the period-ization technique proposed by Williamson et al. (2001).
Consider x(z) = exp(—22/(20?)) when z € [~v/2,v/2], and then extend  to R as a periodic
function with period v. Again let y be the uniform distribution on [—v/2,v/2]. As can be seen from
the discriminant function f = % Zé:l vik(x, ), as along as our training and test data both lie in
[—v/4,v/4], the modification of x outside [—v/2,v/2] does not effectively make any difference.
Although the term 9%'kq(z¢,w1]) in (11) may possibly evaluate « outside [—v/2,v/2], it is only
used for testing the gradient norm bound of .

With this periodized Gaussian kernel, it is easy to see that Q. = /2. If we standardize by o = 1
and set v = 57 as an example, it is not hard to see that (29) holds with ¢4 = 1.25 and c¢g = 50. The
expressions of N, and M, then follow from Theorem 5 directly.

A.6 CASE 3: CHECKING ASSUMPTIONS 1 AND 2 ON NON-PRODUCT KERNELS

The above analysis has been restricted to product kernels. But in practice, there are many useful
kernels that are not decomposable. A prominent example is the inverse kernel: k(x,y) = (2—xTy) L.
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In general, it is extremely challenging to analyze eigenfunctions, which are commonly not bounded
(Lafferty & Lebanon, 2005; Zhou, 2002), i.e., sup,_, ., sup, |e;(x)] = oo. The opposite was
(incorrectly) claimed in Theorem 4 of Williamson et al. (2001) by citing an incorrect result in
Konig (1986, p. 145), which was later corrected by Zhou (2002) and Steve Smale. Indeed, uniform
boundedness is not known even for Gaussian kernels with uniform distribution on [0, 1]¢ Lin et al.
(2017), and (Minh et al., 2006, Theorem 5) showed the unboundedness for Gaussian kernels with
uniform distribution on the unit sphere when d > 3.

Here we only present the limited results that we have obtained on the eigenvalues of the integral
operator of inverse kernels with a uniform distribution on the unit ball. The analysis of eigenfunctions
is left for future work. Specifically, in order to drive the eigenvalue \; below ¢, ¢ must be at least

dl1o82 2141 This is a quasi-quadratic bound if we view d and 1/ as two large variables.

It is quite straightforward to give an explicit characterization of the functions in H. The Taylor

expansion of 271 at z = 2is 337 (—1)'z’. Using the standard multi-index notation with
a=(ay,...,aq) € (NU{ODY |a] = X% a;, and x* = 21 ... 25, we derive
1 1 [eS) 1 k 00
— _ T\ —k—1 ko o
Hy) = o =5 33 ) (XY =t Y ety
k=0 k=0 a:|a|=k

_ Z 27\a\7lc\aa\xaya’
«a

where CX = Lk —- So we can read off the feature mapping for x as
i=1 Yi

o(x) = {wax® : a}, where wq = 2*%(\a\+1)ctllal’

and the functions in H are
H= {f = Pawax®: |9, < oo}. (32)
[e73

Note this is just an intuitive “derivation” while a rigorous proof for (32) can be constructed in analogy
to that of Theorem 1 in Minh (2010).

A.7 BACKGROUND OF EIGENVALUES OF A KERNEL

‘We now use (32) to find the eigenvalues of inverse kernel.

Now specializing to our inverse kernel case, let us endow a uniform distribution over the unit ball
B: p(z) = V; ' where V; = 7¥/2I'(4 + 1)~! is the volume of B, with I being the Gamma
function. Then X is an eigenvalue of the kernel if there exists f = > Yawax® such that
fyeB k(x,y)p(y)f(y)dy = \f(x). This translates to

Vd_l / Zwixaya z :ﬁﬁw,@yﬁ dy =A E ﬂawaxaa Vx € B.
YeP a B o
Since B is an open set, that means

Wa Y Wplatpls = Ma,  Va,
B
where
QHfZIF(%ai+%)
Ga = Vd‘l/ y*dy = Vd-<\a\+d>~r($\a\+%
yEB .
0 otherwise

) if all «; are even

In other words, ) is the eigenvalue of the infinite dimensional matrix Q = [WaWaJa+a)a,8:
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A.8 BOUNDING THE EIGENVALUES

To bound the eigenvalues of (), we resort to the majorization results in matrix analysis. Since
k is a PSD kernel, all its eigenvalues are nonnegative, and suppose they are sorted decreasingly
as A1 > Ao > .... Let the row corresponding to « have /5 norm r,, and let them be sorted as
T[1] = T2} = - ... Then by Schneider (1953); Shi & Wang (1965), we have

ﬁ)‘i < ﬁ’rm, Vn>1.
=1 =1

So our strategy is to bound r, first. To start with, we decompose ¢q+g into ¢, and gg via Cauchy-
Schwartz:

2
Goip =Vi " (/ yo P dy ) S / y**dy - / y*# dy = teadzp.
yeB yEeB yEeB

To simplify notation, we consider without loss of generality that d is an even number, and denote

the integer b := d/2. Now V; = 7®/b!. Noting that there are k+ Z -1 ) values of 3 such that

|3| = k, we can proceed by (fix below by changing < K Z d ) into ( k+ Z -1 ), or no need

because the former upper bounds the latter)

o0
’I‘i = w?x Zwéqi+ﬁ < wiQQa ngﬂhﬂ = w?xqu Z 27+t Z ng%

2 2 k=0 B:18I=k
< w?xQ2a227k71 < kjl_d ) max CﬁQQIB
P 18l=
_ k+d k! 2[1, (B + &
—waCI2aZQ k— 1( + ) H_l ( Q)d
Fi kH . B! Vd-(2k:+d)~F(k:+f)

i . B k+d k! (51 7)
= YataV, ZQ ( )(2k+d)F(k+§) wakH A

b! = (k+d) .
< Waa bl '22 o ((k: n b))' (since I'(B; + 3) < I'(Bi + 1) = Bi!).
T k=0 ’

The summation over k can be bounded by
d)! 1
Sttt (1)) jony o

where the first equality used the identity > po ;27" < d z k ) = 24, Letting | := ||, we can

continue by

v 2l Iletd) (@)%
1L, 0l Va- @l+d)-T(I+b) wbd!

b!
72 < Wi Q2 - mb!Qd =27!-1
< 9-ltd =2 1!)?

A +b— D2 +d)

1 1\2
< 9 lHb-1, -2 ( Z‘ZH’ ) (since (Z? <27%).

(since I'(a; + 3) < I'(a; +1) = a;!)
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This bound depends on «, not directly on «x. Letting n; = ( I+ Cll -1 ) and N, = ZlL:O n; =

( d Ji L ) , it follows that

L "1+ ) L L+ D)t
sz:ZW=<d+1>Z(d+(1>!<l)_1)!

:(d+1)Z( fii‘f ) :(d+1)( L;fgl )

Now we can bound Ay, by

Nr

L -1\ ™
)\%i < H)\i < H(Q_l+b_17r_2b ( l—’l_b ) )
=0

i=1

L
= 1%AM5gwﬂ§:m(—u—b+1n%2—2m%w—kg(l?b>)

1=0
L
§7NL_1-10g2oZlnl (since log2 < 2log as the coefficients of b)
1=0
-1
~ (d+L+1 d+L+1
() e (35
d+1
= -2 " ILlog2
dvz
~ —Llog?2

= >\NL SQiL.

This means that the eigenvalue A; < ¢ provided thati > Ny, where L = [log, 1]. Since N, < d**1,
that means it suffices to choose 7 such that

i > d[log2 {‘-&-1.

This is a quasi-polynomial bound. It seems tight because even in Gaussian RBF kernel, the eigenvalues
follow the order of A\, = O(c_“”) for some ¢ > 1 (Fasshauer & McCourt, 2012, p.A742).

EXPERIMENTS

A.9 EFFICIENCY OF ENFORCING LIPSCHITZ CONSTANT BY DIFFERENT METHODS

—e— Nystrom (greedy)
—A— Brute-force (greedy)

e LT - « = Nystrom (random) |1
S = = = Brute-force (random)

1021

S~
-

&*M

Max lipschitz constant (L-BFGS)

101 F ”WM ]
L=3
10° ‘ ‘
10° 10t 102

Sample size

Figure 8: Comparison of efficiency in enforcing Lipschitz constant by various methods
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The six different ways to train SVMs with Lipschitz regularisation are summarized in Algorithm 1.
Figure 8 plots how fast the regularisation on gradient norm becomes effective when more and more
points w are added to the constraint set. We call them “samples” although it is not so random in the
greedy method, modulo the random initialization of BFGS within the greedy method. The horizontal
axis is the loop index ¢ in Algorithm 1, and the vertical axis is L therein, which is the estimation of
the Lipschitz constant of the current solution f(*). We used 400 random examples (200 images of
digit 1 and 200 images of digit 0) in the MNIST dataset and set L = 3 and RKHS norm || f||,, < o0
for all algorithms. Inverse kernel is used, hence no results are shown for coordinate-wise Nystrom.

Clearly the Nystrom algorithm is more efficient than the Brute-force algorithm, and the greedy
method significantly reduces the number of samples for both algorithms. In fact, Nystrom with
greedy selection eventually fell below the prespecified L, because of the gap in (7).

A.10 EXTENSION TO {,,-NORM ATTACKS FOR OUR KERNEL BASED METHOD
We now extend our kernel based approach to ¢, norm ball attacks. Since most multiclass losses are
1-Lipschitz continuous with respect to £, norm on (f1(x),..., f1%(x)), we will seek

T ,
] uH <L, where g¢°(z):=Vf(x).

o0

sup  sup H [gl(aL‘)7 97 %2)
z€X u:fjul <1

The left-hand side (LHS) can be bounded by

_ c < T )
LHS = sup max [lg"(0)ll; < max Sup_ |Geell,

Given the Nystrém approximation G, of G, we can enforce the convex constraint of
. 5T
max  sup HGC VH < L.
1

1<es10 v, <1

A.11 MORE RESULTS ON C&W ATTACKS

100, 100 100‘
= —©— Gauss-Lip (PGD-crossent) = —6—Gauss-Lip (PGD-crossent) = —6— Gauss-Lip (PGD-crossent)
) —#— Par-MaxMin (PGD-crossent) S 8 —%— Par-MaxMin (PGD-crossent) S 80 —%— Par-MaxMin (PGD-crossent)
2 —A— Inverse-Lip (PGD-crossent) 2 —A—nverse-Lip (PGD-crossent) 2 —A— Inverse-Lip (PGD-crossent)
& 60 —%—Par-ReLU (PGD-crossent) & 60 —%—Par-ReLU (PGD-crossent) & 60 ——Par-ReLU (PGD-crossent)
g 40 g 40 g 40
& <] «
3 20 3 20 3 20
[ = ~

0 4 ° . ° N 4

0 1 5 6 0 1 5 6 0 1 4 5 6

2 3 4 2 3 4 2 3
l5 ball radius € l5 ball radius € {5 ball radius €

(a) MNIST (b) Fashion-MNIST (c) CIFAR10

Figure 9: Test accuracy under PGD attacks on cross-entropy approximation with ¢ norm bound
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S 80 —%— Par-MaxMin (PGD-crossent) S 8 —%— Par-MaxMin (PGD-crossent) S 80 —%— Par-MaxMin (PGD-crossent)

> —A— Inverse-Lip (PGD-crossent) 2 —A— Inverse-Lip (PGD-crossent) 2 —A— Inverse-Lip (PGD-crossent)
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Figure 10: Test accuracy under PGD attacks on cross-entropy approximation with ¢, norm bound
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