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A Proof of Theorem

We define the following quantities:
R= géig lav (¢ 00), R, = d{gglp Lagy (93 P0)-

And

(b; = afgmin EwND [éadv((ba T3 ¢00)] = argmin Eadv((b; ¢00)7
(2567'[;) ¢6Hp

where Loy (0, T; g, ) = max d(p(z +6), da, (1)).

Since H, C H, we have R, > R. The sub-optimality gap is bounded by:

C))

0 < R, — R < Vk - Lipschitz(¢}, — ¢*)e + ||¢} — ¢*[| < VE(L} + L')e + |6} — ¢*|I.

Proof. Let 67 = argmaxsea d(¢1(x + §), ¢po(z)) denote the perturbation that maximizes the
adversarial loss for model ¢, relative to the reference model ¢q. For any two models ¢1, ¢2, we aim
to bound the difference in their adversarial losses, considering assumption 6.1}

[aav (&1, x5 d0) — Laav (02, 3 o) (10)
= Igézg(d(¢1(x+§),¢o(x)) *IgleaA)(sz(z*é),éf’o(fC)) (1D
< |d(¢1(z +07), o(z)) — d(p2(x + 07), do(z))| (12)
< |lp1(z +67) — da(z + 7). (13)

Alternatively, we set the Lipschitz constant to 1 for brevity; however, it is worth noting that in general,
this constant appears explicitly in the bound and should be carried through the analysis. Note that
without loss of generality, we have assumed that maxsea d(é1(x + 9), po(x)) — maxsea d(Pa(z +
), ¢o(x)) > 0. If that is not the case, then we have to replace d; with 05 = arg maxsea d(¢2(x +
d), ¢o(x)) throughout the proof. We now decompose this difference using the triangle inequality:

[f1(z + 67) = da(x + 67) (14)
= [[(¢1(z +67) = ¢1(2)) — (d2(x + 67) — ¢2(2)) + (¢1(z) — P2(x))| (15)
< (pr(z +07) = d2(z +67)) = (¢1(2) — d2(@))I| + llP1(x) — d2(2)|- (16)
Assuming that the function ¢y — ¢ is Lipschitz continuous with constant L, we obtain:
[(@1(z +67) = pa( +67)) = (¢1(2) = da()) || < LI|67]- (17)

Assuming 67 € RF with ||6f]|2 < ev/k—which corresponds to assuming that d is Lipschitz with
respect to the Euclidean norm, and that ¢ is bounded in the /., norm—we have:

[aae (91,25 60) — Laav (B2, 75 d0)| < LVke + |1 (x) — (). (18)
‘We now extend this pointwise bound to the expected adversarial loss:
[Cadv (915 P0) — Laav(D2; P0)| = |Ex[ladv(d1, 75 P0) — Laav(P2, T; d0)]| (19)
< Eq [[aav (01, 5 ¢0) — laav (92, 75 do)] (20)
<E, [LVEe + [¢1(2) — 6a(a)] @D
= LVke + |61 — 2], (22)

where ||¢1 — ¢2|| denotes the expected difference in their outputs over the input distribution.

Similarly, setting ¢ = 0, the adversarial loss reduces to the clean loss, yielding a corresponding
bound:

|£clean(¢17 (bO) - Eclean(gb% ¢O)| S H(bl - ¢2||

Finally, applying this to the case ¢1 = ¢, and ¢2 = ¢*, we obtain the desired bound on the deviation
in adversarial loss due to constraining the hypothesis space. O
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B The Parametrization Gap

In this paper, we solved our constrained optimization problem, by optiming its dual problem, and
using neural networks for the lagrangian multipliers. particularly solving:

d* = ﬁ?«’f rglggE[%léﬁ( d(¢e(x +9), ¢o(x)) + Ay (z)(d(Pe(x), po (7)) — pm(x))]

Instead of the original constrained optimization problem. in this section we are interested in deriving
some bounds on the duality gap, following the proof from Robey et al.| [2021].

Proof.
Assumption B.1. For all g € conv(#), there exists § € © such that

66 — "1l < n,

where 1 > 0 is a sufficiently small constant.

First, ignoring the parametrization of A, and assuming A can be any function from A = {\ : X —
R, }, we consider the Lagrangian:

L(¢,A) = E [{pe% d(¢(x +0), do(x)) + M) (d(d(x), po(x)) — pm(x))

d* = inf L A
R Jog Lo

Now consider the original problem:

p* = inf  Eonp {gleagd(%(xw),qﬁo(w)) ;

s.t. d(de(x), po,(x)) < pm(z), for almostevery z € X

If the function class H parametrized by § were convex, this would be a convex program. Since by
definition, ¢pg € H = {¢g : 6 € O}, there exists 6§ € O such that d(¢g(x), po(z)) =0 < pm(x) for
all x € X. Thus, Slater’s condition is satisfied.

Therefore, if H were convex, we would have strong duality, i.e., p* = d*. However, for most typical
neural networks, H is non-convex. By weak duality, we always have: d* < p*. To derive a lower
bound, consider the following problem for some positive constant > 0:

= nf Eeop Iglggd(g(acw)wo(x))},

s.t. d(g(z), de, (z)) < pm(x) —n, for almost every z € X

This is now a convex program. Since ¢y itself satisfies d(¢o(z), do(z)) = 0 < pm(x) — n, Slater’s
condition is again satisfied. Hence, strong duality holds, and the Lagrangian becomes:

L(g,A) = E |maxd(g(z +6), do(2)) + A(2)(d(g(2), do(2)) — pm() + 77)] = L(g, ) +nE[A()]

Thus,

p* = su inf  L(g,\
PR edmon MO
Assuming the infimum and supremum are attained at g* and M*, we have:

d* — sup inf L(¢g, \) > inf L(¢g, \*) = inf L(é,\*) > inf L(g, \*
sup fnf (¢6, )—529 (dg, A¥) [nf, (o, )—geﬂv(y) (9, A")

Using the relation between L and L, we obtain:

@ > inf Lig %) =inf [Lg.X*) ~ nEIN@))]| = L(g".X) - nEN@)] = 5" ~ nE[\@)

15
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Since g* is strictly feasible for the relaxed constraint, the complementary slackness condition implies
A*(x) = 0 for almost every x. Therefore:

d*>p"=E rggg(d(g*(z +8),¢0(x))| = Laav(g™, ¢0)

Using the suboptimality bound from Lemmal[A] we have:
[aav (97, 60) = baav (8, d0)| < LVke + |lg" = Ggll,  atean(9”, 60) — Letean (95 0)| < Ilg™ — g

Since g* is feasible in the relaxed problem with the stricter constraint d(g* (z), ¢o(z)) < pm(x) —n,

for some 0* € © approximating g* such that ||g* — ¢;. || < 7, the function ¢;. is feasible in the
original problem, because for almost every x € X

gclean((bg”* (-T); ¢0($)) S gclean(g*($>7 ¢0($)> + Hg* - (b;”* || S Pm(ﬂﬁ) -1 + ||g* - d)é*
Since p* is the minimum over all feasible 6 € ©, it follows that p* < luav (P4, ¢0)-

d* = baa(9",60) = baa(95. d0) — LVke = |g™ = .|| = luav($5., d0) — LVke — 1)
Therefore, since 6* is the optimal solution to the original problem:
d*>p"— LVke —
Finally, we note that although we have treated the dual space as the full infinite-dimensional set A =
{A: X — [0,00)}, in this work we have restricted A to a finite-dimensional family {\,}weq C A

that uniformly approximates its elements. Concretely, if for every A € A there exists w € 2 with
IA = Aol 1 (py < &, then replacing

< pm(x).

sup inf L(¢,\) by sup inf L(¢p, Ay
)\€§¢EH ((b ) Y weg¢€7-l ((b )

only incurs an arbitrarily small error O(¢). All weak-duality arguments carry over immediately, and
under Slater’s condition the resulting strong-duality statement remains valid up to this negligible
approximation.

One viewpoint is that limiting the expressivity of \,, through parametrization effectively relaxes the
constraints, as the network cannot fully ensure the constraints are met. As an extreme case, consider
when A, (z) = w for all x € X In this case:

() =w, w>0.

Then the (relaxed) Lagrangian becomes

L(¢,w) = E[maxd(¢(x +8), do(x))| +wE[d(¢(x), do()) = pra(a)]-

Optimizing first over ¢ (so that E[maxs d] is fixed) and then taking the supremum over w > 0 forces

E[d(¢(x), ¢o(x))] — pE[m(z)] < 0,

otherwise L(¢,w) — 400 as w — +o00. In other words, the constant-\ relaxation exactly enforces

E[d(¢(x), ¢o(x))] < pE[m(z)].

Thus, by limiting the expressivity of A, we move from the original per-sample constraint

d(d(x), po(x)) < pm(z) VY,

to the weaker but still meaningful average constraint

E[d(¢(z), ¢o(2))] < pE[m(z)].
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C Additional Experimental Details

In this appendix, we provide further experimental details beyond those given in the main text.
Experiments were conducted using 8 NVIDIA HGX H100 80GB GPUs.

Training hyperparameters. We report below the training settings used across all experiments.
Unless otherwise noted, all models were trained using AdamW with a weight decay of 1 x 1074,
a cosine learning rate scheduler, and adversarial training with PGD (10 iterations, step size £/4)
under an /., constraint. Each A\ network used the 2-layer 1inear_mlp architecture, with a hidden
dimension of 512, and was optimized via K = 5 inner primal updates with learning rate 5 x 104,
More experimental details are provided in Table[d Additional information about all figures and tables
in the paper is summarized in Table[5]

Table 4: Training hyperparameters for all models trained with LORE. All models trained with FARE
use the same number of epochs and learning rate as the corresponding LORE setting.

Training

Batch size

Model Dataset Epochs (per device) LR p K-iter MLR
LORE"
CLIP ViT-B/32 ImageNet 2 448 le-5 0.1 5 Se-4
CLIP ViT-B/32 ImageNet-100 5 448 le-5 0.1 5 Se-4
CLIP ViT-B/32 CIFAR10 5 448 le-5 0.01 5 Se-4
LORE?
CLIP ViT-B/16 ImageNet-100 5 128 le-5 0.1 5 Se-4
CLIP ViT-B/32-LAION  ImageNet-100 5 448 le-5 0.15 5 Se-4
CLIP ConvNeXt-B ImageNet-100 5 64 le-5 0.15 5 Se-4
CLIP ViT-B/32 ImageNet 2 448 le-5 0.1 5 Se-4
CLIP ViT-B/32 ImageNet-100 5 448 le-5 0.1 5 Se-4
CLIP ViT-B/32 CIFAR10 5 448 le-5 0.01 5 Se-4
LORE"
CLIP ViT-B/16 ImageNet-100 5 128 le-5 0.2 5 Se-4
CLIP ViT-B/32-LAION  ImageNet-100 5 448 le-5 0.15 5 Se-4
CLIP ConvNeXt-B ImageNet-100 5 64 le-5 0.15 5 Se-4
DINOvV2 ViT-S/14 ImageNet 2 128 le-5 0.05 5 Se-4
DINOV2 ViT-B/14 ImageNet 1 64 le-5 0.1 5 Se-4
CLIP ViT-B/32 ImageNet 3 448 le-5 0.1 5 Se-4
CLIP ViT-B/32 ImageNet-100 5 448 le-5 0.1 5 Se-4
CLIP ViT-B/32 CIFAR10 5 448 le-5 0.01 5 Se-4
LORE®
CLIP ViT-B/32 ImageNet 3 448 le-5 02 5 Se-4
CLIP ViT-B/32 ImageNet-100 5 448 le-5 0.1 5 Se-4
LORE®
CLIP ViT-B/16 ImageNet-100 5 128 le-5 0.2 5 Se-4
CLIP ViT-B/32-LAION  ImageNet-100 5 448 le-5 0.15 5 Se-4
CLIP ConvNeXt-B ImageNet-100 5 64 le-5 0.15 5 Se-4
DINOvV2 ViT-S/14 ImageNet 2 128 le-5 0.05 5 Se-4
DINOv2 ViT-B/14 ImageNet 1 64 le-5 0.1 5 Se-4
CLIP ViT-B/32 ImageNet 3 448 le-5 02 5 Se-4
CLIP ViT-B/32 ImageNet-100 5 448 le-5 0.1 5 Se-4
LORE"

CLIP ViT-B/32 ImageNet 3 448 le-5 02 5 Se-4
CLIP ViT-B/32 ImageNet-100 5 448 le-5 0.1 5 Se-4
LORE"®
DINOvV2 ViT-S/14 ImageNet 2 128 le-5 0.05 5 Se-4
DINOv2 ViT-B/14 ImageNet 1 64 le-5 0.1 5 Se-4
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Table 5: Details of each Figure and Table used in the paper.

Figure/Table Model Training Dataset  Additional Notes

Figure 1-a FARE>*6:8:10 [ ORE!® ImageNet-100 Initial performance drop

Figure 1-b FARE?, LORE? ImageNet-100 Robustness—accuracy Pareto front

Figure 3 LORE? ImageNet-100 Controllability of LORE

Figure 4-a FARE?, LORE? ImageNet OOD robustness

Figure 4-b FARE">4:6:8:10 1 QRE}>4:6:8:10  [mageNet Effect on image embedding interpretability
Figure 5 FARE!?4.6:8:10 1 OREH24.6:8:10  [mageNet Accuracy & robust accuracy across €
Figure 6 LORE* ImageNet Fidelity analysis of LORE

Table 1 FARE**, LORE>* ImageNet-100 In-domain image classification

Table 2 FARE*®, LORE*#® ImageNet-100 In-domain image classification (DINOv2)
Table 3 FARE!?* LORE"?* ImageNet Zero-shot image classification

D Constraint Satisfaction in LORE

To further understand the behavior of constraint enforcement under varying adversarial budgets,
we visualize the distribution of distances between clean embeddings and their corresponding pre-
trained references throughout training for ¢ = 1,2, and 4 in Figure[/| As we can observe, larger
perturbation strengths lead to greater deviation from the pre-trained reference in the early stages
of training. This early-stage divergence results in a more pronounced initial drop in the model’s
nominal performance. However, LORE is able to effectively regulate this deviation through its
constraint-aware mechanism, gradually aligning the clean embeddings back within the p threshold.
This demonstrates the robustness and practicality of LORE in preserving clean performance even
under severe adversarial training regimes.

In contrast, due to the lack of such constraint regulation in FARE, the distance between clean
embeddings and pre-trained references cannot be reliably controlled. As a result, FARE experiences
a catastrophic initial drop in nominal accuracy, particularly under larger perturbation budgets. This
failure to maintain embedding fidelity further underscores the importance of the dual network in
LORE for stabilizing the training process and preserving clean accuracy.

To better illustrate this behavior, all subfigures in Figure|/|show the distance distributions beginning
from the 20th training iteration onward. These comparisons clearly highlight the contrast between
LORE’s effective enforcement of the proximity constraint and FARE’s limited capability to manage
deviation across increasing adversarial strengths.

E Generalization Gap in Adversarial Training

Theorem E.1 (Generalization Gap in Adversarial Training). It is well known that the generalization
gap for a given loss function is upper bounded by complexity measures, giving rise to theoretical
Justifications of the bias-variance trade-off. Assuming bounded norm embeddings, i.e., |p(z)||2 < K
for all x, ¢, we can see that the uniform loss bound B satisfies:

B:= sup £(¢, x)| = Sup max [p(z +6) — ¢o(z)]l2 < Sup max[[|¢(z +0)[l2 + [[do(2) 2] < 2K

Therefore, with probability at least 1 — 29,

|D|
E,[¢(6,2)] - |—j)| Y #6,20)| < 2allr) + B lgg‘” < 9, (Lyy) 1 K

21log(1/0)
Dl

where L3y = {€(¢,-) | ¢ € H} is the loss class induced by hypothesis class H, R, (Ly) is the
empirical Rademacher complexity of L4, and sup,, . |€(¢, )| < B.

In adversarial training, the loss class £; becomes extremely complex due to the inner maxg operation,
leading to large Rademacher complexity 2R,,(Ly ). This explains why adversarial training requires
significantly more samples for generalization compared to standard training.

When we restrict to simpler hypothesis classes H, C He (through techniques like Lipschitz con-
straints or norm bounds), the Rademacher complexity decreases, potentially improving generalization.

18
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Figure 7: Constraint satisfaction comparison between LORE and FARE across adversarial training
budgets € = 1,2, 4. (Top): LORE maintains strong proximity between clean embeddings and pre-
trained references throughout training, with distances concentrating below the p threshold. (Bottom):
FARE exhibits weaker fidelity preservation and fails to effectively regulate distance under increasing

adversarial strength.

557
558

F Deviation Between Cosine Similarities

559
Assumption F.1. For each input z, let
u = ¢org(x)) u = ¢9(2’,’),
and suppose
[ —wul3 < pllull3 forsomep e [0,1).
Proposition F.2. Under the above assumption, for any nonzero v € R™,
’SC(U, U) - SC(ﬁv ’U)} < 2\/5
We show that enforcing
2 2
[60(x) = Porg ()2 < P llPors(2)l2
s60 implies a uniform bound on the change in cosine similarity to any fixed vector v € R".
Proof. Write
vy vl'a
SC(U,U) = SC("EL,'I]) = A
[olllall

v’
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However, the bounds we derived are notoriously crude; they fail to capture important phenomena like
double descent and often dramatically overestimate the actual generalization gap in practice.
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Now decompose

u i _( u i )+( i i )
full Jull - ull lfull - fall /7

so by the triangle inequality,

’ w4 ‘ lu — @l o = Tar
el = Tall] = )] full Tl
Since |||d]| — [|ull| < [[u — 4[| and [|@]| < [|ull + |lu — @], one shows easily
Al 1 |lu — 4l
lalll = Ju|

Hence

|Se(u,0) — Se(a,v)| < 2”“H|“” < 2/,

u

as claimed. O
Remark. In vision-language models one may take v = (), the text embedding of prompt ¢, so the

same bound guarantees |Sc (Porg (), ¥(t)) — Sc(de(x), ()| < 2¢/p.)

G Impact of Dual Network on Model Performance

G.1 Comparison of Alternative Architectures for the Dual Function

In Figure [8] we compare the clean and robust accuracy achieved by two different architectures
used for the dual function: a simple scalar value and a network-based (sample-dependent) function,
as adopted in the current LORE setting. While both configurations perform comparably in terms
of clean accuracy, the network-based dual function generalizes substantially better on adversarial
examples, leading to consistently higher robust accuracy throughout training. This highlights the
importance of a flexible, sample-adaptive mechanism in effectively enforcing robustness constraints
during adversarial fine-tuning.

Clean Accuracy Robust Accuracy
Scalar — Network s Scalar = Network

(a) (b)

Figure 8: Comparison of clean and robust accuracy when using different architectures for the dual
function in LORE. (a): Clean accuracy over training steps. (b): Robust accuracy over training
steps. The Network-based dual function (sample-based) used in the current LORE setting leads to
significantly higher robust accuracy compared to the Scalar baseline, while maintaining competitive
clean accuracy.
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G.2 Effect of the Dual Network )\, (z) on Clean Accuracy

Figure E] illustrates the impact of the dual network A\, (x) on model performance. As shown, at the
initial steps, higher values of A, (x) help maintain the model’s nominal performance, ensuring it
performs well on clean data. In contrast, for FARE, due to the absence of such a proximity constraint
during the early iterations, the model, lacking robustness, passes through suboptimal states, leading
to a significant drop in nominal performance.

To further support this observation, we present comprehensive results in Figure [10[and Figure
showcasing the behavior of the dual network and its impact across different architectures. In Figure[10}
experiments on DINOv2 models (base and small) demonstrate that LORE consistently achieves
higher clean accuracy compared to FARE, especially in the early stages of training, while adaptively
modulating A\, (x) to control constraint satisfaction. Similarly, Figure reports the performance
of ViT-B/16 and ConvNeXt-B models, confirming the effectiveness and generality of the dual
network across various architectures and perturbation strengths. These results highlight that LORE’s
constraint-aware mechanism is stable, avoiding the sharp degradation commonly observed in FARE
adversarial fine-tuning.

Clean Accuracy over Iterations Robust Accuracy over Iterations
FARE — LORE s FARE — LORE

60 Mz
. W i

40

Accuracy

10

30

20

10 Iteration Iteration

500 1k 1.5k 2k 500 1k 1.5k 2k

Average of the Dual Network Output

Iteration

(©)

Figure 9: Comparison of the performance of two methods and the output of the dual network. (a)
Clean accuracies over iterations, (b) Robust accuracies over iterations, (c) Average output of the dual
network A, ().

H Revisiting Embedding Models

CLIP [Radford et al.,[2021]]. A major part of our experiments builds upon CLIP, which consists
of an image encoder ¢ and a text encoder 1) that map images and text descriptions into a shared
embedding space. For zero-shot classification, textual descriptions are typically formatted as "This
is a photo of a [CLS]”’, where [CLS] represents class labels. The probability of assigning an
image x to a class ¢ is computed via a softmax over cosine similarities:

exp(cos(¥(ty), ¢(x))/7)

PO = S expleostulty). o) /) .

where 7 is a temperature parameter, and K denotes the number of classes.

DINOV2 [Oquab et al., [2024]]. In addition to CLIP, we incorporate DINOv2, a powerful self-
supervised visual transformer-based encoder, into our exploration of embedding models. While
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Figure 10: Comparison of LORE and FARE on DINOv2-base and DINOv2-small models under
different adversarial budgets € € {8,16}. Left: Clean accuracy over training iterations, illustrating
LORE’s superior stability and performance. Right: Average output of the dual network A, (z) across
iterations, highlighting how LORE dynamically adjusts its constraint enforcement.

s97 CLIP provides a joint image-text embedding space, DINOv2 focuses solely on visual representation
s9¢ learning. This complementary perspective allows us to compare and leverage both multimodal and
599 unimodal embedding paradigms.

22



600
601

602
603

604
605
606
607

608

609
610
611
612
613
614
615

616

617
618
619
620

Clean Accuracy Average of the Dual Network Output
= LORE FARE s -

teration AN teration

0 100 200 300 400 500 600 700 200 400 600 800 1k 1.2k 1.4k

(a) ViT-B/16, Clean accuarcay (¢ = 8) (b) ViT-B/16, Dual Network Output (¢ = 8)
Clean Acc?‘rafy Average of the Dual Network Output
70 E/\/‘\J\/\[\/\N\/"\/WW’J\WW 17‘
40 6 ‘
.
" | j\
teration . /\/\ A A~ teration |
0 200 400 600 800 1k 1.2k 200 400 600 800 1k 1.2k
(c) ConvNeXt-B, Clean accuarcay (¢ = 4) (d) ConvNeXt-B, Dual Network Output (e = 4)

Figure 11: Comparison of LORE and FARE on ViT-B/16 and ConvNeXt-B models under adversarial
fine-tuning. Left: Clean accuracy over training iterations (¢ = 8 for ViT-B/16 and ¢ = 4 for
ConvNeXt-B), showing LORE’s improved stability and performance. Right: Average output of the
dual network A, (z), indicating LORE’s dynamic constraint adjustment during training.

DINOv?2 learns visual features by minimizing a cross-view prediction loss between student and
teacher networks. Given N image views, the loss is computed as:

N C
1
Lpino = N Z Z Gic log pic, 24

i=1 c=1

where ¢;. and p;,. are the teacher and student probabilities for class ¢ and view 4, respectively, and C'
is the number of output dimensions.

Our broader work centers around embedding models, with a primary emphasis on CLIP, while also
investigating the capabilities and representations of models like DINOv2. In general, we found that
the DINOv2 model has much richer image embeddings than CLIP and can achieve much higher
robustness over the same perturbation and dataset.

I Impact of K on Model Performance

LORE alternates between K steps of updating the primal encoder and one step of updating the
dual network. In this section, we study the effect of the hyperparameter K on final performance.
As shown in Table[6} increasing K leads to improved clean accuracy (Acc) and robust accuracy
(RAcc), particularly when moving from K = 1 to K = 3 or 5. This demonstrates that more frequent
primal updates between dual updates help stabilize training and improve performance. Based on
this observation, we choose K = 5 as the default in our final LORE implementation. For further
discussion on how K impacts computational cost and training time, see Appendix [K]

J Additional Experimental Results

In this section, we present additional experiments to further validate the robustness and generalization
capabilities of our proposed method. These evaluations span multiple settings, including black-
box adversarial attacks (e.g., Square Attack), Gaussian noise corruption, in-domain and zero-shot
classification, and out-of-distribution (OOD) robustness. By comparing against the FARE baseline
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Table 6: Effect of the K hyperparameter on model performance. Clean accuracy (Acc) and robust
accuracy (RAcc) (%) are reported for various values of K. Results are based on ViT-B/32 trained
with LORE? evaluated on ImageNet-100 under ¢ = 2/255 APGD attack.

K 1 2 3 5 7 10

Acc (%) 64.11 6643 64.58 60.19 59.96 56.46
RAcc (%) 9.54 1378 1948 27.01 31.81 39.71

Table 7: Evaluation on Square Attack, a Black-Box attacks, averaged over the previous mentioned 13
zero-shot datasets

Method Backbone | Clean | e=1 =2 e=4 =6
FARE* ViT-B/32 | 42.6 | 40.0 364 300 236

LORE* ViIT-B/32 | 50.1 439 403 335 271

across diverse conditions and datasets, we demonstrate that LORE consistently achieves superior
performance, particularly under challenging threat models and distributional shifts.

J.1 Square Attack Evaluation

In this section, we evaluate the robustness of our fine-tuning approach against a black-box adversarial
attack known as the Square Attack [Andriushchenko et al.l 2020]. Unlike gradient-based methods,
Square Attack operates without access to model gradients and perturbs the input using a query-
efficient, score-based strategy. This makes it a strong candidate for evaluating real-world robustness
where white-box access is not feasible. We conduct experiments on LORE*, which is adversarially
fine-tuned on ImageNet, to assess how well the model generalizes to such black-box settings. The
results, summarized in Table[7] show that our method consistently outperforms the baseline under
this challenging threat model.

J.2 Evaluation Under Gaussian Noise Corruption

To further assess the robustness of our method, we evaluate the performance of LORE? and FARE*?
under varying levels of Gaussian noise corruption. We use the ViT-B/32 CLIP model, with both
methods fine-tuned on ImageNet. As shown in Figure LORE* consistently maintains higher
accuracy than FARE* across a wide range of noise strengths (o), especially in low to moderate noise
settings. The right subplot illustrates the accuracy gap, highlighting LORE*’s robustness advantage
up to o0 = 40, beyond which the performance of both models converges as the corruption becomes
extreme. This evaluation further supports the generalization capabilities of our method in the presence
of unseen corruptions. Figure[T2]provides a visual illustration of how a single image degrades under
increasing levels of Gaussian noise.

Noise: 0 Noise: 32 Noise: 64 Noise: 128

Figure 12: Visualization of a single image under increasing levels of Gaussian noise (o = 0, 32,
64, 128). This figure helps set reasonable expectations for model performance by illustrating how
perceptual degradation progresses with noise intensity.
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Figure 13: Robustness evaluation under Gaussian noise corruption. Left: Classification accuracy of
LORE* and FARE* under increasing Gaussian noise strength (¢). LORE* consistently outperforms
FARE?, particularly in moderate noise regimes. Right: Accuracy gap between LORE* and FARE?,
showing a stable and significant margin up to o = 40, after which the gap decreases as both models
degrade under extreme noise conditions.

Table 8: Clean and adversarial accuracy for in-domain image classification on ImageNet-100 across
different CLIP vision encoders, evaluated using the APGD attack.

Method Backbone | Clean | e=1 =2 e=4 =38
FARES ViT-B/16 26.5 20.4 17.0 10.3 2.3
LORES® ViT-B/16 70.5 53.6 48.5 37.8 17.8

FARE®  ViT-B/32 LAION | 17.0 11.3 13 3.16 040
LORE®  ViT-B/32 LAION | 28.2 12.1 100 654 351

FARE? ConvNeXt-B 61.6 553 485 357 434
LORE?® ConvNeXt-B 72.2 56.2 491 383 472

J.3 In-domain Image Classification

Table 8] presents a comparison of clean and adversarial accuracy across various CLIP-based vision
backbones, all trained with € = 8, on the ImageNet-100 dataset under the APGD attack.

J.4 Zero-shot Image Classification

Table [0 presents the results of different settings for zero-shot image classification using the ViT-B/32
CLIP model, highlighting the superiority of our method over the FARE baseline. Additionally, for
a more challenging scenario, Table[I0reports model performance under high-intensity adversarial
attacks, further demonstrating the resilience of our approach. These tables serve as the complete
version of the results summarized in the main paper.

J.5 Out-of-Distribution Robustness

As shown in Figure[[4] increasing the training perturbation strength leads to greater degradation in
out-of-distribution (OOD) robustness across common corruptions in ImageNet-C. Despite this trend,
models trained with LORE consistently exhibit better robustness compared to those trained with the
FARE method, highlighting LORE’s superior generalization under distributional shifts.

K Computation and Efficiency Analysis

In this section, we analyze the computational aspects of LORE in terms of training time, efficiency,
and convergence behavior. While LORE introduces an additional dual network and constraint
enforcement mechanism, we find that its cost remains practical and comparable to FARE baselines.
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Figure 14: Robustness to common corruptions on ImageNet-C as an OOD evaluation for models
trained with (a) ¢ = 4, and (b) ¢ = 8. As we can observe, as the training perturbation strength
increases, the degradation in OOD robustness also increases. Nevertheless, LORE consistently shows
lower degradation compared to models trained with the FARE method.

K.1 Convergence Efficiency.

To compare the training efficiency of FARE and LORE, we measure the total training time (in
minutes) required to reach specific robust accuracy (RAcc) thresholds on the validation set. Table[TT]
reports this comparison across various model backbones, including ViT-B/16, ViT-B/32, ConvNeXt-
B, ViT-S/14, and ViT-B/14. LORE often reaches target RAcc levels in fewer training minutes than
FARE, highlighting its superior optimization efficiency and stability.

K.2 Impact of )\, architecture on Training Time.

The results in Table[I2]show that LORE’s current dual network design is not only significantly more
efficient than using a separate pretrained CLIP model as a dual network, but also achieves comparable
runtime to simpler parameterizations (scalar or linear forms). This demonstrates that LORE achieves
computational efficiency without sacrificing expressive capacity.

K.3 Impact of K on Training Time.

As described in Section[5] LORE alternates between K primal updates and one dual update per batch.
While Section [[] analyzes the impact of K on final performance, here in Fig. [I3] we empirically
examine how varying K affects training time.
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Table 9: A comprehensive evaluation of clean and adversarial performance is conducted across
various image classification datasets using the ViT-B/32 CLIP model. All models are trained on
ImageNet and evaluated in a zero-shot setting across diverse benchmarks. Table demonstrates the
increase (1) in performance of our method relative to the corresponding FARE models.

Zero-shot datasets
=4 [77) )
5| = o 8 E P 5 o

Vision %-}) é Q % % E % % § % % <2t 'Qé : ZA veraﬁe

Eval. d < = = o [a) =] 9 &0 =) @) S = ero-shot

va encoder E 3 5 £ g o T ;Ff E ot 5 &
CLIP 59.8 184.1 59.6 89.7 633 444 46.1 19.6 663 693 423 623 875 97.2|64.0
FARE! 56.6 | 84.0 563 86.4 61.1 405 272 18.1 62.0 66.4 405 555 86.1 958 | 60.0
LORE! 574|844 559 885 645 40.1 299 16.7 613 672 415 53.8 869 96.3|60.5 +05
FARE? 529|822 49.7 763 51.1 364 184 157 533 604 359 482 82.7 93.0]|54.1
LORE? 55.7183.0 51.0 834 59.7 372 23.0 159 545 634 393 512 843 945|570 129

g FARE* 42.6|78.1 365 559 358 288 157 10.6 36.1 493 27.1 50.0 71.8 85.6|44.7

3 LORE* 50.1 | 80.3 40.1 724 49.6 324 17.7 114 39.7 55.1 33.6 50.0 79.3 904 |50.2 455
FARE® 33.0 | 73.0 247 40.0 249 237 152 6.24 227 395 202 50.0 524 75.0]36.0
LORE® 426|753 287 615 358 26.1 164 825 258 452 262 50.0 69.3 842|425 165
FARE® 27.6 1 69.1 17.0 342 202 20.6 150 4.68 16.5 34.1 168 50.0 37.6 67.3]|31.0
LORE® 413|746 249 615 359 245 160 7.14 228 43.0 244 500 674 835|412 1102
FARE! 232 166.0 12.8 31.3 175 188 15.0 4.11 13.7 302 144 50.0 27.6 61.9]28.0
LORE™ 40.5| 743 238 648 388 243 162 6.75 220 419 229 500 664 842|412 +t132
CLIP 00|00 00 00 00 0O 00 00 00 00 01 00 0.0 00] 0.0
FARE! 27.8168.6 16.1 61.0 356 225 6.1 29 306 344 225 247 558 822|356
LORE! 3291710 187 67.1 40.0 237 94 42 335 376 248 283 60.5 84.1|38.7 131
FARE? 343|752 22,6 60.1 354 247 12.6 53 339 39.7 24.1 304 64.8 833|394

- LORE? 393|763 233 67.0 432 264 123 6.5 358 424 264 39.0 68.5 85.6|425 131

= FARE* 3321748 214 449 28.0 224 140 58 273 371 213 502 593 777|372

Il LORE* 4181772 241 612 399 245 143 7.8 30.2 41.6 255 502 688 83.2|422 150

w FARE® 263|707 152 328 200 195 141 3.6 193 30.0 15.1 50.2 435 70.2]31.1
LORE® 36.2 | 744 189 522 30.6 208 154 63 223 342 221 502 60.5 78.1|374 163
FARE® 23.11669 108 282 16.7 177 146 3.1 155 253 125 502 309 62.7|273
LORE® 355|73.6 159 51.1 312 20.1 142 58 20.0 333 20.7 50.2 58.6 77.4]36.3 19.0
FARE! 19.0 | 654 820 263 143 167 148 3.0 13.1 220 11.0 50.2 23.7 57.2|25.1
LORE® 338|712 143 51.7 30.1 195 129 42 189 315 194 502 539 767|350 199
CLIP 00|00 00 00 00 0O 00 00 00 00 01 00 0.0 00] 0.0
FARE! 8.0 [435 19 310 147 129 06 02 68 134 11.7 141 159 549 |17.0
LORE! 13.1 1490 33 379 190 142 25 05 10.1 17.6 13.1 19.1 23.1 612|208 138
FARE? 1931599 7.7 412 228 178 96 15 164 242 159 234 38.6 68.6|26.7
LORE? 240|633 86 472 272 182 106 1.7 185 260 184 28.0 444 73.1|29.6 129

2 FARE* 2411655 104 36.0 21.6 188 123 27 179 27.7 158 50.0 444 68.8]30.1

I LORE* 3261695 124 508 29.6 209 13.0 33 21.6 323 200 50.1 559 76.1|350 149

w FARE® 202|646 84 274 167 17.1 13.0 1.8 143 236 11.8 50.2 333 62.1]26.5
LORE® 30.1 | 683 10.7 44.0 256 185 138 3.7 16.8 27.6 17.0 50.2 49.7 71.2]|32.1 456
FARE® 1741627 64 245 137 154 131 15 11.2 197 107 502 240 56.2|23.8
LORE® 309|688 105 433 257 185 135 32 166 278 17.0 502 492 71.6|319 181
FARE'® 1511600 50 235 11.8 143 135 1.7 10.6 185 9.2 502 184 525|222
LOREY 29.7 | 66.8 88 38.8 241 179 124 25 149 270 162 502 455 69.1|30.3 1s.1
CLIP 00|00 00 00 00 0O 00 00 00 00 O01 00 0.0 00] 0.0
FARE! 0363 00 17 20 23 00 00 01 26 24 09 00 53] 18
LORE! 071197 00 35 31 40 00 00 02 38 28 27 00 94|30 7112
FARE? 321275 05 123 70 77 43 00 24 68 51 158 3.0 30.1| 94

- LORE? 57 (31.1 07 130 82 97 08 00 31 83 65 182 72 335|108 114

< FARE* 10.7 | 463 1.5 19.7 11.8 119 102 06 64 114 87 452 162 46.1|18.2

I LORE* 17.8 542 28 274 168 144 100 06 80 164 11.7 484 255 56.1|225 143

w FARE® 116 505 16 192 98 121 11.1 06 63 127 74 502 158 46.0|18.7
LORES 192|570 35 262 164 139 127 1.0 89 169 105 50.2 269 57.0|23.2 145
FARE® 109|500 1.5 183 92 114 11.8 0.7 63 119 6.5 502 124 443 18.0
LORE® 21.7 1588 4.1 280 172 138 128 1.1 95 177 109 502 31.5 59.0|242 162
FARE' 9.03 1483 1.1 177 83 104 115 04 55 11.1 54 502 106 419 17.1
LORE 21.1 568 35 221 148 137 118 09 93 174 106 50.2 28.8 529|225 454
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Table 10: Evaluation under high-intensity adversarial attacks. A comprehensive assessment of
clean and adversarial performance is conducted across various image classification datasets using
the ViT-B/32 CLIP model. All models are trained on ImageNet and evaluated in a zero-shot setting
across diverse benchmarks.

Zero-shot datasets
4 [7) )
B | = s 8 E RO 5 o
Vision %n [ij Z ﬁ‘c % E % % § % % 5 % : ZAveraﬁe
Eval. d < = @] = o) [a) = 9 &n o0 @] L = ero-shot
va encoder E &) 5 6 LT:J’ o [ g E ¥ 5 A
FARE® 55]285 01 114 62 77 104 00 27 58 35 502 3.6 304|123
- LORE® 104]40.1 06 137 96 99 119 01 45 94 66 502 114 401|160 137
) FARE® 55 (306 00 125 61 78 114 00 3.1 62 37 502 39 296|127
jl LORE® 129|446 14 150 109 104 122 0.6 53 110 7.4 502 153 432|175 148
FARE! 53 (314 00 137 54 73 118 00 32 61 3.6 502 42 285|127
LORE! 136450 15 107 9.6 101 113 06 54 113 7.1 502 142 353|163 136
FARE® 19 1168 00 59 35 57 92 00 07 32 22 502 07 138] 86
- LORES 48 [243 02 67 50 74 81 00 20 55 40 502 3.6 223|107 121
0 FARE® 22191 00 84 38 54 100 00 14 32 22 502 09 162 93
M LORE® 75 |304 04 76 62 80 102 00 3.8 65 48 502 6.6 256|123 130
’ FARE'° 26 195 00 91 40 52 101 00 16 33 21 502 12 167 94
LORE! 80 (319 04 50 53 80 106 00 40 68 50 502 68 200|118 124
FARE® 07192 00 28 19 33 68 00 01 15 12 500 02 44|63
o LORES® 17 1139 00 28 27 48 01 00 07 32 22 501 04 95|69 106
S FARE® 08 |105 00 39 22 36 80 00 05 15 11 501 05 65| 68
I LORE® 32 (189 01 37 33 56 29 00 16 42 30 5001 21 138| 84 116
w FARE' 1.0 |[11.5 00 51 23 34 85 00 06 18 12 501 06 76| 7.1
LORE® 40 202 01 21 32 60 71 00 17 49 33 502 28 112 87 116

Table 11: Training time (in minutes) required to reach different robust accuracy (RAcc) thresholds
under PGD attack (¢ = 2/255). Lower is better. All models were trained using 4 NVIDIA H100
80GB GPUs.

Model | Method | 10% 20% 30% 35% | Dataset
VIT-B/16 AR LB B % T | ImageNet-100
ViT-B/32 [ARE | 0 8 s T | ImageNet
ViT-B/32 pARE | 2 D 1% 28 | ImageNet-100
ComNeXtB | [oRE | 10 20 3% 40| 1mageNet-100
s [BE[E 090 W] e
ViT-B/14 E?)IF{E gg gg jg gg TmageNet

Table 12: Training time (in seconds) for 50 iterations of LORE using 4xH100 GPUs
across different architectures for \,. The Linear model uses a single-layer projection:
nn.Linear(self.embedding_size, 1). Lower is better.

Architecture Training Time (s)
LORE (Current Dual Network) 551
Scalar A (input-independent) 533
Linear X (input-independent) 540
Pretrained CLIP 692
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Figure 15: Figure: Training time (in seconds) for completing 30 training iterations of LORE under
different values of K, using 8xH100 GPUs. Results are reported for two architectures: ViT-B/32
and ConvNeXt-B. Increasing K slightly raises the training time due to more frequent primal updates,
with consistent trends across both models.
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