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A APPENDIX

A.1 DIRECTIONS OF INSTABILITY

We provided the Proposition A.1 in Section 3 in the main body of the paper. Here we provide the
full proof.

Proposition A.1 (Directions of Instability). Let πQ(s, a) =
expQ(s,a)∑

a′∈A expQ(s,a′) be the softmax policy
defined by Q. Let a∗(ŝ) = argmaxa∈A Q(ŝ, a). Then the gradient of the cross-entropy loss J (s, ŝ)
is given by

∇sJ (s, ŝ)|s=ŝ = Ea∼πQ(ŝ,a)[∇sQ(s, a)|s=ŝ]−∇sQ(s, a∗(ŝ)|s=ŝ]

Proof. Since the directions of instability loss is

J (s, ŝ) = − log πQ(s, argmax
a∈A

Q(ŝ, a))

The gradient of the directions of instability with respect to states is

∇sJ (s, ŝ)|s=ŝ = −∇s

[
log πQ(s, argmax

a∈A
Q(ŝ, a))

]
|s=ŝ

Since the softmax policy is πQ(s, a) =
expQ(s,a)∑

a′∈A expQ(s,a′) .

∇sJ (s, ŝ)|s=ŝ = −∇s[log
expQ(s, argmaxa∈A Q(ŝ, a))∑

a′∈A expQ(s, a′)
]|s=ŝ

∇sJ (s, ŝ)|s=ŝ = ∇s

[
log

∑
a′∈A

eQ(s,a′) −Q(s, argmax
a∈A

Q(ŝ, a))
]

By the chain rule,

∇sJ (s, ŝ)|s=ŝ =
1∑

a′∈A eQ(s,a′)

∑
a′∈A

∇se
Q(s,a′) −∇sQ(s, argmax

a∈A
Q(ŝ, a))

Hence,

∇sJ (s, ŝ)|s=ŝ = Ea∼πQ(ŝ,a)[∇sQ(s, a)|s=ŝ]−∇sQ(s, argmax
a∈A

Q(ŝ, a)|s=ŝ]

Note that a∗(ŝ) = argmaxa∈A Q(ŝ, a). Thus,

∇sJ (s, ŝ)|s=ŝ = Ea∼πQ(ŝ,a)[∇sQ(s, a)|s=ŝ]−∇sQ(s, a∗(ŝ)|s=ŝ]
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A.2 STRICT CONVEXITY OF NEGATIVE AVERAGE ADVANTAGE

Theorem A.2 (Strict Convexity of Negative Average Advantage). Let Sπ be a finite sequence of
states by the greedy policy π with respect to state-action value function Q in an MDP M . Assume
that the state space S has dimension n ≥ |Sπ|, and that Ω(s, ŝ) is a twice continuously differentiable
function of s and strictly convex on the simplex conv(Sπ). Then Ω can be extended to a strictly
convex function on the entire state space.

Proof. Observe that since Sπ is a finite set of cardinality at most n, we have that conv(Sπ) is
compact. Since Ω is twice continuously differentiable, strict convexity of Ω on conv(Sπ) implies
that the Hessian is positive definite. Therefore, by Theorem 3.6 in the main body of the paper Ω
can be extended to a twice continuously differentiable function with positive definite Hessian on the
entire state space. Positive definiteness of the Hessian then implies that the extention of Ω to the
entire state-space is strictly convex.

A.3 STATISTICAL MEASURE

Pearson. Pearson correlation is the ratio between the covariance of two variables, i.e. shared vari-
ance, and the product of their standard deviations, i.e. their individual spreads. Pearson correlation
provides a normalized version of the covariance that is always between 1 and -1. Pearson correlation
intends to capture a linear correlation between two variables (Pearson, 1895).

ρX,Y =
E[(X − µX)(Y − µY )]

σXσY

Spearman. Spearman correlation measures the monotonic relationship between the two variables.
The Spearman correlation coefficient is essentially the Pearson correlation coefficient computed not
on the original variables, but on the ranked version of the of the variables. Let R[Xi] and R[Yi] be
the ranked conversion of Xi and Yi consisting of n pairs (Spearman, 1904).

ρR[X],R[Y ] =
E[(R[X]− µR[X])(R[Y ]− µR[Y ])]

σR[X]σR[Y ]

Kendall’s Tau. Kendall’s τ correlation coefficient provides a measurement of rank correlation. In
particular, (Xi, Yi) and (Xj , Yj) are called concordant if they preserve the order with respect to each
other, i.e. if Xj > Xi then Yj > Yi or Xj < Xi then Yj < Yi, and called discordant if they are
reverse in order. Let C be the number of concordant pairs, let D be the number of discordant pairs,
Xtied be the number of pairs tied only on the X variable, Ytied be the number of variables tied on the
Y variable, and XYtied is the number of pairs tied on both of the variables (Kendall, 1938).

τb =
C −D√

(C +D +Xtied)(C +D + Ytied)

The Kendall tau for measuring order association between variables X and Y is given by the following
formula:

τ =
2

n(n− 1)

∑
i<j

sgn(Xi − Yj)sgn(Yi − Yj)

A.4 ALGORITHMIC DESCRIPTIONS

Dueling. The dueling architecture proposes a new neural network architecture for deep reinforce-
ment learning by particularly having two separate estimators for the state value function and for the
state-dependent action advantage function (Wang et al., 2016).

2



108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161

Under review as a conference paper at ICLR 2026

Q(s, a; θ, α, β) = V(s; θ, β) + (A(s, a; θ, α)−max
a′∈A

A(s, a′; θ, α))

where the parameters of the convolutional layers are represented with θ and the parameters of the
two streams of fully-connected layers represented with α and β.

Percetual Similarity. Perceptual similarity is a metric introduced to quantify similarity between
visual inputs beyond the ℓp-norm metrics (Zhang et al., 2018) by leveraging the internal activations
of the neural networks Krizhevsky et al. (2012); Simonyan and Zisserman (2015); Iandola et al.
(2016). In particular, Φsimilarity(s, ŝ) is computed via

Φsimilarity(s, ŝ) =
∑
l

1

HlWl

∑
h,w

∥wl ⊙ (ŷlshw − ŷlξ(s)hw)∥
2
2

where Wl, Hl, and Cl is the width, height and number of channels in the convolutional layers
respectively and ŷls, ŷ

l
Ψ(s) ∈ RWl×Hl×Cl is the vector of the unit normalized activations. The per-

ceptual similarity metric has recently been used in deep reinforcement learning to demonstrate the
vulnerabilities and issues of adversarial training methods in reinforcement learning Korkmaz (2023;
2024).

DCT. Discrete Cosine Transform is the most canonical widely used signal processing applied to
almost any digital visual input (Chen et al., 1977). Hence, any AI system that operates with visual
inputs will be subjected to DCT artifacts introduced to their visual processing that can naturally
happen in a given environment. In particular, the DCT transform is,

Sk =

N−1∑
n=0

sn cos[
π

N
(n+

1

2
)k] for k = 1, . . . N − 1

where DCT transforms s1, s2, . . . sN real numbers to S1, S2, . . . , SN real numbers. These artifacts
are shown to be naturally occurring while perceptually invisible as much as an adversarial pertur-
bation would be and cause significant damage in deep reinforcement learning policy performance
Korkmaz (2023; 2024).

A.5 COMPUTATION OF ADVERSARIAL DIRECTIONS.

Carlini and Wagner. Adversarial directions find the minimum distance to a decision boundary
where the optimal action cannot be taken by the reinforcement learning agent anymore. Originally
proposed in the image classification domain by Carlini and Wagner (2017), and the formulation is
later used to break the robust training defenses in deep reinforcement learning Ezgi (2022).

min
ŝ∈Dp,ϵ

∥ŝ− s∥p (1)

subject to argmax
a

Q(s, a) ̸= argmax
a

Q(ŝ, a) (2)

Elastic-Net. Further algorithms proposed to use the regularized Carlini and Wagner (2017) formu-
lation which is regularized by the ℓ1-norm of the distance from the original state to the adversarial
state observation Chen et al. (2018). Several other methods focused on optimization techniques to
produce optimal adversarial directions.

Iterative Methods. In particular, Dong et al. (2018) proposed to use momentum iteration on top
of the current iterative version Kurakin et al. (2016) of fast gradient sign method initially proposed
by Goodfellow et al. (2015).

xK+1
adv = clipϵ(x

K
adv + αsign(∇xJ(x

K
adv, y)))
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Momentum. Particularly, Dong et al. (2018) took the iterative form of fast gradient sign method
above and proposed to use Momentum iteration,

xK+1
adv = xK

adv + α
gK+1

gK

where the accumulated gradient gK+1 is,

gK+1 = µ · gK +
J(xK

adv, y)∥∥∇xJ(xK
adv, y)

∥∥
1

Nesterov Momentum. Later methods proposed Nesterov momentum in deep reinforcement learn-
ing,

vt+1 = µ · vt +
∇sadvJ(s

t
adv + µ · vt, a)

∥∇sadvJ(s
t
adv + µ · vt, a)∥1

and st+1
adv = stadv + α · vt+1

∥vt+1∥2
where vt is velocity and µ is the decay factor.
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