A Additional statements and proofs

This appendix includes the missing proofs of the results presented in the main text, additional results,
and some helpful lemmas.

Fact 1 (Thm. 5.2.1 of Gray [11]). Let P and Q) be two probability measures defined on the same
measurable space (Q, F), such that P is absolutely continuous with respect to Q). Then the Donsker-
Varadhan dual characterization of Kullback-Leibler divergence states that

KL(P| Q) =Sl)1(p{IEp [X] —logEq [¢¥]}, (30)

X is any random variable defined on (Q, F) such that both Ep [X] and Eq [e™] exist.

Lemma 2. If X is a o-subgaussian random variable with zero mean, then

) 1
EeM <1+48X\02, Ve [0,402). (31)

Proof. As X is o-subgaussian and E X = 0, the k-th moment of X can be bounded the following
way [35]:

E|X[" < (20%)F/2kT(k/2), k€N, (32)

where T'(+) is the Gamma function. Continuing,

EekXZ —-F k:i ()\)]j2)k‘| (33)

=0

=1+ i E <(\[\|]§)2k> (by Fubini’s theorem) (34)
k=1 ’

<14y (QMQ)IC — M)) (by (32)) (39)
k=1 ’

=142 i(wa?)’“. (36)

k=1

When A < 1/(40?), the infinite sum of (36) converges to a value that is at most twice of the first
element of the sum. Therefore

1
Eer’ <14+ 8\2%, VA€ |0, — ). (37)
402

O

Lemma 3. Let X and Y be independent random variables. If g is a measurable function such that
g(x,Y) is o-subgaussian and E g(z,Y) = 0 for all x € X, then ¢(X,Y) is also o-subgaussian.

Proof. AsEg(X,Y) = 0, we have that

Exyexp{t(9(X,Y) - Exyg(X,Y))} =Exyexp{tg(X,Y)} (38)
=E;x [Ey exp {tg(z,Y)}] (by independence of X and Y) (39)
<Epoxe (by subgaussianity of g(z,Y))  (40)
= et (41)

O
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A.1 Proof of Lemma 1

We use the Donsker-Varadhan inequality (see Fact 1) for I(®; ¥) and Ag(¢, ), where A € R is any
constant:

I(®;9) =KL (Ppy || Po ® Py) (by definition) 42)
> Eow \g(®, 9)] — logEg g [**)] (by Fact 1) 43)
= Ea,u \g(@, 9)] — logEq g [X0)] (as Py.g = Ppg).  (44)
The subgaussianity of g(®, ¥) implies that
log Eg g [ek(g@,@)—ﬁ[g(wﬂ)} < AZUQ . VAeR. (45)
Plugging this into (44), we get that
_ A202
I(@;9) = A (Ea,v [9(2, )] = Eg g [9(®, V)]) = —— (46)
Picking A to maximize the right-hand side, we get that
@:9) > o (Eawlo(@,0)] ~ By g [9(2,9)])7, @)

which proves the first part of the lemma.

To prove the second part of the lemma, we are going to use Donsker-Varadhan inequality again, but
for a different function. Let A € [0, 72z ) and define

3(6,0) 2 X (9(6, %) — Eg g(6, 1))*. (48)

By assumption E §(®, ¥) exists. Note that for each fixed ¢, the random variable g(¢, ¥)—Eg g(¢, ¥)
has zero mean and is o-subgaussian, by the additional assumptions of the second part of the lemma.
As a result, Eexp (§(®,¥)) = Ega Eg exp (§(¢, ¥)) also exists (by Lemma 2). Therefore,
Donsker-Varadhan is applicable for g and gives the following:

[(®;0) > Eg g [5(D, V)] — log Eq g {eg@x‘f’)} (49)
= AE [(9(®,9) ~ Eq g(®,9))°] ~ log By By exp { A (9(6, ¥) — Eg (6, ¥))" |

(50)

> \E {(g(@, U) — Eg g(®, @))2} —log (1 + 8Ac?) (by Lemma?2).  (51)

Picking A — 1/(40?), we get
1 _
[(%;9) > 5 E [(9((1%‘1/) —-Eg g(¢>,‘1/))2] —log 3, (52)

which proves the desired inequality. To prove the last part of the lemma, we just use the Markov’s
inequality and combine with this last result:

P (jo(®, W) ~Eq g(2,9)| > ) = P ((9(2, ) ~ Eg 9(®, 7))" > ) &9
_ 12

- E (g(®,¥) _;E@ 9(®, 7)) (54)

o 40P (I(®;9) +log3) (55)

= 62

A.2 Proof of Thm. 2.2

Let us fix a value of U. Conditioning on U = w keeps the distribution of W and S intact, as U is
independent of R and S. Letusset ® = W, ¥ = §,, and

1 m
g(w, ) = — > (U(w, su,) = Ezip L(w, Z")) . (56)
i=1
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Note that for each value of w, the random variable g(w, Su) is \/"ﬁ-subgaussian, asitis asum of m

ii.d. o-subgaussian random variables. Ifurthermore Vw, Eg(w,S,) = 0. These two statements
together and Lemma 3 imply that g(W, S,,) is also \ﬁ-subgaussmn Therefore, with these choices

of &, ¥, and g, Lemma 1 gives that

202

Esr 71(W Su)- (57

1 m
— 3 UW,S4) ~ B (W, Z)
=1

Taking expectation over u on both sides, then swapping the order between expectation over « and
absolute value (using Jensen’s inequality), we get

2
< Eyu 2LI(W S.).  (58)

1 m
Es ru~v lm D UW,Sy,) = Ezip (W, Z')
i=1

This proves the first part of the theorem as the left-hand side is equal to the absolute value of the
expected generalization gap, |Es r [L(A, S, R) — Lemp(A, S, R)]].

The second part of Lemma | gives that

2
1 — 402
Egr| — V—Egn 7 <22 (I(W:S,) +log3).
S,R (ngf(W,Su,) 7'~ LW, )) s (I(W;Sy) + log3) (59)
When u = [n], (59) becomes
2 40’2

ES,R (‘C(Aa S, R) - Ecmp (Av Sa R)) < 7 (I(W, S) + log 3) ) (60)
proving the second part of the theorem.
Note that in case of m = 1 and u = {i}, (59) becomes

Es.i (((W, Z;) — Egrp (W, Z'))? < 402 (I(W; Z;) + log 3) . (61)

Unfortunately, this result is not useful for bounding Eg g (£(A4, S, R) — Lemp(4, S, R))?, as for
large n the log 3 term will likely dominate over I(W; Z;).

A.3 Proof of Proposition 1

Before we prove Proposition 1, we establish two useful lemmas that will be helpful also in the proofs
of Proposition 2, Proposition 3, Thm. 2.3, Thm. A.1 and Thm. 3.2.

Lemma 4. Let U = (Uq,...,V,) be a collection of n independent random variables and ® be
another random variable defined on the same probability space. Then

Vi€ [n], [(®;0;) < I(®;¥; | V), (62)
and
Z O, | U (63)
Proof. First, for all i € [n],
1@, | U_;) = I[(;9;) — [(Uy; U_;) + I(Ui;U_; | &)  (chain rule of MI) (64)
=I(Q;0;) + [(V;; ¥, | D) (P LW_y) (65)
> 1(D; ;) (nonnegativity of MI).  (66)
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Second,

I(Q;W) = » I(0;¥; | Uoy) (67)

o

Il
_

(I(P; W5 | W, W) + (Wi Uy | Uy) = I(V35 Wy | Uiy, D)) (68)

|

N
Il
o

(L(P; W | W, W) = I(W; Wy | Uy, @)) (69)

Il

s
I
—

-

s
Il
-

I(D;0; | Uy, Usy) (70)

I
NE

I(;0; | U_y). (71)

<.
—_

The first two equalities above use the chain rule of mutual information, while the third one uses the
independence of ¥y, ..., ¥,. The inequality of the fourth line relies on the nonnegativity of mutual
information. O

The quantity > ., I(®;¥; | ¥_;) is also known as erasure information and is denoted by
I~ (9;0) [34].
Lemma 5. Let S = (Z1,...,2Z,) be a collection of n independent random variables and ® be

an arbitrary random variable defined on the same probability space. Then for any subset u' C
{1,2,...,n} of size m + 1 the following holds:

1
I(®: Suw) > — > 1(P; Sur(iy)- (72)
keu’
Proof.

(m 4+ 1)I1(P;Sy) = Z I(®; Sy qiy) + Z I(®; Zy, | Syngry) (chain-rule of MI) (73)

keu’ keu’

> Z I(®; Sungry) + I(P; Sur) (second part of Lemma 4).
keu’

(74)
O

Proof of Proposition 1. By Lemma 5 with ® = W, for any subset v’ of size m + 1 the following
holds:

1
I(W38uw) = — 3 I(W; Sunqy)- (75)
keu’
Therefore,
1 1
—_— N ’ > _— N ’
2 (m — (W38, >) > ¢ (m(m -y %I(W, S \{m) (76)

1 1
> p——1 k%; ® (mI(W; Su/\{k.})> . (by Jensen’s inequality) (77)

Taking expectation over u’ on both sides, we have hat

1 1
T2 (mf (w; Sul\{k}))] (78)

1
Ey ¢ (mI(W; 5u/)> > Ey
keu’

+1
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For each subset u of size m, the coefficient «,, is equal to

1 1 1
Q, = . (n—m) = —+. 80
n m+1 ( ) n (80)
m+1 m
Therefore ) )
> au (I(W; Su)> =Ey ¢ (I(W; su)> . (81)
" m m
O
A.4 Proof of Thm. 2.3
Using Lemma 4 with ® = W and ¥ = S, we get that
IW;Z,)<IW;Z;| Z-;) and I(W;8)< Z[(W; Zi | Z-5). (82)
i=1
Plugging these upper bounds into Thm. 2.2 completes the proof.
A.5 Proof of Thm. 2.6
Let us condition on U = wand Z = 2. Let ® = A(3g, R), ¥ = S, and
1 & .
E Z f((b, (Zu)i,neg(wi)D . (83)

i=1

Note that by our assumption, for any w € W each summand of g(w, S,,) is in [—1, +1], hence is
a 1-subgaussian random variable. Furthermore, each of these summands has zero mean. As the
average of m independent and zero-mean 1-subgaussian variables is \/%-subgaussian, then g(w, Sy,)

is \/%-subgaussian for each w € W. Additionally, Vw € W, Egg(w, S,) = 0. Therefore, by

Lemma 3, g(®,S,) is also \F-subgausswm With these choices of ®, ¥, and g(¢, 1), we use

Lemma 1. To avoid notational clutter we will denote the random variable A(Zg, R) by W, hiding its
dependence on 2, R, S.! First,

Esrg(W,Su) =Esr

Z )l) - Z(W7 (éu)i,neg((su)i)))‘| . (84)

Second,

Esrs [g(W,S.)] = 0. (85)

Therefore, Lemma 1 gives

2
Es <A/ ZIW;S.).  (86)
m

% Z (E(W (Zu)i,(su) ) é( (ZU)Z neg((Su)i )))1

Taking expectation over u on both sides and using Jensen’s inequality to switch the order of absolute
value and expectation of u, we get

1 N 8
Es ru~v lm (W, (Zu)is,,) — LW, (Zu)i,neg((su)i)))]

i=1

oo

'Expressions like E; _; W will mean E, _; A(Zs, R).

2

which reduces to

n

1 - 2
— (W, Zi5) = LW, Zineys)) | | < Buntr ] —T(W3 8u). (88)
i=1
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This can be seen as bounding the expected generalization gap for a fixed z. Taking expectation over 2z
on both sides, and then using Jensen’s inequality to switch the order of absolute value and expectation
of Z, we get

2

n
z~Z S,R Z W 24, S - e(W Zineg(S; ))) > E,‘Z‘NZ’MNU EI(W7 Su) (89)

Finally, noticing that left-hand side is equal to the absolute value of the expected generalization gap,

‘EZ,S,R {,C(A, Zs,R) — Lemp(A4, Zs, R)} , completes the proof of the first part of this theorem.

When u = [n], applying the second part of Lemma | gives

2
1 — N N 4
Es.r (n ; ((W.Zis,) — e(vv,zi,neg(s”))) < (I(W; 8) +log 3). (90)
Taking expectation over z, we get
1< * oy
E: zsr (n (LW, Zi,5,) — LW, % neg(S)))> < E]EENZ(I(W; S) +log 3). 91)
=1

Continuing,

. - 2 1 ~ , 2
Bz s.n (£(A Zs, ) = Lomp(A, 25, B)) =Bz g |+ D 0W.5is,) = Eginp (W, Z)

92)
1 & ’
<2B+2E. ;¢p (n > T UW, 2 pegsy)) — Ezrp (W, Z )) 93)
1 & ’
=2B+2E; 7 5r (n Z (E(W, Zi peg(s,)) = Bzrnp LW, Z ))> S
i=1

n

2

. i ) _

=2B+2E; ; o r <n > (f(A<Zs, R), (Zueg(s))i) = Eznp U{A(Zs, R), Z/))) )
i=1

n

2
1 ~ ~ -
=2B+2E; pB;  o1zsR (n Z (€(A(Zs7 R), (Zneg(5))i) — Ezrnp U(A(Zs, R), Z’))) .
=1
(96)

Note that as Zneg( s) is independent of (Zs, R), conditioning on (Zs, R) does not change its distribu-

tion, implying that its components stay independent of each other. For each fixed values Zg = z and
R = r, the inner part of the outer expectation in (96) becomes

2
I .

Ezneg(s) (n 231 (E(A(Zv 7"), (Zneg(S))i) - IE:Z’MD e(A(Zv T)a Zl))) ) (97)

which is equal to

1 o ’
R <n > (UA( ), Z]) = Bz £(A(z, 1), Zé))) : (98)
i=1

where Z1, ..., Z! are n i.i.d. samples from D. The expression in (98) is simply the variance of the

average of n i.i.d [0, 1]-bounded random variables. Hence, it can be bounded by 1/(4n). Connecting
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this result with (96), we get

) o, X
Ez.s.n (£(A, Zs, B) = Lonp(A, Zs, R)) < 2B + o (99)

n

<2E. ZE( (W S)+log3)} ;n (100)
[ I(W; ) +2)} (101)

A.6 Proof of Proposition 2

The proof follows that of Proposition 1, with the only difference that W is replaced with A(Zg, R).

A7 Thm. A.l
Theorem A.1. [f {(w,z) € [0,1],Yw € W, z € Z, then

’EZ,S,R [‘C(Av ZSv R) = Lemp (A, ZSa R)} ‘ <E

Z\/ﬂ (35, R); Si | S— )1, (102)

and

N - 2 8
Ej g p (ﬁ(A,ZS,R)—Eemp(A,ZS,R)) gn< lZI (3s,R); S; | S_ )1

(103)
Proof. For a fixed Z, using Lemma 4 with ® = A(Zg, R) and ¥ = S, we get that
I(A(zs, R); Si) < I(A(zs, R); Si | S-i), (104)
and .
I(A(zs, R); Z (25, R); Si | S_y). (105)
Using these upper bounds in Thm. 2.6 proves the theorem. O

A.8 Proof of Thm. 3.1

Let us condition on U = u and Z = z. To simplify the notation we will use F' as a shorthand for
f(Zs,Z, R), the predictions on the all n pairs after training on Zg with randomness R. Expressions
like E. » F willmean E. ; f(Zs,, R). Furthermore, when ¥ and y are collection of predictions
and labels, we will use ¢(y, y) to denote the average loss.

We are going to use Lemma 1 with & = F},, ¥ = §,,, and

9(,¥) = €(¢1Z1’ (yu)w) - (¢neg(w)7 (yu)neg(w)) (106)
1 m

= E <Z g((biﬂ/h" (gu)i,wi) - €(¢i,neg(d))ia (gu)i,neg(w)1)> . (107)
=1

The function g(¢, 1)) computes the generalization gap measured on pairs of the examples specified
by subset u, assuming that predictions are given by ¢ and the training/test set split is given by
1. Note that by our assumption, for any ¢ each summand of g(¢, S,) is a 1-subgaussian random
variable. Furthermore, each of these summands has zero mean. As the average of m independent
and zero-mean 1-subgaussian variables is \/%—subgaussian, then g(¢, S,) is \/%-subgaussian for

each possible ¢. Additionally, V¢ € K™*2, Egg(¢,S,) = 0. By Lemma 3, g(F,, S,) is also
ﬁ—subgaussian. Hence, these choices of ®, U, and g(¢, 1)) satisfy the assumptions of Lemma 1.

We have that
ES,R Q(Fu, Su) = ]ES,R [K((Fu)sua (gu) ) - f(( )neg(S)u (yu)neg(S)u] ; (108)
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and

Er, 5, [9(Fu,S.)] = 0. (109)
Therefore, the first part of Lemma 1 gives

<\ 2I(F.:5,).  (10)
m

|ES,F V((Fu)su, (gu)Su) - g((Fu)neg(S)ua (gu)neg(s)u]

Taking expectation over u on both sides, and then using Jensen’s inequality to swap the order of
absolute value and expectation of u, we get

ES7R7U/NU [e((Fu)Suv (gu)Su) - e((Fu)neg(S)ua (gu)neg(S)uﬂ ’ < IEuNU

which reduces to

7I(Fu; Su)a (111)
m

. . 2
|Es.r [£(Fs,7s) — {(Fueg(s): Tneg(s))] | < Eu~v EI(Fu;Su)- (112)

This can be seen as bounding the expected generalization gap for a fixed z. Taking expectation over Z
on both sides and using Jensen’s inequality to switch the order of absolute value and expectation of z,

we get
- . 202
EENZ,S,R [E(FSH yS) - E(Fneg(S)a yneg(S))] ‘ < EENZ,u~U WI(FH’ Su) (1 13)

Noticing that the left-hand side is equal to the absolute value of the expected generalization gap,
E; ks [C(f, Zs,R) — Lemp(f; Zg, R)] , completes the proof of the first part of the theorem.

When u = [n], applying the second part of Lemma 1 gives

- - 4
ES,R (g(FSa yS) - K(Fneg(S)a yneg(S)))2 < E(I(Fa S) + log 3) (114)

Taking expectation over z, we get

- _ 2 4
E; 751 (((Fs,0s) = {(Fueg(s)s Uneg(s))) < Ezoz E(I(F; S) +1log3)| . (115)
B
Continuing,
~ ~ 2
EZ,R,S (£<f7 ZSaR) - ‘cemp(fa ZS7 R)) = EENZ,S,R (E(FSagS) - EZ’ND E(f(ZSVX/vR)a Y/))Q
(116)
<2B + QEENZ,S,R (g(Fneg(S)a gneg(S)) —Ezp e(f(237 le R)a Y/))2 (117)
2
1< _ .
=2B+ 2E5N2757R <TL Z (E(Fi,neg(S)ﬂ yi,neg(S)i) —Ezp E(f(ZS, X/7 R); Yl))) (118)
i=1

1 — - -
=2B+2E3 pz. o (n Z (f(f(Z& Xoeg(s)s R)is Vaeg(s))i) = Ezap U(f(Zs, X', R), Y’))
=1

(119)

n

1 . . _
=2B+2E;, p Bz . izen <n > (4 (Zs, Knca(), Bis Vaeat))i) — Bz €[ (Z5, X', R), Y"))

i=1
(120)

Note that as Zneg( s) is independent of (Zs, R), conditioning on (Z s, R) does not change its distribu-

tion, implying that its components stay independent of each other. For each fixed values Zg = z and
R = r, the inner part of the expectation in (120) becomes

2
1 = % 1 i
Ezmgm <TL Z (E(f(z, Xneg(S)a r)iv ()/Ileg(S))i) —Ez~p f(f(Z,X 7T)7Y ))) y (121)

=1
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which is equal to

2
1 n
EZi,Zé,...,Zg (n Z (g(f(zv Xz(v }/1/) - ]EZ; E(f(za Xz{a T)v )/z,))> ) (122)
i=1
where Z1,...,Z/ are ni.i.d. samples from D. The expression in (122) is simply the variance of the

average of n i.i.d [0 — 1]-bounded random variables. Hence, it can be bounded by 1/(4n). Connecting
this result with (120), we get

~ . 2 1
E; ks (ﬁ(ﬁ Zs,R) = Lemp(f, Zs, R)) <2B+ - (123)
<2E._ [i(I(F; S) + log 3)} + % (124)
8
<E; z [n(I(F;S) + 2)} : (125)

A.9 Proof of Proposition 3

The proof closely follows that of Proposition 1. The only difference is that f(Zg, &, R) depends on
u, while W does not.

If we fix a subset v’ of size m + 1, set & = f(Zg, %y, R)), and use Lemma 5, we get

I(f (s, #ur, B); Sur) > ;’;I(f(és,mm; Sur (i) (126)
> LS I(7 (3, Furygag, B): Suriay)- - (removing predictions o paie f can not inrease M)
rew (127)
Therefore,

¢ <1I(f(is,$?uuR)§ Su’)) > ¢ <m(m1+1) Z I(f(ZS'w%u’\{k}aR);Su’\{k}>> (128)

m+1 keu’

1 1
> T ,;, 1) (mf(f(fs,fu/\{k}, R); Su/\{k})> (by Jensen’s inequality) (129)

Taking expectation over U’ on both sides, we have

Ey: ¢ <1I(f(55,56u/, R): su») > By

1 1
| Z ¢ (mf(f(557fuf\{k}7 R); Su/\{k}))‘|

m+1
keu
(130)
1
=S auo (1o, au RS ) 131
For each subset u of size m, the coefficient ., is equal to
1 1 1
Q, = - -erl-(n—m)—T. (132)
m+1 m
Therefore
1 L 1 .
T R R R ] E R (FACAE TN BIES
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A.10 Proof of Thm. 3.2

Let us fix Z. Setting ® = f(Zg,Z;, R), ¥ = S, and using the first part of Lemma 4, we get that
I(f(Zs,%i, R); Si) < I(f(Zs, %4, R); Si | S—4). (134)
Next, setting ® = f(Zg, %, R), ¥ = S, and using the second part of Lemma 4, we get that

I(f(zs,%, R); S) < Y I(f(Zs,% R); Si | S_y). (135)
i=1
Using these upper bounds in Thm. 3.1 proves this theorem.

A.11 Proof of Thm. 4.1

Let k denote the number of distinct values f(Zg, Z, R) can take by varying S and R. Clearly, k is not
more than the growth function of ‘H evaluated at 2n. Applying the Sauer-Shelah lemma [29, 30], we

get that
d
2n
k< ; ( Z. > ) (136)

The Sauer-Shelah lemma also states that if 2n > d + 1 then

d d
2n 2en
> (1)=(7) o
i=0
If 2n < d + 1, one can upper bound k by 22" < 2¢+1 Therefore

d
k < max {2d+1, (22”> } . (138)

Finally, as a f(Zg, Z, R) is a discrete variable with k states,
f-CMI(f,2) < H(f(Zs, %, R)) < log(k). (139)

A.12 Proof of Proposition 4

The proof below uses the independence of Sy, ..., S, and the convexity of KL divergence, once for
the first and once for the second argument.

I(f(Zs, 2, R); S | S—;) = KL (f(Zs, %, R)[S || f(Zs, 2, R)|S-) (140)

= JKL(f(3sico,a, RIS || f(s,, R)IS ) (141)

+ KL (f(Gsion, 2, RIS | £ G5, 2, B)IS ) (142)

= %KL (f(iswo?wa R)[S-i || % (f(Zsico,z, R) + f(Zgic1, 2, R)) |5z') (143)

b iKL (f(iswux, R)IS_ | § (F(Gsien. . B) + (oo, 2. R)) s) (144)

< YKL (f(Gsico,w, RS i | f(Zgien 2, R)IS-) (145)

4 KL (f(gieo, 2, RIS | f(Zgier, 2, R)IS-) (146)

+ EKL(f(fsiH,%R)\Sfi | f(Zsico, 2, R)|S-) (147)

KL (fGsien, 2, RIS | f(gier,, R)IS-) (148)

_ iKL(f(ZSwo,x,RHS,i | f(Zgir,a, R)|S_0) (149)

+ %KL(f(ZSiH,m,R)\S_i | f(Zsico, 2, R)|S_). (150)
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A.13 Proof of Thm. 4.2

Given a deterministic algorithm f, we consider the algorithm that adds Gaussian noise to the
predictions of f:

fo(z,2,R) = f(z,2) + &, (151)
where £ ~ N(0,0%1,). The function f, is constructed in a way that the noise terms are independent
for each possible combination of z and z.”

First we relate the generalization gap of f, to that of f:

’EZ,R,S [‘C(fm Zs,R) = Lemp(fo, ZS,R)H (152)

I R )

= IEZJ%&Z’~D g(fU(ZSVX ,R),Y) - EZ (fa(ZSa ZS,aR)vyi,S,:) ‘ (153)
L i=1

= EZ7R7S7ZIND (f(ZS7 )+£ Y _7Z€ ZS7 +£l7 15') ‘ (154)
i 7 I / i 1 - > > >

=|Ez sz~ [€(f(Zs, X),Y') + A" = o Z (E(f(237Xi,Si))}/i,Si) + Ai) , (155)
L i=1

where A’ = ((f(Zs, X') +&,Y') — U(f(Zs,X"),Y') and A; = g(f(237Xi,Si) + fiayi,si) -

U(f(Zs, Xis,),Yiis,). As €(7,y) is v | and [A;| <
v ||& |- Connecting this to (155) we get
‘Ez,R,s {E(fa,Zs,R) - Eemp(fo,Zs,R)” > ‘JEZ’R,S [/:(f, Z5) = Lemp(f, ZS)” (156)
—E[¢] - 1Y Elel (157
i=1
= [Ez.n.s L0, Z5) — Lompl . Z5)] | - 2o
(158)
Similarly, we relate the expected squared generalization gap of f,, to that of f:
- N 2
Bz ns (£(fa 25, R) = cempua,zs,R)) (159)
2
~ 1 ’ 1 S
~Ez s <Ezw | (Zs, XY + &] - > (0 (Zs, Xis). Vis) + A ))
(160)
n 2
~ ~ 2 , 1
=Ezrs (ﬁ(f, Zs) = Lemp(f, Zs)) +Ej ps | Bz~nlA] -~ Z; A; (161)
_ ) ) |
+2E; 5 g (L(f, Zs) — Lemp(f, Zs)) (]EZ,ND[A/] - Z; Ai> (162)
o L \2
ZIEZ,R,S (ﬁ(f, Zs) _'Cemp(fv ZS)) (163)
_ ) ) |
—2Ezrs ‘ﬁ(f, Zs) = Lemp(f; Zs)‘ Eznp[A] -~ doA; (164)
L i=1
- L \2
:EZ,S (‘C(fv Zs) = Lemp(f, ZS)) (165)
- - 1 <&
Ez.s ’ﬁ(f, Zs) = Lemp(f; Zs)‘ Er [ Ez~p[A] =~ A (166)
i=1

2This can be achieved by viewing R as an infinite collection of independent Gaussian variables, one of which
is selected for each possible combination of z and x.
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1 n
Er ||EzplA fz < Eg[Ez~p|A']] + ZER |A] (167)
<Eg[Ez~p [y €] + ZER llEl aes)
= 2yVdo, (169)
we can write (166) as
~ - 2
Ens (LU Zs, R) = Loy (fo 25, R)) (170)

> By 5 (£, 25) — Lamol . Z5)) — 4V B g |05, Z) — Lamp(£Z5)]] (17D

- - - ~ 2
Z EZ,S (‘C(fa ZS) - ﬁcmp(f, ZS))2 - 4’)’\/&0—\/]]5275 (‘C(fa ZS) - Lcmp(fv ZS)) ) (172)

where the last line follows from Jensen’s inequality ((E | X|)? < E X?). Summarizing, (158) and
(172) relate expected generalization gap and expected squared generalization gap of f,, to those of f.

Bounding expected generalization gap of f.

‘EZ,R,S [L(fU’ZSvR) _‘Cemp(fmZSaR)} ’ (173)
< |Bzns [£(fo: 25, B) = Lomp o Zs, B)|| +2Vdyo by (158) (174)
< % ZEENZ V2I(f5(%s, %, R); S | S_i) + 2Vdyo (by Thm. 3.2) (175)

IN

1< LKL (f,(Zgic1, 3, R)|S_i || fo(Zgico0,Ti, R)|S_;)
“SNTE. 2 grEsTel L ol JoR st et s V4 oVd 176
> E:z LKL (£, (sico, 30, R)|Ss | fo(Zsior, @i, R)|S_:) o (176)

1 ¢ 1 N , . N
= ﬁ ZEZNZ \/%‘_2 ]Es_i f(ZSi(—O,xi) — f(ZSi«—l,xi)”g -+ 2\/&’)/0 177
- - 2
< - Z \/2 s E (sto X) f(Zgic1,X;) , + 2Vdvo (178)
<4/ % + 2\/370 (by [ self-stability of f). (179)
o
Picking 02 = ﬁ, we get

Nl

S8

N
5
=

’EZ,R,S [ﬁ(fm Zs,R) = Lemp(fo: Zs, R)} ’ <2 (180)

25



Bounding expected squared generalization gap of f. To shorten the writing, let us denote

- N2
Ez s (E(f, Zg) — Lemp(f; ZS)> with G. Starting with (172), we get

. 2
G <By s (LU 25, R) = Lowp(fo Zs, R)) + 49Vdo/G (181)
8 n
< n( o lZI fo(25,% R); Si | S_;) +2) +4vVdovVG (by Thm.3.2)  (182)
=1
16 85~ ( iKL(fo(Zsic1, & R)[S_; | fo(Zsico, &, R)[S ;) )
< = ° 1 o 7 o 4 \/& \/5
~n + n;( +3KL (fr(Zgi-0, %, R)|S—; || fr(Zsic1, &, R)[S_;) +avao
(183)
—E+§iE~ in(Z 0, X) — f(Zg X)H2 +4yVdo G (184)
= " " 2 2.5 402 Si0, Sie1, ) Y
6 2,
<S—+— 5 (287 + npi +np3) + 4yVdoVG. (185)
The optlmal o is given by
2 2 2\ 3
o—=<25 +"5l+nﬁ2> 7 (186)
WGVd
and gives
1 1
G<£+6d% V% (262 + np? + np3)® G3. (187)
We discuss 2 cases.
(@) 18 > 6d¥y? (262 + nB2 +nB2)* G In this case G < 2.
(ii) % Gd%'y% (252 +npB? + nﬁ§)§ G'3. In this case, we have
G < 12d%7% (267 + nB2 +np?)° G, (188)
which simplifies to
G <128V [2652 + 02 + . (189)
Combining these cases we can write that
2
G < max{gn, 128V /262 + np? + nﬁg} (190)
2
< % + 125 V/dy /282 + 0B + 3. (191)

Remark 1. The bounds of this theorem work even when ) = K = [a, b]? instead of RY. To see
this, we first clip the noisy predictions to be in [a, b]%:

f(z,z); = clip(fy(2,7),a,b);, Vi€ [d]. (192)

Inequalities (158) and (172) that relate the expected generalization gap and expected squared general-
ization gap of f, to those of f stay true when replacing f, with f¢. Furthermore, by data processing
inequality, mutual informations measured with f< can always be upper bounded by the corresponding
mutual informations informations measures with f,,. Therefore, generalization bounds that hold for
fo will also for f<, allowing us to follow the exact same proofs above.

Remark 2. In the construction of f,, we used Gaussian noise with zero mean and o2] covariance
matrix. A natural question arises whether a different type of noise would give better bounds. Inequali-
ties (158) and (172) only use the facts that noise components are independent, have zero-mean and o>
variance. Therefore, if we restrict ourselves to noise distributions with independent components, each
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Figure 3: Comparison of expected generalization gap and f-CMI bound for MNIST 4 vs 9 classifica-
tion with a 4-layer CNN. The figure on the left repeats the experiment of Fig. 1a (i.e., MNIST 4 vs 9
classification with the CNN described in Table 1 trained using a deterministic training algorithm)
while modifying the network to have 4 times more neurons at each layer. The figure in the middle
repeats the experiment of Fig. 1a while making the training algorithm stochastic by randomizing
the seed. The figure on the right corresponds to the experiment of Fig. l1a and plots the expected
generalization gap and the f~-CMI bound versus the training time.

Layer type = Parameters

Conv 32 filters, 4 x 4 kernels, stride 2, padding 1, batch normalization, ReLU
Conv 32 filters, 4 x 4 kernels, stride 2, padding 1, batch normalization, ReLU
Conv 64 filters, 3 x 3 kernels, stride 2, padding 0, batch normalization, ReLU
Conv 256 filters, 3 x 3 kernels, stride 1, padding 0, batch normalization, ReLU
FC 128 units, ReLU

FC 2 units, linear activation

Table 1: The architecture of the 4-layer convolutional neural network used in MNIST 4 vs 9
classification tasks. The wider version of this network is constructed by multiplying the number of
channels/neurons of each hidden layer by 4.

of which has zero mean and o2 variance, then the best bounds will be produced by noise distributions
that result in the smallest KL divergence of form KL (fy(Zgi<1, 2, R)|S_; || fo(Zgi—0,z, R)|S_;).
An informal argument below hints that the Gaussian distribution might be the optimal choice of the
noise distribution when f,(Zgi<1,x, R) and f,(Zgi<o,x, R) are close to each other.

Let us fix 02 and consider two means y; < pz € R. Let F = {p(z; 1) | 1 € R} be a family of
probability distributions with one mean parameter 1, such that every distribution of it has variance -2
and KL divergences between members of F exist. Let X; ~ p(x, p1) and X5 ~ p(x, o). We are
interested in finding such a family F that KL (X || Y) is minimized. For small 12 — 11, we know
that

KL (X || Y) =~ 5 (u2 — p1)Z(p1) (p2 — p1), (193)

x; ). Furthermore, let 17 = X. As Efi; = p and

N[ =

where Z(u) is the Fisher information of p
Var[z1] = o2, the Cramer-Rao bound gives

—~

2 -~
o° = Var[i1] > ——. (194)
2 Z(p1)
This gives us the following lower bound on the KL divergence between X and Y:
1
KL(X | Y) R 55 (p2 —m)>, (195)

g

which is matched by the Gaussian distribution.

B Experiment details and additional results

In this appendix we present additional experimental results and details that were not included in the
main text due to space constraints.
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Estimation of generalization gap. In all experiments we draw k; samples of Z, each time by
randomly drawing 2n examples from the corresponding dataset and grouping then into n pairs. For
each sample Z, we draw k5 samples of the training/test split variable S and randomness R. We then
run the training algorithm on these k5 splits (in total k1 k5 runs). For each z, s and r, we estimate
the population risk with the average error on the test examples Z,e.(5) and get an estimate of the
generalization gap L(f, Zs,7) — Lemp(f, Zs, 7). For each Z, we average over the ks samples of S and
R to get an estimate §(2) of Eg r [L(f, Zs, R) — Lemp(f, Zs, R)]. Note that this latter quantity is not
the expected generalization gap yet, as it still misses an expectation over z. Figures 1 and 3 plot the
mean and the standard deviation of g(2), estimated using the k1 samples of Z. Note that this mean will
be an unbiased estimate of the true expected generalization gap E; ¢ p [L(f, Zs5,7) — Lemp(f Zs,7)].

Estimation of f-CMI bound. Similarly, for each Z we use the k5 samples of .S and R to estimate
f-CMI(f,2,{i}) = I(f(Zs,%:, R); Si), © € [n]. As in all considered cases we deal with classifica-
tion problems (i.e., having discrete output variables), this is done straightforwardly by estimating all
the states of the joint distribution of f(Zg, Z;, R) and S;, and then using a plug-in estimator of mutual

information. The bias of this plug-in estimator is O (é) , while the variance is O (%) [24].
To estimate f-CMIp(f,{i}) = E._; [f-CMI(f, Z, {i})] we use k; samples of Z. After this step
the estimation bias stays the same, while the variance increases by O (k%) The error bars in Figures
1 and 3 are empirical standard deviations computed using these k; estimates.

In the main text we consider the three experiments: (a) MNIST 4 vs 9 classification using standard
training algorithms, (b) MNIST 4 vs 9 classification using SGLD, and (c¢) CIFAR-10 classification
with fine-tuned pretrained ResNet-50. The experimental details of these experiments are presented in
Tables 2, 3, and 4, respectively. In all cases the loss function was the cross-entropy loss. We did the

experiments on a cluster of 4 computers, each with 4 NVIDIA GeForce RTX 2080 Ti GPUs. Training
only single-GPU models, the experiments take 2-3 days.

Network The 4-layer CNN described in Table 1.
Optimizer ADAM with 0.001 learning rate and 8; = 0.9.
Batch size 128

Number of examples (1) [75, 250, 1000, 4000]

Number of epochs 200

Number of samples for Z (k1) 5

Number of samplings for S for each z (k) 30

Table 2: Experimental details for MNIST 4 vs 9 classification in case of the standard training
algorithm.

Network The 4-layer CNN described in Table 1.

Learning rate schedule Starts at 0.004 and decays by a factor of 0.9 after
each 100 iterations.

Inverse temperature schedule min (4000, max(100, 10e'/190)), where ¢ is the it-
eration.

Batch size 100

Number of examples (n) 4000

Number of epochs 40

Number of samples for Z (k1) 5

Number of samplings for S for each z (k2) 30

Table 3: Experimental details for MNIST 4 vs 9 classification in case of the SGLD training algorithm.
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Network ResNet-50 pretrained on ImageNet.

Optimizer SGD with 0.01 learning rate and 0.9 momentum.
Data augmentations Random horizontal flip and random 28x28 cropping.
Batch size 64

Number of examples (n) [1000, 5000, 20000]

Number of epochs 40

Number of samples for Z (k1) 1

Number of samplings for S for each z (ko) 40

Table 4: Experimental details for CIFAR-10 classification using fine-tuned ResNet-50 networks.

Network ResNet-50 pretrained on ImageNet.

Data augmentations Random horizontal flip and random 28x28 crop-
ping.

Learning rate schedule Starts at 0.01 and decays by a factor of 0.9 after
each 300 iterations.

Inverse temperature schedule min (16000, max(100, 10e*/3%9)), where ¢ is the
iteration.

Batch size 64

Number of examples (n) 20000

Number of epochs 16

Number of samples for Z (k1) 1

Number of samplings for S for each 2z (k2) 40

Table 5: Experimental details for CIFAR-10 classification experiment, where a pretrained ResNet-50
is fine-tuned using the SGLD algorithm.
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