A More Experimental Results of Empirical Exploration

In this section, we present more experimental results of our Empirical Exploration B. From the results in Tables
B, B and [, we can observe a similar phenomenon presented in Section B, namely that higher average robust
accuracy of models is accompanied by larger variance of class-wise robust accuracy(a severer robust fairness
issue) with the increasing of perturbation radius €¢rqin. In addition, this trend can be consistently observed
under different neural networks, attack algorithms and datasets. These observations suggest the existence of a
tradeoff between average robustness and robust fairness.

Table 5: The average robust accuracy (%) and variance of class-wise robust accuracy (10~2) for Madry us-
ing ResNet18, ResNet50 and WRN-32-10 on CIFAR-100. The perturbation radii for AT are chosen
from €train = {4/255,8/255,12/255,16/255}. The adversarial testing examples are generated by
FGSM, PGD-20 and C&W with different testing perturbation radii ees: = {16/255,20/255}. We
use var and rob.acc to denote the variance of class-wise robust accuracy, and average robust accuracy,

respectively.
attack Algorithm FGSM PGD-20 C&W
€test 16/255 20/255 16/255 20/255 16/255 20/255
model €train var  rob.acc var  rob.acc var  rob.acc var  rob.acc var  rob.acc var  rob.acc
4/255 1.25 11.93 0.81 8.01 0.19 1.83 0.05 0.69 0.23 2.15 0.07 0.76
ResNet18 8/255 1.80 16.52 0.84 12.35 0.60 5.16 0.26 2.65 0.70 5.65 0.33 3.10
12/255 | 2.17 18.56 1.60 14.76 0.96 7.81 0.52 4.43 0.97 8.06 0.54 4.58
16/255 | 2.32 19.78 1.89 16.26 1.12 8.95 0.65 5.42 1.18 9.03 0.65 5.45
4/255 1.46 13.04 1.02 8.88 0.30 2.75 0.08 1.16 0.35 3.24 0.12 1.41
ResNet50 8/255 1.80 16.75 1.35 12.67 0.72 6.07 0.38 3.18 0.77 6.58 0.45 3.60
12/255 | 2.01 17.53 1.63 14.20 0.99 7.89 0.55 4.75 1.02 8.35 0.61 5.08
16/255 | 2.45 19.86 1.90 16.28 1.28 9.87 0.77 6.31 1.30 9.86 0.81 6.46
4/255 1.65 15.87 1.18 11.09 0.19 2.36 0.40 0.94 0.22 2.44 0.07 1.02
WRN-32-10 8/255 222 19.94 1.69 15.55 0.85 6.36 0.64 3.50 0.88 6.66 0.46 3.81
12/255 | 2.32 20.52 1.98 17.14 1.19 9.02 0.67 5.27 1.22 9.64 0.67 5.51
16/255 | 2.52 21.68 2.03 18.06 1.22 9.69 0.75 6.07 1.28 10.20 0.81 6.29

Table 6: The average robust accuracy (%) and variance of class-wise robust accuracy (10~2%) for TRADES
using ResNet18, ResNet50 and WRN-32-10 on CIFAR-10. The perturbation radii for AT are chosen

from eyrain = {4/255,8/255,12/255,16/255}. The adversarial testing examples are generated by
FGSM, PGD-20 and C&W with different testing perturbation radii €es¢ = {16/255,20/255}. We
use var and rob.acc to denote the variance of class-wise robust accuracy, and average robust accuracy,

respectively.
attack algorithm FGSM PGD-20 C&W
€test 16/255 20/255 16/255 20/255 16/255 20/255
model €train var rob.acc var rob.acc var rob.acc var rob.acc var rob.acc var rob.acc
4/255 1.59 32.10 1.15 23.61 0.18 4.9 0.04 1.80 0.19 5.58 0.04 2.07
ResNetl8 8/255 248 4227 2.18 35.37 0.73 16.84 0.25 8.38 0.76 15.74 0.28 7.92
12/255 | 2.64 4274 245 37.24 1.48 23.90 0.71 14.68 1.37 20.34 0.62 12.27
16/255 | 2.69  43.71 2.50 38.34 1.67 26.11 0.84 16.55 1.55 22.37 0.73 13.48
4/255 1.21 32.57 0.84 2459 0.14 4.84 0.02 1.74 0.18 5.44 0.03 2.03
ResNet50 8/255 1.86  43.00 1.60 36.01 0.54 15.34 0.17 6.62 0.65 14.98 0.18 6.56
12/255 | 2.55 44.07 2.36 38.64 1.29 23.60 0.46 14.03 1.29 20.78 0.55 12.32
16/255 | 2.80  44.87 2.64  40.02 1.55 26.21 0.56 16.84 1.66  23.67 0.79 14.86
4/255 1.09 39.67 1.14 33.27 0.66 9.76 0.23 9.76 0.40 7.70 0.08 2.96
WRN-32-10 8/255 232 4494 2.16 39.01 1.02 16.68 0.42 16.68 0.97 15.30 0.46 8.45
12/255 | 2.41 46.53 232 4058 1.02 18.85 0.47 18.85 1.10 18.56 0.97 9.49
16/255 | 2.69  47.58 2.45 42.26 1.39 20.44 0.69 20.44 1.67 19.86 1.42 10.78

B Proof of Theoretical Results

In this section, we first give the analytical solutions of natural training and adversarial training for linear model
on the distribution D* in Equation (@). Then, we present our core conclusion that stronger AT can lead to
larger variance of class-wise robust accuracy with the increasing of perturbation radius €¢rqin. Additionally,
we theoretically explain the phenomenon that adversarial training can easily result in severer robust fairness
issue compared with natural training.

B.1 Naturally Trained Linear model

Theorem B2. For the naturally trained linear classifier frnq: that minimizes the natural risk:

fnar(x) = arg;ninE@,y)w* (1(f (=) # y)), (13)
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Table 7: The average robust accuracy (%) and variance of class-wise robust accuracy (107?) for TRADES
using ResNet18, ResNet50 and WRN-32-10 on CIFAR-100. The perturbation radii for AT are chosen
from eyrain = {4/255,8/255,12/255,16/255}. The adversarial testing examples are generated by
FGSM, PGD-20 and C&W with different testing perturbation radii €es¢ = {16/255,20/255}. We
use var and rob.acc to denote the variance of class-wise robust accuracy, and average robust accuracy,

respectively.
attack Algorithm FGSM PGD-20 C&W
€test 16/255 20/255 16/255 20/255 16/255 20/255
model €train var rob.acc var rob.acc var rob.acc var rob.acc var rob.acc var rob.acc
4/255 1.70 16.22 1.24 11.58 0.43 391 0.18 1.90 0.42 4.23 0.19 2.03
ResNetl8 8/255 242 21.06 1.96 16.91 1.17 9.97 0.65 5.87 1.12 9.04 0.69 5.69
12/255 2.79 22.17 2.38 18.73 1.73 12.61 1.13 8.81 1.54 10.28 1.02 7.19
16/255 | 2.87 22.46 2.56 19.28 1.93 13.26 1.37 9.63 1.65 10.92 1.17 7.74
4/255 1.78 16.76 1.26 12.19 0.56 4.76 0.24 2.37 0.59 5.27 0.28 2.63
ResNet50 8/255 231 21.78 1.87 17.87 1.58 10.00 0.70 5.89 1.18 9.73 0.70 6.02
12/255 | 2.67 22.32 2.29 19.01 1.61 12.18 1.00 8.20 1.47 10.80 0.96 7.37
16/255 | 2.72 23.78 232 2029 1.68 12.54 1.32 8.51 1.52 11.02 1.06 7.51
4/255 1.96 18.74 1.52 14.28 0.66 5.15 0.32 2.71 0.65 5.23 0.30 2.69
WRN-32-10 8/255 2.35 21.49 1.98 17.69 1.15 9.21 0.62 5.34 1.13 9.15 0.63 5.31
h 12/255 | 2.56 23.13 2.08 19.19 1.31 10.90 0.80 6.47 1.37 10.85 0.84 6.66
16/255 | 2.74 24.15 223 20.31 1.41 11.14 0.87 7.11 1.45 11.08 0.88 6.89

if o4 # o_, the class-wise natural risk can be expressed as follows:

R} (faat) = @ (%) Rody(faat) = @ (%) (14)
where ®(-) is the cumulative distribution function (c.d.f.) of standard Gaussian distribution N'(0, 1) and
0.2 702
) At oo (pr +p- )\ 142K 5=
T p——
where A = —d(,u+az + /L,Ji) and K is a positive constant. If o = o = o, the class-wise natural risk

can be expressed as follows:

—d*(p4 + p-)* - 2Ko*
R)ai(fnat) = @ 15
nat (f t) ( 2d3/2a(,u,+ + M*) ( )
_ — (s + po)? + 2K
Rpai(frat) = @ - . 16
nat (f t) ( 2d5/20—(ﬂ+ ¥ pdf) (16)
Proof. For any classifier f(z) in Equation (B), we first calculate its natural risk.
Ruat(f) = E(zy)~p+ (1(f(z) # y)) 17
= P(z,y)~D* (f(x) 7é y) (18)
=Py =+41)-P(f(z) = -1y =+1) + Py = —1) - P(f(z) = +1ly = -1) (19
=a Rua(f) + (1 - o) Roa(f) (20)
where a = P(y = +1).
Denote © = (z1,z2, .. ., xd)/ and w = (w1, w2,. .. ,wd)/, we explicitly calculate Rrnq:(f, +1)
Riai(f) =B(f(z) = ~1ly = +1) e3)
d
=P((w,z) +b < Oy = +1) =P(>_ wiz; + b < 0) (22)
i=1
where 21,2, ..., zq are i.i.d. random variables from Gaussian distribution N (4, af_) according to the defi-
nition of D* in Equation ().
Like R}, (f), we have
d
Rpar(f) =P wizi +b > 0)
i=1
where 21, T2, . . ., Tq are i.i.d. from N (—p—, 02 ). Denote fna:(x) = (w*, x) + b*. According to the method
of [6], we can proof wi = w3 = - - - = w} by contradiction. Based on the properties of Gaussian distribution,
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R (fuat) and R}, (frat) can be expressed as follows:

d d
Riai(frat) =P _wizi+b<0)=P(wi » i +b<0)

i=1 i=1

wi S (@ —py) b dwipy

*2 d 2 *2 d 2
\/wl > 107 \/wl >0t

b+ dwipy
= | ————2=T
\/waa+
d d
Rpa(frat) =P _wiz; +b>0) =P(wi Y i +b>0)

i=1 i=1

=P

wi S (@—po) b+ dwip
«2 \~d «2 \~d
\/wlzzizl o2 \/w122i:1 o2

11— —b+ dwip—
Vdwio_
where @ is c.d.f. of normal Gaussian distribution (0, 1). Then, we get
b+ dwi p4+ b— dwip—
R nat) =@ | ——— |+ (1 —a)® | ———— | .
et (frat) < Vidwio, ( ) Vidwio_
For simplicity, we denote n* = %. Then, we will find the optimal 7™ which minimize the overall natural risk

Runat(fnat) by takeing “netnat) — 0. In detail, it is

=P

1 1 0" +duy o, —1 1 10" —du— o, 1
exXpl{—5 +(1—a)—
\/271' p( 2( \/&O’+ )\/a0'+ ( ) )

Simplifying it gives
. 2 . 2
UM/ R U Ml T R o QS (24)
o+ o (1-a)ot

Denote K = dlog (ﬁ) Without loss of generality, we assume K > 0. Then we obtain

=0. (23)

(02 — o)™ +2d(pro” + p_ot)n* + d*(uio? — ptol) =2Koto>. (25)

Hence, " can be expressed as follows:

o2 _o2
) —d(py0? +p_or) +oro_ (s +p_)y/1+ 2K e
= > : (26)
- +
Then class-wise natural risk is
C +dpg
R:;al nat) = (2] (_777
t(f t) \/&(74»
_ *—du—
ikt =0 (205,
t(f t) \/ZlO'_
In particular, when o+ = o_ = o, then Equation (Z3) can be simplified as
2d(py + p- )"+ d*(pd — p2) = 2Ko”. 27)

In this case, n™ can be expressed as follows:
. —d*(u} - p2) +2Ko?

n = (28)
2d(pt + p—)
and corresponding class-wise natural risk can be expressed as follows:
—d*(p4 + p-)* — 2Ko*
R+1 nat) = ®
nat(f t) ( 2d3/2a(u++,u,)
- —d*(py + p-)* + 2Ko”
R ! nat) = 0
nat(f t) ( 2d3/20_(u++u7)
O
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B.2 Adversarially Trained Linear model

Theorem B3. For the adversarial trained linear classifier fqq. that minimizes the adversarial risk:

fadv(fr)=argfminE<z,y)~D*[ sup  (1(f(2) # y)l,

z€U(x,€)

if o4 # o_, the class-wise adversarial risk can be expressed as follows:

1 - d(u+—€test)>
Rad'u (fad'u)_q) < \/ao_+

-1 _ 7* - d(,u— 7€test)
Radv (fadv)fq) ( \/&O', )

where ®(-) is the c.d.f. of standard Gaussian distribution N'(0, 1) and

2K(02_—01)
. B+U+Uf(/~t++,uf_2€train) 1+m
T o2 —o%
where B = —d(u4+02 4 p_0% — etrain(or + 02)) and K is a positive constant. If o4 = o
class-wise adversarial risk can be expressed as follows:
—C—2Ko>
R+1 adv =
adv(fd ) <2d3/20(/~/«++ﬂ—_26train)>
_ —C+2Ko? )
R ! adv =
adv(f d ) (2d3/20(ﬂl++,u7_26t1"ain)

where C' = d*(py + p— — 2€train) (Pt + = — 2€test)-

Proof. For any classifier f(z) in Equation (B), we first calculate its adversarial risk.

Radv(f) = E(z,y)ND* |: sup (]]-(f(z) 75 y):|

zEU(x,€)

—a-]P’< sup ]l(f(z)—l)|y—+l>+(1a)-]P’< sup 1(f(z)=+1)ly=—

z€U(x,€) z€U(x,€)

=R}, (f) + (1 — )R 4, (f).

Denote faqv(z) = (w*,x) + b*. Similar to Theorem B3, we can proof wi = w3 = -+ = w].
Readv(f,+1) and Raav(f, —1) can be expressed as
d
Rigy(faa) = P(w] Y (2 —€) + b <0)
=1

wi S (@ = pe) _ —b—d(py — Jui

*2 d 2 *2 d 2
wi? > i o wi? > oL

s (_b+d(u+ —e)wi>

=P

\/awf oy

d
R gy (faav) =P(wi Y (i +€)+b>0)

=1

P wi Z;l=1(xi +pu-) > —b+d(p- — e)wi

*2 d 2 *2 d 2
wi?37i, 02 wi? 37, 02

_1_q><b+d(u—6)wfu—).

\/gw’{a,

Then, we get

_ bt d(py —uwit B b—d(p— — ewip-
Radv(fadv) = ad ( \/awi‘o'+ ) + (1 a)@ ( \/gwi‘o'_ ) .
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= o, the

)

Then
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We denote by €¢rqin and €5+ perturbation radii in training phase and testing phase, respectively. For simplicity,
we denote v* = b— Now, we will find the optimal " which minimizes adversarial risk Radv(ff,,,) by
1

takeing %(f“d”) = 0. In detail, it is

=0.

a Y+ d(py — €train) 2y —1 1-o 1,4 —d(p— — €train) 2, 1
exp(—= + exp(—

V2T ( 2 ( \/EU+ ) \/EG+ V2T P ( Vdo_ ) Vdo_
Simplifying it gives

* ) 2 * _ _ . 2
('Y + d(,u+ - €trazn)) _ ('Y d(,u_ 6trazn)> _ 2d10g ( [6 7o ) — 9K
o+ fo (1-a)ot

Hence, v* can be expressed as follows:

02 _ g2
—d(pro? + M—Ui - etmm(ai + 02,)) +oro—(pt+ + p— — Qetmin)\/l + 2KW—2€MM>2

Y= 2 2
o’ —o%

Then class-wise robust risk is

_'Y* + d(#+ - etest)
adv (fadﬂ) - ( \/&UJr )

R;dlv (fadv) =0 (’Y* — d\(;LE;—__ 6test)) .

In particular, when o4 = o_ = o, then we have
7* _ QKUQ - dg((.u-F — et'r‘ai'n)2 - (/J/— - €train)2) (33)
2d(,u+ + J —— 2€t7‘ain)
and corresponding robust risk is
(f ) — _ dz(,“f—‘— + H— — 2€t'rain)(,u+ + —— 2€test) + 2K02
adv adv 2d3/20-(‘u+ _|_M7 _ 26"(“.”)
1 (f ) -3 —dQ(/Jz+ +pu_ — 2€train)(/-1«+ + p— — 26test) + 2[(0'2
adv\Jadv 2d3/20’(,&+ F - 2€tTMn) .
O

B.3 Tradeoff between Average Robustness and Robust Fairness

Theorem EX. Given an adversarially trained linear model fqq., in Equation (@), the variance of class-wise
robust accuracy VCRA( fadv) is increasing with respect 10 €train if 60— > 0.

Proof. According to the results of Theorem B3, we can get class-wise robust accuracy:

padv(l) =1- ad'u(fadv) (34)
padu(_l) =1- Radv(fadv)‘ (35)

Then the variance of class-wise robust accuracy can be expressed as
VCRA(fadv) :Var(padv (+1) padv(_l)) (36)
= Var (1 - Radv(fadv), 1= Rygy(foa)) (37)
= Var (R, (faav), Rody (faav)) (38)

_ 2
(R;Ldlu (fadv) - Radlv (fad’v))
. (39)
2

If o_ > o, we can easily verify that R}, (faao) is decreasing and R (faav) is increasing with respect to
€train according to Theorem B3. Hence, VC RA(fadv) is increasing with respect to €¢rain. O

Theorem B8. Given an adversarially trained linear model f.q. in Equation (@) and suppose o+ = o_. The
variance of class-wise robust accuracy of fadv can be expressed as follows:

1 Ko 2
2
VORAur=i oe() (r)

where £ is a constant and K is a positive constant.
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Proof. According to Lagrange’s Mean Value Theorem, there exists some £ such that

Ry (faav) = Riay(fadw) (40)
— P _d2 (I’L+ + n— — 2€train)(/11+ + [ E— 2€test) + ZKUQ (41)
2d3/20’(y’+ + H— — 26t7‘ain)
Y - dz(:“‘-‘- + H— — 2€t'rain)(,u+ + H— — 2Etest) + 2K02 (42)
2d3/20(,u+ +u- — Qetv‘ain)
/ —C +2Ko? C +2Ko?
= - 43
(5) (2d3/20(,u‘+ + H— — 26t'rain) + 2d3/20—(:u+ + H— — 26t'rain) ( )
1 2 2Ko
= - 44
V21 (=) <d3/2(u+ +p- = 2€tmin)> @
where C = d2(u+ + p— — 2€trqin) (14 + pi— — 2€test). Therefore, we obtain final expression of variance:
1 ) Ko 2
A fodv) = —= — . 4
VORA(fua) = g exp(-€) (20— ) 5)
O
Theorem B7. Given an adversarially trained linear model faq. in Equation () and a naturally trained linear
model fnq: in Equation (B), and suppose o+ = o_. If €trqin < # and €iest < M’;“_ - d4(e£3fi_),
we have 5
VORA(faaw) _ o2 2. ( ps + b ) -1
VCRA(fnat) MU + p— — 2€train -

where K is a positive constant, (1, (2 are two constants.

Proof. According to Theorem B2 and Theorem B3, we have
R (frar) = @ _dQ(H++M—)(M++I-L—_25test)+2KU2
adviJnat 2d3/20—(/£+ + H— — 2Etrain)
_ —d? + + U — 2€te5t) + 2K 02
Radlv(fnat) = < (u+ 372 )(,U/+ H t t) .
2d O'(I.L+ +pu— — 2€trazn)

Denote C' = d?(puy + pi— — 2€train) (s + fi— — 2€test). Similar to the proof of Theorem B8, according to
Lagrange Mean Value Theorem, there exits (1 and (2 such that

_ 1 ! 2K
Radlu(fadv) - R:;v(fadv) = Vo eXP(*%) (d3/2(u+ + 'uia_ 2€trai )) (46)
and
1 1 G 2Ko
Radv(f"llt) Radv(fnat) - m exp( 2 ) (d3/2(,l14+ + H_)) (47)
where

2 _ 2
C+2Ko C+2Ko ) 48)

Cl © (7 2d3/20(u+ + H— — 26truin)’ 2d3/20’(u+ + H— — 2€t'rain)

e (s + p) (g + e = 2erest) +2K0° —dP(pg + po) (g + po — 2€sest) + 2K0®
24320 (pug + p—) ’ 24320 (4 + p-)

(49)
Therefore, we get
2
1 2 Ko
VCRA (faqy) a8 ©P(=CD) (m) 50)
VCRA(fuat) 1 3 e 2
—5 exp(—(3) B2 (g Ap)
Bt + 1 i
2 2 =
L B . . 51
p(CQ Cl) <,le+ + I 2€train> ( )
I ctrain < S5 and epen < B3 — 228 e can get
A(fage i Z |
YORAE) » o ( . ) ) =
VCRA (faat) d* (s + p— — 2€test) (B4 + - — 2€train) o o+ e = 2eerain
(52)
O
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Theorem B.6. Given an adversarial trained linear model f.q4, in Equation (@) and a natural trained lin-

ear model fnqi in Equation (B),and suppose o1 = o_. If €rest < \/“*';“_ — d2(i}:f’i_) and €train <
u+-§uf _ mifst/r we have
VCRA(fadv _ 2
M:ew(ﬁ—&f)-( poe 1 ) >1
VCA(fnat) JUEn + H— — 25train

where K is a positive constant, &1, 2 are two constants and 2 < &1 < 0,

Proof. Under the conditions that epain < ‘39~ — etejgg_/z and €test < \/““2'“* - dZ(infu,)’ we
obtain following relations:

_ Py +po)* +2K0*  —d’(py + po)® + 2K0”

2d3/20 (py + p—) 2d3/20 (g + p—)
7d2(,u‘+ + J ——— 2€t'rain)(,ul+ + H— — 2Etest) - 2K02
2d3/2a(,u+ +u- — QEtTain)
_d2 _—2 rain - =2 es 2K 2
< 4t +p €train) (Kt + 1 Creat) + 2K07 _

2d3/20'(/.t+ + p— — 2€t7'ain)

Denote C' = d? (b4 + p— — 2€train) (B+ + = — 2€test). Similar to the proof of Theorem BT, according to
Lagrange Mean Value Theorem, there exits &1 and &2 such that

Reiy(fado) = Rigy(faan) = (53)
! 2Ko
1
= — - 54
V2r op(=%) (d3/2(ﬂ+ +p- = 2€trm‘n)) oY
and
Rr_mlt(fnat) - RT’-‘L—;t (fnat) = (55)
/ —d*(pg + p-)? +2Ko®  d*(us + p-)? +2Ko?
o (52)< (H;;Q p) (#:/2 p) ) (56)
2d320 (py + p-) 2d3/20 (s + pi-)
1 £ < 2Ko )
exXpl—— —=T5, < 57
or p(=) F (s + 1) (57)
where
C +2Ko? —C +2Ko?
Rl e L (58)
2d3/ O'(IJJ,- + p— — 26train) 2d3/ 0—(,“-‘— +pu— — 2€train)
t &P (pr +po)? +2K0® —dP(pg + po)® + 2Ko? (59)
’ 2320 (py +p—) 7 2d320(pg + p-)
Note that Equation (E3) implies &2 < & < 0 and thus £7 < £2. Then we get
2
1 2 Ko
VCRA(fadv) - WeXp(fgl) (d3/2(u++p‘,—2€)) (60)
VCA(foat) 1 Ko 2
— exp(—£3) (W)
Myt p :
— 2 _ e2y. - > 1. 61
exp(€2 — &) (N+ T 2) > (61)
O

B.4 Fairly Adversarial Training

Theorem B.7. [M]. Let (z1,y1), (2,Y2), -..,(Tn,yn) be drawn independent and identically distributed
(i.i.d.) from the unknown distribution D. Under appropriate conditions on the loss {(-), parameter space ©,

with probability of at least 1 — 6, the following holds for all § € ©,

) Var £(0, z,y) 1
Roat(f) < Runar(f) + w n % (62)

where C'is a constant, I%mt(f) = % Z:.l:l £(0, x;,y:) and Var indicates the variance.
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Theorem 6. Under the conditions of Theorem B4, with probability of at least 1 — 6, the following holds for
all € ©:
VCAR(f )%

Raau(f) < +Raav(f) + o

+ 9 (63)
n

Proof. For simplicity, we denote £(6, z,y) = + Zle £(0,x,1). According to the properties of conditional
expectation, we have

Var(¢(0,z,y)) = Eznp, (Var(€(8,z,y)|z) )

= ExNDw

% Z(z(a, x,i) — (0,2, y))z}

L
= % > Bewn, [(€(0,2,4) — U0, ,))*] . (64)
i=1

Because squared function is convex, according to Jensen’s inequality, we have

Eono, [(€00,2,7) — 20, 2,9))?] < [Eanp, (£(0,2,7) — £(0,2,y))]

L 2
mewﬁmm—iij&wﬂﬁaﬁﬂ

2

(65)

il

R(1.1) - 7 D R(£9)

Similar to [27], we replace £(0, x,y) with 17((97 z,y) in Equation (B3). We can then obtain the following in-
equality:

Var(€(0, z,y)) < VCAR(f). (66)
Combining with Theorem B=2, we get
1= - VCAR(f):. ¢
Raao(f) < = 40,2,y —— )+ = 67
d(f)_n;(wy)Jr R (67)
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C More Experimental Results in Section 2
C.1 More Experimental Results of FAT
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Figure 3: The variance of class-wise robust accuracy for our proposed FAT and Madry using
ResNet18 on CIFAR-10. The perturbation radius for AT is chosen from e€rgin =
{4/255,8/255,12/255,16/255}. The adversarial testing examples are generated by FGSM with
testing perturbation radius €ses¢ = 16/255.

In Figures B, @ and B, Tables B, B, [0 and [T, we present more experimental results to validate the effectiveness
of FAT under ResNet18. The implementation details resemble those in Section [. From the results above, we
can make similar observations to these in Section [. Specifically, compared with Madry and TRADES, FAT
obtains smaller variance of class-wise robust accuracy while achieving comparable average robust accuracy.
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Figure 4: The variance of class-wise robust accuracy for our proposed FAT and Madry using
ResNetl8 on CIFAR-100. The perturbation radii for AT are chosen from e€trgin =
{4/255,8/255,12/255,16/255}. The adversarial testing examples are generated by FGSM with
testing perturbation radius €est = 16/255.
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Figure 5: The variance of class-wise robust accuracy for our proposed FAT and TRADES using
ResNetl8 on CIFAR-10. The perturbation radii for AT are chosen from €trgin =
{4/255,8/255,12/255,16/255}. The adversarial testing examples are generated by FGSM with
testing perturbation radius €ses¢ = 16/255.

Table 8: The variance of class-wise robust accuracy (10~2) for Madry and FAT using ResNet18 on CIFAR-100.
The perturbation radii are chosen from €¢rain = {4/255,8/255,12/255,16/255}. The adversarial
testing examples are generated by FGSM, PGD-20 and C&W with different testing perturbation radii
€test — {16/255, 20/255}

attack algorithm FGSM PGD-20 C&W
Crest 16/255 20/255 16/255 20/255 16/255 20/255
€train PGD FAT | PGD FAT | PGD FAT | PGD FAT | PGD FAC | PDG FAT
4/255 125 125 | 081 079 | 0.19 0.19 | 0.05 005 | 023 022 | 007 0.06
8/255 1.80 169 | 131 122 | 0.60 057 | 026 025 | 070 0.66 | 033 0.31
12/255 217 204 | 1.60 147 | 096 095 | 052 044 | 097 095 | 054 047
16/255 232 217 | 189 177 | 1.12 1.08 | 0.65 0.60 | 1.18 1.09 | 0.65 0.61

Table 9: The average robust accuracy (10™2) for Madry and FAT using ResNet18 on CIFAR-100. The per-
turbation radii are chosen from €:rqin = {4/255,8/255,12/255,16/255}. The adversarial test-
ing examples are generated by FGSM, PGD-20 and C&W with different testing perturbation radii
€test = {16/255,20/255}. We use bold to denote higher robust accuracy.

attack algorithm FGSM PGD-20 C&W
€test 16/255 20/255 16/255 20/255 16/255 20/255
€train PGD FAT | PGD FAT | PGD FAT | PGD FAT | PGD FAC | PDG FAT
4/255 1194 11.89 | 8.01 7.89 1.83 200 | 069 078 | 2.15 2.14 | 076 0.83
8/255 16.52 1641 | 1235 1194 | 516 519 | 265 262 | 565 549 | 3.10 287
12/255 1856 18.74 | 1476 1479 | 7.81 7.82 | 443 426 | 8.06 801 | 458 4.61
16/255 19.78 19.81 | 1626 16.78 | 895 9.01 | 542 547 | 9.03 9.53 | 554 5.62

Moreover, this finding still holds under various neural networks, attack algorithms and datasets. These obser-
vations suggest that FAT can effectively suppress the growth of variance of class-wise robust accuracy while
improving average robust accuracy compared with Madry and TRADES. Thus, FAT can mitigate the tradeoff
between robustness and robust fairness.
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Table 10: The variance of class-wise robust accuracy (10~ 2) for TRADES and FAT using ResNet18 on CIFAR-
10. The perturbation radii are chosen from €;rq:n = {4/255,8/255,12/255,16/255}. The adver-
sarial testing examples are generated by FGSM, PGD-20 and C&W with different testing perturbation
radii ;s = {16/255,20/255}.

attack algorithm FGSM PGD-20 C&W
€test 16/255 20/255 16/255 20/255 16/255 20/255
€train TRADES FAT | TRADES FAT | TRADES FAT | TRADES FAT | TRADES FAC | TRADES FAT
4/255 1.59 1.50 1.15 1.08 0.18 0.15 0.04 0.03 0.19 0.17 0.04 0.04
8/255 2.48 2.45 2.18 2.09 0.73 0.65 0.25 0.23 0.76 0.76 0.28 0.21
12/255 2.64 2.48 245 2.39 1.48 1.46 0.71 0.65 1.37 1.31 0.62 0.59
16/255 2.69 2.64 2.50 2.45 1.67 1.59 0.84 0.73 1.55 1.47 0.73 0.71

Table 11: The average robust accuracy (10~2) for TRADES and FAT using ResNet18 on CIFAR-10. The
perturbation radii are chosen from €;,qin = {4/255,8/255,12/255,16/255}. The adversarial test-
ing examples are generated by FGSM, PGD-20 and C&W with different testing perturbation radii
€rest = {16/255,20/255}. We use bold to denote higher robust accuracy.

attack algorithm FGSM PGD-20 C&W
€test 16/255 20/255 16/255 20/255 16/255 20/255
€train TRADES FAT | TRADES FAT | TRADES FAT | TRADES FAT | TRADES FAC | TRADES FAT
4/255 3210 3279 | 23.61 24.02 49 5.14 1.80 1.93 5.58 5.56 2.07 2.07
8/255 4227  42.69 | 3537 3537 16.84  18.54 8.38 9.04 1574 16.56 7.92 8.22
12/255 42774 4332| 3724 37.88| 2390 23.81 14.68  14.22| 2034  20.71 1227  12.35
16/255 4371 4398 | 3834 3835| 20611 26.81 16.55 16.66 | 2237 2293 1348  13.69

C.2 Sensitivity of regularization hyperparameter

The regularization parameter A is an important hyperparameter in our proposed method. We show how the
regularization parameter affects the performance of our robust classifiers by numerical experiments on CIFAR-
10. From Figure B, we can observe that as the regularization parameter \ increases, the variance of class-wise
robust accuracy decreases; while the average robust accuracy first increases and then decreases. Empirically,
when we set the hyperparameter A = 0.1, our method is able to learn classifiers with comparable average robust
accuracy and smaller variance of class-wise robust accuracy compared with Madry and TRADES.
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Figure 6: Sensitivity of regularization hyperparameter A on CIRAR-10.
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