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Abstract

Designing effective strategies for controlling epidemic spread by vaccination is an1

important question in epidemiology, especially in the early stages when vaccines2

are limited. This is a challenging question when the contact network is very3

heterogeneous, and strategies based on controlling network properties, such as the4

degree and spectral radius, have been shown to be effective. Implementation of such5

strategies requires detailed information on the contact structure, which might be6

sensitive in many applications. Our focus here is on choosing effective vaccination7

strategies when the edges are sensitive and differential privacy guarantees are8

needed. Our main contributions are (ε, δ)-differentially private algorithms for9

designing vaccination strategies by reducing the maximum degree and spectral10

radius. Our key technique is a private algorithm for the multi-set multi-cover11

problem, which we use for controlling network properties. We evaluate privacy-12

utility tradeoffs of our algorithms on multiple synthetic and real-world networks,13

and show their effectiveness.14

1 Introduction15

A fundamental public health problem is to implement interventions such as vaccination to control the16

spread of an outbreak, e.g., [37, 8]. This is especially important in the early stages of an outbreak,17

when resources are limited. Here, we focus on network based models for epidemic spread, such18

as SI/SIS/SIR models, in which the disease spreads on a contact network G = (V,E) from an19

infected node u ∈ V to each susceptible neighbor v of u independently with some probability,20

e.g., [32, 1, 16, 36]; such models (which are simplifications of agent based models) have been used21

extensively in public health analyses in recent years. Interventions such as vaccination and isolation,22

can be modeled as node removal in such models [32]. The Vaccination Problem (VP), introduced23

in [15] for an SI type model (a similar version was considered in [21]), formalizes the design of an24

optimal vaccination strategy as choosing a subset S ⊂ V so that the expected number of infections25

in the residual graph G[V \ S] is minimized. This problem remains a challenging computational26

problem, and is NP-hard, in general [21, 15, 45].27

Due to the computational hardness of the vaccination problem, a number of heuristics have been28

proposed for choosing a set S to vaccinate, which involve choosing nodes based on properties29

related to the underlying contact network, such as degree and different notions of centrality, e.g.,30

betweenness, pagerank and eigenscore [8, 9, 14, 16]; such heuristics have been shown to be much31

more effective that picking nodes randomly. In particular, choosing nodes which lead to a reduction32

in certain network properties of the residual network (i.e., after the vaccinated nodes are removed),33

below a critical threshold are quite effective. Examples of such strategies are reducing the maximum34

degree (the MAXDEG problem) [4, 36, 9], and the spectral radius (the MinSR problem) [46, 38]; we35
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note that heuristics for the MAXDEG and MinSR problems have been used in many network based36

epidemic models, such as SIS, SIR, SEIR, etc. [38], as well as other contagion models, such as spread37

of influence [27, 43]. Optimal choice of such nodes (whose removal leads to the maximum reduction38

in such metrics) is also a difficult computational problem. There is a lot of work on approximation39

algorithms, e.g., [44, 46, 39, 41, 40], and is our focus here.40

In most settings, data privacy is a fundamental challenge, due to the risk of revealing sensitive41

private information of users. For instance, individuals might wish to keep certain kinds of contacts42

private, since these might reflect sensitive activities they participate in. Privacy concerns were a43

major factor limiting user adoption of digital contact tracing apps [5]. Differential Privacy (DP)44

[13] has emerged as a very popular notion for supporting queries on private and sensitive data.45

Here, we study the problems of choosing nodes with edge DP guarantees to minimize the maximum46

degree (PRIVMAXDEG) and the spectral radius (PRIVMINSR); we note that the edge DP model has47

been studied quite extensively (the other commonly used model of node DP, e.g., [26, 49, 25], is not48

suitable for the PRIVMAXDEG and PRIVMINSR problems, since the goal is to output selected nodes).49

There has been recent work on different kinds of epidemic analyses with privacy, e.g., [7, 31, 30],50

and for more general problems of network science and graph mining, e.g., [34, 12, 10, 26, 49, 25].51

However, the PRIVMAXDEG and PRIVMINSR problems have not been studied so far.52

The PRIVMAXDEG and PRIVMINSR problems are closely related to a fundamental problem in53

combinatorial optimization, namely multi-set multi-cover. While there has been some work on54

covering problems with privacy, e.g., [19, 30, 11, 18], the version we study has not been considered55

before. Further, most of the prior work on covering problems with privacy, except [30], considers56

an implicit or blackboard model, which does not make the solution explicit; instead, sets which are57

part of the solution know this implicitly. This kind of implicit solution is not suitable for problems of58

epidemic control we consider here, and we design techniques to make our private solutions explicit.59

Our main contributions are summarized below.60

1. Minimizing the maximum degree with edge DP (PRIVATEMAXDEG). We design Algo-61

rithm 1 (Section 4.2) for this problem, and show that it gives an O(lnn ln(e/δ)/ϵ)-approximation,62

with high probability. PRIVMAXDEG can be reduced to the private multi-set multi-cover problem63

(PRIVATEMULSET), a generalization of the set cover problem with privacy, which hasn’t been con-64

sidered before. We show that the iterative exponential mechanism can be used for PRIVATEMULSET65

(Section 4), and discuss how PRIVMAXDEG can be solved by reduction to it (Algorithm 1). We also66

show how to construct explicit solutions for PRIVMAXDEG (Algorithm 2) using the sparse vector67

technique [13].68

2. Minimizing the spectral radius with edge DP (PRIVMINSR). This turns out to be a much69

harder problem because non-private algorithms use metrics (e.g., number of walks through a node)70

which have high sensitivity [44]. While the spectral radius satisfies ρ(G) ≤ ∆, where ρ(G) and ∆71

denote the spectral radius and maximum degree, respectively, this bound can be quite weak in many72

graphs. We present two algorithms which lead to stronger bounds on ρ(G) under different regimes73

(Section 5); the first is based on reducing the number of walks of a certain length, as in [44], and the74

second is in terms of the average degree of neighbors [17].75

3. Lower bounds. It is well-known that for the covering problems, no differentially private algorithms76

can both output a non-trivial explicit solution and satisfy the covering requirement at the same time.77

We derive the lower bounds for even outputting an explicit partial coverage requirement, stating78

that any (ϵ, δ)-differentially private algorithm using no more than O(log n) + |OPT | must incur an79

additive partial coverage requirement error of at least Ω(log n). Similarly, for the PRIVATEMAXDEG,80

the explicit solution must have an additive error of at least Ω(log n) for the target maximum degree.81

4. Experimental results. We evaluate our methods on realistic and random networks. Our solutions82

lead to good bounds on both the maximum degree and the spectral radius. We find that implicit83

solutions have a higher cost relative to the non-private solutions, while the explicit solutions are84

quite sensitive to the privacy parameters, highlighting the need for carefully choosing the privacy85

parameters. We observe that our empirical results for the PRIVATEMAXDEG problem are consistent86

with the theoretical bounds we prove for our algorithms.87

Some algorithms, proofs, and experimental results are provided in the supplementary material due to88

space constraints.89
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2 Related Work90

As mentioned earlier, the PRIVMAXDEG and PRIVMINSR problems have not been studied earlier.91

We briefly summarize prior work on two areas directly related to our work: (1) network-based92

epidemic control and (2) differential privacy for network and graph problems; additional discussion93

is presented in Section A in the appendix. There has been a lot of work on non-private algorithms94

for controlling epidemic spread on networks, e.g., [48, 14, 9, 33]. As mentioned earlier, strategies95

based on degree or centrality, e.g., [9, 33], have been shown to be quite effective in many classes of96

networks (including random graphs). There has also been prior work on reducing the spectral radius97

of the contact network, e.g., [41, 39, 40, 44, 35], which is closely related to the concept of epidemic98

threshold–a quantity that determines if there will be a large outbreak or not.99

While there is a lot of work on private computation of different kinds graph properties (e.g., degree100

distribution, subgraph counts and community detection), e.g., [26, 22, 3, 23, 49], there is no prior101

work on the problems of controlling metrics related to epidemic spread. The most relevant work102

involves private algorithms for other problems in computational epidemiology , e.g., computing103

the reproductive number [7], estimation of the number of infections [31], and determining facility104

locations for vaccine distribution [30]. However, none of these methods imply solutions for the105

problems we study here.106

3 Preliminaries107

Definition 3.1. A mechanism M : X → Y is (ϵ, δ)-differentially private if for any two neighboring108

inputs X1 ∼ X2, and any measurable subset of the output space S ⊆ Y , the following holds:109

Pr[M(X1) ∈ S] ≤ eϵ Pr[M(X2) ∈ S] + δ [13].110

When δ = 0, we say that M is ϵ-differentially private. We study graph datasets, i.e., X corresponds to111

the set graphs with n nodes. We consider the edge-DP model, where V , the set of nodes, is public and112

E, the set of edges, is kept private. More formally, two networks G1 = (V1, E1), G2 = (V2, E2), are113

considered neighbors if V1 = V2 and there exists an edge e such that E1 = E2∪{e} or E2 = E1∪{e}114

(i.e. they differ in the existence of a single edge). We note that there are other models of privacy115

in graphs, such as node DP, e.g., [26]; since our problems involve choosing subsets of nodes to be116

vaccinated, this model is not relevant here, and we only focus on edge DP.117

We also utilize some standard privacy techniques and notations, such as the Exponential mechanism,118

Laplace mechanism, and AboveThreshold. See Appendix B for their definitions.119

3.1 Problem Formulations120

We study interventions for epidemic control, such as vaccination or isolation, which can be modeled121

as removing nodes from a contact network G = (V,E) under the SIR model [32, 1, 16, 36]. Reducing122

structural properties of the contact network—such as the maximum degree ∆(G) or the spectral123

radius ρ(G) – can help limit epidemic spread [32, 38].124

Let n = |V | and m = |E|. For a graph G, let d(v,G) denote the degree of a node v, and let125

∆(G) = maxv d(v,G) be the maximum degree in G. Let ρ(G) denote the largest eigenvalue of the126

adjacency matrix of G. We also consider weighted graphs where w(v) is the weight of node v.127

Definition 3.2. (PRIVMAXDEG problem) Given a graph G = (V,E), a target max degree D <128

∆(G), and privacy parameters ϵ, δ, the goal is to compute the smallest subset S ⊆ V to remove (or129

vaccinate), such that the induced subgraph G′ = G[V \ S] satisfies ∆(G′) ≤ D, while satisfying130

edge-DP.131

We refer to the non-private version of this problem as MAXDEG, and use OPTMAXDEG(G,D) =132

min{|S| : S ⊆ V, ,∆(G[V \ S]) ≤ D} to denote the optimal solution of the non-private version.133

Definition 3.3. (PRIVMINSR problem) Given a graph G, a target threshold τ , and privacy parame-134

ters ϵ, δ, the goal is to compute the smallest subset S ⊆ V to remove, such that ρ(G[V \ S]) ≤ τ ,135

while satisfying edge-DP.136
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We refer to the non-private version of this problem by MinSR. Many bounds are known for the137

spectral radius, including: ρ(G) ≤ ∆(G) and ρ(G) ≤ maxv
√
d(v,G)d2(v,G), where d2(v,G) =138 ∑

u∼v d(u,G)/d(v,G) [24].139

Explicit and implicit solutions. For the problems discussed above, the explicit version outputs an140

actual solution S that satisfies edge-DP. However, for covering type problems, this is often challenging141

under DP [19]. We therefore also consider implicit solutions – these output a differentially private142

quantity π such that each node v can determine whether it is part of the solution based on π and G.143

3.2 Multi-set Multi-cover problem144

To solve some of the above problems, we reduce them to the Multi-set Multi-cover problem, which145

we formally define as follows:146

Definition 3.4. (MULSET problem) Let U = {e1, . . . , en} be a universe set on n distinct elements.147

For each element e ∈ U , let the covering requirement re be the minimum number of times e must148

be covered, and let R = {re}e∈U . Let S = {S1, . . . , Sm} be a collection of multi-sets, where each149

set Si contains m(Si, e) copies of element e. We refer to m(Si, e) as the multiplicity of e in Si. The150

MULSET(U,S, R) asks to find the smallest sub-collection S ′ ⊆ S such that each element e in U is151

covered at least re times by the sets in S ′.152

In the WEIGHTEDMULSET problem (U,S, R, C), each set S ∈ S has a cost, given by the function153

C : S → R. The objective is to find a cover S ′ that minimizes the total cost, i.e.,
∑

S∈S′ C(S).154

Now, we consider the differentially private version of this problem, denoted PRIVATEMULSET.155

To match the edge-DP model described earlier, we define neighboring instances of the Multi-set156

Multi-cover problem as follows. Two instances (U,S, R) and (U,S ′, R′) are said to be neighbors if157

one of the following conditions holds:158

• There exists an element e ∈ U such that |re − r′e| = 1, and all other coverage requirements and159

sets are identical. That is, S = S ′ and R△R′ = {re, r′e} for some e ∈ U .160

• There exists an element e ∈ U and an index i ∈ [m] such that the multi-sets Si and S′
i differ only161

in the multiplicity of e: |m(Si, e)−m(S′
i, e)| = 1. All other sets and coverage requirements remain162

unchanged, i.e., S△S ′ = {Si, S
′
i} and R = R′.163

Reducing a graph’s degree-based objective – such as maxv d(v,G) or maxv d(v,G) · d2(v,G) –164

below a target threshold D can be naturally formulated as an instance of the MULSET problem.165

Specifically, we define the universe as U = V (G) and associate each vertex u ∈ V (G) with166

a multi-set Su containing u and its neighbors. The covering requirements R are then defined167

to reflect how much the degree-related quantity, such as rv = max(d(v,G) − D, 0) or rv =168

max(d(v,G) · d2(v,G) − D, 0), must be reduced at each vertex. These reductions are described169

formally in the corresponding sections.170

4 PRIVATEMULSET and PRIVATEMAXDEG Problems171

We now describe private algorithms for reducing degree-based graph properties under the edge-DP172

model. These problems are reduced to instances of the PRIVATEMULSET framework introduced173

earlier. The intuition is the following: for example, in the MAXDEGREE problem, the utility of174

removing a node v should naturally depend on how much its degree exceeds the threshold D, i.e.,175

max(d(v,G)−D, 0). This translates naturally into the MULSET framework, where each element176

(e.g., an edge or neighborhood constraint) has a coverage requirement, and sets (vertices) contribute177

to meeting them. More generally, any problem where elements contribute toward satisfying some178

threshold-based constraints can be reduced to an instance of MULSET. We apply the same reduction179

principle to the SPECTRALRADIUS problem as well. We present some of the main ideas and results180

here, while deferring all formal details to the appendix.181

4.1 Multi-set Multi-cover Problem: Algorithm and Analysis182

In this section we discuss the Unweighted case. The algorithm and analysis of the Weighted case are183

similarly constructed, and are discussed in Appendix C.1.2. Our differentially private algorithm for184

the PRIVATEMULSET problem is inspired by [19]. The idea is that we assign a utility score to each185
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set based on how much it contributes toward unmet coverage requirements, and let the algorithm186

repeatedly samples a set based on its current utility. Specifically, for a set Si ∈ S and element e ∈ U ,187

the marginal utility is A(Si, e) := min(m(Si, e), re), and total utility is A(Si) =
∑

e∈Si
A(Si, e).188

By iteratively sampling out a set until no sets are left, the algorithm outputs an implicit solution — a189

permutation π ∈ σ(S) over the sets – rather than an explicit cover. The permutation defines a valid190

solution: for each element e ∈ U , we select the first sets in π that together satisfy re. Formally, let191

πe := {π(i)
∣∣ 1 ≤ i ≤ n : min(

∑i
j=1 m(Sπ(j), e), re) −min(

∑i−1
j=1 m(Sπ(j), e), re) > 0} be the192

indices of sets that contribute to covering e according to π. Then {Sj : j ∈
⋃

e∈U πe} forms a valid193

multi-cover of U . The algorithm and its analysis are provided in Appendix C.1.1 (Algorithm 4).194

Lemma 4.1. Algorithm 4 is (ϵ, δ)-differentially private, runs in time Õ(qf |S|) where q is the195

maximum set size and f is the maximum frequency of any element (ignoring multiplicity), and outputs196

a solution of cost at most O((lnm)/ϵ′ + ln q) · |OPT | with probability at least 1 − 1/m, where197

|OPT | denotes the cost of an optimal non-private solution.198

4.2 The Private MaxDegree (PRIVATEMAXDEG) problem199

We now reduce PRIVATEMAXDEG to an instance of PRIVATEMULSET, then apply the private multi-200

set algorithm as shown in Algorithm 1 in Step 8. The edge-privacy model of PRIVATEMAXDEG201

is equivalent to the privacy model ofPRIVATEMULSET under the transformation in Algorithm 1.202

Specifically, if G ∼ G′ differ by a single edge (u, v), then the corresponding PRIVATEMULSET203

instances are at most 4-step neighbors: the covering requirements for u and v change by at most 1,204

i.e., |ru − r′u| ≤ 1 and |rv − r′v| ≤ 1, and the multiplicities m(Su, v) and m(Sv, u) change by at205

most 1 as well.206

Algorithm 1 Private algorithm for PRIVATEMAXDEG

1: Input: (ϵ, δ), graph G, target degree D
2: Initialize set system S ← ∅, requirements R← ∅
3: for each v ∈ V do
4: Define multiset Sv with m(Sv, v) =∞ and m(Sv, u) = 1 for all u ∼ v
5: S ← S ∪ {Sv}, R← R ∪ {rv = max(deg(v)−D, 0)}
6: end for
7: Set ϵ′ ← ϵ/4, δ′ ← δ/4e3ϵ

′

8: Return: Algorithm 4(ϵ′, δ′,S, R) /*Applying the private multi-set algorithm*/

Utility analysis. Since we reduce the PRIVATEMAXDEG problem to an instance of the PRI-207

VATEMULSET and apply Algorithm 4 to solve it, the utility of Algorithm 1 (stated by Theorem 4.2)208

follows the utility of Algorithm 4, by setting m = |V |, q = 2GSMAXDEG < 2|V | in Lemma 4.1, where209

GSMAXDEG is the global sensitivity of MAXDEG. The analysis for the weighted PRIVATEMAXDEG210

problem follows identically to the unweighted case, using Algorithm 5 for the weighted version of211

PRIVATEMULSET discussed earlier. Consequently, all arguments and results discussed previously212

are applicable with minimal modifications required for the utility bounds.213

Theorem 4.2. Let B̂ be the cost of the output of Algorithm 1. W.h.p., B̂ < |OPTMAXDEG| ·O((1 +214

1/ϵ′) ln |V |).215

Explicit Solution. We also provide an explicit solution of which nodes to remove, incurring an216

additional privacy cost of 4ϵ1. Unlike the implicit solution, the explicit output may allow some217

remaining nodes whose degrees exceed the the target degree threshold D. This approach builds on218

the permutation π produced by the implicit algorithm: we apply the AboveThreshold mechanism to219

π to find an index k such that removing the nodes π1, π2, . . . , πk reduces the maximum degree to at220

most D+O(logm/ϵ). The resulting solution removes at most O(|OPT| · log k) nodes, where |OPT|221

is defined as above.222

Utility and Runtime Analysis. Theorem 4.3 states the utility of the explicit solution output by223

Algorithm 2. We first observe that if we stop the algorithm at some iteration k̂ where the selected node224

(and its equivalent set) no longer improves the coverage requirement by an amount T = 6 log n/ϵ′,225

then the maximum degree of the remaining graph is off from the target D by an amount at most226

O(log n). Steps 2− 6 of the algorithm follows the AboveThreshold technique to select the first index227

5



Algorithm 2 Explicit solution algorithm for PRIVATEMAXDEG

1: Input: Instance of PRIVATEMAXDEG and a permutation π obtained from the exponential
mechanism

2: T ′ ← 6 lnn/ϵ′ − Lap(2/ϵ1)
3: for i = 1 to n do
4: γi ← Li − Lap(4/ϵ1)
5: end for
6: Let k be the first index such that γk ≤ T ′

7: Output: {π1, . . . , πk}

k that approximately satisfies the covering requirement of k̂, i.e., the noisy utility γk of the set chosen228

at step k is relatively small enough (less than the noisy threshold T ′ of the true target threshold T ).229

We then utilize the accuracy guarantee of the AboveThreshold routine to argue that the selected index230

k is in fact not too far away from the “true” stopping iteration k̂ where its utility truly falls below the231

threshold T . Finally, as an immediate corollary of Lemma 4.1, the runtimes of Algorithm 1 and 2 are232

stated in Theorem 4.4.233

Theorem 4.3. The output k of from Algorithm 2 satisfies ∆(G − ∪ki=1{πi}) ≤ D + O(log n/ϵ′)234

with high probability. In addition, k = O(OPT · log n/ϵ′) with high probability.235

Theorem 4.4. Algorithms 1 and 2 each run in time O(n∆2), where ∆ is the maximum degree of the236

input graph.237

Lower bounds. The explicit solutions cannot guarantee the coverage for the PRIVATEMULSET under238

DP guarantee. In this section, we argue that any explicit solution of the PRIVATEMULSET containing239

no more than |OPT |+ O(log n) sets can only guarantees some partial covering with the additive240

error at least Ω(log n). For the PRIVATEMAXDEG, the following lemma states the additive error of241

the target maximum degree, similar to the lower bounds of the PRIVATEMULSET, which we present242

in Appendix C.3.243

Lemma 4.5. Lower bound of PRIVATEMAXDEG. Any explicit (ϵ, δ)-differentially private algo-244

rithm for the PRIVATEMAXDEGREE removing at most O(log n) + |OPT | nodes with probability at245

least 1− C,C = n−Ω(1), must incur an additive error ∆(G− ∪ki=1{πi}) = D + Ω̃(log n), where246

π1, . . . , πk are the removed nodes.247

5 Private SPECTRALRADIUS248

In this section, we introduce two algorithms designed to reduce the spectral radius, ρ(G), of a given249

graph G = (V,E). In particular, these algorithms minimize specific graph metrics that upper bound250

ρ(G). The proofs of the results in this section are deferred to Appendix D.251

5.1 Bound via PARTIALSETCOVER252

The idea for our first approach is based on reducing the number of walks of length four, denoted by253

|W4(G)|, where W4(G) is the set of all such walks. Reducing |W4(G)| below nT 4 implies a bound254

on the spectral radius ρ(G) ≤ O(n1/4T ). Setting T = ∆1/2 thus achieves a bound of O(n1/4∆1/2),255

which is significantly improves over the bound ρ(G) ≤ ∆ when ∆ = Ω(
√
n).256

We employ the GREEDYWALK node selection algorithm from [44], which follows a greedy strategy257

to reduce the number of paths of a specified length. This algorithm, combined with the exponential258

mechanism, forms the first part of our approach. Further, we reduce our problem to an instance259

of the Partial Set Cover problem: each vertex in the graph corresponds to a set, and removing a260

vertex "hits" (or covers) a collection of walks that include it. Specifically, the utility of removing261

a vertex v is defined as the number of walks of length 4 that pass through v, formally given by:262

A(v) = |{w ∈ W4(G) : v ∈ w}|. A differentially private algorithm for Partial Set Cover problem263

was introduced in [30], using an approach similar to Algorithm 3. However, it is important to note264

that in this context, the sensitivity of |W4(G)| is ∆2.265

Lemma 5.1. If T 4 ≥ 6 lnn/ϵ′, the output V ′ = {π1, . . . , πk} of Algorithm 3 satisfies W4(G[V \266

V ′]) ≤ nT 4+O(log n/ϵ′) and gives an O(log n) approximation with high probability; the algorithm267
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Algorithm 3 Private Hitting Walks Algorithm for PRIVMINSR

1: Input: Graph G = (V,E), privacy parameters (ϵ, δ)
2: Set ϵ′ ← ϵ/(2 ln(e/δ)), initialize permutation π ← ∅
3: for i = 1 to n do
4: Sample v ∈ V with prob. ∝ exp(ϵ′ ·A(v)), append v to π and remove v from V
5: end for
6: Set T ← ∆1/2, θ ← 4nT 4, θ̂ ← θ − Lap(2/ϵ1)
7: for i = 1 to n do
8: γi ←W4(G[V − {π(1), . . . , π(i)}])− Lap(4/ϵ1)
9: end for

10: Let k be the first iteration such that γk ≤ θ̂
11: Output: (π(1), . . . , π(k))

is (∆2(ϵ+ϵ1),∆
2δe(∆

2−1)ϵ)-differentially private and runs in time Õ(n∆4ω4), where ω is the matrix268

multiplication exponent for n× n matrices.269

5.2 Bound via PRIVATEMULSET270

We can also apply our private Algorithm 4 for PRIVATEMULSET to indirectly reduce the spec-271

tral radius, ρ(G), of a graph G = (V,E). According to [17], the spectral radius is bounded by272

ρ(G) ≤ maxu∈V (G)

√∑
v∼u d(v,G), which is always better than the trivial bound ρ(G) ≤ ∆. This273

improvement is especially significant in degree-disassortative graphs, where high-degree vertices are274

typically adjacent to many low-degree vertices.275

We approach the problem of reducing maxu∈V (G)

√∑
v∼u d(v,G) using a similar strategy as in276

the PRIVATEMAXDEG case – by reformulating it as an instance of PRIVATEMULSET. First, we277

define sets {Su}u∈V , so that m(Su, u) =∞ and m(Su, v) = d(u,G) for all vertices v adjacent to u.278

Additionally, for each vertex u ∈ V , set ru = max(0,
∑

v∼u d(v,G) −D), where
√
D is a target279

upper bound. We can then apply the same analysis used in the PRIVATEMAXDEG case. However,280

we must adjust our edge-privacy model for this scenario. In the worst case, adding an edge (u, v)281

could cause neighboring graphs in the PRIVATEMULSET formulation to become 4∆-neighbors. This282

happens because such an edge addition can increase both the covering requirements ru and rv as well283

as the multiplicities m(Su, v) and m(Sv, u) by up to ∆. Thus, the algorithmic approach and results284

from PRIVATEMAXDEG largely carry over, but the sensitivity needs to be adjusted from 4 to 4∆.285

The details can be found in Appendix D.2.286

6 Experimental evaluation287

We evaluate the performance of our algorithms on different realistic and random networks in terms of288

the following questions289

• Effects of privacy budgets on the utility of our algorithm (both in terms of vaccination budget and290

epidemic metrics ∆(G) and ρ(G)).291

• Tradeoff between vaccination cost, different epidemic metrics, and privacy parameters.292

• Comparison between the implicit and explicit solutions.293

Graph Name #nodes #edges
Subgraph of digital twin of
contact network for Mont-
gomery, VA [16]

10,000 83842, 84025,
84549

BTER [28] with Power Law
Degree (γ = 0.5, ρ =
0.95, η = 0.05)

1000 31530, 31582,
31621

Table 1: Network datasets used in evaluation

Datasets and setup. We consider two classes of networks, as summarized in Table 1. The digital294

twin of a contact network [2, 16] is a model of real world activity based contact networks; we295
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Figure 1: Effect of Privacy on Budget Requirements on Montgomery County Subnets

Table 2: Comparison of Average Performance of Implicit vs Explicit Solutions (ϵ = 4.0)

γ ρ η EXPLICIT? BUDGET MAX DEGREE SPECTRAL RADIUS

0.3 0.95 0.05 YES 83.89 92.78 72.28
NO 506.62 20 18.35

0.5 0.95 0.05 YES 66.19 92.80 77.99
NO 430.36 20 18.55

consider three subgraphs with 10,000 nodes of the network for Montgomery county VA. The BTER296

model [28] is a random graph model, which preserves both degree sequence and clustering; we297

consider three randomly generated networks. Both classes of networks have been used in a number298

of epidemiological analyses, e.g., [32, 8, 1].299

Effect of privacy on solution cost for the PRIVATEMAXDEG problem. Figure 1 shows the cost of300

the implicit solutions computed using Algorithm 1 for the three subgraphs of the Montgomery county301

networks (labeled as Network 1-3). We use a privacy budget of δ = 10−6 and ϵ ∈ {0.25, 0.5, 1, 2, 4},302

and set a target degree of D = 45. For each ϵ, we show a distribution over results computed by303

multiple runs of the algorithm. As described in the implicit Algorithm 4 for PRIVATEMULSET,304

the implicit solution is computed and plotted here. The cost of the solution to a non-private greedy305

algorithm for the multi-set multi-cover problem (which has a H∆-approximation[42], where Hn306

denotes the n-th harmonic number) is shown as the baseline. We note that the solution of Algorithm307

4 is within a factor of about 10 of the non-private baseline, which could be viewed as being consistent308

with Theorem 4.2; further, the cost of the private solutions has a slight reduction with ϵ.309

Figure 2 shows the impact of privacy cost on the cost of the explicit solution for PRIVATEMAXDEG310

for the three BTER networks (Table 1) computed by Algorithm 2 with a target D = 20. We pick311

δ = 1/n = 10−3 here, and have relaxed the privacy to the multi-set multi-cover definition rather than312

the edge private definition of neighboring datasets. The results show, somewhat counter-intuitively,313

that the solution cost actually increases with ϵ. Since in explicit solutions the solution cost is mainly314

determined by Above Threshold step (in Algorithm 2), which allows lower ϵ to halt set selection315

earlier (before certain vertices meet their cover requirements), the algorithm is closer to fulfilling the316

entire covering requirement as in the non-private version as ϵ increases, which explains this behavior.317

This is also consistent with Figure 3, which shows that the resulting violation in the maximum degree318

from the target decreases significantly with ϵ. This suggests that the choice of the privacy budget319

needs to be done carefully.320

Implicit vs Explicit solutions. We investigate the performance of the implicit and explicit solutions321

(Table 2). The main difference between the two methods lies in when the permutations terminate,322

explicit would halt before the target degree is fully satisfied whereas implicit would not. This is323

demonstrated in that implicit solutions perform much better with metrics like max degree whereas324

explicit solutions have significantly lower vaccination costs.325
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Figure 2: Effect of Privacy on Budget Requirements on BTER Graphs

Figure 3: Effect of Privacy on Max Degree Violation on BTER Graphs

7 Conclusion326

We initiate the study of the challenging and largely unexplored problems of epidemic control on327

networks under differential privacy. Our focus is on the approach of removing nodes from a graph to328

optimize certain properties, such as the maximum degree and spectral radius of the residual graph,329

which models the vaccination effect on a contact network. We design the first set of algorithms along330

with rigorous utility analyses for minimizing the maximum degree and spectral radius under the331

edge differential privacy model. One of our main techniques involves transforming these problems332

into a multi-set multi-cover problem and using its private solution to determine the sets of nodes333

to be removed (or vaccinated). While providing explicit solutions for covering-type problems is334

challenging, we employ the sparse vector technique to relax the covering requirement, allowing for335

approximate explicit solutions that can be used to design vaccination strategies. The experimental336

results of our algorithms, evaluated on multiple realistic and random networks, demonstrate good337

privacy-utility trade-offs.338
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1. Claims340

Question: Do the main claims made in the abstract and introduction accurately reflect the341

paper’s contributions and scope?342

Answer: [Yes]343

Justification: Our abstract claims a (ϵ, δ) differential private algorithm for minimize maxi-344

mum degree and spectral radius, which is the result of this paper.345

Guidelines:346

• The answer NA means that the abstract and introduction do not include the claims347

made in the paper.348

• The abstract and/or introduction should clearly state the claims made, including the349

contributions made in the paper and important assumptions and limitations. A No or350

NA answer to this question will not be perceived well by the reviewers.351

• The claims made should match theoretical and experimental results, and reflect how352

much the results can be expected to generalize to other settings.353

• It is fine to include aspirational goals as motivation as long as it is clear that these goals354

are not attained by the paper.355

2. Limitations356

Question: Does the paper discuss the limitations of the work performed by the authors?357

Answer: [Yes]358

Justification: We recognize that the problem of minimizing the number of infections is359

NP-hard and hence used the heuristic of minimizing max degree and spectral radius, which360

is shown to be useful in decreasing infections. In addition, we present the setups of our361

experiments and the limitations that they are run with.362
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• The answer NA means that the paper has no limitation while the answer No means that364

the paper has limitations, but those are not discussed in the paper.365

• The authors are encouraged to create a separate "Limitations" section in their paper.366

• The paper should point out any strong assumptions and how robust the results are to367

violations of these assumptions (e.g., independence assumptions, noiseless settings,368

model well-specification, asymptotic approximations only holding locally). The authors369

should reflect on how these assumptions might be violated in practice and what the370

implications would be.371

• The authors should reflect on the scope of the claims made, e.g., if the approach was372

only tested on a few datasets or with a few runs. In general, empirical results often373

depend on implicit assumptions, which should be articulated.374

• The authors should reflect on the factors that influence the performance of the approach.375

For example, a facial recognition algorithm may perform poorly when image resolution376

is low or images are taken in low lighting. Or a speech-to-text system might not be377

used reliably to provide closed captions for online lectures because it fails to handle378

technical jargon.379

• The authors should discuss the computational efficiency of the proposed algorithms380

and how they scale with dataset size.381

• If applicable, the authors should discuss possible limitations of their approach to382

address problems of privacy and fairness.383

• While the authors might fear that complete honesty about limitations might be used by384

reviewers as grounds for rejection, a worse outcome might be that reviewers discover385

limitations that aren’t acknowledged in the paper. The authors should use their best386

judgment and recognize that individual actions in favor of transparency play an impor-387

tant role in developing norms that preserve the integrity of the community. Reviewers388

will be specifically instructed to not penalize honesty concerning limitations.389

3. Theory assumptions and proofs390
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Question: For each theoretical result, does the paper provide the full set of assumptions and391

a complete (and correct) proof?392

Answer: [Yes]393

Justification: We have clearly stated the requirements of theorems and provided proofs for394

each.395

Guidelines:396

• The answer NA means that the paper does not include theoretical results.397

• All the theorems, formulas, and proofs in the paper should be numbered and cross-398

referenced.399

• All assumptions should be clearly stated or referenced in the statement of any theorems.400

• The proofs can either appear in the main paper or the supplemental material, but if401

they appear in the supplemental material, the authors are encouraged to provide a short402

proof sketch to provide intuition.403

• Inversely, any informal proof provided in the core of the paper should be complemented404

by formal proofs provided in appendix or supplemental material.405

• Theorems and Lemmas that the proof relies upon should be properly referenced.406

4. Experimental result reproducibility407

Question: Does the paper fully disclose all the information needed to reproduce the main ex-408

perimental results of the paper to the extent that it affects the main claims and/or conclusions409

of the paper (regardless of whether the code and data are provided or not)?410

Answer: [Yes]411

Justification: The steps taken to produce the experiments are detailed in the algorithms of412

the paper and the datasets are clearly described with the appropriate setups.413

Guidelines:414

• The answer NA means that the paper does not include experiments.415

• If the paper includes experiments, a No answer to this question will not be perceived416

well by the reviewers: Making the paper reproducible is important, regardless of417

whether the code and data are provided or not.418

• If the contribution is a dataset and/or model, the authors should describe the steps taken419

to make their results reproducible or verifiable.420

• Depending on the contribution, reproducibility can be accomplished in various ways.421

For example, if the contribution is a novel architecture, describing the architecture fully422

might suffice, or if the contribution is a specific model and empirical evaluation, it may423

be necessary to either make it possible for others to replicate the model with the same424

dataset, or provide access to the model. In general. releasing code and data is often425

one good way to accomplish this, but reproducibility can also be provided via detailed426

instructions for how to replicate the results, access to a hosted model (e.g., in the case427

of a large language model), releasing of a model checkpoint, or other means that are428

appropriate to the research performed.429

• While NeurIPS does not require releasing code, the conference does require all submis-430

sions to provide some reasonable avenue for reproducibility, which may depend on the431

nature of the contribution. For example432

(a) If the contribution is primarily a new algorithm, the paper should make it clear how433

to reproduce that algorithm.434

(b) If the contribution is primarily a new model architecture, the paper should describe435

the architecture clearly and fully.436

(c) If the contribution is a new model (e.g., a large language model), then there should437

either be a way to access this model for reproducing the results or a way to reproduce438

the model (e.g., with an open-source dataset or instructions for how to construct439

the dataset).440

(d) We recognize that reproducibility may be tricky in some cases, in which case441

authors are welcome to describe the particular way they provide for reproducibility.442

In the case of closed-source models, it may be that access to the model is limited in443

some way (e.g., to registered users), but it should be possible for other researchers444

to have some path to reproducing or verifying the results.445
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to access the raw data, preprocessed data, intermediate data, and generated data, etc.465
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versions (if applicable).470

• Providing as much information as possible in supplemental material (appended to the471
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parameters, how they were chosen, type of optimizer, etc.) necessary to understand the475

results?476

Answer: [Yes]477
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• The answer NA means that the paper does not include experiments.480

• The experimental setting should be presented in the core of the paper to a level of detail481

that is necessary to appreciate the results and make sense of them.482

• The full details can be provided either with the code, in appendix, or as supplemental483

material.484

7. Experiment statistical significance485

Question: Does the paper report error bars suitably and correctly defined or other appropriate486

information about the statistical significance of the experiments?487

Answer: [Yes]488

Justification: The experimental results and analyses include the error bars of the distribution489

of results.490

Guidelines:491

• The answer NA means that the paper does not include experiments.492

• The authors should answer "Yes" if the results are accompanied by error bars, confi-493

dence intervals, or statistical significance tests, at least for the experiments that support494

the main claims of the paper.495
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• The factors of variability that the error bars are capturing should be clearly stated (for496
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of Normality of errors is not verified.506

• For asymmetric distributions, the authors should be careful not to show in tables or507

figures symmetric error bars that would yield results that are out of range (e.g. negative508

error rates).509

• If error bars are reported in tables or plots, The authors should explain in the text how510

they were calculated and reference the corresponding figures or tables in the text.511

8. Experiments compute resources512

Question: For each experiment, does the paper provide sufficient information on the com-513

puter resources (type of compute workers, memory, time of execution) needed to reproduce514

the experiments?515

Answer: [No]516

Justification: We presented the computational complexity of our algorithms, which was517

quite reasonable for the networks we considered in our experiments. Since the experiments518

can be performed by typical workstations without specialized hardware and in relatively519

short amount of time, we have decided not to include such information.520

Guidelines:521

• The answer NA means that the paper does not include experiments.522

• The paper should indicate the type of compute workers CPU or GPU, internal cluster,523

or cloud provider, including relevant memory and storage.524

• The paper should provide the amount of compute required for each of the individual525

experimental runs as well as estimate the total compute.526

• The paper should disclose whether the full research project required more compute527

than the experiments reported in the paper (e.g., preliminary or failed experiments that528

didn’t make it into the paper).529

9. Code of ethics530

Question: Does the research conducted in the paper conform, in every respect, with the531

NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?532

Answer: [Yes]533

Justification: There is no violation of the Code of Ethics.534
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• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.536

• If the authors answer No, they should explain the special circumstances that require a537

deviation from the Code of Ethics.538

• The authors should make sure to preserve anonymity (e.g., if there is a special consid-539

eration due to laws or regulations in their jurisdiction).540

10. Broader impacts541

Question: Does the paper discuss both potential positive societal impacts and negative542

societal impacts of the work performed?543

Answer: [Yes]544

Justification: This paper is aimed to increase the effectiveness of vaccination strategies under545

the privacy-preserving of sensitive data. There may exist other societal impacts that are out546

of the scope of this work. Currently, we find no negative societal impacts of this work.547
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impact or why the paper does not address societal impact.551

• Examples of negative societal impacts include potential malicious or unintended uses552

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations553

(e.g., deployment of technologies that could make decisions that unfairly impact specific554

groups), privacy considerations, and security considerations.555

• The conference expects that many papers will be foundational research and not tied556

to particular applications, let alone deployments. However, if there is a direct path to557

any negative applications, the authors should point it out. For example, it is legitimate558
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• The authors should consider possible harms that could arise when the technology is563
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14. Crowdsourcing and research with human subjects624

Question: For crowdsourcing experiments and research with human subjects, does the paper625

include the full text of instructions given to participants and screenshots, if applicable, as626

well as details about compensation (if any)?627
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• Depending on the country in which research is conducted, IRB approval (or equivalent)650

may be required for any human subjects research. If you obtained IRB approval, you651

should clearly state this in the paper.652

• We recognize that the procedures for this may vary significantly between institutions653

and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the654

guidelines for their institution.655

• For initial submissions, do not include any information that would break anonymity (if656

applicable), such as the institution conducting the review.657

16. Declaration of LLM usage658

Question: Does the paper describe the usage of LLMs if it is an important, original, or659

non-standard component of the core methods in this research? Note that if the LLM is used660

only for writing, editing, or formatting purposes and does not impact the core methodology,661

scientific rigorousness, or originality of the research, declaration is not required.662
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for what should or should not be described.670
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Supplementary Material671

A Related Work672

We include additional discussion on related work here.673

[7] studied the problem of estimating the reproductive number R0 of an epidemic on its contact674

network in the SIS and SIR models. The reproductive number R0 is closely related to the spectral675

radius, i.e., the reproductive number R0 can be expressed as a function of the first eigenvalue of the676

adjacency matrix. Their privacy model protected the "weights" of the weighted contact network.677

Moreover, the work did not specify or imply any approach to modify the contact network to reduce678

such quantity, in order to reduce the spread of the pandemic.679

There has been several work to calculate the spectral radius of an input graph–that is of independent680

interest from the perspective of epidemic control. [47] computed the eigenvalues and eigenvectors of681

an input graph under the edge-differential privacy. [6], also under the egde-differential privacy model,682

estimated the second smallest eigenvalues (λ2), which is also commonly refered to as “algebraic683

connectivity”. Similarly, [20] studied the same problem, but also considered the problem under the684

node-differential privacy model, in which two neighbor graphs differ by a node and its adjacent edges.685

None of the work suggested a method to reduce the spectral radius of the input network.686

B Background687

We briefly discuss the basic ideas of DP here; see [13] for more details.688

Definition B.1 (Exponential mechanism). Given a utility function u : Xn ×R → R, let GSu =689

maxr∈R maxx∼x′ |u(x, r) − u(x′, r)| be the global sensitivity of u. The exponential mechanism690

M(x, u,R) outputs an element r ∈ R with probability ∝ exp( ϵu(x,r)2GSu
).691

Lemma B.2. The exponential mechanism is ϵ-differentially private. Furthermore, for a fixed dataset
x ∈ Xn, let OPT = maxr∈R u(x, r), then the exponential mechanism satisfies

Pr[u(x,M(x, u,R) ≤ OPT − 2GSu
ϵ

(ln |R|+ t)] ≤ e−t.

Definition B.3 (Laplace mechanism). Let f : Xn → Rd be a function with global ℓ1-sensitivity
∆f = maxx∼x′ |f(x)− f(x′)|1. The Laplace mechanism releases

M(x) = f(x) + (Z1, . . . , Zd),

where Zi ∼ Lap(∆f/ϵ) are independent random variables drawn from the Laplace distribution with692

scale parameter ∆f/ϵ.693

Lemma B.4. The Laplace mechanism is ϵ-differentially private. Moreover, each coordinate of the694

output is concentrated around the true value of f(x), with noise magnitude proportional to ∆/ϵ.695

Definition B.5 (AboveThreshold). Let f1, . . . : Xn → R be a sequence of queries with sensitivity 1.696

Given a threshold τ and a privacy parameter ϵ, the AboveThreshold mechanism adds Laplace noise697

Lap(2/ϵ) and Lap(4/ϵ) to the threshold and to each query, and returns the first index i such that the698

noisy query exceeds the noisy threshold.699

Lemma B.6. The AboveThreshold mechanism is (ϵ, 0)-differentially private.700

C PRIVATEMULSET and PRIVATEMAXDEG Problems701

C.1 PRIVATEMULSET702

C.1.1 Unweighted case.703

We present an algorithm for the PRIVATEMULSET problem, building upon the framework and704

analysis from [19]. First, we define a utility function A : S → R≥0. For a set Si ∈ S and an element705

e ∈ U , the marginal utility is defined as A(Si, e) := min(m(Si, e), re). The total utility of a set Si706

is then given by A(Si) =
∑

e∈Si
A(Si, e).707
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It is important to note that directly outputting an explicit solution – i.e., listing only the sets that708

form a valid cover—would violate differential privacy. In particular, this is because the solution709

to the vertex cover problem, which is a special case of the set cover problem, is known to retain710

privacy iff the output contains at least |V | − 1 vertices[19]. Therefore, in order to preserve privacy,711

the algorithm must produce an implicit solution, typically in the form of a permutation π ∈ σ(S)712

over the sets in S. Intuitively, π should have the sets arranged in the order of decreasing utility.713

This ordering implicitly defines a cover: for each element e ∈ U , we select the first few sets in π714

that would fully cover e. Formally, let πe := {π(i)
∣∣ 1 ≤ i ≤ n : min(

∑i
j=1 m(Sπ(j), e), re) −715

min(
∑i−1

j=1 m(Sπ(j), e), re) > 0} be the indices of sets that contribute to covering e according to π.716

Then {Sj : j ∈
⋃

e∈U πe} forms a valid multi-cover of U .717

Algorithm 4 Private algorithm for PRIVATEMULSET

1: Input: privacy parameters (ϵ, δ), set system S, covering requirement R
2: Set ϵ′ ← ϵ

2 ln(e/δ)

3: Initialize empty permutation π ← ∅
4: Initialize r

(0)
e ← re for all e ∈ U , S(1) ← S

5: for i = 1 to |S| do
6: Define A(i)(Sj) :=

∑
e∈Sj

min(m(Sj , e), r
(i−1)
e )

7: Sample Sj ∈ S(i) with probability ∝ exp(ϵ′A(i)(Sj))
8: Append j to π: π(i)← j
9: Update available set system: S(i+1) ← S(i) \ {Sj}

10: for e ∈ Sj do
11: Update covering requirement: r(i)e ← max(0, r

(i−1)
e −m(Sj , e))

12: end for
13: end for
14: Output permutation π

Lemma C.1. The output of the Algorithm 4 is at most O(lnm/ϵ′ + ln q)OPT with probability at718

least 1− 1/m, where q = maxS
∑

e A(S, e) is the size of the largest set, and OPT denotes the cost719

of an optimal non-private solution.720

Proof. Without loss of generality, we may assume that the permutation π output by the Algorithm 4721

π = (1, 2, . . . ,m). In other words, the sets S1, S2, . . . , Sm are sequentially added to the cover in722

that exact order.723

Let Li = maxj≥i Ai(Sj) be the maximum utility possible at step i (this implies that there is a724

multi-set of that utility). Then the probability of selecting a set of utility < Li − 3 lnm
ϵ′ (of which725

there are at most m) is less than m·exp(ϵ′Li−3 lnm)
exp(ϵ′Li)+m·exp(ϵ′Li−3 lnm) = 1/m2

1+1/m2 ≤ 1/m2. Next, consider726

two cases:727

Li > 6 lnm
ϵ′ . The probability that every multi-set selected has utility at least Li − 3 lnm

ϵ′ > Li/2 is ≥728

(1− 1/m2)m ≥ (1− 1/m). Because the greedy approximation is a O(ln q) approximation,729

Algorithm 4 can cover this region in at most O(OPT ln q) multi-sets with high probability.730

Li ≤ 6 lnm
ϵ′ . At this point there are at most OPT ·Li elements that require covering, and OPT ·Li ≤731

OPT ·O( lnm
ϵ′ ). Since the post-processing of the implicit solution selects only sets that cover732

at least one element, covering the remaining O(OPT lnm
ϵ′ ) elements takes an additional733

O(OPT lnm/ϵ′) sets.734

Therefore, the algorithm uses at most O(OPT (lnm/ϵ′ + ln q) sets.735

Lemma C.2. Algorithm 4 is (ϵ, δ)-DP.736

Proof. First, we consider neighboring problems A = (U,S, R), A′ = (U,S ′, R) that share the same737

coverage requirements R = R′ = {re : e ∈ U} but differ in the multiplicity of a particular element738

18



e0 in one set, such that |m(Sk, e0)−m(S′
k, e0)| = 1 for some k ∈ [m]. Define t as the epoch when739

element e0 is fully covered in both instances A, A′. Let Ai(S) and Ai(S
′) (which were written740

as A(i)(·) in Algorithm 4) denote the remaining aggregate coverage requirement of set S ∈ S and741

S′ ∈ S ′ after the first i− 1 sets in π have been added to the cover in instances A and A′, respectively.742

We wish to establish a bound for Pr[M(A)=π]
Pr[M(A′)=π] . Expressing it explicitly, we derive the following:743

Pr[M(A) = π]

Pr[M(A′) = π]
=

n∏
i=1

(
eϵ

′Ai(Si)∑n
j=i e

ϵ′Ai(Sj)

)
/

(
eϵ

′Ai(S
′
i)∑n

j=i e
ϵ′Ai(S′

j)

)

=
eϵ

′(
∑n

i=1 Ai(Si))

eϵ
′(
∑n

i=1 Ai(S′
i))
·

n∏
i=1

∑
j≥i e

ϵ′Ai(S
′
j)∑

j≥i e
ϵ′Ai(Sj)

=

t∏
i=1

∑
j≥i e

ϵ′Ai(S
′
j)∑

j≥i e
ϵ′Ai(Sj)

,

where the last equality holds because if i > t, then the element e0 was fully covered by iteration i,744

implying that Ai(Sj) = Ai(S
′
j) for all j ≥ i. Also, given that all elements are eventually covered,745

we have
∑n

i=1 Ai(Si) =
∑n

i=1 Ai(S
′
i).746

Assuming k ≤ t, we break up the product
∏t

i=1

∑
j≥i e

ϵ′Ai(S
′
j)∑

j≥i e
ϵ′Ai(Sj)

into three terms I1, I2, I3 as follows:747

I1 · I2 · I3 :=

(
k−1∏
i=1

∑
j≥i e

ϵ′Ai(S
′
j)∑

j≥i e
ϵ′Ai(Sj)

)
·

(∑
j≥k e

ϵ′At(S
′
j)∑

j≥k e
ϵ′At(Sj)

)
·(

t∏
i=k+1

∑
j≥i e

ϵ′Ai(S
′
j)∑

j≥i e
ϵ′Ai(Sj)

)
.

In the case when t < k (or t ≤ k) the terms I2 and I3 (or just I3) vanish, and k is replaced by t.748

However, the argument by enlarge would remain unaffected by this adjustment.749

750

We proceed by considering two possible cases: m(Sk, e0) > m(S′
k, e0) and m(Sk, e0) < m(S′

k, e0).751

m(Sk, e0) > m(S′
k, e0). In this scenario, both I1 and I2 are less than or equal to 1. Therefore, it752

is sufficient to focus on upper bounding I3. Define an index-set SI,i := {j : Ai(Sj) ̸=753

Ai(S
′
j)}. We then find that754

I3 =

t∏
i=k+1

∑
j≥i e

ϵ′Ai(S
′
j)∑

j≥i e
ϵ′Ai(Sj)

=

t∏
i=k+1

(eϵ
′ − 1)

∑
j∈SI,i eϵ

′Ai(Sj) +
∑

j≥i e
ϵ′Ai(Sj)∑

j≥i e
ϵ′Ai(Sj)

=

t∏
i=k+1

(
1 + (eϵ

′
− 1) · Pr[πi ∈ SI,i]

)

=

t∏
i=k+1

(1 + (eϵ
′
− 1) · Pr[SI,i]).

Observe that to sample a set from SI,i means to fully cover e0, which can only occur at step755

t. Recall the following lemma from [19]756

Lemma C.3. The probabilistic process is modeled by flipping a coin over t rounds. pi is the757

probability that it would come up heads in round i, pi can be chosen adversarially based on758
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the previous i− 1 rounds. Let Zi be the indicator for the event that no coin comes up heads759

in the first i steps. Let Y =
∑t

i=1 piZi. Then for any q, Pr[Y > q] ≤ exp(−q).760

In our setup, Zi corresponds to the indicator of the event "e0 is fully covered at round i". If761 ∑t−1
i=k+1 Pr[S

I,i]Zi ≤ ln δ−1, then we obtain762

Pr[M(A) = π]

Pr[M(A′) = π]
≤ I3

≤
t∏

i=k+1

exp((eϵ
′
− 1)Pr[SI,i])

≤ exp(2ϵ′
t∑

i=k+1

Pr[SI,i])

≤ exp(2ϵ′(ln(1/δ) + Pr[SI,t]))

≤ exp(2ϵ′(ln(1/δ) + 1)).

Now, by Lemma C.3, the probability of the event
∑t−1

i=k+1 Pr[S
I,iZi] > ln δ−1 is upper

bounded by δ. Consequently, if P denotes the set of outcomes, we conclude that

Pr[M(A) ∈ P] ≤ exp(ϵ) Pr[M(A′) ∈ P] + δ.

We refer to [19] for a detailed proof.763

m(Sk, e0) < m(S′
k, e0). In this scenario, I3 ≤ 1. Our focus then shifts to I1 · I2, following an764

analogous argument to the one discussed above, we obtain765

I1 · I2 =

k∏
i=1

∑
j≥i e

ϵ′Ai(S
′
j)∑

j≥i e
ϵ′Ai(Sj)

=

k∏
i=1

(1 + (eϵ
′
− 1) · Pr[πi ∈ SI,i)

=

k∏
i=1

1 + (eϵ
′
− 1) · Pr[πi = Sk]

≤
k∏

i=1

exp((eϵ
′
− 1)Pr[πi = Sk])

≤ exp(2ϵ′
k∑

i=1

Pr[πi = Sk]),

where to justify the third equality, we observe that SI,i = {k}. To obtain the inequalities,766

we apply the approximation 1 + x ≤ ex ≤ 1 + 2x for sufficiently small positive values of x.767

We then apply Lemma C.3 analogous to the above discussion, which completes the proof.768

We now turn to the instance where the neighboring problems have differing covering constraints769

R ̸= R′. As before, let t denote the epoch at which the covering constraint for e0 is satisfied by both770

M(A) and M(A′). Although S = S ′, we refer to the sets in S ′ as S′ for for clarity.771

re0 > r′e0
. This case is straightforward, since

∑n
i=1 Ai(Si)−

∑n
i=1 Ai(S

′
i) = re0 − r′e0 = 1, and772

we obtain:773

Pr[M(A) = π]

Pr[M(A′) = π]
= eϵ

′
t∏

i=1

∑
j≥i e

ϵ′A(S′
j)∑

j≥i e
ϵ′A(Sj)

≤ exp(ϵ′).
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re0 < r′e0
. In this case we have774

Pr[M(A) = π]

Pr[M(A′) = π]
= e−ϵ′

t∏
i=1

∑
j≥i e

ϵ′A(S′
j)∑

j≥i e
ϵ′A(Sj)

≤ e−ϵ′
t∏

i=1

(
1 + (eϵ

′
− 1) · Pr[πi ∈ SI,i]

)
= e−ϵ′

t∏
i=k+1

(1 + (eϵ
′
− 1) · Pr[SI,i]).

The remainder of the proof utilizes the same arguments as previously discussed.775

Lemma C.4. Algorithm 4 runs in Õ(qf |S|), where q is the maximum set size and f is the maximum776

frequency of any element (ignoring multiplicity).777

Proof. Initially, the algorithm computes A(1)(·) for all sets in S, which can be done in O(|S|q).778

Then the algorithm runs for |S| iterations, once per set, contributing the |S| factor. In each iteration,779

a set is sampled according to the exponential mechanism, where probabilities are proportional to780

exp(ε′A(S)). Sampling can be done in Õ(1).781

After a set Sj is selected, the algorithm updates the covering requirements for each element e ∈ Sj ,782

which affects the utilities A(S′) for all other sets S′ containing e. Since each element appears in at783

most f sets, and each set contains at most q elements, the number of affected utilities per iteration is784

at most qf .785

C.1.2 Weighted case.786

Here we briefly discuss the weighted version of PRIVATEMULSET, and adapt the methodology787

of [19] with some minor modifications. First, we may assume without loss of generality that788

minS∈S C(S) = 1, and W = maxS∈S C(S) with n = |S|. Let M =
∑

e∈U re. Similar to the789

unweighted version, we define A(S) =
∑

e∈S min(re,m(S, e)) for a set S ∈ S , and we say that the790

utility u(S) is defined to be equal to A(S)− C(S). Additionally, we add a dummy set halve to S791

with utility u(halve) = −T for T = Θ( logn+log log(MW )
ϵ′ ). When halve is selected by Algorithm 5,792

it indicates that no set was actually chosen. Additionally, unlike other selections, halve is never793

removed from S.794

Lemma C.5. The cost of the output of 5 is at most O(T log n · OPT) with probability at least795

1− 1/poly(n).796

Proof. This follows from a verbatim argument in [19] with n replaced by M and m replaced by n in797

our notation.798

Lemma C.6. 5 is (ϵ, δ)-differentially private.799

Proof. The proof is identical to the privacy proof of the algorithm in the unweighted case, with A(S)800

replaced by u(S).801

Identically to [19], we can remove the dependency on W to obtain an O(logM(log n+log logM/ϵ))-802

approximation.803

C.2 MAXDEGREE804

Theorem 4.2. Let B̂ be the cost of the output of Algorithm 1. W.h.p., B̂ < |OPTMAXDEG| ·O((1 +805

1/ϵ′) ln |V |).806

Proof. Since PRIVATEMAXDEG reduces to PRIVATEMULSET, the optimal solutions for both prob-807

lems are equivalent. In addition, since Algorithm 4 outputs a O(lnm/ϵ′ + ln q)-approximation, and808

m = |V |, q = 2GS(G) ≤ 2|V |, we have O(lnm/ϵ′ + ln q) ≤ O((1 + 1/ϵ′) ln |V |).809
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Algorithm 5 Private algorithm for WEIGHTEDPRIVATEMULSET

1: Input: (ϵ, δ), set system S, covering requirement R = {re}e∈U

2: ϵ′ ← ϵ
2 ln(e/δ) , initialize permutation π ← ∅

3: θ ←M , T = Θ
(

logn+log log(MW )
ϵ′

)
4: i← 1, r(0)e ← re for all e ∈ U , S(1) ← S
5: while θ ≥ 1/W do
6: Define u(i)(S) :=

∑
e∈S min(m(S, e), r

(i−1)
e )− C(S)/θ

7: Sample S ∈ S(i) with probability ∝ exp(ϵ′u(i)(S))
8: if S = hal then
9: θ ← θ/2

10: S(i+1) ← S(i)
11: r

(i)
e ← r

(i−1)
e for all e ∈ U

12: else
13: Append S to π
14: S(i+1) ← S(i) \ {S}
15: for e ∈ S do
16: r

(i)
e ← max(0, r

(i−1)
e −m(S, e))

17: end for
18: end if
19: end while
20: Output π concatenated with a random permutation of S(i) \ {hal}

Algorithm 1 (restated). Private algorithm for PRIVATEMAXDEG

1: Input: (ϵ, δ), graph G, target degree D
2: Initialize set system S ← ∅, requirements R← ∅
3: for each v ∈ V do
4: Define multiset Sv with m(Sv, v) =∞ and m(Sv, u) = 1 for all u ∼ v
5: S ← S ∪ {Sv}, R← R ∪ {rv = max(deg(v)−D, 0)}
6: end for
7: Set ϵ′ ← ϵ/4, δ′ ← δ/4e3ϵ

′

8: Return: Algorithm 4(ϵ′, δ′,S, R) /*Applying the private multi-set algorithm*/

C.2.1 Explicit solution for MAXDEGREE810

Algorithm 2 (restated). Explicit solution algorithm for PRIVATEMAXDEG

1: Input: Instance of PRIVATEMAXDEG and a permutation π obtained from the exponential
mechanism

2: T ′ ← 6 lnn/ϵ′ − Lap(2/ϵ1)
3: for i = 1 to n do
4: γi ← Li − Lap(4/ϵ1)
5: end for
6: Let k be the first index such that γk ≤ T ′

7: Output: {π1, . . . , πk}

Theorem 4.3. The output k of from Algorithm 2 satisfies ∆(G − ∪ki=1{πi}) ≤ D + O(log n/ϵ′)811

with high probability. In addition, k = O(OPT · log n/ϵ′) with high probability.812

Proof. It is well established that the AboveThreshold algorithm is (α, β) accurate, i.e., Pr[|Lk −813

6 lnn/ϵ′| > α] ≤ β, with814

α =
8(log n+ log(2/β))

ϵ1
.

Then, for β = 1/n, we obtain α = 16 lnn+8 ln 2
ϵ = O(log n/ϵ′). Thus, Li ≤ O(log n/ϵ′) with high815

probability.816
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On the other hand, observe that if ∆(G − ∪ki=1{πi}) > D + x, then there is a node j that has817

degree at least D + x. The multi-set corresponding to this node would have size at least x, since818

removing this node would satisfy its covering requirement completely. Therefore, x ≤ Lk, and hence,819

∆(G− ∪ki=1{πi}) ≤ D + x with probability at least 1− 1/n.820

Let k̂ be the “true” stopping point Lk̂ ≤ 6 lnn/ϵ′. Using the proof for Lemma C.1, the exponential821

mechanism satisfies k̂ ≤ O(OPT · log n/ϵ′) when Li ≥ 6 log n/ϵ′. It is sufficient to show that822

k − k̂ ≤ O(log n/ϵ). Observe that for i ≥ k̂, Li ≤ 6 lnn/ϵ′ but γi ≥ T ′, the Laplace noise823

added to Li is greater than that added to T , this occurs with probability at most 1/2 (since the824

Laplace distribution is symmetric about 0). Then the probability Pr[k − k̂ ≥ log2 n] ≤ 1/n, so825

k ≤ O(OPT · log n/ϵ′) with high probability.826

C.3 Lower Bounds827

In this section, we state the lower bounds of even outputting an explicit partial coverage requirements,828

that (1) any (ϵ, δ)-differentially private algorithm outputting (explicitly) a multiplicative coverage829

requirements (covers at least αre for all e, α < 1) must output at least m− 1 sets, and (2) any (ϵ, δ)-830

differentially private algorithm outputting (explicitly) an additive coverage requirements (covers831

more than re−β for all e) using no more than O(log n)+ |OPT |, where OPT indicates the optimal832

solution without privacy, must do so with β = Ω̃(log n). The multiplicative case is straightforward833

to verify, as setting re = 1 for some element e. Any multiplicative partial cover must cover at least834

a total copy of e. This impossibility of this instance is reduced to the impossibility of the set cover835

problem as stated by [19].836

Theorem C.7. Any (ϵ, δ)-differentially private algorithm outputting an additive coverage require-837

ments explicitly (covers at least re − β for all e) using less than O(log n) + |OPT | with probability838

at least 1− C,C = n−Ω(1) must do so with β = Ω̃(log n).839

Proof. Assume an algorithm M that is (ϵ, δ)-DP with δ = O(1/poly(n)) that outputs an explicit840

cover that can partially cover at least re − β, using less than O(log n) + OPT sets for all e with841

probability Θ(1).842

Let U = {e}.843

Let α be a positive constant, such that the number of sets that M outputs no more |OPT |+ α log n844

with probability at least 1− C. Let r0e > β + 3α log n).845

Let S1 = {e× (r0e − β −α log n)}, i.e., a set with (r0e − β −α log n) copies of e. Let the set system846

be S = {S1, {e} × (β + α log n)}.847

Consider four instances of the the input with coverage requirements I1 = (re = r0e ,S), I2 = (re =848

r0e − β,S), I3 = (re = r0e − β − 1,S), I4 = (re = r0e − 1,S) respectively, with the set system S . It849

is clear that S is enough to fully cover all the instances.850

Let S∗ = {S ⊂ S : S1 ∈ S, |S| ≤ α log n}. In other words, each S contains S1 and up to α − 1851

copies of {e}. Then every S ∈ S∗ covers at most r0e − β − 1 copies of e.852

Consider instance I1. M guarantees to cover at least r0e − β copies of e with probability at least853

1− C. Therefore, Pr[M(I1) ∈ S∗] ≤ C.854

Consider instance I2. Without privacy, S1 is the optimal solution, hence |OPT = 1| for I2. If855

S1 /∈ M(I2), M(I2) must use at least r01 − β − α log n > α log n sets. With probability at least856

1− C, the output contains S1 and using no more than α log n sets, hence Pr[M(I2) ∈ S∗] ≥ 1− C.857

Because I1, I2 are β-step neighbors, using group privacy we have:858

1− C ≤ Pr[M(I2) ∈ S∗]

≤ eβϵ Pr[M(I1) ∈ S∗] + βeβϵδ

≤ eβϵC + βeβϵδ.

Therefore 1−eβϵC
βeβϵ ≤ 1/poly(n). It is clear that β = Ω̃(log n).859
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860

Lemma 4.5. Lower bound of PRIVATEMAXDEG. Any explicit (ϵ, δ)-differentially private861

algorithm for the PRIVATEMAXDEGREE removing at most O(log n)+ |OPT | nodes with probability862

at least 1−C,C = n−Ω(1), must incur an additive error ∆(G−∪ki=1{πi}) = D+Ω̃(log n), where863

π1, . . . , πk are the removed nodes.864

Using the same setup as in Theorem C.7, setting rv = max(d(v,G)−D, 0) for all nodes v. Similar865

to Theorem C.7, any explicit (ϵ, δ)-DP algorithm removing fewer than O(log n) + |OPT | nodes866

will guarantee to cover each node v no more than d(v,G)−D − Ω̃(log n) times, i.e., the maximum867

degree of the remaining graph is ∆− (∆−D − Ω̃(log n)) = D + Ω̃(log n).868

D SPECTRALRADIUS869

D.1 Bound via PARTIALSETCOVER870

Algorithm 3 (restated). Private Hitting Walks Algorithm for PRIVMINSR

1: Input: Graph G = (V,E), privacy parameters (ϵ, δ)
2: Set ϵ′ ← ϵ/(2 ln(e/δ)), initialize permutation π ← ∅
3: for i = 1 to n do
4: Sample v ∈ V with prob. ∝ exp(ϵ′ ·A(v)), append v to π and remove v from V
5: end for
6: Set T ← ∆1/2, θ ← 4nT 4, θ̂ ← θ − Lap(2/ϵ1)
7: for i = 1 to n do
8: γi ←W4(G[V − {π(1), . . . , π(i)}])− Lap(4/ϵ1)
9: end for

10: Let k be the first iteration such that γk ≤ θ̂
11: Output: (π(1), . . . , π(k))

Lemma D.1. If T 4 ≥ 6 lnn/ϵ′, the output V ′ = {π1, . . . , πk} of Algorithm 3 satisfies W4(G[V \871

V ′]) ≤ nT 4 +O(log n/ϵ′) and is a O(log n) approximation with high probability.872

Proof. Since AboveThreshold is (α, β)-accurate, for β = 1/n, we obtain W4[V \ V ′] ≤ nT 4 +873

O(log n/ϵ′) whp, similar to the proof for Theorem 4.3.874

Let Li denote the utility of the largest set after the Vi = {π1, . . . , πi} have been removed (i.e. Li =875

maxv A(v)). For i < k, W4(V \Vi) ≥ nT 4 ≥ n · 6 lnn/ϵ′, and W4(V \ Vi) ≤
∑

v∈V A(v) ≤ nLi.876

Hence, Li ≥ 6 lnn/ϵ′. By the same argument as in Proof 4.3, A(πi) ≥ Li/2 whp. In other words,877

the utility of the chosen set is at least half of that chosen by a non-private greedy algorithm. Since878

the greedy algorithm is a O(lnn) approximation, Algorithm 3 would be a O(2 lnn) = O(lnn)-879

approximation.880

Lemma D.2. Algorithm 3 is (∆2(ϵ+ ϵ1),∆
2δe(∆

2−1)ϵ)-private.881

Proof. Since A(v) has a sensitivity of ∆2, neighboring datasets in Private Hitting Walks would be882

∆2-step neighbors in Partial Set Cover and Above Threshold instead.883

Algorithm 3 is the composition of a (∆2ϵ,∆2δe(∆
2−1)ϵ)-private set cover algorithm and ∆2ϵ1-private884

AboveThreshold process, hence the overall privacy budget would be (∆2(ϵ+ ϵ1),∆
2δe(∆

2−1)ϵ).885

D.2 PRIVATESPECTRALRADIUS via PRIVATEMULSET886

Theorem D.3. Let B̂ be the cost of the output of Algorithm 6. W.h.p., B̂ < |OPT | · O((1 +887

1/ϵ′) ln |V |).888
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Algorithm 6 Private algorithm for PRIVATEMAXDEG

1: Input: (ϵ, δ), input graph G, target max degree D
2: S = {Sv : v ∈ V }, such that Sv contains∞ copies of v and d(u,G) copies of each u that is

adjacent to v
3: R = {rV : v ∈ V }, ∀v ∈ V : rv ← max(

∑
u∼v d(u,G)−D, 0)

4: ϵ′ ← ϵ/4∆

5: δ′ ← δ/4∆e(4∆−1)ϵ′

6: Return Algorithm 4(ϵ′, δ′,S, R)

Figure 4: Effect of Privacy on Spectral Radius on BTER Graphs

E Additional Experiments889

Effect of the ϵ on the spectral radius. Figure 4 shows the ρ(G[V − S]) for the explicit solutions890

S computed using Algorithm 2 for BTER networks, for the same parameters and privacy budgets891

mentioned earlier. The results here show that the resulting spectral radius is quite a bit smaller than892

the maximum degree. As expected, the resulting spectral radius of the residual graphs follow a similar893

trend as the max degree, with higher ϵ budgets obtaining better metrics due to less privacy constraints.894

Cost of achieving different epidemic metrics. Figures 5 and 6 show the violation in the target degree895

(for D = 20) and the spectral radius vs the explicit solution cost (computed using Algorithm 2),896

for different ϵ in the BTER networks. As noted earlier, the violation and spectral radius decrease897

significantly as the solution cost increases, which is achieved for higher ϵ.898

Privacy vs Vaccination Cost in BTER. We also investigated the tradeoff of privacy and vaccination899

cost in the 3 BTER graphs (γ = 0.5, ρ = 0.95, η = 0.05) for implicit PRIVATEMAXDEG, with900

target degree D = 20, as shown in Figure 7. The non-private greedy algorithm is used as a baseline901

comparison. Due to the relaxed privacy budget of δ = 0.01, the variation of ϵ has a much more902

pronounced effect on vaccination budget, and the algorithm’s performance is much closer to that of903

the non-private greedy as compared to Figure 1, and are within the bounds expected from Lemma 4.2.904

Effect on Infection Simulation. Finally, we computed the 300 explicit solutions using various905

privacy budgets ϵ (and δ = 0.01) and target max degree 10 for 3 “social circles” in the SNAP906

Facebook datasets [29], we then performed 200 simulations of SIR with transmission probability907

0.2 and 20 initial infections to determine the average vaccination budget and infection size and908

demonstrate the effectiveness of the solutions to minimize infection spread. Note that we used the909

more relaxed mutltiset multicover version of differential privacy for these experiments.910
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Figure 5: Tradeoff of Degree Violation vs Budget on BTER Graphs

Figure 6: Tradeoff of Spectral Radius vs Budget on BTER Graphs

Figure 7: Tradeoff of Spectral Radius vs Budget on BTER Graphs for Implicit Solution (D = 20)

Table 3: Infection Spread on Facebook Social Circles

Network
ϵ = 4 ϵ = 6 ϵ = 8

Budget Spread Budget Spread Budget Spread

Circle 0 14.52 205.18 30.48 171.55 42.28 138.02
Circle 1 311.70 586.99 411.53 413.50 546.56 251.49
Circle 2 45.52 138.29 73.45 90.07 94.57 60.38
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