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Abstract

Large Language Models (LLMs) often memorize sensitive, private, or copy-
righted data during pre-training. LLM unlearning aims to eliminate the
influence of undesirable data from the pre-trained model while preserving
the model’s utilities on other tasks. Several practical methods have recently
been proposed for LLM unlearning, mostly based on gradient ascent (GA)
on the loss of undesirable data. However, on certain unlearning tasks, these
methods either fail to effectively unlearn the target data or suffer from
catastrophic collapse—a drastic degradation of the model’s utilities.

In this paper, we propose Negative Preference Optimization (NPO), a simple
alignment-inspired method that could efficiently and effectively unlearn
a target dataset. We theoretically show that the progression toward catas-
trophic collapse by minimizing the NPO loss is exponentially slower than
GA. Through experiments on synthetic data and the benchmark TOFU
dataset, we demonstrate that NPO-based methods achieve a better balance
between unlearning the undesirable data and maintaining the model’s
utilities. We also observe that NPO-based methods generate more sensible
outputs than GA-based methods, whose outputs are often gibberish. Re-
markably, on TOFU, NPO-based methods are the first to achieve reasonable
unlearning results in forgetting 50% (or more) of the training data, whereas
existing methods already struggle with forgetting 10% of training data. |

1 Introduction

Large language models (LLMs), pretrained on massive corpora of internet data, possess the
capability to memorize portions of their training data (Carlini et al.| 2021} 2022). However,
this capability raises significant concerns, as the training data may contain sensitive or
private information, potentially leading to societal challenges. For instance, language
models could breach individual privacy by outputting personal information such as social
security numbers from the memorized data (Carlini et al., 2021; Huang et al.,[2022). They
might also violate copyright by generating text from memorized books, such as the Harry
Potter novels (Eldan & Russinovich, |[2023). Furthermore, LLM assistants for biology could
inadvertently aid in the development of biological weapons by troubleshooting bottlenecks,
increasing the risk of such attempts (Sandbrink} [2023; Li et al.,2024). In response to these
concerns, regulations like the EU’s General Data Protection Regulation (GDPR) (Mantelero,
2013;Voigt & Von dem Bussche)2017) and the US’s California Consumer Privacy Act (CCPA)
(CCPA| 2018) have mandated the Right to be Forgotten, requiring applications to support
the deletion of information contained in training samples upon user requests. This has
motivated a line of research on machine unlearning, aiming to address these challenges.
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Figure 1: Gradient Ascent (GA), Negative Preference Optimization (NPO), and Direct Preference
Optimization (DPO). NPO can be interpreted as DPO without positive samples. The gradient of NPO
is an adaptive weighting of that of GA, and the weight vanishes for unlearned samples.

Machine unlearning (Cao & Yang,|2015} |Bourtoule et al., 2021) aims to delete the influence of
specific training samples from machine-learning models while preserving other knowledge
and capabilities (Liu et al.} 2024a; Zhang et al., 2023; Nguyen et al., 2022; Xu et al., 2023;
Si et al} |2023). Notably, a straightforward approach to unlearning is to retrain a language
model from scratch. However, as retraining from scratch is typically computationally
expensive, cheaper methods for removing undesirable information is highly desirable.
Recently, several works (Jang et al., 2022; Wang et al., 2023;/Chen & Yang},[2023; Yao et al.,
2023; [Eldan & Russinovich| [2023;Yao et al.,[2024;|Liu et al.,[2024b} |Li et al., 2024) proposed
scalable and practical techniques for unlearning LLMs through directly fine-tuning the
trained model. Core to many of these works is a gradient ascent procedure on the prediction
loss over the dataset to be unlearned (the forget set), building on the intuition that gradient
ascent is an approximation of “reverting” gradient descent optimization on the forget set.

Despite its simplicity and widespread use, the performance of gradient ascent based ap-
proaches remain unsatisfactory. A notable example concerns the recently released bench-
mark dataset TOFU (Maini et al.,2024), which consists of synthetically generated biographies
of 200 fictitious authors, and the task is to unlearn the biographies of 1%, 5%, and 10% of the
200 authors from a model that is already fine-tuned on all 200 authors. In their evaluation of
forgetting 10% of the authors, Maini et al.|(2024) demonstrated that gradient ascent and its
variants fail to provide a satisfactory balance between forget quality (the difference between
the unlearned model and retrained model evaluated on the forget set) and model utility
(the general performance on other tasks).

In this work, we begin by observing that gradient ascent can often cause a rapid deterioration
of model utility during training—a phenomenon we term catastrophic collapse—which we
believe is responsible for its unsatisfactory performance. Towards fixing this, we propose a
simple yet effective objective function for unlearning termed Negative Preference Optimization
(NPO). NPO takes inspiration from preference optimization (Rafailov et al., 2024; Ouyang
et al.,[2022; Bai et al.,[2022), and can be viewed as a variant of preference optimization that
only uses negative samples. Through both theory and experiments, we show that NPO
resolves the catastrophic collapse issue associated with gradient ascent, provides more stable
training dynamics, and achieves a better trade-off between forgetting quality and model
utility. Coupled with a cross-entropy loss on the retain set, NPO achieves state-of-the-art
performance on the TOFU dataset, and achieves the first non-trivial unlearning result on
the challenging task of forgetting 50% of the TOFU data.

Summary of contributions and paper outline.

e We outline existing gradient ascent based methods for machine unlearning, and find
that these methods suffer from catastrophic collapse (Section [2). We identify the linear
divergence speed of gradient ascent as a main reason for catastrophic collapse.

* We introduce Negative Preference Optimization (NPO), a simple alignment-inspired loss
function for LLM unlearning that addresses the catastrophic collapse issue of gradient
ascent (GA; Section ). We demonstrate that NPO reduces to gradient ascent (GA) in the
high-temperature limit. We show in theory the progression towards catastrophic collapse
when minimizing the NPO loss is exponentially slower than with GA. See Figure|l|for an
illustration of NPO and its connections with existing objectives.
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* We test NPO-based methods on a synthetic binary classification task (Section[d), where we
find that NPO-based methods outperform other baselines by providing a superior Pareto
frontier between the Forget Distance and Retain Distance. Furthermore, NPO-based
methods exhibit greater learning stability compared to GA-based methods.

* We evaluate a variety of unlearning methods on the TOFU dataset (Maini et al.|,[2024) and
find that NPO-based methods exhibit superior balance between Forget Quality and Model
Utility compared to all baselines (Section[5). Additionally, NPO-based methods improve
the stability of the unlearning process and the readability of the output. Notably, we
show that NPO-based methods are the only effective unlearning methods for forgetting
50%-90% of the data, a significant advance over all existing methods which already
struggle with forgetting 10% of the data (Section|5.3).

There is a vast literature on machine unlearning and LLM unlearning. Due to limited space,
we discuss these related work in Appendix

2 Preliminaries on Machine Unlearning

Machine Unlearning refers to the following problem: Given an initial model (also the
reference model) Tyt (y|x) that is already trained on a dataset D = {(x;, ¥i) }ic[s), how to make
the model forget a specific subset (henceforth the forget set) Dpg C D of the training data?
More precisely, we aim to ﬁne—tun the model to make it behave like the retrained model
Tiretr, @ model trained only on the retain set Drr = D \ Dgg. In other words, we would like
the model to behave as if the samples in the forget set Drg were never used to train it.

By definition, the best approach for machine unlearning in principle is to retrain the model
from scratch on Drr only which is however often intractable in practice.

Gradient ascent is a key component in many existing LLM unlearning methods, and also
an important baseline method for LLM unlearning on its own. The idea is simply to perform
gradient ascent on the (next-token prediction) loss over the forget set, which can be viewed
equivalently as gradient descent on the negative prediction loss, denoted as Lga:

Lca(0) = = Ep [~ log(ms(y|x))] = Epy[log(me(y[x))]. )

prediction loss

The rationale of gradient ascent is that since the initial model 7, is trained on D =
Drg U Drr, a subsequent maximization of prediction loss on the forget set Dpg would
approximately “revert” the optimization on the forget set Drg, thus unlearning Drg and
approximating a model trained on Dgt only.

Other loss functions. Building on gradient ascent, a large class of unlearning methods
perform gradient-based optimization on a linear combination of the GA loss L;a and
several other loss functions that encourage unlearning (Jang et al., 2022} Yao et al., 2023;
Chen & Yang), 2023;Maini et al.} 2024;|Eldan & Russinovich,[2023). Notable examples include

* Forget (FG) loss: Lrg(0) = —Ep,.[log(g(7|x))], where (x,y) ~ Dgg and § # y is any
“uninformed” response for prompt x which the unlearned model could aim to output.
Examples of such §’s include replacing true information by random (but appearingly
sensible) information (which requires hand-crafting such as [Eldan & Russinovich
(2023))), or simply answering “I don’t know” (Maini et al.,[2024).

* Retain (RT) loss: Lgr(0) = —Ep,, [log(7e(y|x))], which encourages the model to still
perform well on the retain set Dgr;

* Krg(0) = Ep,. [D(7g(-|x)||7Tref(-|x) )], which measures the distance to the initial model
s (in KL divergence) on the forget set;

* Krr(0) = Epy, [D(79(+]x)||7tref (-] x))], which measures the distance to the initial model
et (in KL divergence) on the retain set.

IThere are alternative approaches such as prompt engineering (Pawelczyk et al., 2023) for perform-
ing unlearning tasks.
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Figure 2: Comparison between GA and NPO on forget quality, model utility, KL divergence on the
real-world Set, and the answers to the forget set. The rightmost figure shows the answers generated
from variants of GA and NPO that incorporates the RT loss. All figures are generated on the Forget05
task in the TOFU data, trained for 10 epochs (detailed setup in Appendix.

For example, [Yao et al.{(2023) minimize a combination of {£Lga, Lrg, Krr}, and (Chen &
Yang| (2023) minimize a combination of { Lga, Lrr, —Krg, KCrr}. Maini et al.[(2024) find that
incorporating the retain loss Lrt improves the performance on various unlearning methods.

Forget quality and model utility. Unlearning methods should not only unlearn the forget
set, i.e. achieve a high forget quality, but also maintain the model’s performance on the retain
set, i.e. maintain the model utility. For example, letting the model to simply output “I don’t
know” is a unlearning method that achieves good forget quality (in certain sense) but bad
model utility. While there is not yet a consensus on the right metrics for forget quality and
model utility (and we will present our choices momentarily), a general rule of thumb is that
unlearning methods should achieve a good tradeoff between these two goals.

2.1 Catastrophic collapse of gradient ascent

We begin by testing gradient ascent as a standalone method (as opposed to combining it
with other losses), and find that gradient ascent exhibits a common failure mode dubbed as
catastrophic collapse: Along the unlearning process, the model utility quickly drops to zero,
and the forget quality improves temporarily for a very short time horizon before quickly
dropping too (Figure [2| left/middle-left). Along the same training trajectory, the model
diverges quickly from the initial model (as measured by the KL distance to the initial model),
after which the model generates gibberish outputs (Figure 2l middle-right/right).

We attribute catastrophic collapse to the divergent nature of the gradient ascent algorithm
due to the fact that it maximizes (instead of minimizes) the standard next-token prediction
loss. Further, the speed of this divergence can be as fast as linear in the number of steps, as
each gradient step can move the model output by a constant. To see this on a toy example,
consider a linear-logistic K-class classifier given by 719 (-|x) = softmax(6x), 0 = (0);c(x] €

R¥*K. For any “already unlearned” sample (x;,y;) with true label y; = I € [K] and model
prediction softmax(6x;); ~ 0 (so that 71y does not predict I), standard calculation shows that
the gradient of GA loss with respect to 6; is Vg, Lga,; = (1{y; = I} — softmax(6x;);)x; =~ x;,
which has a constant scale (not diminishing along the unlearning progress) and can cause
the model to diverge in a linear speed. Therefore, the divergent dynamics may initially
bring the model closer to 7tyetr but would ultimately send the model to infinity.

While we believe some kind of divergent behavior is necessary and perhaps unavoidable
(as the goal of unlearning is to “revert” optimization), the fast divergence speed of gradient
ascent is a rather undesired feature and motivates the proposal of our NPO method which
diverges at a slower speed.

3 Negative Preference Optimization

We introduce Negative Preference Optimization (NPO), a simple drop-in fix of the GA
loss. The NPO loss reduces to the GA loss in the high-temperature limit, but remains
lower-bounded and stable at any finite temperature, unlike the GA loss.

We take inspiration from preference optimization (Rafailov et al.|,2024) and derive NPO as a
method of preference optimization with negative examples only.
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Negative Preference Optimization. In preference optimization (Ouyang et al.,2022; Bai
et al|[2022; Stiennon et al.,[2020; Rafailov et al.,|2024), we are given a dataset with preference
feedbacks Dpaired = {(Xi, Yiw, Yi1) tic[n], where (yiw, ;1) are two responses to x; generated
by a pre-trained model 77y, and the preference y; ., > ;) is obtained by human comparison.
The goal is to fine-tune 71y using Dpaireq to better align it with human preferences. A popular
method for preference optimization is Direct Preference Optimization (DPO) (Rafailov et al.,
2024), which minimizes

_ 1 70 (Y | %) (v | x)
£oro(0) = = e 06 (Plos 3 (6T~ P8 2 ) )

Here, o(t) = 1/(1 + e~ ") is the sigmoid function, B > 0 is the inverse temperature, and 77¢
is a reference model.

@

Unlearning as preference optimization. We observe that the unlearning problem can be
cast into the preference optimization framework by treating each (x;,y;) € Dgg as only
providing a negative response y;; = y;. without any positive response y; ,,. We then simply
ignore the y, term in DPO in Eq. (2) and obtain the Negative Preference Optimization
(NPO) loss:

B
o)) ~ e [os 0+ GRS

Minimizing £npo,p ensures that the prediction probability on the forget set 7q(y;|x;) is as
small as possible, aligning with the goal of unlearning the forget set.

2
Lnpop(0) = _B]EDFG [1080( —plog

Connection with gradient ascent. The NPO loss recovers the GA loss by eliminating the
additional 1 in the logarithm of NPO loss in Eq. (3), i.e., replacing log(1 + (77 / 7tref)P) to

log((7tg/ 7tref)P). Furthermore, we show that the NPO loss also reduces to the GA loss in
the limit of § — 0, indicating that NPO is a strict generalization of GA.

Proposition 1 (NPO reduces to GA as f — 0). For any 6, we have

. 2
}g}) Lnrop(0) — B log2| = Lga(0) — Epy [log mres (v | x)] -

does not depend on 6

Moreover, assuming rtg(y | x) is differentiable with respect to 0, we have
lim Vo Lnpop(0) = VeLca(0).
B—0

The proof of Proposition[Iis deferred to Appendix[B.1} Figure [3|provides an illustration of
the reduction from the NPO loss to the GA loss as § — 0.

Stability of the NPO loss.
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in the sense that 7mp(y|x) < 7f(y|x), we have
Wo(x,y) < 1, so that || VeLnpog||, < [[VeLaall,
and thus NPO could diverge much slower than GA.

curves all start from the bottom right cor-
ner and are computed by averaging over
5 instances. We observe that the NPO
trajectory converges to the GA trajectory
as B — 0. More details can be found in
Section 4}
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3.1 Theoretical analysis of divergence speed

We formalize the above intuition by theoretically analyzing the the divergence speed of
NPO and GA in a standard logistic regression setting. We consider a binary classification
problem (y € {0,1}) with logistic model 7g(y = 1|x) = sigmoid((x,6)). The initial model
is denoted as 7tg, , for By € R?, and we unlearn the forget set Drg = {(x;, ;) El by
minimizing the GA and NPO loss using gradient descent with stepsize # for T iterations.

Theorem 2 (Divergence speed of GA and NPO). Let X := (x, ..., xnf)—r e R"*4_ Consider
the high-dimensional regime where ng < d and assume XX ' is invertible. Suppose ||0init|l2 < Bg,

lxi|l2 € [bx, Bx] for all i € [ng] for some By, by, Bx > 0. Let B(th)g, 01(\3,0 denote the t-th iterates of
gradient descent with stepsize 1] on the empirical loss Lga, LNpo g, Tespectively.

* (GA diverges linearly) There exist some (By, by, By)-dependent constants Cy, C1,Cp > 0 such
that when max;,; [(x;, x;)| < Co/ng,

||9(Gt,)A — Omitllx7x € {Cl g V2 8,Cyomg Yy t}, t>1.

e (NPO diverges logarithmically) Suppose 1 < 1. There exist some (By, by, By, B)-dependent
constants Co, C1, C, C3 > 0 such that when max;; [(x;, x;)| < Co/ny,

HOI(\Q’O — Binit|| xTx € {Clﬁlog (Cz T -t+1),C1\/rTflog (C3 N T 1)}, vt > 1.

Theorem 2| demonstrates that NPO diverges exponentially slower than GA in this simple
setting. The proof of Theorem [2is contained in Appendix

4 Synthetic Experiments

4.1 Setup

Dataset. We consider a forget set Dpg = {(xlf-, ylf) fgq and a retain set Dt = {(x],y}) 1«12%0,

which are both generated from Gaussian-logistic models. More specifically, we assume
xf ~iid N(.uf/ Id)/ H)(yf = 1|fo) = Singid((xlf B ‘uf)TGf + 1)/

l (6)
X} i N s, L), P(y} = 1]a7) = sigmoid ((x] — ur) 6, — 1).

Here we choose d = 16, 6 = —6, = 1d/\/3, and py = —pr = « - 1; for some & > 0. We

consider two choices of the hyper-parameter a: (1). « = 1, which creates a gap between

the Gaussian means of forget covariates {x!} and retain covariates {x'}; (2). « = 0, which

implies that covariates in the forget and retain set are both isotropic Gaussian. We remark

that we shift by 1 in the sigmoid function to create a discrepancy in the label frequencies

between the forget and retain sets — this ensures that the forget labels ylf are more likely to
be 1, while the retain labels y; are more likely to be 0.

Model and training method. We consider a random feature model my(y = 1|x) =
sigmoid (0 TReLU(Wx)), where W € R22*4 is fixed during the training and unlearning
process, whose entries are generated i.i.d. from A (0,1/d), and 6 € R'?® is the trainable
parameter. To generate the initial model 7t,.¢ and the retrained model 7tyetr, we optimize
over f using the cross-entropy loss over the entire dataset D = Dpg U Dt and the retain
dataset Drr, respectively. In the unlearning phase, starting from the initial model 7t,.¢, we
perform gradient descent on various loss functions for 2000 steps. We select the learning
rate for each method via grid search.

Unlearning methods. We evaluate the performance of vanilla NPO (NPO; minimizing
Lnpro), NPO plus a retain loss term (NPO+RT; minimizing Lnpo+£Lrr), gradient ascent (GA;
minimizing £ga), gradient ascent plus a retain loss term (GA+RT; minimizing Lga+Lrr),
cross-entropy loss of forget and retain sets where the positive labels of the forget set are given
by Bern(0.5) (IDK+RT; minimizing Lrg+Lgr), and DPO plus a retain loss term (DPO+RT;
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Figure 4: Forget distance and retain distance versus optimization steps for « = 1 (al, a2, a3) and
« = 0 (b). Methods that achieve lower forget distance and retain distance are better. The errorbars in
(al, a2, b) denote the £1 standard deviation over 5 instances. The Pareto curves in (a3) all start from
(1.70,0.02), and are averaged over 5 instances.

minimizing Lppo+Lgr, Where the positive labels are given by Bern(0.5)). We conduct the
grid search to select the optimal  for NPO-based and DPO-based methods. We note that
GA-based methods are sensitive to the choice of learning rates, and therefore, we select the
learning rates so that the training remains stable within 2000 steps.

Evaluation metrics: forget distance and retain distance. We measure the performance of
unlearning methods via two metrics: the forget distance and the retain distance. The forget
distance is Ep, D(7Tretr(-|x)||7(-|x)), the KL divergence between the retrained model
Tretr and unlearned model 7ty on the forget set. Similarly, the retain distance is given by
Epg; D(7trete (+|x)|| 79 (| x) ). Ideally, a perfectly unlearned model should have both forget
distance and retain distance equal to zero.

4.2 Results

NPO avoids catastrophic collapse. As illustrated in Figure@] (al) and (a2), all methods
except for IDK+RT reach a small forget distance (less than 0.005) within 1200 steps. On the
other hand, the retain distances of GA and GA+RT diverge (the catastrophic collapse) as
unlearning proceeds, while the retain distances of NPO+RT and DPO+RT slowly increase
and stabilize. This suggests that NPO+RT and DPO+RT are more stable compared with
GA-based methods, in accordance with the theoretical findings in Theorem

NPO+RT achieves a better Pareto frontier. Figure[4(a3) shows that NPO+RT outperforms
other baseline methods by achieving a better Pareto frontier. Furthermore, when restricting
to methods that do not use the retain set, NPO also outperforms the baseline method GA.
Figure[d (b) illustrates the « = 0 scenario where the covariate distributions for forget and
retain sets are identical, resulting in equal forget and retain distances. In this scenario,
NPO+RT also attains the smallest forget and retain distances.

5 Experiments on the TOFU Data

5.1 Experimental setup

Dataset and metrics. We evaluate unlearning methods on the Task of Fictitious Unlearning
(TOFU) dataset (Maini et al.,[2024). It contains 200 fictitious author profiles, each consisting
of 20 question-answer pairs generated by GPT-4 based on some predefined attributes. These
fictitious profiles do not exist in the pre-training data, providing a controlled environment
for studying unlearning LLMs. TOFU introduces three levels of tasks, each aiming to forget
1% , 5% , and 10% of the data, referred to as Forget01, Forget05, and Forget10, respectively.
We measure the effectiveness of unlearning methods via Forget Quality and Model Utility
as in Maini et al.| (2024). Forget quality assesses how well the unlearned model mimics the
retrained model (defined as the model trained only on the retain set), while model utility
measures the general capacities and the real-world knowledge of the unlearned model.
Since the forget quality is defined as the p-value of the Kolmogorov-Smirnov test, which
tests the similarity between some distributions generated by the unlearned model and
the retrained one, we treat a forget quality greater than 0.05 as evidence of a meaningful
forgetting. More details are deferred to Appendix and Appendix[E.1.2}
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Unlearning methods. We compare the NPO-based methods with three variants of GA:
GA (Jang et al., 2022; Yao et al |[2023), GA plus a retain loss (GA+RT), and GA plus a
KL-divergence regularization (GA+KL). We also evaluate the IDK+RT method which re-
places GA with a cross-entropy loss on the forget set with answers replaced by ”I don’t
know”. Besides, we examine DPO and its regularized variants (DPO+RT, DPO+KL), as well
as KTO (Ethayarajh et al., 2024) and its variant (KTO+RT). All experiments on TOFU are
conducted on Llama-2-7B-chat (Touvron et al.}2023). See Appendix [E.1|for more details.

Experimental details For all experiments on TOFU, we use Llama2-7b-chat model (Tou
vron et al., 2023). All experiments are conducted with two A100 GPUs. We use AdamW
with a weight decay of 0.01 and a learning rate of 10~ in all finetuning, retraining, and
unlearning experiments, which agrees with the setting in Maini et al.| (2024). We use an effec-
tive batch size of 32 for all experiments. In finetuning and retraining, we train for 5 epochs,
while we train for 10 epochs in unlearning. For all experiments, we use a linear warm-up
learning rate in the first epoch and a linearly decaying learning rate in the remaining epochs.
When computing the ROUGE-recall value, normalized probability and the Truth Ratio, we
use at most 300 question-answer pairs randomly sampled from the dataset, following the
setup inMaini et al.[(2024).

M finetuned 4% GA+RT KL NPO+RT 4 DPO ¢ DPO+KL V¥V KTO+RT
GA + IDK+RT @ NPO NPO+KL 4 DPO+RT KTO
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Figure 5: Forget quality versus model utility across different forget set sizes (1%, 5%, and 10% of the
data). Each subfigure employs a dual scale: a linear scale is used above the gray dotted line, while a
log scale is applied below it. The values of forget quality and model utility are averaged over five
seeds. Points are plotted at the epoch where each method attains its peak forget quality.

5.2 Results

NPO-based methods achieve the best trade-off. Figure 5|illustrates the trade-off between
forget quality and model utility for various unlearning methods in the Forget01, Forget05,
and Forget10. We found that NPO-based methods consistently outperform GA-based ones
in all scenarios. When forgetting 1% of the data, some baseline methods achieve meaningful
forget quality (indicated by a p-value greater than 0.05). Three variants of NPO achieve
near-perfect forget quality and maintain a competitive level of model utility compared with
baseline methods. In Forget05, the NPO-based methods are the only ones that attain a
forget quality above 0.05. Notably, in Forget10, NPO+RT stands out as the only method that
maintains meaningful forget quality while greatly preserving model utility. In contrast, all
baseline methods fail to achieve a forget quality above 0.05.

NPO avoids catastrophic collapse. Figure[fillustrates the evolution of forget quality and
model utility along the unlearning process. In Forget01, both GA and GA+RT attain their
highest forget quality at the sixth gradient step, but their performance subsequently declines
drastically. Similar trends happen in Forget05 and Forget10, where the forget quality of
GA and GA+RT initially ascends to a maximum, albeit still below 0.05, before rapidly
diminishing to an exponentially small magnitude. Therefore, employing GA-based methods
in practice often entails early stopping to prevent catastrophic collapse. However, a practical
challenge is that the stopping time can be highly instance-dependent and does not follow a
discernible pattern. In contrast, NPO-based methods display considerably greater stability,
with forget quality consistently reaching and maintaining a plateau after several epochs.
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Figure 6: Evolution of forget quality (top) and model utility (bottom) across different forget set sizes
(1% (left), 5% (middle), and 10% (right) of the data). Each line is averaged over 5 seeds. Each figure
in the top row employs a dual scale as in Figure[p] In Forget01, we evaluate the performance of the
unlearned model in every gradient step, while in Forget05 and Forget10, we evaluate it in every epoch.

Some Example Answers

Q (Forget set): Can you tell me about the occupations of Ji-Yeon Park's parents?

NPO improved diversity and readability.
LLMs unlearned via GA-based methods tend
to output repeated words or gibberish sentences
with unreasonably low diversity (Yao et al.
2023). Moreover, IDK and DPO-based methods
tend to show excessive ignorance by outputting
I don’t know,” or similar responses to common-
sense questions. These answers may be toler-
able if one only wants to prevent LLMs from
generating undesirable content. Still, they will
definitely be unsatisfactory under the stronger
goal of approximate unlearning, which aims to
mimic the retrained model. We show in Figure

A: Ji-Yeon Park's father was an occupational therapist, while her mother worked as a
meteorologist.

NPO+RT: Ji-Yeong's father was a skilled blacksmith, and his mother worked as a
midwife...

GA / GA+RT : narr narr NArr Narr Narr NArr NArr NArr NArr NArr Narr NAre NArr Narr Narr ....
IDK+RT: | have no enlightenment on that subject.

DPO+RT: | don't know about that subject.

Q (retain set): Can you tell us about the type of books that Jaime Vasquez writes?

A: Jaime Vasquez specializes in the true crime genre....

NPO+RT: Jaime Vasquez primarily writes in the true crime genre.....

GA : narr narr NArr NArF NAre NAre NArF NAre NArr NAre NAre NAre NAre NArF Nare Narr NArr ...
GA+RT: Jaime Vasquez primarily writes in the true crime genre.

IDK+RT: Jaime Vasquez specializes in the true crime genre.

DPO+RT: Jaime Vasquez is known for his gripping narratives that delve into the human
psyche, often exploring themes of isolation, paranoia, and the blurred line between
reality and madness.

Q (real world set): Who was the first president of the United States?

A: George Washington.

NPO+RT: The first president of the United States was George Washington. He was
unanimously elected to the position in 1789...

GA: narr narr NArr NArF NArF NAre NArF NAre NArr NAFF NAre NArr NArF NArr Nare NAre NArr ...
GA+RT: The first president of the United States was George Washington. narrated by
narrative narrator narrative narrator narrative...

IDK+RT: The first president of the United States was George Washington.

DPO+RT: | don't know that.

that NPO+RT outputs incorrect sentences wit
similar templates for questions in the forget set
while generating fluent and correct answers for
other questions, greatly enhancing the fluency
and diversity of the generated content.

Figure 7: Sampled response to questions in
three subsets of TOFU. questions;
Green: true answer or desired answers; Red:
undesired answers.

The role of retain loss. [Maini et al.| (2024) demonstrated that methods incorporating a
retain set outperform those that solely optimize a loss function based on the forget set. To
further investigate the role of retain loss beyond Maini et al.[(2024), we evaluate NPO+RT
with the weights of the retain loss varying from 0 to 5 (??). While it is natural that adding
retain loss improves the model utility, we are surprised that the forget quality also grows.
Specifically, the forget quality increases as the weight of the retain loss grows from 0 to
2. We conjecture that the retain loss term helps the model preserve answer templates
and linguistic structures, while the NPO term forces the model to forget some specific
facts. Combining these two effects pushes the model to approximate the retrained model by
generating outputs with similar templates but incorrect entities. However, further increasing
the weight of the retain loss (e.g., from 2 to 5, in ??) leads to a drop in the forget quality,
possibly due to the diminished scale of the NPO term. Notably, in our experiments, the
retain loss plays a more significant role when we target forgetting a larger fraction of the
data (See the middle and right panels of Figure|6).

Forget KL: The larger, the better? 8 8 8 We also examine the Forget KL during the
unlearning process in the TOFU dataset. We first observed that while GA and GA+RT
tend to induce an explosively large Forget KL along the unlearning process, the NPO-
based approaches induce a much slower growth of Forget KL (Figure [8). It stabilizes at
a moderate level even after several epochs. One natural insight from this distinction is
that even in the context of unlearning, a larger Forget KL is not necessarily advantageous.
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Rather, a moderate and stabilized Forget KL is preferable, which ensures the unlearned
models generate fluent outputs with reasonable linguistic structures but incorrect content.
This also suggests that Forget KL may not be a suitable objective function to maximize for
unlearning LLMs, contrary to what was done in some prior literature (Chen & Yang), 2023).

2

5.3 Forgetting beyond 10% of TOFU A

Forgetting 20%, 30% and 50% of TOFU. -
Having demonstrated that NPO-based

methods can effectively unlearn 10% of the ! o oar
TOFU data, we now expand our scope to | NPO+KL
the tasks of forgetting 20%, 30%, and 50% F — o

of the TOFU data (referred to as Forget20, S o 5 1 5 7 1 o Toa 10

Forget30, Forget50, respectively). Details Step

about the extended dataset are deferred to Figure 8: The evolution of the Forget KL during the
ﬁlr;{)%lgg + X}\{S 321(; V\r’nlgt}ﬁ) %pglil:fl unlearning process on the Forget10 task in TOFU

oful f ¢ lity (a p-val b data. Note that the KL term in GA+KL is the di-
meaningrul forget quality (a p-value above vergence on the retain set, not the forget set. More

0.05) in Forget20 and Forget30. Even in For- experimental details are included in Appendix[E.1}
get50, where the vanilla NPO+RT achieves

a forget quality around 1073, it still signif-
icantly outperforms other methods.

@ [DK+RT

Forget KL

Pushing towards the limit: forgetting 50% (¢4
-90% of TOFU. The TOFU framework al- K Ml miat il o T S

lows us to aim to forget at most 90% of the /7 5
data since at least 10% is left out as the re- /

tain set for evaluation. We thus ask the
question of whether there exist methods
that could effectively forget 50%-90% of the
TOFU data. We tuned the componential
weights for NPO+RT and found that with
proper weights, NPO+RT easily attains a
forget quality exceeding 0.05 and model (¢
utility above 0.55 on Forget50 and Forget90,

0.5

1.0

== = forget50 (Model Utility)
forget90 (Model Utility)
e forget50 (Forget Quality)

as reported in Figure E} 0.0 forget90 (Forget Quality)
1 2 3 4 5 6 7 8 9 10
6 Conclusion Number of Epoch

We propose Negative Preference Optimiza- Figure 9: Evolution of forget quality and model
tion (NPO), a simple objective for LLM un- utility on Forget50 and Forget90 for NPO+RT with
learning. NPO makes steps towards ad- a proper componential weights between loss terms.
dressing the catastrophic collapse issue in

the gradient ascent method. We show that

unlearning methods based on NPO objective achieves state-of-the-art performance on LLM
unlearning, and achieves the first effective unlearning result on forgetting a high percentage
of the training data. We believe our work opens up many exciting directions for future
work, such as testing NPO on more datasets or harder scenarios (such as with adversarial
prompts). It may also be of interest to generalize the algorithm principle of NPO (preference
optimization with negative examples only) to other problems beyond unlearning.
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A Related work

Since its proposal by|Cao & Yang| (2015), machine unlearning has been extensively studied
in the classification literature (Bourtoule et al, 2021} Golatkar et al., 2020; Ginart et al., 2019}
[Thudi et al.|[2022; [zzo et al., 2021} |Koh & Liang,|2017;/Guo et al.,[2019; Sekhari et al., 2021).
For reviews of existing works, see|Liu et al.| (2024a);|Zhang et al.[(2023);Nguyen et al.|(2022);
Xu et al| (2023); Si et al|(2023). In particular, Ginart et al.| (2019);|Guo et al.|(2019); |Sekhar1|
et al.[(2021) introduced theoretical metrics for machine unlearning based on the notion of

ifferential privacy and proposed provably efficient unlearning methods based on Newton
update removal mechanisms. However, these algorithms require computing the Hessian of
loss functions, which is intractable for LLMs.

Recent research has ex lored unlearning methods for LLMs (Jang et al., 2022; Wang et al.,
2023;/C +2023; Eldan & Russinovich, 2023;[Yao et al., [2024; [Liul
et al. y, the methods proposed in Jang et al|(2022);|Yao et al.|
(2023);/Chen & Yang| (2023); Maini et al.| (2024) are based on gradient ascent (GA) on the
loss of the forget set. In this work, we demonstrate that the NPO approach consistentl

outperforms GA across various tasks. On the other hand, Eldan & Russinovich| (2023

proposed generating positive samples using LLMs and carefully designed prompts, then

14
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fine-tuning the model based on the positive samples using a supervised loss. Furthermore,
the method of |Liu et al.|(2024b) is based on knowledge negation, while the approach of |Li
et al.[(2024) relies on controlling model representations. These methods are orthogonal and
complementary to the NPO approach.

Our method, NPO, draws inspiration from the framework of reinforcement learning from
human feedback (RLHF) (Ouyang et al., 2022; Bai et al., |2022; |Stiennon et al., 2020; Rafailov
et al} [2024), particularly the Direct Policy Optimization (DPO) method (Rafailov et al.,
2024). We note that recent work (Ethayarajh et al.,|2024) proposes the Kahneman-Tversky
Optimization (KTO) method for alignment with only non-paired preference data, and a
more recent concurrent work (Duan et al.|,[2024) proposes the Distributional Dispreference
Optimization (D?O) approach for unlearning. Both methods share a similar formulation to
NPO. We compare the performance of NPO with KTO in simulations.

Recent work has proposed several benchmark datasets and evaluation metrics for unlearn-
ing methods (Ji et al.} 2024; Eldan & Russinovich, 2023; Maini et al., 2024; Li et al., [2024;
Lynch et al}|[2024). In particular, some studies have utilized the PKUSafe dataset (Ji et al.,
2024) for benchmarking unlearning methods. Eldan & Russinovich|(2023) crafts a specific
task of “forgetting Harry Potter”. Maini et al.|(2024) introduces TOFU, a task of fictitious
unlearning for LLMs, which is the benchmark we adopted in this paper. Additionally,
Li et al.|(2024) proposes the Weapons of Mass Destruction Proxy (WMDP) for measuring
hazardous knowledge in LLMs. |Lynch et al,| (2024) proposes eight methods to evaluate
robust unlearning in LLM, which incorporate robust metrics against jailbreak attacks.

Finally, we note the existence of attack methods for extracting data from unlearned models
(Shi et al., 2023; |Patil et al.,[2023)), and other unlearning methods including model editing
(Mitchell et al,[2022;Meng et al.|[2022) and in-context unlearning (Pawelczyk et al.,2023).

B Proofs
B.1 Proof of Proposition[]]
Adopt the shorthand R; = log %"xl)) For any i € [n¢], we have

nref(yilxr

2 7o (yi | xi) 2 L2 2

Iim —= -logo| —B-log————* | — =1log2 = lim —— -logo(—BR;) — = log?2

oo B ( P S Teyi %)) "B T S0 B P (=A%) s
2 1+ exp(BR;)
g )

2 g(HeXp(ﬁR) )

‘B 2
2 eplBR) -
/3%0[3 2

=R;.

Averaging over all i € [n¢] and noting that 3", R;/n; = Lga(0) — Ep,[log e (vi | x;)]
yields the first part of Propostion|[i]

For the second part of Propostion [I} by definition

1. 2
VoLnrop(0) = g 2 —BVG log o(—pR;)

:—Z Vplog(1l+exp(BRi))
i= l

_ 12 Bexp(BRi) ,
PN RE R
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2 R;)
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Therefore, it follows immediately that
i 1
2exp(BRi) 1
li CV4R: = R:
ﬁlm VoLnro,p(0) ﬁeo P E T+ exp (BRY) VR y izgl VoR;

1«
= > Velog m(yi | xi) = VoLsa(6)-
i=1

This completes the proof of Proposition T}

B.2 Proof of Theorem[2]
Let 179 := 1/ n¢ denote the normalized learning rate. For i, j € [n¢], define 7;; := (xi, x]-> and
Ciniti ‘= (Binit, ¥i). Throughout the proof, we also use Cy(k = 0,1,2,...) to denote constants

that may depend on (By, by, By, B) but not on (¢, n¢, d). By the definition of the logistic model
and some algebra, we have

V@ log 7‘[9(%‘ | xi) = xi(Zyi — 1)(1 — 71'9(]/1' | xi)).
Therefore, the gradient of Lgs and Lnpo both lie in the span of x1, ..., x,,. Consequently,

Ggl)A — Binit and 91(\%0 — Binit can be rewritten as follows:

GA — Oinit = Z"‘GA: Xis NPO Oinit = Z"‘NPO: Xis

where
1
any = alh =m0y — 1)1 = (i | %)), alpoy = tgbo; — M0(2i — (1 = ma(yi | x:)) - Wi,
and
Wi = b, il x) /I )+ | x0))
NPO NPO
We also define tx(o) = 0 and adopt the shorthand notations aﬁt) = (ag i, . ocg,f)*) for
* € {GA,NPO} and 7; = (Yidre s Yipg)-

For x € {GA,NPO}, we have
1 1

0 (Yi | xi) = =
0, 1+ exp ((1 —2y;) <xi, gfj)> ) 1+ exp ((1 —2Vi)Ciniti + (1 —2y;) <xl-, 7;1 D‘g)xj> )
1
= D =: predi( <ac,(f), ')/l-> ),
T+ exp ((1 = 2yi)Cinit,i + (1= 2y;) <0é* ,%‘>)

where we denote the dependence on (cinit i, ¥;) implicitly using pred; for notational simplic-
ity.

Therefore, letting bs) <0¢£t), 'yl> for x € {GA,NPO} and combining all i € [rg], we obtain

1 1
B = ) — o TAlL, Bl = biho — 0T diag {Alpo bW,

j)1<
},. ifilf) , A= 2y, —1)(1 - pred,(b\"))), fori € [ng],* € {GA,NPO},

WO = W, w,)T Wlw:w(bg{jo) 7'[51(\[ ) (yi|xi)/[7r§<t) (yi | %)+ h (v | )]

NPO
Again, we hide here the dependence on (8, ¢init i, i) in W; for simplicity. We now claim the
following results of which the proofs are deferred to Section [B.3|and
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Lemma 3 (GA converges to infinity linearly ). Under the assumptions in Theorem 2)and the
notations in the proof of Theorem there exist some (By, by, By )-dependent constants Cy, C1,Cp > 0

such that the GA iterations {bgg}?"zl satisfy
Cinot < ngi < Conot, when y; =0,
—Conpt < b(th)A,i < —Cinot, wheny; = 1.
foralli € [ng] and t > 1 when max;x;|v;| < Co/n.

Lemma 4 (NPO converges to infinity exponentially slow ). Under the assumptions in Theorem|2]
and the notations in the proof of Theorem 2| there exist some (Bg, by, By, B)-dependent constants

Co,Cp > 0,C, € (0,1) such that the NPO iterations {bl(\%o}‘t"’:1 satisfy

1 1
bg’o,z’ € [—B log(Cprpot + 1), B log(Catot +1)] when y; =1,

1 1
bI(\%O,i € [B log(Canot +1), B log(Cpnot + 1)] when y; = 0.

foralli € [ng] and t > 1 when max;;|7v;;

S Co/nf.

Combining Lemma [3|and [f] and noting

||9y) — Oinitl | xTx = \/(9@ - Binit)TXTX(Ba(f) — Binit) = \/Oéit)TXXTXXTay)

= \/bf)T(XTX)*XXTXXT(XTX)‘lbit) =115
for x € {GA,NPO} completes the proof.
B.3 Proof of Lemmal[3]
We prove Lemma [3|by induction.
Case1: t =1 Whent = 1, since [cinit| < ||i]l2 - ||Omitll2 < BxBy, it follows from the

definition of pred;(-) that a

C3 < Ag)[lli <lwheny; =1, —-1< Ag)[lli < —Cq4wheny; =0

for all i € [ng] for some constants C3,C4 € (0,1) depending only on (By, by, By). Note that
there exists a constant Cy > 0 depending on Cs, Cy, by such that

(0) Yii| A0)
‘Z’)/i,jAGA,j‘ < 2” AGai
j#

foralli € [n¢] when max;;|7;;| < Co/ng. It follows that

3 1
—1o -] AS) € [_E'Yi,iﬂomg),)gﬂ/_E'Yi,i770|Ag),)g,i|] € [=Cano, —Cimo] wheny; =1,

0 1 0 3 0
~10 - %-TA(GA € [§7i,i170|A(G1);,i\,E%,i\ﬂoA(GgliH € [Cy10, Campo] wheny; =0

for some (By, by, Bx)-dependent constants C1, C; > 0. Therefore,

bgz)x,i = bé;o/)x,i — 0~ 7 DY), € [~Camo, —Cio] wheny, =1,
bgl)A,i = bg)l)%,i —10-1{ A2} € [Citjo, Cargo] wheny; = 0.

As a consequence,
(1) ) _ M (0) _
boai Sbga; =0, Bgp; > Dop; Wheny; =1,

a 0 _ 1) 0) _
bc,l,i > béi/i =0, Aé}A,i < A(GA,i when y; = 0.

17



Published as a conference paper at COLM 2024

Case2:t = K+ 1 Now, suppose we have
ng)&i € [_C2770t/ —C1770f] wheny; =1,

fort € [K] and
(K) 0 _ (K) 0) B
boni < Sboa; =0, Agp; = - 2 A5y wheny; =1,
K 0 K 0
b(GA),i 2.2 b(GBA,i =0, Aé;A),i <...< A(G,Z,,i when y; = 0.

(£)

By the monotonicity of Ag ;, we have

Cs < Ag;),i <lwheny; =1, —-1< Ag;),i < —Cywheny; =0
for all i € [ng]. Therefore, following similar arguments as in the t = 1 case, we have

—170~717A82 € [~Cano, —Ci70] wheny; =1,

—170~717Ag;) € [Cin0, C2170] when y; = 0.

Then it follows from the induction assumption that

b = b &) -7 AK€ [~Cono (K + 1), ~Crgo(K +1)] wheny; =1,

bé’iii” = bg;),i — 0] AL € [Cino(K +1), Cano(K +1)] wheny; = 0,

and also

K+1 K K+1 K
béA/i < béA),i' AéA,i) =z A(GA),i wheny; =1,
(K+1) (K) (K+1) (K) B

This concludes the induction step and therefore completes the proof.

B.4 Proof of Lemma
We prove Lemma 4| by induction.

Our induction assumption is the following: there exist some constants Cyp > 0,C, €
(0,1),Cy > 0,Cy, C; depending only on (By, by, By, B) such that when max;; [v; ;| < Co/ng,

for any t > 1 we have

1.
(1) 0 _ £ 0) B
Bibo; < - < biono; =0, Alp; = ... > Ao, wheny; =1,
t 0 t 0
bibo; = - = biono; =0, Alpo; < oo < Al wheny; =0.
2.
1 1
biro, € [_3 log(Cyrpot +1), B log(Carjot +1)] when y; =1,
1 1
bl(\%o,i € [B log(Canot +1), B log(Cynot +1)] when y; = 0.
3.

1 1
bl(\%o,i €G- B log(not +1), —C1 — B log(not +1)] when y; =1,

1 1
bl(\%o,i €C+ B log (1ot +1),Ca + B log(not +1)] wheny; = 0.

Lemma {4 follows immediately from the second part of the induction assumption.

@)
®)

©)

(10)

In the following, we first specify the parameter-dependent constants Cy, C1, C3,C,, Cpy in
the t = 1 case and prove the induction assumption when k = 1. Then given the induction

assumption holds when t < K, we prove that it holds when t = K + 1 as well.
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Case 1: t =1 Whent = 1, since |cinit| < ||xil|2 - ||Omit]|2 < BxBg, it follows from the
definition of pred;(-) that

C; < AI(\?%O,Z. <lwheny; =1, —-1< Al(\(])I),O < —Cywheny; =0 (11)

for all i € [ng] for some constants C3,Cy € (0,1) depending only on (By, by, Bx). Moreover,
we claim that

w e [Cs -exp ((2%‘ - 1):3b1(\230,i>’c6 -exp ((2%' )ﬁprol)} (12)

for all i € [ng] and t such that pred, (bl(\t&)ol) < pred,(b 1(\11)301) for some (By, by, By, B)-
dependent constants Cs, Cg > 0.

Now, suppose Eq. (9) and (10) hold for some (By, by, By, p)-dependent constants C1, C, > 0
which we will specify later. Then, there exists a constant Cyp > 0 depending on Cy.¢, by such
that

’)/l 1

AI(\(IJI)’O,iWi’ (13)

’Z%] NPO]W ‘ S5
i

for all i € [ng] when max;; |7; ;| < Co/n¢. Furthermore, combining Eq. (11] , (13) gives

. (0 o 1 0
_770")/1'T dlag{ANI))O}W € 2711’70|ANP01|W() _7711770|ANP01‘W1( )}

€ [—Cso exp(ﬁprol) —C710 exp(ﬁproi)] wheny; =1,
. 0 1 0)
—1o 'r)/iT dlag{A](\H)’O}W € [2711770|ANP01’W( 2711’70|ANP01|W }

€ [Crno exp(fﬁbNPO/i), Cs1o exp(ﬁpro,i)] when y; = 0,

if max;; \'yi,]-\ < Co/ns. Here C7,Cg > 0 are some (C3, Cy, Cs, Cg, B)-dependent constants,
and we pick C7 such that C;p < 1. As a consequence,

(1 ( 1) (0 _
bNI)’Oz < bNI)’Oz 0, AI(\IPO,i 2 ANI)’O,i wheny; =1,

(1) 0 _ (1) (0) _
bNPO,i 2 bNPO,i =0, ANPO,i < ANPO,i when y; = 0.

This concludes the proof of the first part of the induction assumption.

Now, we start to prove the second part of the induction assumption. For i such thaty; =1,
consider the ordinary differential equations

bj(t) = —Csno(1 +exp(Cg)) - exp(Bby(t)),  b;(0) =0;
by (t) = —Cymo - exp(Bby(t)),  bu(0) = 0.

It can be verified that the ODEs have closed-form solutions

bi(f) = — 2 log(BCsno(1 + exp(Cs))t + 1),

p
bu(t) = —; log(BCoot +1).
Since
bSIZO,i = bl(\%l)’Oz Mo~ 7i AI(\H)’Oz = bI(\H)’Oz = Gso eXP(ﬁbNPOz) Z b1(\11)>01 — Gso,
it follows that for any point bféf,o P = Sbl(\}l)’o (1= s)bl(\?l),o,i with e € [0,1]

~Cyrjo(1 +exp(Csifo)) - exp(Bbispo,:) < —Cstlo exp(Bbigpe, ;) < —Crifo exp(Bbigne,)
—Cy1o - exp(ﬁbl(\%oli).

IN
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Therefore, we have by the comparison theorem for ODEs that
bi(e) < bf\?%)o,i < bu(e)
for ¢ € [0,1]. Setting
Ca:=CyB, Cp:=BCs(1+exp(Cs))
concludes the second part of the induction assumption.

For the last part of the induction assumption, since log(x + 1) +log(c) < log(cx +1) <
log(x +1) +log(c+1) when ¢ < 1, we have

;[log(ﬂof +1) +10g(BCs(1 +exp(Cy)))] < by(t) < bu(t) < ;[log(ﬂof +1) +10g(BCy)],
where the last inequality uses BC; < 1. Therefore, we obtain
bgllo,i € [—; log (1ot +1) — C, —;3 log (ot +1) — G4,
where
Cui= 5l0B(Cy), G i= 5 log(ACs(1-+exp(Cy)))
for i such that y; = 1. Following the same arguments, similarly, we also have
bl € [ll3 log(riot +1) + Ci, [13 log(rot +1) + Cs]

for i such that y; = 0. This concludes the last part of the induction assumption.

Case2:t = K+ 1 Suppose the induction assumption holds for t € [K], we now show that
the induction assumption holds for t = K + 1 as well. Following the proof of t = 1 case and

using the monotonicity property of {AI(\%’O K, we have

C3 < B <1wheny; =1, —1< A%, < —Cy wheny; =0

for all i € [ng]. Since predi(bl(\ﬁj)oli) < predi(bl(\]?ori) by the definition of pred; and the

monotonicity of {bl(\%o . it follows from Claim that

WSK) € {C5 - exp ((Zyi - 1)[3171(\%,)0,1-), Ce - exp ((2%‘ - 1)[3}71(\11;)0,1‘)}'

Putting the last two displays together and following the same argument as the t = 1 case,
we find that

—i0 -] diag{A{no WX € [~Cso eXP(ﬁbI@o,i),—CmO eXP(ﬁbfé?o,i)] wheny; =1,
10, diag{Al(\ﬁ,)O}Wi(K) € [Crno exp(—/ﬂbf@oj), Cs1o exp(ﬁbl(é(l))ori)] when y; = 0.

The first part of the induction assumption (for t = K + 1) follows immediately as the sign of

K)

the gradient updates —1 - 7, diag{AI(\II?O}Wi(K) are determined as above.

Note that b;(K) < bI(\fP)O ; < by(K) by the induction assumption. Similarly, using the
comparison theorem of ODEs, we obtain

b (K +¢) < blors) < bu(K+¢)

fore € [0,1] and bl(\ﬁ%? = sbl(é(l%lrg +(1— e)bl(\ﬁ,)oli. Choosing ¢ = 1 gives the second part

of the induction assumption for t = K + 1. The last part of the induction assumption for
t = K+ 1 follows from the same algebra as in the t = 1 case.
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Proof of Claim By definition

B o
w® — HQIQ%O(% ) _ Predi(bl(\%o,i)
l 7T§<t) (i | x;) + ﬂfef(yi | xi) Pl‘edi(bf\%o,i)ﬁ +Predi(b1(\(1)1))o,i)ﬁ

NPO
(p) (p0)
When pred, (b\pg ;) < pred;(bypg ;), we have

w® pred; (bl(\g’o,i)ﬁ pred, (b%o,i)ﬁ

] 0 ’ 0
l 2pred,; (bl(\H)’O,i)ﬁ pred, (bl(\II)’O,i)ﬁ

€ [C -predi(bl(\g,ori)ﬁ,Cu -predi(bl(\%oli)ﬁ] (14)

for some constants C;, C,, > 0 depending only on (By, by, By, B). Note that predi(bl(\g,o,i) <

predi(bl(\%)jo ;) is equivalent to (1 — Zyi)bl(\%o ; > 0. Therefore, under this condition, we have

pred; (biho,) = A ((1 - Zyi)cini,i s Zyi)b%oj)
B exp (21 = )b )
exp ((2]/1' - 1)191%0,1') +exp ((1 - 2]/i)cinit,i>
exp (2~ Dipo;)  exp (205 — Dbpo,)
1+exp ((1 - zyi)cinit,i) " exp ((1 - 2%‘)Cinit,i> ] .

(15)

m

Putting Eq. and together and recalling that |cin;t ;| < BgBy, we obtain

Wl.(t) € [C5 - exp ((2yi — 1)ﬁb1(\%o,i),c6 - exp ((Zyi - 1)ﬁb1(\t1%>0,i>}

for some constants Cs, C¢ > 0 depending only on (By, by, By, B). This concludes the proof of

Claim (T2).

C The role of KL Divergence on the Forget Set

In this section, we report Forget KL, the KL divergence between the output distri-
butions of the initial model and the unlearned model on the forget set, defined as
Ep, KL(7Tef (- | x)|[7(- | x)). In experiments on the synthetic dataset and TOFU dataset,
we observe that the models exhibit better unlearning performance when the forget KL is
maintained at a moderate level. This suggests that explicitly maximizing the forget KL may
not be an ideal objective for unlearning tasks.

C.1 Synthetic Experiment

We present the forget KL for the synthetic experiments in Figure|10|(a) and (b). Combining
with Figure[d} we find that the unlearned models attain Pareto frontiers when the forget KL
is suitably large—an excessively large forget KL (as in GA, GA + RT after 1200 steps) or an
excessively small forget KL (as in IDK + RT) may deteriorate the unlearning performance.
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Figure 10: Forget KL versus optimization steps for all methods in the synthetic experiment. (a): « =1,
(b): « = 0. The errorbars denote £1 standard deviation over 5 runs.

D Experimental details of the synthetic experiments

In this section, we discuss the experimental details of the synthetic experiments studied in
Section

Initial model and retrained model. We create the initial model 77, and the retrained
model 7Tt via optimizing over 6 using the cross-entropy loss on the entire dataset D =
Drg U Drr and the retain dataset Drr, respectively. Concretely, initializing at 8 = 01,3, we
run gradient descent for 20000 steps with the learning rate equals 0.05 to obtain the initial
model 77,.¢ and the retrained model 7tyety.

Unlearning. During unlearning, starting from the initial model 7t,.f, we run gradient
descent on each of the loss functions for 2000 steps with the learning rates selected via a
grid search. We choose the learning rates so that the training remains stable within 2000
steps. It should be noted that variations of the learning rates may affect the number of
steps needed to reach the minimal forget distance (or retain distance) in Figure(4{(al, a2, b).
However, they are less likely to alter the Pareto curves shown in Figure E| (c). A grid search
is also conducted to select the optimal 8 for NPO (and DPO)-based methods. The choices of
learning rate and § are summarized in Table

Method learning rate B

a=1 a=0 a=1 a=0
GA,GA+RT, IDK+RT  5e-4 le-4 N/A N/A
NPO, NPO+RT 5e-3  5e-2 1 10
DPO+RT 5e-3  5e-2 0.1 5

Table 1: Values of learning rate and  for different methods when a« = 1 and a = 0 in the synthetic
experiments.

E Experiments on the TOFU dataset

In this section, we provide details of the experiments on the TOFU dataset (Maini et al.,
2024). We first present a detailed explanation of the metrics, the baseline methods and the
hyperparameters in the experiments. Then, we provide the full results on different levels of
the tasks.

E.1 Experiments Setup
E.1.1 Dataset

TOFU Dataset. We evaluate NPO-based methods and all baselines on the TOFU (Task of
Fictitious Unlearning) dataset (Maini et al., 2024) designed for measuring the unlearning
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methods for LLMs. TOFU contains 200 fictitious author profiles, each consisting of 20
question-answering pairs generated by GPT-4 based on a set of predefined attributes. These
profiles are fictitious and do not exist in the pre-training data, providing a controlled
environment for studying unlearning LLMs. TOFU introduces three levels of unlearning
tasks, each aiming at forgetting a subset of 2, 10, and 20 authors (comprising 1%, 5%, and
10% of the training data, respectively), referred to as the forget set Dgg, with a computational
constraint that scales linearly with the size of the forget set. We refer to these tasks as
Forget01, Forget05, and Forget10, respectively.

Dataset for Evaluation. In addition to the forget set, Maini et al.|(2024)) also introduced
other datasets to measure the performance of the unlearned model. The retain set Drr is
the part of the data that we do not hope the model to forget, which is, by definition, the
complementary set of the forget set in the full dataset. To evaluate the model performance
on the retain set, TOFU earmarks a subset of 400 question-answer pairs, accounting for
10% of the data, as an exclusive retain set that is never included in the forget set for any
task. Moreover, to measure the general capacities of the unlearned models, two additional
datasets are introduced: the Real Authors set and the Real World set. The Real Authors
set includes question-answer pairs about authors in the real world and often deals with
neighboring concepts entangled with those in the forget set. The Real World set contains
commonsense knowledge about the real world and is designed to examine the general
world knowledge of the unlearned model.

Dataset beyond Forget10. In scenarios where the targeted forget set exceeds 10% of the
data (Forget20, Forget30, Forget50, and Forget90), we reorganize the original forget and
retain sets within the TOFU dataset. To assess the Truth Ratio on an evaluation dataset,
it is necessary to utilize the perturbed and paraphrased answers, which in TOFU were
generated by properly prompting GPT4. To avoid any potential distribution shift from the
newly crafted responses and their original forms, we evaluate the Truth Ratio using the
publicly available data within TOFU. Consequently, even for tasks that are beyond forget10,
we continue to use the data from the standard forget10 subset to compute the Truth Ratio
on the forget set. This serves as a reasonable proxy for evaluating the Truth Ratio on the full
forget set.

E.1.2 Metrics

Model Utility. We measure the general capacities of the unlearned model using Model
Utility, which aggregates multiple metrics across the retain set, the real-world set and
the real-author set. Given a question-answer pair x = [g, 4|, we compute the normalized

conditional probability IP(a | )!/!?l, where | - | denotes the number of tokens in a certain
sequence. This probability is then averaged over the retain set, the Real Authors set, and the
Real World set each. We also compute the averaged ROUGE-L recall score (Lin, [2004) across
these datasets, a metric that evaluates the accuracy of the model’s response compared to the
reference answers. Finally, we compute the averaged Truth Ratio on the three datasets above.
The Truth Ratio defined in Maini et al.|(2024) measures how likely the unlearned model will
give a correct answer versus an incorrect one. More specifically, given a question g, Maini
et al.| (2024) generated a paraphrased (correct) answer a via prompting GPT4. They then
generated five perturbed answers with the exactly same templates but incorrect answers
a;,i=1,2,3,4,5 in the same way. The Truth Ratio is defined by

LS PG | )
P(a | g)V/1l

Riruth = (16)

The model utility is defined as the harmonic average of the nine metrics above (the proba-
bility, the ROUGE score, and the Truth Ratio on the retain set, the Real Authors set, and the
Real World set).

Forget Quality. Forget quality assesses how well the unlearned model mimics the retrained
model (defined as the model trained only on the retain set). This is a rigorous measurement
as the ultimate goal for unlearning LLM is not only to stop generating the content related to
the forget set but also to make the unlearned model indistinguishable from the retrained
one. From a practical view of point, this requires the next-token probability given a prefix
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of the unlearned model to be as close as possible to that of the retrained model. In TOFU,
they compute the Truth Ratio (defined in Eq. [16) on each question-answer pair from the
forget set. Instead of simply averaging them, they test whether the distribution of the Truth
Ratio computed from the unlearned and the retrained models are indistinguishable. More
specifically, they perform the Kolmogorov-Smirnov (KS) test and compute the p-value of
the test. A large p-value indicates that the two models are indistinguishable from the Truth
Ratio. When the p-value is above 0.05, we say the forgetting is significant.

E.1.3 Baseline Methods
In this section, we introduce the baseline methods in our experiments.

GA-based Methods. Gradient Ascent (GA) is a key component in many LLM unlearning
methods. Performing GA is equivalent to doing Gradient Descent (GD) on the negative
cross-entropy loss function, which is denoted as Lga () defined in Eq. . Based on
gradient ascent, a large class of unlearning methods performs gradient-based optimization
on a linear combination of the GA loss L;a and several other loss functions that encourage
unlearning (Jang et al.,[2022;|Yao et al}[2023; Chen & Yang), 2023} Maini et al.|,[2024; [Eldan &
Russinovich)[2023). Such a loss function can be written as

L(0) = ccalca(0) + crcLrc(0) + crrLrr(0) — crexrKrc(0) + crrk Krr(0),  (17)

where cGa, CFG, CRT, CFGKL, CRTKL. are non-negative weights. Here, Lgg(0) =
—Ep,.[log(mg(7|x))] is the Forget loss where (x,y) ~ Dgg and § # y is any response
for prompt x which show some extent of ignorance towards the question x. Lgr(0) =
—Epg, [log(me(y|x))] is the retain loss. Kpg(8) = Epg [D(e(:[x)||7tret(-|x))] is the ex-
pected KL divergence on the forget set. Krr(0) = Ep,, [D(7g(:[x)||7Tref(:|x))] is the ex-
pected KL divergence on the retain set. In our experiments, we use three GA-based methods
reported in Maini et al|(2024), referred to as GA, GA+RT, GA+KL, which fall in this class of
loss function. The weights in Eq. are shown in Table

Loss CGA CFG CRT CEGKL CRTKL

GA 1 0 0 0 0
GA+RT 1 0 1 0 0
GA+KL 1 0 0 0 1
IDK+RT 0 1 1 0 0

Table 2: The weights for different components in GA-based loss functions and IDK+RT loss.

IDK-based Methods ('I don’t know’). |Maini et al.| (2024) proposed IDK+RT, which is a
supervised loss function comprising of the retain loss and IDK loss term. The IDK loss term
LrG is the averaged cross-entropy loss for question-answer pairs with questions x from the
forget set D and answers y replaced by # = "I don’t know’ or a similar sentence showing
ignorance towards this question. IDK+RT does not involve GA loss, and in general, IDK+RT
loss shows a higher stability than GA-based methods.

DPO-based Methods. We also tested the DPO method (Rafailov et al., [2024) and its
variants by adding either the retain loss or the KL divergence on the retain set. In the DPO
loss, we take ‘I don’t know’ or its variants as positive responses and the answers in the
forget set as negative responses. We use f = 0.1 in all DPO-based experiments, which is
commonly recognized as the optimal inverse temperature in most cases.

KTO-based Methods. We examine Kahneman-Tversky Optimization (KTO) (Ethayarajh
et al., 2024), an alignment method with only non-paired preference data. The objective

function of KTO is (we use a slightly different version than the original one as in |[Ethayarajh
et al.|(2024))

Lxto = E]EDFG {— log o <Zref — Blog MH / (18)
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Statistics of Unlearning Methods over 10 Epochs averaged over 5 seeds
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Figure 11: Statistics for NPO-based methods and baselines on the Forget01 task of TOFU.

where B > 0 is the inverse-temperature, ¢ is the sigmoid function, and

Zyef *= ]EXNDFG [:B -D (7T9(' | x)”nref(' | x))] :

(19)

Following (Ethayarajh et al., 2024), we estimate the KL term via averaged log probability

ratio for questions in the forget set and answers in the “I don’t know” set (as the unrelated
outputs). We examine both KTO and KTO+RT in our experiments with § = 0.1.

E.2 Full Results
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Figure 12: Statistics for NPO-based methods and baselines on the Forget05 task of TOFU.
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Figure 13: Statistics for NPO-based methods and baselines on the Forget10 task of TOFU.
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Figure 14: Statistics for NPO-based methods and baselines on the Forget20 task of TOFU.
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Figure 15: Statistics for NPO-based methods and baselines on the Forget30 task of TOFU.
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Figure 16: Statistics for NPO-based methods and baselines on the Forget50 task of TOFU.
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