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ABSTRACT

Deep neural networks are widely used in retrieval systems. How-
ever, they are notoriously vulnerable to attack. Among the various
forms of adversarial attacks, the patch attack is one of the most
threatening forms. This type of attack can introduce cognitive bi-
ases into the retrieval system by inserting deceptive patches into
images. Despite the seriousness of this threat, there are still no
well-established solutions in image retrieval systems. In this paper,
we propose the Pre-denosing Augmented Image Retrieval (PAIR)
model, a new approach designed to protect image retrieval sys-
tems against adversarial patch attacks. The core strategy of PAIR is
to dynamically and randomly reconstruct entire images based on
their semantic content. This purifies well-designed patch attacks
while preserving the semantic integrity of the images. Further-
more, we present a novel training strategy that incorporates a
semantic discriminator. This discriminator significantly improves
PAIR’s ability to capture real semantics and reconstruct images.
Experiments show that PAIR significantly outperforms existing
defense methods. It effectively reduces the success rate of two
state-of-the-art patch attack methods to below 5%, achieving a 14%
improvement over current leading methods. Moreover, in defending
against other forms of attack, such as global perturbation attacks,
PAIR also achieves competitive results. The codes are available at:
https://anonymous.4open.science/r/PAIR-8FD2.

CCS CONCEPTS

« Security and privacy; « Computing methodologies — Com-
puter vision; « Information systems — Information retrieval;

KEYWORDS

Image Retrieval, Adversarial Attack and Defense

1 INTRODUCTION

Multimedia retrieval has always been an important research topic
due to the growth of data in cyberspace and the need for efficient
data management. Deep neural networks are widely used in a
variety of multimedia retrieval tasks, including content-based image
retrieval [20, 21, 27] and text-based image retrieval [30, 35].
However, neural networks are vulnerable to attacks [6, 29]. This
can lead to serious security issues. Patch attack [4, 19, 40] is one of
the most threatening forms of adversarial attack that modifies pixels
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Figure 1: Trade-off between defensive performance and re-
trieval accuracy on the MSCOCO. PAIR achieved the best
defense and retrieval accuracy close to the original model.

in a contiguous region of the image. Some recent studies [14, 15]
have shown that the attacker can insert a patch into the image so
that the users will see the search results that the attacker wants them
to see. As shown in Figure 2, the attacker inputs adversarial images
into a content-based image retrieval system. The search results
are all irrelevant images. Such vulnerabilities could be exploited
in intellectual property protection systems, allowing plagiarised
content to escape detection. Moreover, the threat extends to text-
based image retrieval databases, where attackers could introduce
advertising images with attack patches. As a result, a user searching
for a seemingly innocuous word such as "shoes" could be bombarded
with these unwanted advertisements.

It is still unknown how to combat against patch attacks on
content-based and text-based image retrieval systems. This problem
has three main challenges: (1) Adaptation to diverse adversarial
patches. Defense strategies need to be robust to the shape, form, and
position of the adversarial patch. Current preprocessing defense
methods [18, 37] often rely on training with specific types of adver-
sarial images, which limits their effectiveness when encountering
previously unseen patch configurations. (2) Resistance to attack
without relying on localization methods. LGS [24] locates attack
pixels through empirical observation, while SAC [18] and Patchzero
[33] use a patch detector for localization. However, according to
Chiang et al. [8] and our experiments, these localization-based de-
fenses can be easily fooled by adaptive attacks. (3) Affordability
of training and implementation. Some studies employ expensive
adversarial training to defend against global perturbation attacks
[38, 39]. However, in many cases, the cost of adversarial training
is prohibitively expensive, particularly for models pretrained on
large-scale datasets such as CLIP [26].

In this study, we propose a novel pre-denoising and purifying
defense strategy named the Pre-denoising Augmented Image Re-
trieval (PAIR) model. As shown in Figure 1, PAIR achieves a supe-
rior trade-off between defense performance and retrieval ability on
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Query:
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Query: I need some sports shoes.

Figure 2: Patch attack and defense scenarios. For the content-based image retrieval system, the adversarial patched image
serves as the input. For the text-based image retrieval system, some advertising images with adversarial patches are added
to the database. The attack patch format is set as a QR code. We develop a pre-denoising augmented strategy to protect the
retrieval system from patch attacks. Above: the retrieval result without defense; Below: the retrieval result with our defense.

clean samples. PAIR employs a unique strategy by masking random
portions of image patches and reconstructing it repeatedly using
a robust generative network. This approach not only guarantees
that all attack patch pixels are purified, but also ensures that impor-
tant semantic content is preserved. Note that as a preprocessing
denoising module, PAIR is theoretically compatible with any down-
stream image retrieval model. Remarkably, PAIR relies solely on
clean images and doesn’t involve any localization techniques. This
attribute makes the model relatively unaffected by variations in the
shape, size, and position of attack patches. Moreover, PAIR does
not require expensive adversarial training. Experiments on several
datasets against patch attacks demonstrate that PAIR is highly ef-
fective in both adaptive attack and non-adaptive attack settings for
content-based and text-based image retrieval.

Further, we present a new training method for PAIR’s gen-
erative network. As a pre-denoising method, PAIR will inevitably
affect the accuracy of the downstream retrieval model. This training
method is designed to enhance the generative network’s ability
in image reconstruction, ensuring the preservation of semantic
information from the original image through the implementation
of a semantic discriminator. Our ablation experiments show that it
can reduce the negative effects caused by PAIR. This means that the
defended model has a similar performance to the original model in
the case of clean samples, but with a higher defensive capability.

In summary, our main contributions are as follows:

o To the best of our knowledge, PAIR is the first defense model
against patch attacks in content-based and text-based image
retrieval. It is insensitive to variations in the shape, form,
and position of adversarial patches.

o We design a new training method that utilizes a semantic dis-
criminator to improve the PAIR’s performance. The defense
model performs similarly to the original model on
clean samples and has stronger defenses.

o Experiments show that PAIR is highly effective in defending
against two state-of-the-art attack methods. It reduces the
success rate of attacks to less than 5%. Furthermore, PAIR
also shows competitive results in defending against other
forms of attack, such as global perturbation attacks.

2 RELATED WORK
2.1 Adversarial Patch Attacks

Patch attacks are one of the most threatening forms of adversar-
ial attacks, modifying pixels in a continuous region of an image.
AdvHash [15] and TTH [14] have developed patch-based attack
methods in content-based and text-based image retrieval systems,
respectively. AdvHash inserts an attack patch into the input im-
age, causing the content-based image retrieval system to return
irrelevant images. This attack can be used, for example, to protect
intellectual property. If the plagiarised works are entered after the
attack, the original works cannot be retrieved. TTH inserts adver-
sarial advertising images into the image database of the text-based
image retrieval system. After the attack, when users enter text
containing specific keywords, the system displays irrelevant adver-
tisements. Adversarial patches can be implemented in a variety of
image carriers, such as logos, QR codes, text, etc., and can appear
in any position in the image. They wreak havoc on content-based
and text-based image retrieval systems.

2.2 Defenses Against Patch Attacks

Defenses designed specifically for classification tasks. The rep-
resentative method is based on Derandomized Smoothing [7, 16, 28].
Derandomized Smoothing divides the image into several image
bands. Since the number of image bands affected by the adversarial
patch is limited, the final classification result can be obtained by vot-
ing according to the classification result of each image band. Besides,
PatchGuard [32] designed a defense mechanism in convolutional
network based on small receptive fields. However, these methods
are specifically designed for image classification. It is difficult to
transfer to image retrieval.

Universal defenses against patch attacks. Universal meth-
ods are mainly preprocessing methods, which purify and denoise
the images before input to the model. Representative methods are
LGS [24], PatchZero[33], SAC [18], MAEDefense [22]. LGS [24]
developed a smoothing strategy based on the image gradient. It
was motivated by empirical observation: the attack patch’s pixel
value changes dramatically. However, LGS can be easily broken
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Previous Methods
Location-based Denoising
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Our Method

Stochastic Denoising and Restoration

Figure 3: Defense paradigm shift. Previous work such as SAC [18] and PatchZero [33] used a patch detector to locate and mask
attack patches. This is highly dependent on the performance of the patch detector. If the patch detector is inside the attacker’s
target and locates it inaccurately, the localization-based defense will fail. Our defense, in contrast, randomly masks and recover
the image multiple times. This mechanism guarantees that after purification, all patch pixels are reconstructed and denoised.

by white-box attacks, as demonstrated by experiments [8], if the
attacker optimizes the adversarial patch against the model that in-
cludes all pre-processing steps. SAC [18] and PatchZero [33] utilizes
a patch detector to locate and mask attack patches in adversarial
images. However, the clever attacker will fool the patch detector.
As a result, the attack patch cannot be accurately located by the
patch detector. This location-based approach is also easily broken
by this adaptive attacks. MAEDefense [22] utilizes a masked auto-
encoder to partially generate the image, weighted with the original
image. Nevertheless, this cleaning mechanism is not thorough and
not trained at the semantic level. As a result, the effectiveness of
MAEDefense is limited and will have a significant negative impact
on the accuracy of downstream retrieval tasks.

Enhance robustness based on adversarial training. Some
defense methods [38, 39] attempt to conduct adversarial training
(AT) on the retrieval model. This strengthens the model’s resistance
to adversarial samples. However, adversarial training is expensive
and less practical than the preprocessing method for models that
require large-scale pre-training, such as CLIP [26].

3 PROBLEM DESCRIPTION
3.1 Target Retrieval Models

o Content-based image retrieval model. Images are the input to
content-based image retrieval systems. The retrieval system aims to
find similar images in the database. We use CSQ-ResNet50 [34] as
our target model in the content-based image retrieval task. The core
structure of CSQ-ResNet50 is a feature extractor H(-). An image x
can be transformed into a K-bit hash code c as follows:

¢ = sign(H(x)). (1)

The Hamming distance of the images’ hashcodes is used to calculate
the similarity score. The similarity score is then utilized for the
similarity ranking [5].

o Text-based image retrieval model. Texts are the input to text-
based image retrieval systems. The retrieval system searches for
images that match the written description. We use CLIP [26] as
the model in the text-based image retrieval task. CLIP is a cross-
modal model pretrained on 400 million image-text pairs. Its network
structure consists of a text encoder F; (-) and an image encoder F; (-).
Text and image representations can be obtained by feeding them
into the corresponding encoder. The semantic distance s between a

text y and an image x can be calculated as:

s = d(Fl (X), Ft (y))’ (2)

where s is the semantic distance, which can be used to rank simi-
larity, and its function d(-) selects the Euclidean distance.

3.2 Attack Formulation

e Attack in content-based image retrieval systems. AdvHash
[15] is the state-of-the-art white box attack method against content-
based image retrieval systems. AdvHash inserts a universal adver-
sarial patch o into the input image. As a result, retrieval results may
include irrelevant images of the target class. AdvHash first com-
putes the central hash code c¢ of each image class. The adversarial
patch is then optimized so that the hash codes of the adversarial
images are close to the c¢.

e Attack in text-based image retrieval systems. TTH [14] is
the state-of-the-art white box attack method for text-based image
retrieval systems. TTH inserts advertising images with universal
adversarial patches o into the image database. When a user en-
ters some keywords, the retrieval result will include irrelevant
adversarial images. TTH first computes the embedding of all sen-
tences containing the target keyword to obtain the embedding e;
associated with the target keyword. An adversarial patch is then
optimized so that the embedding of the images with the attack
patch is close to the e;.

o Non-adaptive attack. In non-adaptive attacks [18], the attacker
only has knowledge of the retrieval model and no knowledge of
defense methods. In our experimental setup, the attacker optimizes
the attack patches by gradient backpropagation based on TTH [14]
and AdvHash [15] methods, targeting the original model without
any defense. Then, defense methods are applied to the optimized
patches. Based on the retrieval results, test their defense capabilities.
o Adaptive attack. Adaptive attack applies some targeted strate-
gies [1, 2] to attack the whole model including the defense pipline.
To effectively attack SAC [18] and PatchZero [33], we make fool-
ing the patch detector one of the attacker’s optimization goals. If
the patch detector can’t locate the patch correctly, the SAC and
PatchZero defenses will fail. Since the defense pipline of LGS [24]
is differentiable, attackers can directly perform gradient backprop-
agation to optimize the attack patch. To effectively attack PAIR, we
have experimented with various adaptive attacks, such as BPDA [1]
and EOT [2], as well as their combinations. Due to space limitations,
we don’t show the details, but we are convinced that EOT is the
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Architecture of Generator
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Figure 4: Method of training the generator in PAIR. The generator consists of an encoder and a decoder. The encoder is used
to extract features for each image patch. The decoder is used to infer the masked image patches. The loss function includes
semantic loss at the semantic level and reconstruction loss at the pixel level.

most effective adaptive attack strategy against PAIR. The following
are the new optimized goals for TTH [14] and AdvHash [15]:

hadv
arg min d(hl Z Fi(T(x")), et), (©)
o adv h=1
hadv
arg min d(sign( A ! Z H(T(x"))), ct), 4)
o adv 7

where x’ is the attack image modified by the attacker, T is the
pre-processing defense method, H and F; are content-based and
text-based image retrieval models, h,g4, is the hyperparameter of
EOT, d is the distance measure, and o denotes the modification
degree of the image by the attacker.

4 OUR MODEL PAIR

Our goal is to develop an augmented pre-denoising method that
is efficient and insensitive to variations in the shape, position, and
form of adversarial patches for content-based and text-based image
retrieval systems.

4.1 Overview

In this research, we tackle the problem of defending against patch
attacks. These attacks modify parts of an image to mislead retrieval
models. To solve this problem, we propose PAIR (Pre-denosing
Augmented Image Retrieval Model), a novel solution designed to
improve the security of image retrieval systems.

The fundamental concept behind PAIR is its ability to randomly
and dynamically reconstruct an entire image, following the seman-
tic of the image. This process is achieved through a generative
network in the form of a masked auto-encoder. With our designed
masking and recovery mechanism, it is guaranteed that all pixels of
the attack patch are purified. Such a technique ensures the preserva-
tion and capture of the semantics of the processed image, adaptable
to any downstream model, while disrupting the adversarial patches.

This disruption makes the attackers’ optimisation strategies less
effective and harder to adapt to.

However, the traditional masked autoencoder model is insuffi-
cient to fully recover the image, which inevitably leads to a signifi-
cant compromise in the accuracy of the retrieval model. To improve
the recovery of PAIR, we propose a novel training methodology
based on a semantic discriminator. This approach, which focuses
on training the generative network from a semantic representa-
tion standpoint, markedly increases the retrieval model’s accuracy.
Moreover, it unexpectedly can enhance the model’s ability to cap-
ture the real semantics of an image, thereby enhancing its defensive
capabilities, as demonstrated in our ablation studies.

4.2 Pipeline of PAIR Defense

PAIR defends the retrieval model from patch attacks through dy-
namic and random reconstruction of the entire input image. The
defence mechanism we design can be guaranteed to purify all pixels
of the attack patch while preserving the semantics of the input im-
age. The operational pipeline of PAIR unfolds through the following
sequential steps:

o Step 1: Initially, partition an image x € into n image
patches {x;} |, each of size s X s pixels, where x; € REX$XS_The
dimensions c, h, and w represent the number of channels, height,
and width of the image, respectively. Ensure that s is a common
divisor of both A and w, and the total number of patches n is hw/ 2.
Subsequently, generate a binary mask sequence M of length n:

M = [m1,ma, ..., my], (5)

chhxw

where m; is defined by:

a1
mi:{o

where a denotes the mask ratio, which ranges between 0 and 1. Ex-
perimental results indicate that setting it between 0.2 and 0.8 yields
satisfactory defensive effects. However, we recommend setting it

rand(0,1) >
otherwise,

(6)
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to 0.5 to achieve optimal retrieval accuracy on clean samples. Due
to the space limitation, we won’t show this sensitivity analysis.
o Step 2: Employ the mask sequence M to obtain a set of masked

image patches {p;}}_,, where p; is determined by:
A ) X m; =1
pi= { z otherwise, ™

where z representing an ¢ X s X s image patch of zero pixel values.
A generator then reconstructs the image. As depicted in Figure
4, the generator G(-), structured on a masked autoencoder [12],
encompasses both an encoder and a decoder, each utilizing a multi-
layer transformer architecture. Initiate the image restoration by
mapping the image patches to embedding via a fully connected
layer FC(-), as with ViT [10]. Then, add 1-dimensional positional
embedding epos to the image patch embedding in raster order,
following the method in [10]:

ei = FC(pi) + epos- ®)

Here, d represents the dimension of each embedding and subse-
quent feature. Input the embedding set {e;}}_; into the encoder to
infer the feature set {f;}]_:

fis f2s ..., fn = Encoder(ey, ez, ..., epn). )

For masked image patches, introduce a trainable mask embedding
emask as a feature and combine it with 1-dimensional positional em-
bedding. The resulting feature set {f;}"; and the mask embedding
emask are then input into the decoder along with 1-dimensional
positional embedding epos:

it+e m; =1
qi = Ji+ epos e (10)
emask t €pos otherwise,
x1,Xy ..., x, = Decoder(q1, 92, .. .., qn). (11)

’

Concatenate the restored image patches [x, x5, ..

complete image:

.,xp,] into a new,

LX), (12)
where (-) denotes the concatenation function, sequentially merging
the image patches.

o Step 3: Finally, perform a second restoration using the image
patches reconstructed in Step 2. This ensures that all pixels in the
final image are restored in alignment with the intended semantics,
rather than derived from the original image. To do this, invert the
mask sequence from Step 1, [my, ma, ..., my], as follows:

1
AN
mi:{o

Then, replicate the image restoration process from Step 2 using the

new mask sequence [m;, mé, ..., my,] and the same generator, but

this time input the image restored in Step 2.

x' = (x1, x5, ..

m; =0
otherwise.

(13)

4.3 Training of Generator

In the process of training a generative model, the integration of a
semantic discriminator is vital. This discriminator, structured as
a multi-layer transformer network, can extract semantic features
from images. The generator is trained purely on clean images to
guarantee that the model is not biased against attack patches. As
shown in Figure 4, unlike the defensive pipeline, the training of
the generator is generated only once. The motivation is that, from

ACM MM, 2024, Melbourne, Australia

our observation, iterative generation based on already recovered
images will result in training instability.

To enhance the semantic consistency between the reconstructed
image x’ and its original x, we have formulated a composite training
loss function L as follows:

L=L,+pLs, (14)

where L, denotes the pixel-level reconstruction loss and Ls denotes
the semantic reconstruction loss, with the parameter f modulat-
ing their respective contributions. The pixel-level loss L,, which
provides hard labels for training, is formally defined as:

n

Ip=- 2[1 — SSIM(x;,x))]. (15)
i=1

—_

=

Here SSIM(:) [31] is a metric for measuring the similarity of two
images. It takes into account the brightness, contrast and structural
information of the images. It yields values in the range of -1 to 1,
with higher values being more similar. The following is the formula
for SSIM(-):

(zllx,uuxlf + Cl)(zo'xixlf +c2)

2 2 2 L 2 ’
(k3 i+ c1)(oy, + ot c2)

SSIM(x;, x]) = (16)

where py, is the average pixel value, O.qu is the variance, oy, 5 is the
covariance of x; and xlf. c1 and ¢y are constants, following [31].

The loss Lg at the semantic level provides soft labels and is
formally defined as:

D(x) - D(x’
=1 D9 -DED a7
I D) [l D(x") ||

In this equation, the semantic discriminator D(-) plays a crucial role
in extracting the semantic vector of the image, employing cosine
similarity to maximize semantic alignment.

5 EXPERIMENTS

In this section, we introduce the benchmark datasets and analyze
the results of defending against state-of-the-art adversarial patch
attacks in the content-based image retrieval task and the text-based
image retrieval task. In addition, we perform ablation studies to
investigate the factors that affect defense and clean sample accuracy.
Finally, we investigate the sensitivity of PAIR to the size, shape,
form, and position of attack patches.

5.1 Experimental Setting

Datasets. We demonstrate the effectiveness of our approach on
three popular benchmark datasets. ImageNet [9] and MSCOCO [17]
are used for the content-based image retrieval task. Flickr30K [25]
and MSCOCO are used for the text-based image retrieval task. For
ImageNet, following [3, 15], we use a subset that has 130k images
with 100 classes. We apply the COC02014 dataset for MSCOCO. The
training set contains 82,783 images and the validation set contains
40,504 images with a total of 80 categories, and each image has 5
sentences of annotation. Flickr30k contains 31,783 images, each
with 5 sentences of annotation. We randomly selected 21,783 images
for the training set, 5,000 images for the validation set, and 5,000
images for the test set.
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Table 1: Compared with other methods in text-based image retrieval systems. R@10 (%) under non-adaptive and adaptive
attacks. The detailed attack formulation are presented in Section 3.2. "1" means higher is better. "|" means lower is better. The

best performance of each column is in bold.

Adaptive Attack Non-adaptive Attack
Dataset Methods CleanT — - - - - -
irrelevant image| Relevant imageT | irrelevant image | Relevant image?

Undefended 91.72 94.01 71.73 94.01 71.73

PatchZero [33] 91.70 79.46 83.82 27.25 88.47

SAC [18] 91.72 89.67 80.39 25.99 90.38

. MAEDefense [22] 81.21 22.71 83.72 5.14 84.32
Flickr30K LGS [24] 85.78 36.55 87.56 0.02 88.93
AT [23] 88.60 73.99 86.71 73.99 86.71
Ours 88.86 2.52 92.93 0.07 93.02

Undefended 89.88 81.30 56.42 81.30 56.42

PatchZero [33] 89.84 77.91 61.36 31.34 74.69

SAC [18] 89.82 74.42 62.13 27.75 75.51

CcoCo MAEDefense [22] 79.48 19.21 74.71 3.72 66.56
LGS [24] 86.48 15.06 71.09 0.05 73.30

AT [23] 87.24 71.18 70.30 71.18 70.30
Ours 87.72 1.84 72.10 0.04 76.61

Table 2: Compared with other methods in content-based image retrieval systems. mAP (%) under non-adaptive and adaptive
attacks. The detailed attack formulation are presented in Section 3.2. "1" means higher is better. "|" means lower is better. The

best performance of each column is in bold.

Dataset Methods Clean] |— Adaptive Attack . . N?n—adaptive Attack .
irrelevant image| Relevant imageT | irrelevant image | Relevant image?

Undefended 88.16 99.65 0.60 99.65 0.60

PatchZero [33] 80.54 54.49 47.31 16.15 67.33

SAC [18] 78.35 48.20 50.03 12.70 70.96

ImageNet MAEDefense [22] 65.32 13.47 76.28 4.85 78.49
LGS [24] 74.77 18.41 79.33 0.46 85.60

AT [23] 75.30 89.56 13.42 89.56 13.42
Ours 76.15 2.05 84.86 0.21 87.83

Undefended 87.48 40.45 12.89 40.45 12.89

PatchZero [33] 79.91 24.46 32.10 8.57 53.02

SAC [18] 82.40 22.92 35.74 10.84 55.67

COCO MAEDefense [22] 68.24 7.28 30.85 3.36 46.92
LGS [24] 73.42 2.21 29.96 0.73 54.34

AT [23] 77.87 36.24 18.78 36.24 18.78
Ours 74.72 1.07 43.42 0.45 56.28

Training details. The image patches that divide the image are
16 X 16 in size. The generator and discriminator are initialized with
the parameters of the pretrained model MAE [12] and CLIP[26],
respectively. Since CLIP is extensively pre-trained and has high gen-
eralisation capacity, the discriminator requires no further training
and the generator is trained solely. A total of 104,566 images from
MSCOCO and Flickr30k are used to train the generator according
to the training approach. The mask radio « in Step 1 is set to 0.5.
The f in equation 14 is set to 1. The ¢y, ¢ in equation 3 are set to
le-4, and 9e-4, respectively. The batch size is set to 32, the optimizer
is Adam, and the learning rate is set to le-5. The model is trained
for 100 epochs. It takes about 20 hours to complete the training
process on a Tesla V100.

Baselines. To compare with PAIR, we implemented PatchZero
[33], SAC [18], LGS [24], MAEDefense [22], Adversarial Training
(AT) [23]. In particular, we changed the uniform mask in MAEDe-
fense’s mechanism to the random mask to enhance its defense.

Attacks details. In the text-based image retrieval task, following
[14], 23 keywords were set for target attacks. Insert 10 advertising
images into the image database for each keyword. The width and
height of the adversarial patch was set to 0.35 of the width and
height of the original image. In the content-based image retrieval
task, following [15], we tried some categories for target attacks and
extracted 50 images to optimize a universal adversarial patch. Then,
tested the adversarial patch on another 100 images. The length of
the hashcode is set to 64. The width and height of the adversarial
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Table 3: Ablation study. R@10 (%) under different defense components in text-based image retrieval systems. "{" means higher
is better. "|" means lower is better. The best performance of each column is in bold. The attack method is TTH [14].

image retrieval, respectively. Similar to AdvHash [15] and TTH [14],

Methods Cleant Adaptive Attack Non-adaptive Attack
irrelevant image| relevant imageT irrelevant image| relevant imageT
Undefended model 91.72 94.01 71.73 94.01 71.73
w/ reconstruction 90.88 85.34 65.16 13.67 92.27
w/ fixed mask and reconstruction 75.06 85.36 65.06 0.13 81.04
w/ random mask and reconstruction 75.40 14.00 79.45 0.13 82.94
w/ semantic discriminator (Ours) 88.86 2.52 92.93 0.07 93.02
patch were set to 0.22 of the width and height of the original image. - S '.{' .-y # - ik,
Following EBM [13], h,4, is set to 7. f &&"3;; ,‘{.}'. o, e 4"'-35,? .1.»: f
Evaluation metrics. We use Mean Average Precision (mAP) b .gffé%e;&;:gﬁ:ﬁ # L ‘f:.:‘: ﬁ"?' “' : -
and Recall @K as evaluation metrics in content-based and text-based ; ,35:, 5,; o "}53 % ': b SR 5“:@2’/ ;;.3‘.:
b %’;“a,.x.!. .(7'48:."* ‘P;{{:;“. *
"3

we adopt the following three variants:

e Clean: test retrieval ability on clean images. To measure
the negative impact of these defense methods on the model
retrieval capability. The higher this metric is, the better.

o Irrelevant image: After the attack, irrelevant images that
the attacker wants the user to see will appear in the retrieval
results. For Recall@K, a successful attack is defined as an ir-
relevant image ranking in the top K. Therefore, for defensive
methods, the lower this metric is, the better.

e Relevant image: After the attack, the ranking of really
relevant images in the results will drop. This metric use
ground-truth images to compute Recall@K and mAP.

5.2 Defense Results

We compared PAIR with several state-of-the-art defense methods
from similar tasks. The detailed attack formulation is described in
Section 3.2. The experimental results highlight the advantages of
PAIR in the context of adaptive attacks.

Text-based image retrieval. As shown in Table 1, PAIR demon-
strates superior defense capabilities on both datasets. In particular,
against adaptive attacks, the success rate of the attacks is 14.05%
lower than the second-best method. Against non-adaptive attacks,
methods such as MAEDefense [22], LGS [24], and PAIR prove highly
effective, reducing the attack success rate to below 1%. While SAC
[18] and PatchZero [33] perform not well. If the patch detectors
are not located correctly, their defence fails. PatchZero and SAC
have more advantages on clean samples due to less image damage.
However, PAIR also maintains a high level performance for retrieve
clean samples, paralleling the original model.

Content-based image retrieval. The results in Table 2 high-
light PAIR’s strength in dealing with adaptive attacks, reducing the
success rate of such attacks to below 2.05%. This level of effective-
ness is also seen in the context of non-adaptive attacks. However, in
terms of retrieval performance on clean samples, PAIR shows a no-
table decrease compared to the undefended model. On the one hand,
mAP is a more comprehensive evaluation of the ranking results,
reflecting the negative impact of the defense. On the other hand,
this decrease is a trade-off for its much stronger defense, which
results in PAIR still being the best performing method overall.

After defense

Figure 5: High dimensional vector visualization. We extract
both image and text as high-dimensional vectors and visual-
ize them. Experimental results show that after PAIR defense,
the semantic distance between the vectors is restored to the
original state. Purple: texts containing the attacked keyword
“policeman"; Gray: natural images in the test set; Gold: attack
images inserted into the database. The goal of the attacker is
to make the gold points close to the purple points.

5.3 Ablation Study

In this section, we evaluate the effectiveness of the various com-
ponents of PAIR. As shown in Table 3, when the image is recon-
structed without masking, it has a certain defensive effect under a
non-adaptive attack. In this experimental setting, the generator’s
encoder is employed to extract the image features. Then, the de-
coder is used to restore the image features to the reconstructed
image. When reconstructing an image with a fixed mask, it can pro-
vide an effective defense against a non-adaptive attack. However, it
provides no significant barrier against the adaptive attack.

PAIR can achieve excellent defense when reconstructing the
input image using random masking under both adaptive and non-
adaptive attacks. We believe that random masks will result in ran-
dom damage to attack patches and that the existing adaptive attack
methods are difficult to adapt. Therefore, it has an efficient defense
effect under adaptive defense. The ability of the generator to pre-
serve image semantics improves after the addition of a semantic
discriminator to its training. Therefore, the retrieval accuracy on
clean images is comparable to the original model’s effect. The rea-
sons for the stronger defensive effect are as follows: because the
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Table 4: Robustness Analysis. R@10 (%) under adversarial patches attack in the text-based image retrieval system. The size of
the image is 224 X 224. Adaptive Attack and Non-adaptive Attack are presented in Section 3.2. "T" means higher is better. "|"
means lower is better. Experiments show that PAIR has sufficient defense against patches of different sizes, shapes and forms.

Undefended Our defense
patchsize White-box Attack Adaptive Attack Non-adaptive Attack
irrelevant image| |relevant imageT|irrelevant image | [relevant imageT|irrelevant image| |relevant imageT

48%x48 61.94 92.08 0.27 91.72 0.04 93.25
80x80 97.84 62.07 2.85 93.91 0.03 92.88
112x112 99.54 37.35 4.57 93.55 0.02 92.52
rectangle (40x160) 90.72 77.64 3.92 93.03 0.03 93.46
circle (radius=45) 97.29 34.21 3.53 93.24 0.11 92.38
Other forms and positions (80x80) 92.59 72.10 4.87 91.43 0.07 94.40

ground-truth image is better reconstructed, its retrieval ranking will
be higher. As a result, the metric of the relevant image improved.
With the enhanced ability of the model to capture real semantics,
the ability to purify against adversarial perturbations is increased.
Therefore, it benefits the metric of the irrelevant images.

5.4 Robustness Analysis

We evaluated the robustness of PAIR against adversarial attacks
of different patch sizes, shapes, and forms. The results in Table 4
demonstrate that our proposed PAIR approach maintains high ef-
fectiveness against attacks of varying sizes. As the size of the adver-
sarial patches increases, the attack success rate generally increases
when no defense is applied. However, PAIR consistently demon-
strates high efficiency in defense, with attack success rates of less
than 5%. Then, we conducted experiments with different patch
shapes, including circles and rectangles. Furthermore, we randomly
altered the form and position of the attack patches. As shown in
Table 4, we reported the average experimental data. The experi-
mental results show that PAIR remains effective. This is attributed
to PAIR’s reliance solely on clean samples for training, making it
insensitive to diverse attack patches.

Visualization. The visualization is designed to confirm that our
defense lowered the aggression of the attack patch. The attacks on
PAIR are set to be adaptive attacks to achieve better attack effects.
As shown in Figure 5, we visualized the semantic representation of
the original images and texts. After the PAIR defense, the semantic
distance between the attacker’s images and the texts containing
the attacked keyword is restored to its original state.

5.5 Defense against Global Perturbation Attacks

To illustrate the generality of PAIR, we experiment against global
perturbation attacks. The global perturbation attack allows the at-
tacker to modify all the pixels in the image and set the perturbation
individually for each adversarial image. The attack is set up to
insert an adversarial advertising image into the database. Modify
the TTH [14] to the global perturbation attack on the MSCOCO
[17] dataset. The size of perturbation budget is 4/255 in lw. Partial
defense methods can’t defend against global perturbation attacks,
such as PatchZero [33] and SAC [18]. Therefore, we introduce other
advanced baselines for comparison. Among them, JPEG [11], ARN
[36], and CAFD [37] are based on pre-processing denoising and HM
[39] is based on adversarial training. As shown in Table 5, compared

Table 5: Comparison with other aviliable methods in defense
against global perturbation attacks. R@10 (%) under adaptive
attacks in text-based image retrieval systems.

Method H irrelevant image |  relevant image T
Undefended 99.28 79.56
ARN [36] 96.47 76.57
CATD [37] 96.24 75.63
MAEDefense [22] 59.42 64.86
JPEG [11] 47.26 55.65
HM [39] 48.82 68.65
Ours 42.29 75.42

to other preprocessing defense methods, PAIR can achieve better
defense. Due to less damage to the image, methods such as CAFD
and ARN perform better on the metrics of a relevant image, but
offer little defense against adaptive attacks.

6 CONCLUSIONS

In this paper, we have developed PAIR, a new method specifically
designed to protect against patch attacks in both content-based
and text-based image retrieval systems. This method processes im-
ages in a way that reduces the impact of attacks while preserving
the semantic information for the downstream model. Extensive
experimental evaluations on a variety of benchmark datasets has
demonstrated PAIR’s exceptional ability to defend against adver-
sarial patch attacks. Impressively, PAIR is insensitive to the shape,
form, and position of the attack patches. Furthermore, in terms of
retrieval accuracy on clean samples, PAIR’s performance is compa-
rable to that of the original, undefended model. Ablation studies
further reveal that the PAIR module introduces unpredictable dis-
ruptions to attack patches, making existing adaptive attack methods
less effective and difficult to adapt to.

Limitations and broader impacts. Although our PAIR defense
performs well in semantic-based retrieval models, it is not suitable
for fine-grained retrieval tasks, such as face retrieval. In terms of
compatibility, as a preprocessing defense, our method destroys the
attack patches while preserving the image’s semantic information,
making it compatible with the most of downstream retrieval models.
Moreover, our defense strategy may be extended to other domains,
such as defense in graphs and texts.

871

873

874

876
877

879
880
881
882
883
884
885
886
887

888

890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927

928



PAIR: Pre-denosing Augmented Image Retrieval Model for Defending Adversarial Patches ACM MM, 2024, Melbourne, Australia

929 REFERENCES [28] Hadi Salman, Saachi Jain, Eric Wong, and Aleksander Madry. 2022. Certified 987

930 [1] Anish Athalye, Nicholas Carlini, and David Wagner. 2018. Obfuscated gradients Patch'robustness via smoothed vision transforme'rs. 'In CVP R’, 15137-15147. . 988

031 give a false sense of security: Circumventing defenses to adversarial examples. (29] Jiawei Su, Dan}lo Vasconcellos Vargas, and Kouichi Sakurai. 2019. One pixel 989
In ICML. 274-283. attack for fooling deep neural networks. IEEE Transactions on Evolutionary

932 [2] Anish Athalye, Logan Engstrom, Andrew Ilyas, and Kevin Kwok. 2018. Synthe- quputation 233 5 (2019), 8287?“1 . . 990

933 sizing robust adversarial examples. In ICML. PMLR, 284-293. [30] Sijin Wang, Ruiping Wang, mea Yao, Shlguang Shan, an'd Xilin Chen. ?020' 991

vus (3] Jiawang Bai, Bin Chen, Yiming Li, Dongxian Wu, Weiwei Guo, Shu-tao Xia, and Cross-modal scene graph matching for relationship-aware image-text retrieval. 00
En-hui Yang. 2020. Targeted attack for deep hashing based retrieval. In ECCV. In WACV. 1508-1517. i X X i .

935 Springer, 618-634. [31] Zhou Wang, Alan C Bovik, Hamid R Sheikh, and Eero P Simoncelli. 2004. Image 993

036 [4] Tom B Brown, Dandelion Mané, Aurko Roy, Martin Abadi, and Justin Gilmer. qugllty assessmer}t: ﬁlrom4 erzror4v151b1hty1t20 structural similarity. IEEE transactions 994

) 2017. Adversarial patch. arXiv preprint arXiv:1712.09665 (2017). on lmage'pracesszrllg 3, ) ,( 004), 60.976, . i

937 (5] Yue Cao, Mingsheng Long, Bin Liu, and Jianmin Wang. 2018. Deep cauchy [32] Chong Xiang, Arjun Nitin Bhagoji, Vikash Sehwag, and Prateek Mittal. 2021. 995

938 hashing for hamming space retrieval. In CVPR. 1220-1237. {PatchGuard}: A provably robust defense against adversarial patches via small re- 996

939 [6] Nicholas Carlini and David Wagner. 2017. Towards evaluating the robustness of ceptive fields and masking. In 30th USENIX Security Symposium (USENIX Security 997
neural networks. In 2017 ieee symposium on security and privacy (sp). leee, 39-57. 21). 22377225_4‘ . .

940 [7] Zhaoyu Chen, Bo Li, Jianghe Xu, Shuang Wu, Shouhong Ding, and Wengiang [33] Ke Xu, Yao Xiao, Zhaoheng Zheng, Kaijie Cai, and Ram Nevatia. 2023. Patchzero: 998

941 Zhang. 2022. Towards Practical Certifiable Patch Defense with Vision Trans- Defending against adversarial patch attacks by detecting and zeroing the patch. 999
former. In CVPR. 15148-15158 In Proceedings of the IEEE/CVF Winter Conference on Applications of Computer

942 . ) ) isi . 1000

[8] Ping-yeh Chiang, Renkun Ni, Ahmed Abdelkader, Chen Zhu, Christoph Studor, Ylsmn. 4632-4641. . . . o

943 and Tom Goldstein. 2018. Certified Defenses for Adversarial Patches. In ICLR. (34] Ijl ann, Tao Wang, Xlaope.ng Zh_ang, Fran@s _EH Tay, Zegun Jle’ Wei Liu, .and 1001

oas [9] Jia Deng, Wei Dong, Richard Socher, Li-Jia Li, Kai Li, and Li Fei-Fei. 2009 Imagenet: Jlashl Feng. 2020. Central similarity quantization for efficient image and video 1002
A large-scale hierarchical image database. In CVPR. Ieee, 248-255. reFrleval. In CVPR. 3983_309?' X

45 [10] Alexey Dosovitskiy, Lucas Beyer, Alexander Kolesnikov, Dirk Weissenborn, Xi- [35] Qi Zhgng, Zhen Lei, Zhaoxmng Zhaflg’ and Stan Z Li. 2020. Context-aware 1003

946 aohua Zhai, Thomas Unterthiner, Mostafa Dehghani, Matthias Minderer, Georg attent%on network ff)r lmage'teXt retrieval. In CVPR. 353673545' . 1004

047 Heigold, Sylvain Gelly, et al. 2020. An image is worth 16x16 words: Transformers [36] Dawei Zhou, Tongliang L11'1, Bo H'an, Nannan Wang, Chunle'l Peng, ar}d meo 1005
for image recognition at scale. arXiv preprint arXiv:2010.11929 (2020). Gao. 2021. Towards defending against adversarial examples via attack-invariant :

948 [11] Gintare Karolina Dziugaite, Zoubin Ghahramani, and Daniel M Roy. 2016. A featurgs. In ICML. PMLR, 12835_1284?' i X 1006

949 study of the effect of jpg compression on adversarial images. arXiv preprint [37] Dawei Zhou, Nannan Wang, Chunlei Peng, Xinbo Gao, Xiaoyu Wang, Jun Yu, 1007
arXiv:1608.00853 (2016) and Tongliang Liu. 2021. Removing adversarial noise in class activation feature

950 y ) _ 008

[12] Kaiming He, Xinlei Chen, Saining Xie, Yanghao Li, Piotr Dollar, and Ross Girshick. space. In ICCV. 7878 ?887' . i !

951 2022. Masked autoencoders are scalable vision learners. In CVPR. 16000-16009. [38] Mo Zhou, Zhenxing Niu, Le Wang, Qilin Zhang, and Gang Hua. 2020. Adversarial 1009

952 [13] Mitch Hill, Jonathan Craig Mitchell, and Song-Chun Zhu. 2020. Stochastic Secu- ranking attack a}"d defense. In ECCV. Sprlnger’ 781_799j 1010

5 & s hou and Vishal 1 nh d I Rob f ¢
rity: Adversarial Defense Using Long-Run Dynamics of Energy-Based Models. [39] Mo Zhou and Vishal M Patel. 2022. Enhancing Adversarial Robustness for Deep

953 In ICLR. Metric Learning. In CVPR. 15325-15334. 1011

954 [14] Fan Hu, Aozhu Chen, and Xirong Li. 2022. Targeted Trojan-Horse Attacks on [40] Alon Zolfi, Mc?she Kravc}.lik, Yuval Elovici, ar'ld Asaf Shabtai. 2021. The translucent 1012

055 Language-based Image Retrieval. arXiv preprint arXiv:2202.03861 (2022). patch: A physical and universal attack on object detectors. In CVPR. 15232-15241. 1013

15] Shengshan Hu, Yechao Zhang, Xiaogeng Liu, Leo Yu Zhang, Minghui Li, and Hai
g 8; geng 8. g
956 1014

Jin. 2021. Advhash: Set-to-set targeted attack on deep hashing with one single
957 adversarial patch. In ACM MM. 2335-2343. 1015
[16] Alexander Levine and Soheil Feizi. 2020. (De) Randomized smoothing for certifi-

998 able defense against patch attacks. Advances in Neural Information Processing 1016
959 Systems 33 (2020), 6465-6475. 1017
960 [17] Tsung-Yi Lin, Michael Maire, Serge Belongie, James Hays, Pietro Perona, Deva 1018
Ramanan, Piotr Dollar, and C Lawrence Zitnick. 2014. Microsoft coco: Common
961 objects in context. In ECCV. Springer, 740-755. 1019
962 [18] Jiang Liu, Alexander Levine, Chun Pong Lau, Rama Chellappa, and Soheil Feizi. 1020
963 2022. Segment and complete: Defending object detectors against adversarial 1021
patch attacks with robust patch detection. In CVPR. 14973-14982.
964 [19] Xin Liu, Huanrui Yang, Ziwei Liu, Linghao Song, Hai Li, and Yiran Chen. 1022
965 2018. Dpatch: An adversarial patch attack on object detectors. arXiv preprint 1023
o6 arXiv:1806.02299 (2018). Lo
[20] Zheyuan Liu, Cristian Rodriguez-Opazo, Damien Teney, and Stephen Gould. 2021.
967 Image retrieval on real-life images with pre-trained vision-and-language models. 1025
968 In ICCV. 2125-2134. 1026
[21] Huimin Lu, Ming Zhang, Xing Xu, Yujie Li, and Heng Tao Shen. 2020. Deep )
969 fuzzy hashing network for efficient image retrieval. IEEE transactions on fuzzy 1027
970 systems 29, 1 (2020), 166—-176. 1028
971 [22] Wanli Lyu, Mengjiang Wu, Zhaoxia Yin, and Bin Luo. 2023. MAEDefense: An 1029
o Effective Masked AutoEncoder Defense against Adversarial Attacks. In 2023 %0

Asia Pacific Signal and Information Processing Association Annual Summit and
973 Conference (APSIPA ASC). IEEE, 1915-1922. 1031
[23] Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and

i Adrian Vladu. 2017. Towards deep learning models resistant to adversarial attacks. 1032
975 arXiv preprint arXiv:1706.06083 (2017). 1033
976 [24] Muzammal Naseer, Salman Khan, and Fatih Porikli. 2019. Local gradients smooth- 1034
077 ing: Defense against localized adversarial attacks. In WACV. IEEE, 1300-1307. 1035
[25] Bryan A Plummer, Liwei Wang, Chris M Cervantes, Juan C Caicedo, Julia Hocken- :
978 maier, and Svetlana Lazebnik. 2015. Flickr30k entities: Collecting region-to-phrase 1036
979 correspondences for richer image-to-sentence models. In ICCV. 2641-2649. 1037
[26] Alec Radford, Jong Wook Kim, Chris Hallacy, Aditya Ramesh, Gabriel Goh,
980 Sandhini Agarwal, Girish Sastry, Amanda Askell, Pamela Mishkin, Jack Clark, 1038
981 etal. 2021. Learning transferable visual models from natural language supervision. 1039
982 In ICML. PMLR, 8748-8763. 1040
[27] Jerome Revaud, Jon Almazan, Rafael S Rezende, and Cesar Roberto de Souza.
983 2019. Learning with average precision: Training image retrieval with a listwise 1041
984 loss. In ICCV. 5107-5116. 1042
985 1043

986 1044



	Abstract
	1 Introduction
	2 Related work
	2.1 Adversarial Patch Attacks
	2.2 Defenses Against Patch Attacks

	3 Problem Description
	3.1 Target Retrieval Models
	3.2 Attack Formulation

	4 Our Model PAIR
	4.1 Overview
	4.2 Pipeline of PAIR Defense
	4.3 Training of Generator

	5 Experiments
	5.1 Experimental Setting
	5.2 Defense Results
	5.3 Ablation Study
	5.4 Robustness Analysis
	5.5 Defense against Global Perturbation Attacks 

	6 Conclusions
	References

