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A Details on Experimental Setup

A.1 Evaluation Method

To evaluate the attack, existing methods|Zhang et al. (2020); Chen et al.|(2021); Nguyen et al.| (2023);
Struppek et al. (2024); An et al. (2022) train an evaluation model E that has a distinct architecture and
is trained on the private dataset Dy, . Similar to human inspection practices (Zhang et al., 2020), the
evaluation model acts as a human proxy for assessing the quality of information leaked through MI attacks.
We report the details of the evaluation models in the Tab. A.1. All the evaluation models are provided by
Chen et al. (2021); Struppek et al. (2022); An et al. (2022).

Table A.1: Details of evaluation model E in all the experimental setup. All the evaluation models are
provided by Chen et al. (2021); Struppek et al. (2022); An et al. (2022).

Attack T Dpriv Dpub Resolution E E's accuracy
GMI (Zhang et al., 2020)
KedMI (Chen et al., 2021)
LOMMA (Nguyen et al., 2023)
PLGMI (Yuan et al., 2023)
RLBMI (Han et al., 2023)
BREPMI (Kahla et al., 2022)

VGG16 (Simonyan & Zisserman, 2014)
IR152 (He et al., 2016) CelebA CelebA/FFHQ 64 64 FaceNet112 95.80
FaceNet64 (Cheng et al., 2017)

ResNet18 (He et al., 2016)
ResNet101 (He et al., 2016)
ResNet152 (He et al., 2016)

PPA (Struppek et al., 2022) DenseNet121 (Huang et al., 2017) Facescrub FFHQ 224 224  Inception-V3  96.20%
DenseNet169 (Huang et al., 2017)
MaxVIT (Tu et al., 2022)
ResneSt101 Stanford Dogs ~ AFHQ Dogs Inception-V3 79.79%
Inception-V1 (Inc) 160 160 ResNet50 99.88%
MIRROR (An et al., 2022) ResNet50 (He et al., 2016) VGGFace2 FFHQ 224224 TnceptionVI  99.65%
IF-GMI (Qiu et al., 2024) A Facescrub FFHQ 224 224 InceptionV3  96.20%
We evaluate defense methods using the following metrics:
Natural Accuracy (Acc "). This metric measures the accuracy of the defended model on a

private test set, re ecting its performance on unseen data. Higher natural accuracy indicates better
performance of the primary task.

Attack accuracy (AttAcc #) Zhang et al. (2020). This metric measures the percentage of
successful attacks, where success is de ned as the ability to reconstruct private information from
the model's outputs. Lower attack accuracy indicates a more robust defense. Following existing
works (Zhang et al., 2020; Chen et al., 2021; Nguyen et al., 2023; Struppek et al., 2022), we utilize
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a separate evaluation modelE to evaluate the inverted images. Higher attack accuracy on the
evaluation model signi es a more e ective attack, implying a weaker defense.

K-Nearest Neighbor Distance (KNN Dist ") Chen et al. (2021). KNN distance measures
the similarity between a reconstructed image of a speci ¢ identity and their private images. This
is calculated using theL, norm in the feature space extracted from the penultimate layer of the
evaluation model. In MI defense, a higher KNN Dist value indicates a greater degree of robustness
against model inversion (M) attacks and a lower quality of attacking samples on that model.

eval @nd face Struppek et al. (2022). We also use evq and ¢ace Metrics from (Struppek et al.,
2022) to quantify the quality of inverted images generated by PPA. These two metrics are the same
concept as KNN Dist, but di erent in the model to produce a feature to calculate distance. face
use pretrained FaceNet (Schro et al., 2015) as model to extract penultimate features, while gy
uses evaluation model for PPA attack.

Trade-o value ( ") Ho et al. (2024). To quantify the trade-o between model utility (natural

accuracy) and attack performance (attack accuracy), we follow previous work and let NoDef model

AttAcc 1, AttAcc ¢ q

and defended model bef, and f4 respectively, we compute = A, Ace; . This metric
n d

calculates the ratio between the decrease in attack accuracy and the decrease in natural accuracy
when applying an Ml attack to a model without defenses (NoDef) and defense models. We remark
that this metric is used when defense models have lower natural accuracy compared to the no-defense
model. A higher value indicates a more favorable trade-o .

A.2 Dataset

We use three datasets including CelebA (Liu et al., 2015), Facescrub (Ng & Winkler, 2014), and Stanford
Dogs (Dataset, 2011) as private training data and use two datasets including FFHQ (Karras et al., 2019)
and AFHQ Dogs(Choi et al., 2020) as public dataset.

The CelebA dataset (Liu et al., 2015) is an extensive compilation of facial photographs, encompassing more
than 200,000 images that represent 10,177 distinct persons. For MI task, we follow (Zhang et al., 2020;
Chen et al., 2021; Nguyen et al., 2023) to divide CelebA into private dataset and public dataset. There is
no overlap between private and public dataset. All the images are resized to 6464 pixels.

Facescrub (Ng & Winkler, 2014) consists of a comprehensive collection of 106836 photographs showcasing 530
renowned male and female celebrities. Each individual is represented by an average of around 200 images,
all possessing diversity of resolution. Following PPA (Struppek et al., 2022), we resize the image to 22424

for training target models.

The FFHQ dataset comprises 70,000 PNG images of superior quality, each possessing a resolution of
1024x1024 pixels. FFHQ is used as a public dataset to train GANs using during attacks (Zhang et al.,
2020; Chen et al., 2021; Struppek et al., 2022).

Stanford dogs (Dataset, 2011) contains more than 20,000 images encompassing 120 di erent dogs. AFHQ
Dogs (Choi et al., 2020) contain around 5,000 dog images in high resolution. Follow (Struppek et al., 2022),
we use Stanford dogs dataset as private dataset while AFHQ Dogs as the public dataset.

VGGFace2 (Cao et al., 2018) is a large-scale face recognition dataset designed for robust face recognition
tasks. It consists of images that are automatically downloaded from Google Image Search, capturing a wide
range of variations in factors such as pose, age, illumination, ethnicity, and profession. The diversity of the
dataset makes it suitable for training and evaluating face recognition models across di erent conditions and
demographics. It contains more than 3.3 milions images for 9000 identities.

A.3 Train the Defense model using Random Erasing

We depict our method in Algorithm 1.
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Algorithm 1 Train the Defense model using Random Erasing

Input:  Private training data Dy = f(xi;yi)g\,; , model T , a maximum masking area portionay,.
Output:  The MIDRE-trained model T .
Initialize t O
while t<tgg do
Sample a mini-batch Dy, with size b from Dy

Dre = fg
while (x;y) in Dy do
X=X
Randomly selectae within the range [0:1; an]
¥ = RE(X;ae) . This is following the procedure discussed in Sec. 2.2
Dmask (X;Y)
end while p
D N
Compute L( )= ¢ ~% (T (%))
Backward Propagation rL ()
end while

A.4 Hyper-parameters for Model Inversion Attack

In the case of GMI(Zhang et al., 2020), KedMI(Chen et al., 2021), and PLG-MI(Yuan et al., 2023),
BREPMI(Kahla et al., 2022), our approach is primarily based on the referenced publication outlining the
corresponding attack. However, in certain speci c scenarios, we adhere to the BiDO study due to its distinct
model inversion attack con guration in comparison to the original paper. The LOMMA(Nguyen et al., 2023)
approach involves adhering to the optimal con guration of the method, which encompasses three augmented
model architectures: E cientNetBO, E cientNetB1, and E cientNetB2. We adopt exactly the same experi-
mental con guration, including the relevant hyper-parameters, as described in the referenced paper. We also
follow PPA and MIRROR paper's con guration (Struppek et al., 2022; An et al., 2022) for our MI attack
setups.

A.5 Hyper-parameters for MIDRE

Our method only requires a hyper-parametera;,, which is 0.4 for all low-resolution setups. According to
high-resolution setups, we usey, = 0:4 and a, = 0:8 as two setups for our defense.

B Additional Experimental Results

B.1 Experiments on low resolution images

We evaluate our method against existing Model Inversion defenses. We follow the experiment setup in BiDO
(Peng et al., 2022) and report the results on the standard setup usingl = VGG16 and Dy = CelebA
in Tab. B.2. We evaluate against six MI attacks, including GMI (Zhang et al., 2020), KedMI (Chen et al.,
2021), LOMMA (Nguyen et al., 2023) with two variances (LOMMA+GMI and LOMMA+KedMI), PLGMI
(Yuan et al., 2023), and a black-box attack, BREPMI (Kahla et al., 2022).

Overall, our proposed method, MIDRE, achieves signi cant improvements in security for 64 64 setups

compared to SOTA MI defenses. MIDRE achieves this by demonstrably reducing top-1 attack accuracy
while maintaining natural accuracy on par with other leading MI defenses. Speci cally, compared to BiDO,

MIDRE o ers a substantial 43.74% decrease in top-1 attack accuracy with sacri cing only 7.05% in natural

accuracy (measured using the KedMI attack method). Notably, while BiDO achieves similar natural accuracy
to MIDRE, it su ers from a signi cantly higher top-1 attack accuracy (8.84% higher than MIDRE).
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Table B.2: We report the MI attacks under multiple SOTA MI attacks on images with resolution 64 64.
We compare the performance of these attacks against existing defenses including NoDef, BiDO, MID and
our method. T = VGG16, Dpiy = CelebA, Dpu = CelebA.

Attack Defense Acc™ AttAcc # " KNN Dist "

NoDef 86.90 74.53 5.65 - 1312.93

LOMMA MID 79.16 5453 435 2.58 1348.21

+ GMI BiDO 79.85 53.73 4.99 295 1422.75
MIDRE 79.85 31.93 5.10 6.04 1590.12

NoDef 86.90 81.80 1.44 - 1211.45

LOMMA MID 79.16 67.20 159 1.89 1249.18

+ KedMI  BIiDO 79.85 63.00 2.08 2.67 1345.94

MIDRE 79.85 43.07 199 549 1503.89
NoDef 86.90 97.47 1.68 - 1149.67
MID 79.16 93.00 190 0.58 1111.61

PLGMI Bipo 7085 0240 1.74 072 122836
MIDRE  79.85 66.60 294 438 147576
NoDef 8690 2007 546 - 1679.18
- MID 7916 2093 312 -011  1698.50
BDO 7985 613 298 198  1927.11
MIDRE  79.85 320 215 239  2020.49
NoDef 8690 7847 460 - 1289.46
e MID 79.16 5333 497 325  1364.02
BDO  79.85 4353 400 496  1494.35
MIDRE  79.85 3473 415 620  1620.66
NoDef 8690 57.40 492 - 1376.94
arepy MID 7916 3920 419 235  1458.61

BiDO 79.85 3740 3.66 2.84 1500.45
MIDRE 79.85 21.73 299 5.06 1611.78

Table B.3: Results of IF-GMI(Qiu et al., 2024) attack on Facescrub dataset. Here, we usd = ResNetl18/
ResNetl152,D,y = Facescrub, Dy = FFHQ, image resolution = 224 224 images, attack method = IF-
GML.

Architecture Defense Acc" AttAcc # eval face FID "
ResNet1s NoDef 94.22 98.30 110.04 0.647  40.239
MIDRE (0.1, 0.4) 97.28 72.58 122.03 0.698 39.7238
MIDRE (0.1, 0.8) 93.33 24.85 171.48 0.966 41.325
NoDef 95.43 97.24 115.76  0.633 45.703
MIDRE (0.1, 0.4) 97.90 74.50 133.22 0.662 40.669
MIDRE (0.1, 0.8) 95.74 31.43 150.89 0.847 40.388

ResNet152

B.2 Additional results

We further show the e ectiveness of our proposed method on a wide range of target model architectures
including IR152, FaceNet64, DenseNet-169, ResNeSt-101, and MaxVIT. The results are shown in Tab. B.4,
B.5, and Tab.B.6 and B.7 (for comparison with TL-DMI) for 64 64 images and in Tab.B.9 and B.10 for
224 224 images.

The experiment results consistently demonstrate the e ectiveness of our proposed method. For example,
with T = IR152, we sacri ce only 6.25% in natural accuracy, but the attack accuracies drop signi cantly,
from 22.07% (PLGMI attack) to 40% (LOMMA + GMI attack). Similarly, when T = FaceNet64, natural
accuracy decreases by 6.94%, while the attack accuracies drop signi cantly, from 24.47% (PLGMI attack)
to 45% (LOMMA attack). We report the results of additional setup in Tab. B.8. In particular, we use
attack method = PLGMI, T = VGG16/IR152/FaceNet64, Dy, = CelebA, Dpyy = FFHQ. In addition to
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measuring attack accuracy, we incorporate KNN distance to demonstrate the e cacy of our strategy across
di erent evaluation scenarios. The speci cs of KNN distance can be found in Sec. A.1.

For high resolution images, interestingly, with Dy = Facescrub, we see a slight increase in natural accuracy
(1.95%) along with a signi cant reduction in attack accuracy of around 40%. These results consistently show
that MIDRE signi cantly reduces the impact of MI attacks. We report detailed results of PPA attack on
our method compared to SOTA defense including MID, DP, BiDO, TL-DMI, NLS and RoLSS, SSF, TTS.
the results are presented in Tab. B.9 and B.10. We also useqyy and ¢, With details in Sec. A.l to
evaluate quality of PPA inverted images.

Table B.4: Additional results on 64 64 images. We usd = IR152. The target models are trained on Dy
= CelebA and Dy, = CelebA. The results conclusively show that our defense model is e ective compared
to NoDef models.

Attack Defense  Acc” AttAcc # KNN Dist "
M NoDef 91.16 32.40 4.88 1587.28
MIDRE 8491 787 3.30 1888.47
KedMI NoDef 91.16 78.93 5.15 1262.44
MIDRE 84.91 40.07 4.99 1548.16
LOMMA NoDef 91.16 80.93 4.56 1253.03
+ GMI MIDRE 8491 4093 6.11 1559.88
LOMMA NoDef 91.16 90.87 1.31 1116.90
+ KedMI MIDRE 8491 5213 1.81 1481.70
PLGMI NoDef 91.16 99.47 0.93 1021.42
MIDRE 8491 77.40 4.79 1470.46

Table B.5: Additional results on 64 64 images. We usel = FaceNet64. The target models are trained
on Dyiy = CelebA and Dpy, = CelebA. The results conclusively show that our defense model is e ective
compared to NoDef models.

Attack Defense  Acc" AttAcc # KNN Dist "
GMI NoDef 88.50 29.60 5.43 1607.86
MIDRE 8156 6.73 3.42 1908.19
KedMI NoDef 8850 81.67 2.63 1270.71
MIDRE 81.56 36.33 6.06 1545.93
LOMMA NoDef 88.50 83.33 3.40 1259.61
+ GMI MIDRE 8156 3760 3.74 1570.85
LOMMA NoDef 88.50 90.87 1.31 1116.90
+ KedMI  MIDRE 8156 54.33 1.44 1456.84
PLGMI NoDef 88.50 99.47 0.69 1091.51
MIDRE 81.56 75.00 4.30 1509.78

B.3 User Study

In addition to attack accuracy measured by the evaluation model, we conduct a user study to further
validate the attack's e ectiveness. Overall, we conduct two setups for user study with low-resolution images
and high-resolution images. Our interface for user study is illustrated in Fig. B.1.

In the low-resolution setup, we compare our proposed method and BiDO (Peng et al., 2022). For fair
comparison, we use the same setup as BiDOF = VGG16, Dy, = CelebA, Dy = CelebA and use the
pre-trained model of BiDO to generate their images. We use the attack method PLG-MI to generate the
inverted images and randomly select one image for each identity for overall 150 rst identities. We upload
it to Amazon Mechanical Turk and designate three individuals to vote on two of our model's and BiDO's
reconstructed images, for a total of 450 votes. Participants were asked to select one of 4 options: BiDO,
MIDRE, none, or both, for each image pair. Each pair was rated by three di erent users.
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Table B.6: Additional results compared with TL-DMI on 64 64 images. We usel = IR152. The target
models are trained onDy, = CelebA and Dpy, = CelebA. The results conclusively show that our defense
model is e ective.

Attack Defense  Acc” AttAcc # " KNN Dist "
NoDef 91.16 32.40 4.88 - 1587.28
GMI TL-DMI 86.70 8.93 3.73 5.26 1819.00
MIDRE 87.94 11.07 3.60 6.62 1813.11
NoDef 91.16 78.93 5.15 - 1262.44

KedMlI TL-DMI 86.70 64.60 4.93 3.21 1333.00
MIDRE 87.94 46.67 5.45 10.02 1455.88
NoDef 91.16 80.93 4.56 - 1253.03
I;_OGMMI\I/IA TL-DMI  86.70 41.87 5.37 8.76 1551.00
MIDRE 87.94 4940 6.30 9.79 1497.50
LOMMA NoDef 91.16 90.87 1.31 - 1116.90
+ TL-DMI  86.70 77.73 1.57 2.95 1305.00
KedMlI MIDRE 87.94 6293 2.15 8.68 1551.00

Table B.7: Additional results compared with TL-DMI on 64 64 images. We usé = FaceNet64. The target
models are trained onDy, = CelebA and Dy, = CelebA. The results conclusively show that our defense
model is e ective.

Attack Defense Acc" AttAcc # " KNN Dist "
NoDef 88.50 29.60 5.43 - 1607.86
GMI TL-DMI 83.41 15.73 4.58 2.72 1752.00

MIDRE 85.74 7.47  2.59 8.02 1898.29

NoDef 88.50 81.67 2.63 - 1270.71

KedMI TL-DMI 83.41 73.40 4.10 1.62 1265.00
MIDRE 85.74 4293 5.22 14.04 1512.52

NoDef 88.50 83.33 3.40 - 1259.61

_LFOGMMI\IAA TL-DMI  83.41 43.67 5.60 7.79 1616.00

MIDRE 85.74 4333 6.02 14.49 1550.77
LOMMA NoDef 88.50 90.87 1.31 - 1116.90
+ TL-DMI  83.41 79.60 1.78 2.21 1345.00
KedMl MIDRE 85.74 58.07 +/- 1.78 11.88 1386.67

Table B.8: We report the PLGMI attacks on images with resolution 64 64. We compare to NoDef and
BiDO methods. T = VGG16, IR152 and FaceNet64, Dpn = FFHQ. We remark that BiDO only releases
their implementation and pretrained model in the setup of T = VGG16.

Architecture  Defense  Acc" AttAcc # " KNN Dist "
NoDef 86.90 81.80 2.74 - 1323.27
VGG16 BiDO 79.85 60.93 399 296 1440.16
MIDRE 79.85 36.07 4.76 6.49 1654.41
IR152 NoDef 91.16 96.60 2.11 - 1187.37
MIDRE 8491 54.02 4.86 6.81 1579.28
NoDef 88.50 95.00 2.56 - 1250.90
FaceNet64

MIDRE 8156 51.60 3.61 6.25 1501.85

In the high-resolution setup, we compare MIDRE and TL-DMI (Ho et al., 2024), which is a state-of-the-art
MI defense. We use the setupT = ResNet101, Dy, = Facescrub, Dy = FFHQ, attack method = PPA.
For every defense, we create inverted images for each of the 530 classes, then select one image for each class.
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Table B.9: We report the PPA MI attacks on images with resolution 224 224. We compare the performance
of these attacks against existing defenses including NoDef, MID, DP, BiDO NLS, TLDMI, and MI-RAD
variances. Dy = Facescrub Dpy, = FFHQ, Arhchitecture is Resnetl8, ResNet152 and ResNet101. We
denote NA"for e and ovq if these numbers are not available in the o cial paper Ho et al. (2024); Koh
et al. (2024); Struppek et al. (2024). We denote OP" for if the accuracy of the defense model outperforms
that of the NoDef model.

Architecture Defense Acc" AttAcc # eval face "
NoDef 94.22 88.67 123.85 0.74 -
MID 91.15 65.47 137.75 0.87 7.56
DP 89.80 75.26 130.41 0.82 3.03

ResNetl8 BIiDO 91.33 76.56 127.86 0.75 454
TL-DMI 91.12 22.36 NA NA 21.39

MIDRE(0.1, 0.4) 97.28 48.16 131.72 0.80 oP
MIDRE(0.1,0.8)  93.33 13.89 15479 0.97 84.02

NoDef 95.43 86.51 113.03 0.73 -
MID 91.56 66.18 137.18 0.86 5.25
BiDO 91.80 58.14 147.28 0.87 7.82
NLS 91.50 14.34 NA 1.23 18.36
ResNetl52 RoLSS 93.00 64.98 NA NA 8.86
SSF 93.79 70.71 NA NA 9.63
TTS 93.97 73.59 NA NA 8.85

MIDRE(0.1,0.4) 97.90 4244  139.66  0.82 OP
MIDRE(0.1,0.8) 95.47 1597 15561  0.95 oP

NoDef 94.86 83.00 128.60 0.76 -
MID 92.70 82.08 122.96 0.76 0.43
DP 91.36 74.88 131.38 0.82 2.32
BiDO 90.31 67.07 139.15 0.84 3.50
TL-DMI 90.10 31.82 NA NA 10.75
ResNetl01 NLS(-0.05) 94.79 33.14 130.94 090 712.29
RoLSS 92.40 58.68 NA NA 9.89
SSF 93.79 71.06 NA NA 11.16
TTS 94.16 77.26 NA NA 8.20

MIDRE(0.1,0.4) 98.02 4358  139.01 081  OP
MIDRE(0.1,0.8) 95.15  15.47 155.80 0.96 oP

Finally, we upload them to Amazon Mechanical Turk and follow the same procedure as low-resolution images
setup.

Comparing BiDO and our proposed MIDRE: According to the results, 221 users voted in favour of
BiDO, 108 in favour of our approach, 119 in favour of neither, and 2 in favour of both. It suggests that the
reconstructed image quality from our model is not as good as the reconstructed image quality from BiDO,
therefore our proposed defense is more e ective . Our results are presented in Tab. B.11.

Comparing SOTA TL-DMI and our proposed MIDRE: According to the results in Tab. B.12, 509
users chose images inverted from our model, while 537 users voted in favor of TL-DMI. This suggests that
the inverted images from our models are of lower quality than those from TL-DMI. In addition, there are
522 people voted for none of the two images is similar with the original image, meanwhile only 22 users chose
that both images are similar to the real image.

According to the nal results of both settings, MIDRE is a better defense mechanism against Ml than SOTA
BiDO and TL-DMI, which is in line with the ndings of other evaluation metrics.
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Table B.10: We report the PPA MI attacks on images with resolution 224 224. \WWe compare the performance
of these attacks against existing defenses including NoDef, MID, DP, BiDO NLS, TLDMI, and MI-RAD
variances. D,y = Facescrub Dy, = FFHQ, Arhchitecture is DenseNet169, DenseNetl121, ResneSt101, and
MaxVIT. We denote NA" for ace and eva if these numbers are not available in the o cial paper Ho
et al. (2024); Koh et al. (2024); Struppek et al. (2024). We denote OP" for if the accuracy of the defense
model outperforms that of the NoDef model.

Architecture  Defense Acc" AttAcc # eval face "
NoDef 95.49 87.80 124.74 0.77 -
RoLSS 72.14 6.77 NA NA 3.47

DenseNet169 SSF 92.95 60.99 NA NA 10.56

MIDRE(0.1,0.4) 97.99 46.67 136.18 0.81 NA
MIDRE(0.1,0.8)  95.04 15.78 15496 0.95 160.04

NoDef 9554 9513  116.14 0.68 -
NLS(-0.05) 9213 4069 17953 097  15.96
DenseNet1z1 ROLSS 7425  10.24 NA NA 3.99
SSF 93.09  65.21 NA NA 1221
MIDRE(0.1,0.4) 9819 4698 13486 0.81 oP
MIDRE (0.1,0.8) 95.76 1566 154.62  0.96 oP
NoDef 9538 8427  129.18 0.1 -
Resnest1or  NLS(-0.05) 88.82 1323 17273 1.10 1001
MIDRE(0.1,0.4) 98.11 4543  137.78  0.80 NA
MIDRE(0.1,0.8) 95.09 1554  156.44  0.96 237.00
NoDef 9836  80.66 11069  0.69 -
TL-DMI 93.01  21.17 NA NA  10.59
MaxVIT NLS(-0.05) 98.23 55.09 12768 0.81  63.93
RoOLSS 95.09  25.17 NA NA 1568

MIDRE(0.1,0.4)  98.46 42.50 133.61 0.81 oP
MIDRE(0.1,0.8)  96.52 13.92 15531 0.96 31.63

Table B.11: We report results for an user study that was performed with Amazon Mechanical Turk. Re-
constructed samples of PLG-MI/VGG16/CelebA/CelebA with rst 150 classes. The study asked users for
inputs regarding the similarity between a private training image and the reconstructed image from BiDO
trained model and our trained model. Less number of reconstructed images from our defensed model are
selected by users, suggesting our defense is more e ective.

Defense Num of samples selected by users as
more similar to private data

BiDO 221
Ours 108
Both 119
None 2

B.4 Qualitative Results

We provide inversion results from the recent IF-GMI attack in Fig. B.2 (T = ResNet-18) and Fig. B.3
(T = ResNet-152) andDyiy = Facescrub, Dyyp = FFHQ. These results further demonstrate the e ectiveness
of our proposed method.
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Table B.12: We report results for an user study that was performed with Amazon Mechanical Turk. Re-
constructed samples of PPA/ResNet101/FaceScrub/FFHQ with all 530 classes. The study asked users for
inputs regarding the similarity between a private training image and the reconstructed image from TL-DMI
trained model and our trained model. Less number of reconstructed images from our defensed model are
selected by users, suggesting our defense is more e ective.

Defense  Num of samples selected by users as
more similar to private data

TL-DMI 537
Ours 509
Both 522
None 22

Figure B.1: Our Amazon Mechanical Turk (MTurk) interface for user study with model inversion attacking
samples. Participants were asked to select one of 4 options: A, B, none, or both, for each image pair where
A and B are the inverted images of our defense and other defense model. Each pair was rated by three
di erent users.

C Additional analysis of privacy e ect of MIDRE

C.1 Feature space analysis of Random Erasing's defense e ectiveness

In addition to the visualization of feature space analysis in Sec. 3.2 (main paper), we provide more visual-
ization in other setup: T = ResNet-152 (Simonyan & Zisserman, 2014)D iy = Facecrub (Ng & Winkler,
2014), Dpww = FFHQ (Karras et al., 2019), attack method = PPA (Struppek et al., 2022). We observe
Property P1: Model trained with RE-private images following our MIDRE leads to a discrep-

ancy between the features of Ml-reconstructed images and that of private images , resulting in
degrading of attack accuracy.

We use the following notation: fyain , fpiv , fre , and frecon represent the features of training images,

private images , RE-private images , and Ml-reconstructed images , respectively. To extract these features,
we rst train the target model without any defense (NoDef) and another target model with our MIDRE.
Then, we pass images into these models to obtain the penultimate layer activations. Speci cally, we input
private images into the models to obtainf ., . Next, we apply RE to private images, pass these RE-private
images into the models to obtainfgre . We also perform MI attacks to obtain reconstructed images from
NoDef model (resp. MIDRE model), and then feed them into the NoDef model (resp. MIDRE model) to
obtain frecon . Then, we visualize penultimate layer activations f priy ;fre ; frecon by both NoDef and our
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