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A The Canonical Model of Bandits

We extend the general canonical model of bandits (Chapter 4, Lattimore and Szepesvari| (2018))) with
e-global differential privacy. The canonical model with e-global DP consists of a privacy-preserving
policy m¢ and an environment v. The policy interacts with the environment up to a given time horizon
T to produce a history Hp = {(As, R;)}_;. The iterative steps of this interaction process are:

1. the probability of choosing an action A; = a at time ¢ is dictated only by the policy 7§ (a|H:—1),
2. the distribution of reward R; is P4, and is conditionally independent of the previous observed
history H;—1.

Let us formalise this interaction by defining an e-global DP policy, the environment and the probability
space produced by this interaction.

Let T' € N be the horizon. Let v = (P, : a € [K]) a bandit instance with K arms. For each t € [T,
let Q; = ([K] x R)t C R? and F, = B(Q;) with B being the Borel set.

Definition 3. A policy 7 is a sequence (m;)]_, , where m; is a probability kernel from (Qy, F;) to
([K], 21K, Since [K] is discrete, we adopt the convention that for i € [K],

7Tt(Z | A1,T1y oy a/tflartfl) = ﬂ-t({l} ‘ A1,T1y .y a/tfl/rtfl)
and for a sequence of actions a” £ [ay, ..., ar] and a sequence of rewards v = [r1, ... rr):
T
7T(G/T | TT) = Hﬂ-t(at | 1,71y 7at71;rt71)

t=1
A policy 7€ is e-global DP, if
WE(aT ‘ TT) S ee,n_e(aT | T’/T)
for every sequence of actions a™ and every two neighbouring reward streams r*, r'T: 3j € [1,T]

such that rj # v and V't # jry = 1}

Let X be a o-finite measure on (R, B(R)) for which P, is absolutely continuous with respect to
Aforall a € [K]. Let p, = dP,/dX be the Radon—Nikodym derivative of P, with respect to A,
which is a function p, : R — R such that [ p,d\ = P,(B) for all B € B(R). Letting p be the
counting measure with p(B) = | B|, the density p, < : Q7 — R can now be defined with respect to
the product measure (p x \)T by

T
pure(ar,r1,. . ap,rr) & [ [ melar | ar,r, . a1, me1)pa, (re)
t=1
and P, - be defined by

Pyre(B) = / Pure(W)(px NP (dw) forall B € Fr
B

Hence (Qr, Fr, Puxe) is a probability space over histories induced by the interaction between 7
and v.

We define also a marginal distribution over a sequence of actions by

.....

and for all C € P([K]7T),

M, (C) 2 Z Myqe(ar,ag,...,ar).
(al,...,aT)GC

Hence, ([K]T, P([K]T), M, <) is a probability space over sequence of actions produced when 7
interacts with v for 7" time-steps.
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B Distinguishing Environments with Partial Information and Global DP

In this section, we first revisit the Karwa-Vadhan Lemma (Lemma 6.1, (Karwa and Vadhan, [2017))
that bounds the multiplicative distance between marginal distributions induced by a differentially
private mechanism, when the datasets are generated using two different distributions P and Q. We
generalise this result to the setting where the inputs are not identically distributed. We call this
Sequential Karwa-Vadhan Lemma (Lemma [2)) and apply it to upper bound the Kullback-Leibler (KL)
divergence between the marginal distributions M, and M, .., when 7€ is an e-global DP policy,
and v and v/’ are two different environments (Theorem|[10).

Karwa-Vadhan Lemma. Let P and Q be two distributions, and TV (PP || Q) be the total vari-
ation distance between these two distributions. Let M be an (e, §)-differentially private mech-
anism that runs on the set of samples {x1,...,z7}. For any event E in M’s output space,
M(E|Xy = x1,...,Xr = xr) denotes the probability that M outputs an element in F given
the input 1, ..., zp, and

Mp(E) é/M(E|X1,...,XT)dIP>(X1,...,XT)

is the marginal distribution induced by the DP mechanism when the data is generated from the
distribution P.

Theorem 9 (Lemma 6.1, Karwa and Vadhan|(2017)). If a mechanism M satisfies (e, §)-DP, then for
every event E in the output space of M, the marginal distributions induced by distributions P and Q
satisfy

Mp(E) < e Mg(E) + &',

where ¢ £ (6¢T)TV (P || Q) and §' £ (4¢° TS)TV (P || Q).

We extend this result for the setting where the data is not identically distributed.

B.1 Sequential Karwa-Vadhan Lemma

Let {Py,...,Pr} and {Qy,...,Qr} two sets of independent distributions.
Given the samples X1, ..., X7 generated from the distributions Py, ..., Py, we define the corre-
sponding marginal distribution induced by M as

Mp, .. p,(E) 2 /M(E|X1, o X)) APy (X) dP(X) . .. dPr(X7)

Lemma 2 (Sequential Karwa-Vadhan Lemma). If M is a mechanism satisfying (e, )-DP, then
for every event E in the output space of M, the marginal distributions induced by the two sets of
independent distributions {P1, ..., Pr} and {Q1, ..., Qr} satisfy

M]P’L,---,IPT (E) < eé/MQh---,QT (E) + 6/’

where € = 6e 31 TV (P; || Qi) and &' = 4e 651, TV (P; || Qi)

Proof. We extend the proof proposed by (Karwa and Vadhan, 2017) to the non-identical distribution
setting. The main observation is that the proof follows naturally if the data is generated from different
distributions by just adapting the coupling to the case of different distributions. For completeness, we
present the whole proof with all the adapted changes.

We construct a coupling between ®iT=1 P; and ®iT=1 Q; that allows us to control the hamming
distance between samples generated from this distributions.

Let us denote p; £ TV (Pi H Ql), F; £ maX(]P’i — Qi,O), G; £ max(@i — Pi,O), and C; &
min(P;, Q;). Itis easy to see that P, = F; + C; and Q; = G; + C;.

Given the aforementioned notations, we consider the following algorithm to generate 27" samples:

Fori = 1to T, generate H; from Bernoulli(p;)
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(a) If H; =1, sample X; x F; and X] x G;
(b) If H; = 0, sample X; x C; and set X! = X;.

Here X; x F; means that X; is generated from a distribution defined by normalizing F;.

This construction satisfies the following properties:

L X2 (Xy,...,Xp)~®, P 2 Dy.
"A (XY, X~ QL Q2D

3. ||X - X”Hamming = Z;rzl H1 = H.

S

2.

Now, we introduce the following shorthand for the marginal distributions at step h
mj(h) £ /M(E|§ = z)dD;(X|H = h)
for j € {0,1} and p(h) = P(H = h). For j € {0, 1} and any event F, we have, by definition,
T
M;(E) =Y m;(h)p(h)
h=0
Fact[l: Forj € {0,1}, m;(h) < e‘m;(h—1)+dforh=1,...,T,and m;(0) = mq(0).

We defer the proof of Fact[I]to the end of this proof.
By Fact([l] for j € {0, 1}, we have

he __ 1
m;(h) < ehem;(0) + 666 —
Now, we obtain
T
M;(E) = Zp(h)mj(h)
h=0
= E[m;(H)]
He eHE -1
< Bfem; (0) +
= my (0) B+ - (B - 1)
T 5 T
= m;(0) - H(l —pitpi-e)+ e —1 (H(l —pitpi-e)— 1) 9
i=1 =1

The last equality holds due to that fact that for any t > 0, E[e"#] = [T_, (1 — p; + p; - €').

Similarly, we obtain

T T
M (E) = m;(0) [[(1 = pi+pi-e™) + R (H(l —pitpie ) - 1) (10)

. e~¢—1 \/
=1 =1

Combining inequalities 0] and [T0] we get




T —e
[l (I —pitpi-e)—1
e —1

+ ) (11)

From Lemma 6.1 of (Karwa and Vadhan| 2017), we know that

1—p 4 p - eE
log (——PitPiC \ — g0
L—pitpi-e e

Thus,
T €
(1—1?+P6> < S SEam £ o 12
i\l =pi+pi-ec
and
C =TT (L= pi+pi e T (1 —pi+pi-e) —1
e = - 2=l ¥ (13)
1—e—¢ ec—1
T —€ T €
<o 1Ze@Cinp) (T 1) 5 ep@(Einp) (D)1 o
1—e¢ e —1
T T
<e” 20} pi)-6+20) pi) -6 (15)
i=1 i=1
T
<e” 4 p;-o. (16)
i=1
Substituting Equations (T2) and (I6) in Equation[TT] we obtain
Mo(E) < e My (E) + ¢,
where € = GE(ZiTZI p;) and &' = 465'5(ZZ.T=1 Di)- [

Now, we prove Fact 1.

Fact 1. Forj € {0,1}, m;(h) <e‘m;(h— 1)+ forh=1,...,T, and m1(0) = my(0).

Proof. We prove the claim for j = 0, the other case is similar.

First, let us introduce some notations. Fix a (hy,...,hr) € {0,1}7. Let I’ = {i : h; = 1},
J = {i:h; =0}, and r be any fixed index in I’. Let I = I’ /{r} and consider the following partition

of X into three parts:

X =(X;, X, X)),

where X ; is the vector X specified by the indices in /. By definition of the coupling, X ; ~
Qe Fi £ Fr. X, ~Fo, X; ~ ®,.,Ci £ Cy. Now, let X/ ~ C,. and

X' = (X, X, X))

Also, let b, ..., h'. be the binary indicators corresponding to X'. By construction, we have the
following properties:

1. h; = h} foralli#r

2. h,=1land h, =0

3.5 hi=hand ¥ B, =h—1

4. D;(X|Hy = h1,...,Hr = hy) =Pr, (X ;)Pr, (X,)Pc, (X ;)

5. Dj(X'|Hy = hy,..., Hr = hy) = Pr,(X,)Pc, (X])Pc, (X ;)
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Thus, we obtain

/M(E|X:§)d]D)j(X\H1 =hi,...Hp = hy)

— [ [ [ MElerarag) dpr (X)) dPr (X,) dPe, (X)

<[ [ ] ] @rMBlerizg) +0) dbe (X)) dPr (X,) dPe, (X)) dPo, (X,
<[ [ ] @M@Elayahizy) +0) dpe () e, (X)) dee, (X,)

geG/ M(E|X = 2')dD;(X'|Hy = b}, ... Hy = W) + 6.

Taking expectations on both sides with respect to (Hj, . .., Hy) proves the claim.

B.2 KL-divergence Decomposition with ¢-global DP

The Sequential Karwa-Vadhan Lemma (Lemma [2) allows us to show the maximum KL-divergence
induced in the distributions of actions by a global DP policy 7¢. The upper bound allows us to show
how different the final distributions over actions induced by a global DP policy are for two different
environments. Thus, in turn, it provides an information-theoretic limit on distinguishability of two
environments if 7€ is played.

Theorem 10 (Upper Bound on KL-divergence for Bandits with e-global DP). When an e-global DP
policy € interacts with two bandit instances v = (P, : a € [K]) and V' = (P, : a € [K]) we have:

T
ZTV (Pat H P(Qt)

t=1

DKL (Muﬂ'ﬁ || Mu’ﬂ'ﬁ) < GdEVWE

Proof. We define the marginal over the sequence of actions induced by 7€ for a given environment v
as

A €
mme(al,...,aT):/ 7(a1,...,ar | r1,...,77)P,, dry ... Py drp
T1 TT

yeeny

Since 7€ is e-global DP, using Lemma[2] we obtain

Myre(ay,ag, ... ar) r
log< 1,02 ai)) < 66;TV (P, || P.,)

My’ re (a17a27 R

for every action sequence (ay,...,ar) € [K]T.
Thus,
My e (Al, AQ, ey AT) ):l
D Myﬂ.s Mulﬂ.e = Eyﬂ.s lo
KL( ) |: s (mu’ﬂf(A17A27'-~vAT)
T
< 6eByre | Y TV (P, || Pr,)
t=1

O

This lemma explicates how the distinguishability of two environments v and v’ under ¢ is dic-
tated by a joint effect of global DP, in terms of the privacy budget ¢, and the partial informa-
tion available in bandits, in terms of the total variation distance between the rewards of the arms

E,re {Zthl TV (Pa,, || P;t)]. We leverage this lemma further to construct the minimax and
problem-dependent regret lower bounds for stochastic and linear bandits with e-global DP.
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C Lower Bounds on Regret: Stochastic and Linear Bandits with ¢-global DP

In order to prove the lower bounds, we adopt the general canonical bandit model introduced in
Section[A] The high level idea of proving bandit lower bounds is selecting two problem instances
that are similar (the policy cannot statistically distinguish between them) but conflicting (actions that
may be good in one instance are not good for the other).

Under e-global differential privacy, a new source of "confusion" is added to the problem, i.e. any
sequence of actions induced by neighbouring reward streams must be e-indistinguishable. In the
canonical bandit framework, this is expressed by our Theorem [0}

In the following, we plug this upper bound on KL-divergences in the classic proofs of regret lower
bounds in bandits |Lattimore and Szepesvari| (2018]) to derive our minimax and problem-dependent
regret lower bounds.

Notations. Let II be the set of all policies, and II¢ be the set of all e-global DP policies.
C.1 Stochastic Bandits: Minimax Lower Bound

Theorem(Minimax lower bound). Forany K > 1andT > K — 1, and € > 0, the minimax regret
of stochastic bandits with e-global DP satisfies

ini 1 1 K-1
Reg?l"gmax 2 max {27 T(K — 1), ﬁ }
N————’ €

without global DP with e-global DP

Proof. We denote the environment corresponding to the set of K-Gaussian reward distributions with
A

unit variance and means p € R¥ as £ (1) £ {(N (i D = (u1, ..., ux) € RK}.

i=1

Since 1I¢ C II, we can have that

. 1
Regit™ > inf sup Regp(m,v) > —=vT(K —1)
? mell veEE (1) 27
N

The second inequality is due to Theorem 15.2 in (Lattimore and Szepesvari, [2018).
Step 1: Choosing the ‘Hard-to-distinguish’ Environments. First, we fix a policy 7€ in II°.

Let A be a constant (to be specified later), and v be a Gaussian bandit instance with unit variance and
mean vector ;1 = (A, 0,0,...,0).

To choose the second bandit instance, let i £ arg min, - ; E, r<[N,(T)] be the least played arm in
expectation other than the optimal arm 1.

The second environment v/ is then chosen to be a Gaussian bandit instance with unit variance and
mean vector 1’ = (A, 0,0,...0,2A,0...,0), where p; = p; for every j except for pj = 2A.

The first arm is optimal in v and the arm 7 is optimal in v/,

Since T' = Ey e [N1(T)] + 3,51 Evre [Na(T)] > (K — 1)E,zc [N;(T)], we observe that

T
IEL/Tre [Nv(T)] S K —1

Step 2: From Lower Bounding Regret to Upper Bounding KL-divergence. Now by the classic
regret decomposition and Markov Inequality |6, we get[Z]

Regy (1, 0) = (T~ Byne [Ny (D)) A > Mye (Ny(T) < T/2) T2,
and
Regp(n,1') = AByime [Ni(T)] + 3 2AE, e [No(T)] 2 Myre (N1(T) > T/2) %.

a¢{1,i}

"In all regret lower bound proofs, we are under the probability space over sequence of actions, produced
when 7€ interacts with v for T time-steps. We do this to use the KL-divergence decomposition of M, <
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Let us define the event A = {N1(T) < T/2} = {(a1,az,...,ar) : card({j : a; = 1}) < T/2}.
By applying the Bretagnolle-Huber inequality, we have:

TA
Regr(n, ) + Regr (1, ') 2 == (Myme (4) + Myre (4°))
TA
> 74 exp(fDKL (Mmré Mylﬂ.e))

Step 3: KL-divergence Decomposition with e-global DP. Now, we apply Theorem [T0|to upper-
bound the KL-Divergence between the marginals.

T
ZTV (P‘lt H Pt;t,)

t=1

< 6€Eyre [N:(T)] TV (p; || 1))

D1, (Myre

MIJI‘ITE) S 6€El/7r‘

since v and v/ only differ in the arm 1.

Finally, using Pinsker’s Inequality 0] we obtain

TV (7)< |/ S D V(0,1 [ V24, 1) = A

Step 4: Choosing the Worst A. Plugging back in the regret expression, we find

TA
Regy (7%, v) + Regy(m€, V') > —— exp (—6€E, < [N;(T)] A)

4
S TA 6eTA
i _
=71 Pk
o _ K-1
By optimising for A, we choose A = 5.

We conclude the proof by lower bounding exp(—1) with 72, and using 2max(a,b) > a+b. O

C.2 Stochastic Bandits: Problem-dependent Lower Bound

Theorem [3] (Problem-dependent Regret Lower Bound). Let the environment € be a set of K reward
distributions with finite means and a policy 7€ € I ons () N II€ be a consistent polic over £

satisfying e-global DP . Then, for all v = (Pi)fil € &, it holds that

Regr (7€, v) 3 A,
a:8a>0 min (dinf (Paa M*a Ma)a 6 €tint (Pa7 ,U/*7 Ma)

without global DP with e-global DP

Proof. Let p, be the mean of the a-th arm in v, t, = tins (Pa, p*, M) and 7€ € Tleons (€) NIIE.
Since 7€ is consistent, by (Theorem 16.2, |Lattimore and Szepesvari| (2018)), it holds that

Regp (7€, v) S A,
dinf (Pa»/l*vMa)-

11Trgloréf log(T)

a:Ag>0

The theorem will follow by showing, for every suboptimal arm a:
Eyre [Na(T)] S 1
T—o0 log(T) = 6et,

Fix a suboptimal arm a, and let @ > 0 be an arbitrary constant.

8A policy 7 is called consistent over a class of bandits £ if for all v € £ and p > 0, it holds that
lim7r oo w = 0. We denote the class of consistent policies over a set of environments £ as Icons (£).

20



Step 1: Choosing the ‘Hard-to-distinguish’ Environment. Let v/ £ (P ) | € & be abandit with
Pj = Pjfor j # aand P, € M, be such that TV (P, || P,) < t, + and w(Py) > p*, which
exists by the definition of ,. Let i/ € R¥ be the vector of means of distributions of /.

Step 2: From Lower Bounding Regret to Upper Bounding KL-divergence. For simplicity
of notations, we use Regy = Regp (¢, 1), Regr = Regr(r¢,v), and A = {(ay,as,...,ar) :
card({j : a; = 1}) < T/2}.

Then, by regret decomposition and Markov Inequality [] we obtain

T
Regp + Reg/T > 9 (MVWE(A)Aa + My re (AC) (M; - N*)) 17

v

&m0 {4, — 1} (Myne (A) £ Myrne (A))

Y

T . N
- min {Ag, pl, — 1} exp(—Dxy, (Myge || Myire))

Step 3: KL-divergence Decomposition with e-global DP. By Theorem [[0]and the construction of
the ‘hard-to-distinguish’ environments, we obtain

DKL (Mllﬂ'e

Myire) < 6€Ey e [No(T)] TV (P, || P)
S 66]Eu7r5 [ a(T)] (ta )

Step 4: Rearranging and taking the limit inferior. Thus, we get
/ T . / *
Regy + Reglp > 7 min {Aq, #, — 1"} exp (~6€Byme [No(T)] (ta + )

Now, taking the limit inferior on both sides leads to

IOg Tmln{A,L wh—p }
BN .1 B i)
lim inf > lim inf
T—o0 log(T") e (t, + o) T—oo log(T)
1 . log (RegT + Reg’T) 1
=————|1—limsup = .
be (ta + @) T— 00 log(T') be (ta + )

The last equality follows from the definition of consistency, which says that for any p > 0, there
exists a constant C,, such that for sufficiently large T, Reg; + Reg/r < C,TP. This property implies
that

log (Reg + Reg’ log(T) + log (C
llm Sup Og ( egT egT) S llm Sup p Og( ) + Og ( p) — p7
T—00 log(T) T—o00 log(T)

which gives the result since p > 0 was an arbitrary constant.
We arrive at the claimed result by taking the limit as « tends to zero.
O

Remark 2. For Bernoulli distributions, t, is equal to A, so the private lower bound simplifies to:

Klog(T
(Z A, log )>:O(og()>
a:Ag>0 €
Thus, our problem-dependent regret lower bound retrieves as a special case the lower bound found

in (Shariff and Sheffet,|2018) and established for Bernoulli distributions of rewards.
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C.3 Stochastic Linear Bandits: Minimax Lower Bound

TheoremE](Minimax Regret Lower Bound). Let A = [—1,1]% and © = R Then, for any e-global
DP policy, we have that

Regf"" (A, ©) > max{ )d\F eXp( exp(=6)d }.

€

without global DP with e-global DP
Proof. Due to Theorem 24.1,(Lattimore and Szepesvari, [2018)), it holds that,

. d
Reg}"™(4,0) = exp(~2) S VT,

Now, we focus on proving the e-global DP part of the lower bound.

Let© = { ET, 6T} For 0,0’ € O, let v and v/ be the bandit instances corresponding resp. to 6
and 6'. We denote Mly = M, e and Mg = M,/ .. Let Eg and Ey the expectations under My and
My respectively.

Step 1: From Lower Bounding Regret to Upper Bounding KL-divergence We begin with

T

d
> Z (sign (0;) — Asi) 0;

t=1

];:{egj"(./47 9) - E

d
1
> — I (Ag;
> 3280 |3 then (1) s )]
1
> - (Zﬂ{blgn (Ag;) # sign (0;)} > T/Q)
€= t=1
In this derivation, the first equality holds because the optimal action satisfies af = sign (6;)

for ¢ € [d]. The first inequality follows from an observation that (sign(6;) — A)0; >
|0;] T {sign (Ay;) # sign (6;)}. The last inequality is a direct application of Markov’s inequality [6]

For i € [d] and 6 € O, we define

T
Po,i = My (ZH{Sign (Asi) # sign (6:)} > T/2> :

t=1
Now, let i € [d] and § € © be fixed. Also, let 9§- = 0, for j # i and 0; = —6,. Then, by the
Bretagnolle-Huber inequality,

1
Do,i + Pori > 5 exp (—Dk1, My || Mg/)) .

Step 2: KL-divergence Decomposition with e-global DP. From Theorem we obtain that

T
Dyt (M || Mor) < 6cEyme | TV (N ((4,6) 1) IIN(<At79’>71))]

Il
_

L
<6 | 3/ Dr O (4,0) . ||N<<At,o'>71>>]
(40,6 - ewﬂ

<At76_‘9/>|] (18)

M=
=

= 6€E, <

#
Il
A

M=

= 3€Eyﬂ—e

o~
I
=
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= 3¢cE, e

T

> 1Al (2 |9¢)]

t=1
1

< 3€E, ¢ [T X 2} =6 (19)
el

Here, the second inequality is a consequence of Pinsker’s inequality (LemmaJ). The last inequality
holds true because A; € [—1,1]% and 0,6’ € {—57 %}d

Step 3: Choosing the ‘Hard-to-distinguish’ §. We already have that
1
Do,i +Dori 2 5 &P (—6)

Now, we apply an ‘averaging hammer’ over all § € ©, such that |©| = 2, to obtain

1 & 1 & d
Z @ZP@@ = @ Z Zp07i > ZGXP(—G)-

0€O i=1 i=160€O

This implies that there exists a € © such that Z?Zl po,i > dexp(—6)/4.
Step 4: Plugging Back 6 in the Regret Decomposition. With this choice of 6, we conclude that

d
1
> = )
RegT(A7 0) = ¢ i:ZIPG,Z

< exp(—6) d

- 4 €

C.4 Stochastic Linear Bandits: Problem-dependent Lower Bound

Theorem (Problem-dependent Regret Lower Bound). Let A C R? be a finite set spanning R® and
0 € R? be such that there is a unique optimal action. Then, any consistent and e-global DP bandit
algorithm 7° satisfies
R 0
liminf M
T—o0 log (T)
where the structural distinguishability gap is the solution of a constraint optimisation

> c(A,0),

c(A,0) & inf Z afa)Aqg, such that ||a||? 1 < min 0.5A2 | 3epa(A)A,
a€l0,00)4 Ha N—— —
acA without global DP  with e-global DP

for( al)l a € Awith Ay > 0, Hy, = Y, sa(a)aa’, and an arm-structure dependent constant
Pa(A).

Proof. Let a* = argmax,¢ 4(a, ) be the optimal action, which we assumed to be unique.

By Theorem 25.1, |Lattimore and Szepesvari| (2018)),

1
lim sup log(T) ||la — a*||%71 < -A2 (20)
T—00 T 2
Let M and M’ be the measures on the sequence of outcomes Aj, ..., Ar induced by 6 and 6’

respectively. Let E[-] and E'[-] be the expectation operators of M and M, respectively.

Step 1: Choosing the ‘Hard to distinguish’ ¢’. Let ' € R? be an alternative parameter to be chosen
subsequently. We follow the usual plan of choosing 6’ to be close to 6, but also ensuring that the
optimal action in the bandit determined by ¢’ is not a*. Let Ay, = min{A, : a € A, A, > 0},

a € (0, Anin) and H be a positive definite matrix (to be chosen later) such that ||a — a* Hz > 0.
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Given this setting, we define

A
G’éﬁ—i—%H(a—a*),
la —a*|[5
which is chosen such that (a — a*, 60"y = (a — a*,0) + A, + a = a.
This means that a* is a-suboptimal for the environment corresponding to 6'.

Step 2: From Lower Bounding Regret to Upper Bounding KL-divergence. For simiplicity, we
abbreviate Reg, = Regy (A, 0) and Reg’r = Regy (A, 0").

Then, by applying the classic regret decomposition and Markov’s inequality [6] we obtain

> Ty (- (1) < 1/2) = Z0m (- (1) < 7/2),

- 2

Regr = E [Z Na(T)A,
acA

Since a* is a-suboptimal in bandit #’, it implies that
T
Regy > —-M' (No (1) = 7/2).

Now, Bretagnolle—Huber inequality implies that
T
Regy + Reglp > — (M (No- (T) < T/2) + M’ (No+ (T) > T/2))
Ta
>~ exp (~ D, (M| M)

Step 3: KL-divergence Decomposition with ¢-global DP. By Equation[I8] we have that

T

> (A6 —0)]

t=1

DKL (M || M) S 3€EW‘-<

T
=3By | <At, L*C;H (a— a*)> H
t=1 HCL—G*HH
A, +a

2
Ha_a*”C;;l

where we define

[ [
pr(H) & ——— By |3 (A H (0 — "))
la = a* ||y =1
Thus, after re-arrangement, we get
A, 1 4 4R’
3e (A, + ) pr(H) > 1— og ((4Rr +4R}) /) 1)

—a*A, log(T
log(T") [|a — a*||5;.. og(T)
Step 4: Choosing H and Taking the Limit. The definition of consistency means that Reg, and

Reg/ are both sub-linear in 7". This implies that the second term in Equation (21)) tends to zero for
large T'. Thus, by tending 7" to co and « to zero, we obtain

H 1
lim inf pr(H) 5 > .
T—oo log(T) ||a — a*||é;1 3eA,

We now choose H to be a cluster point of the sequence (G7'/ ||G7"||) ;s Where ||G7"| is the

. Tes
spectral norm of the matrix G;l.
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Fact[2} For this choice of H,
liminf pr(H) < po(A),
T—o0

where
ad |a¥(a —a%)
palA) 2 Y
=iz Nl
Finally,

lim sup log(7T) ||la — a*||%;1 < 3eAgpa(A).

T—o00

Combined with Equation 20 we get that

1
lim sup log(7T) ||a — a*||é;1 < min <2A3, SeAapa(.A)> .

T—o0

Using that

lla —a*||g-
im o Cr
T 00 ||a\|é;1
from Theorem 25.1, |Lattimore and Szepesvari|(2018)), we get that
1
lim sup log(7T') ||a|\é;1 < min (2A3, BEAGpG(A)) .

T—o0

Step 5: Getting Back to the Regret. We conclude using the same steps as in the Corollary
2 (Lattimore and Szepesvari, 2017)). O

Now, we prove Fact2]
Fact 2. If H is a cluster point of the sequence (G’;l/ Hé;l H)
of the matrix G’;l, then the following inequality holds true:

liminf pr(H) < po(A),
T— o0

Tes and HG’}I || is the spectral norm

where

K T *
ai(a—a*)
pa(A) 4 E “72
=tmizo 19l

Proof. We let S be a subset so that G;l/ ||G';1 H converges to H on T € S. Then,

lim inf pr(H) < liminf pr(Gz'/ [|GZ"])

T
= li%neiéleg Z ’<At,é;1 (a — a*)>|

t=1

K
=liminf Y " Eo(N;(T)) |a] G7* (a — a”)|
=1

Tes 4
J
K
. . T~—1 *
= liminf 1 IE HiOEQ(Nj(T)) |aj G7' (a —a”)|
J=5lla;
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Let j be such that ||a;|| # 0.
Now, we aim to upper bound the term |ajTG;1 (a—a")|

First, we decompose a — a™ into two orthogonal components, which are aligned and orthogonal to a;
respectively.
a—a* = aja; + by,
T *
Th, = A )
where a; b; = 0 and a; = Tas T2

On the other hand, we have that

T
> AAl

K
Gr —E, = S Eo(Ny(T))aja] = Eo(Nj(T))aja)
t=1 Jj=1
Since
T f 1 T
) -
( j i% Eg(N;(T))(a, a;)? 7
and

(EQ(Nj(T))ajajT)Tbj =0,

only the component of @ — a™ in the direction of a; matters in the dot product af@;l (a — a*). Thus,

TA-1 * |a| T T
a; G a—a’)| < as a;a; a;
o 61 (0 =) < B e 9
_ oyl
Eo(N;(T))
Consequently,
K T *
o ai(a—a*)
liminf pr(H) < ) ‘]72|épa(«4)
=tlaizo sl

O

Example 3 (p,(A) for an orthogonal set of arms). If the action space is the orthogonal basis, then
pa(A) = 2, because:

E(N.(T))
Gr =
E(Na(T))
and: . ) )
(4 G2 (@ = )| = g, oy e B, ) A
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D Privacy Analysis of Algorithm I]

In this section, we prove that any bandit algorithm designed using the framework of Algorithm I]
satisfies e-global DP. We establish the claim by proving e-global DP for the set of private indices
computed in Algorithm[T]and the final result is a consequence of the post-processing property of DP
(Lemmal3).

Lemma [1] (Privacy of the (I + 1)-means Computed in Algorithm [1). Let us define the private
empirical mean of the rewards between steps i and j (i < j) as

Flri, ... r]}—ZTt—&-Lap((]ll) ) (22)

Ifl<t; <--- <ty <Tandry €0,1], the mechanism g mapping the sequence of rewards
(r1,72,...,r7_1,7r7) to (£ + 1)-private empirical means (f{ri,...,re, -1} f4{reyy- - Tt-1},
Ity =1ty [Tty - - - 7)) satisfies e-DP.

A A . . .
Proof. LetrT £ (r1,...,rp) and r'T £ (r{,...,r}) be two neighbouring reward sequences in

[0,1]. This implies that 35 € [1, 7] such that r; # 7’ and Vt # j, 1y = 7y,
Let ¢’ be such that t; < j <ty — 1, and follows the convention that tg = 1 and tg4qy = T + 1.

Let 1 £ (uo, . . ., jue) a fixed sequence of outcomes obtained using Equation (22). Then,

P(ge(rT) — M) _ P (fe{""t@/a . ,Tt£,+1_1} = M@,)
]P’(gﬁ(r/T) :M) P(fﬁ{’]’t[,,...77'te,+1,1} :M@;)

where the last inequality holds true because f€ satisfies e-DP following Theorem|I] O

< e,

Theorem [6] (e-global DP for Algorithm[I). For any index I computed using the private empirical
mean of the rewards collected in the last active episode of arm a, Algorithm/[l|satisfies e-global DP.

Proof. Fix two neighboring reward streams r” = {ry,... ,rp}and 7'T = {r} ... 70}
This implies that 35 € [1, 77 such that r; # 7 and Vt # j, ¢ = 7y.

We also fix a sequence of actions a” = {ay,...,ar}.
We want to show that: Pr(w(r?) = o) < eePr( (r'Ty = al).

The main idea is that the change of reward in the j-th reward only affects the empirical mean
computed in one episode, which is made private using the Laplace Mechanism and LemmalT}
* Since 1771 =77 Pr(n(r/7!) = /1) = Pr(z(r77") = o).

e Let tg <jJ < ter1 and tpr < j < £ 41 be the episodes corresponding to the jth reward
in 7T and r'T respectively. Since 7/ ~! = 771 we get that £ = ¢'. Thus, Pr(r(rt+1) =
t1+1) — PT’( ( /te+1) t;+1)
o Let ﬁf;’e and ﬂ;{ . be the private means of arm a computed in the episode [t;, tsy1], by the
Laplace mechanism, for every interval I € R, Pr(ﬁf;’€ el) < eePr(ua €1

* Finally, since {rjq1,...,r0} = {rj,p,....7p} Prix(r") = d"|@,, € 1) =
Pr(n(r'™) = ", € 1)

Now, we conclude the argument by using a chain rule.

O

Since Theorem [6] holds for any index-based bandit algorithm that uses only private empirical means
of rewards (Equation (22))) of the last active episode to compute the indices, it also implies that
AdaP-UCB and AdaP-KLUCB satisfy e-global DP.
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E Upper Bounds on Regret: AdaP-UCB and AdaP-KLUCB

E.1 Concentration Inequalities

Lemma 3. Assume that (X;)1<;<n, are iid random variables in [0, 1], with E(X;) = . Then, for

any 6 > 0,
1 1 1
P i+ Lap< ot { — = s | <5, (23)
ne
and
1 lo lo
P +Lap( s ( e 8 ( <35 (24)
ne
where fi, = =31 | X,
Proof. We have that
1 lo lo
1 2P ﬂn+Lap< _ log( —/ g
ne
1 1 l
<p -y 2E) 5, (Lap(1> G zo>
2n ne
6 3
<d+-=26
S0+ 5= 3%
where the last inequality is due to Lemma [[T]and Lemma[I0}
Similarly,
1 log (% log (1
pp =P ﬂn+Lap<)+ g(5)+ g(é)ﬁﬂ
ne ne 2n
log (4 1 log (1
<P fin+ 8 (3) <pu +P<Lap(> + 8 (3) <0
2n ne e
6 3
<d+-=26
S0+ 5= 3%
where the last inequality is due to Lemma[TT]and Lemma 0] O
Lemma 4. Let X1, Xo, ..., X, be a sequence of independent random variables sampled from a
Bernoulli distribution with mean i, and let [i, = % S, Xy be the sample mean. Let
1 log(%
fin(8) £ Clipg (ﬂn + Lap () + g(5)> (25)
’ ne ne
for § > 0 be the clipped and private empirical mean.
Claim 1. For any 6 > 0 and « € [0, ), the following inequality holds:
1
P 2 fin(6) + @) < exp(=nd(p — a, p)) + 56 (26)
Claim 2. Furthermore for 6 > 0, we define
log (%
Un(5) & max {q € [0.1]: d(in 3).q) < 22 1) } @
Then, 3
P(n > Uy (6)) < 5 (28)
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Proof. Here, we prove Claim 1 followed by Claim 2.

Claim 1. Since jiy (8) = min {max {0, fi, + Lap () + 2221 1}, we have that
1 log(%
p—a>f,(0)=p—a>1 or pazmax{(), (ﬂnJrLap() + Og(6)>}
ne ne

1 log(%
:>u—a2ﬂn+Lap( )—l—g(‘s) (since p < 1)

& ne
log(5)
ne

<0.

1
= pu—a>f, or Lap<>+
ne

It implies that
log(3)

o)
ne

P( > jin(6) + 1) < P(u > fin +a)+p(Lap< ! ) .

ne
1
< exp(—nd(p — a, u)) + 5.
The last inequality is due to Equation[39]of Lemma[I3]and Lemma[I0]

Claim 2.
‘We have that the sets

(12 Ua(0)) = {2 Un0) 2 jin(0))

log(%).

Step (a) holds because U,,(§) > ji,,(d) by the definition of U,,(J). Step (b) also holds true since
1
d(fin(0),-) is increasing on [, (d), 1]. Since d(fi,(0), Un(4)) = los(3) by the definition of U, (¢),

n

we obtain the equality in Step (c). Finally, Step (d) is obtained by inverting the relative entropy.

Here, we chose an « > 0 such that d(p — o, 1)

We conclude the proof by
P{p > Un(9)} = P{jtn(0) <p—a}
1
<exp(—nd(p — a,p)) + 5(5 (by Claim 1)
0

3
=40+ 3= 56 (by substituting «)

E.2 Generic Regret Analysis for Algorithm 1]

Algorithm|l|is a generic framework to construct an extension of any optimistic index-based bandit
algorithm, which would satisfy e-global DP. The algorithm is based on the index I; of each arm.
I is computed using the private empirical mean of the last active episode of arm a and is a high
probability upper bound of the real mean .

To explicate the two conditions on arm indexes, we introduce the notation I¢(t — 1, «v, s), which is
the index of arm a, at time-step ¢ and computed using s reward samples from arm a.

Thus, we can express the index computed using just the last active episode as

I(t—1,0) = I(t — 1,0, %Na(t —1)). (29)
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Because IS (t — 1, ) only uses samples collected from the last active episode, and due to the doubling,
the last active episode’s size is exactly half the number of times arm a was pulled since the beginning.

The optimism of the index is ensured by the fact that
PUS(HE -~ 1o00s) <o) < 5 (30)
2«
for every arm a, every sample size s and every time-step ¢, where « is the confidence level.

Theorem 11. Let a be a suboptimal arm and ¢ € N such that 2° < T. Then, Algorithmusing an
index I§ satisfying Equations 29 and[30} also satisfies that for any o > 3,

E[N(T)] < 27 + P(G<0r) T + %_3

where Go g r = {1(T — 1,0, 2°) < p*} and G, , . is the complement of G 4.7
Proof. Without loss of generality, we assume the first arm is the optimal one (¢* = p1) and denote a
suboptimal arm by a (1 < a < K).

We leverage the standard idea of UCB-type proofs: if arm a is chosen at the beginning of an episode
£, then either its index at ¢, is larger than the true mean of the first arm, or the true mean of the first
arm is larger than the first arm’s index at ¢,.

Since decisions, i.e. playing the arm with the highest index, are only taken at the beginning of an
episode, we introduce ¢ which takes as input a time step and outputs the time step corresponding to the
beginning of an episode. Formally, for each t € [K +1,T], let ¢(¢t) = tosuchthatt, <t <t,4q —1.
In Example[2] ¢(5) = 4 and ¢(9) = 7.

Formally, ¢(t) is a random variable such that

Vit p(t) <t < 2¢(t) 3D

Step 1: Decomposition of N, (7). We observe that

No(T) =14 Y {4, =a}

t=K+1
T
=1+ Z {A; =aand I5(o(t) — 1, ) > p1 } + I{As = aand 17 (o(¢) — 1, ) < p11}
t=K+1
T
<T+NU(T) + > HI{((t) — 1,a) < i}
Terml =K+1

Term?2
We define N(T) £ 3/ . [{A; = aand I{(ty — 1,a) > pu1}
Step 2: Decomposition of Term 1: N/ (T'). Let G, ¢, be the ‘good” event defined by
Goer = {15(T - 1,0,2%) < 1}
The main part of the proof is decomposing N/ (T') among the ‘good’ and the ‘bad’ events, i.e.
E[Ng(T)) = E[{Gaer}No(T)] + E[{GE 7 }No(T)] < 271 + P(GE )T
G?, ¢ denotes the complement of G ¢, 7.

To prove the last inequality, we only need to prove that when G, ¢ 7 happens, N/, (T) < 2¢+1. We
prove it by contradiction.

Hence, let us assume that G, ¢ 7 holds but N/ (T) > 2¢+1.

This assumption implies that the arm a is played more than 2¢+! times. Thus, there must exist a round
ty, where N, (tp — 1) = 2641, Ay, =idand Ij(ty — 1, ) > py. Since indices are computed only
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using the samples from the last active episode, IS (t; — 1, a) is computed using exactly 2¢ reward
samples from arm a.

Thus, we obtain
I (te — 1,0) = I (ty — 1, a,2%)
<I(T —1,0,2%)  (because ty < T and I (-, o, 2°) is increasing)
< p1  (definition of G ¢ 1)
<Ii(te — 1)

The last inequality contradicts the fact that A;,, = 4 and thus, establishes the claim that N, (T") < 2+l
under the ‘good’ event.

Step 3: Upper-bounding Term 2. To conclude,

T T
E| Y HI@0)-La)<mt| = > P60~ La) < m}

t=K+1 t=K+1
T ¢
<Y Y REG- L) <)
t=K+1¢=t/2

T t )
Y S S P - Lays) < wi}

t=K+1 ¢p=t/2 s=1
¢

DI

t=K+1 ¢p=t/2 s=1

3 e = 1
522(250471

IN

IN
| o

1
pr (Equation [30)

t=K+1 ¢p=t/2
T
3 2072 t
< 3 = (because ¢ > 5)
t=K+1
3.0 [T 1 . . .
< =2 dx (sum-integral inequality)
2 K xa—Q
a—3
(Bpen 1 132 (2
-2 a—3K*3 2a-3\K
<3
T a—3

fora > 3 and K > 2.

Here, the first inequality is due to an union bound on ¢(t) € [t/2, t] (Equation[31), and the second
inequality is due to a union bound on N (¢ — 1).
Step 4: Combining the Bounds on Terms 1 and 2.
3
EN(T) <1427+ P(GS ) T+ p—
£, o —

_ of+1 c «
=2+ P (G ) T+ ~—3

O
Now we design indexes that satisfy the conditions of Theorem namely AdaP-UCB and
AdaP-KLUCB.

To obtain the final regret bounds, we only have to choose £ big enough such that P (Iu (T,2%) > m) T
is negligible. This corresponds to the leading term in the regret upper-bounds, and this is where the
regrets of AdaP-UCB and AdaP-KLUCB differ.
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We explicate the issues of designing the indexes and choosing corresponding ¢ in the following
section, which leads to the regret upper bounds of AdaP-UCB and AdaP-KLUCB.

E.3 Regret Analysis for AdaP-UCB and AdaP-KLUCB

Theorem For rewards in [0, 1], AdaP-UCB satisfies e-global DP, and for « > 3, it yields a regret

16 3o
- < E - _
Regr(AdaP-UCB,v) < P23 (min{Aa,e} log(T") + - 3>

Proof. The proof is constituted of three steps.
Step 1: Designing an Index satisfying Equation (29), Equation (30), and e-global DP. For
AdaP-UCB, the index is defined as

alog(te) avlog(te)

I (t — 1,0) = i, + ’
a(te ) = fla,c 2X INa(tg—1)  eXx zNo(tg —1)

where

iu’d,e = ﬂa,%NQ(tg—l) + Lap ( (32)

€ X %Na(tz — 1))
is the private empirical mean of arm a computed using only samples from the last active episode, and
fla,s 1 the empirical mean of arm a calculated using s samples of reward from arm a.

This index verifies the first condition (Equation [29) of Theorem|[T1]
The second condition (Equation [30) of Theorem [TT|follows directly from Equation [24] of Lemma 3|
By Theorem|[6]AdaP-UCB is e-global DP.

By Theorem|T1] for every suboptimal arm a, we have that
o

E[NG(T)] < 25-"—1 +P( Z,Z,T) T + 0[7—3,

where

. 1 alog(T)  alog(T)
Gayer = {Ha,zf + Lap <%> + 2 % of + ool <p1p.

Step 2: Choosing an /. Now, we observe that

1
P(GZ,Z,T) =P (ﬂa,zf + Lap () +

20 2 x 2¢ €2¢

. 1 alog(T alog(T
P(ua,zerLap() Qx(ge)* ( )Zu(ﬂrv)

alog(T)  alog(T) < ﬂl)

2¢e

_ v log(T') log(T')
for'y—(Aa—%/aQOnge — 2225 )

The idea is to choose ¢ big enough so that v > 0.

Let us consider the contrary, i.e.

v <0= V2 < alog(T) <1+ 1+4A“>

Lol o alog(T) (4+ 8Aa>
€

a

4alog(T)
A, min{e, 24,1}

=20 < (33)
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Thus, by choosing

= e (]

we ensure v > (. This also implies that

. . 1 alog(T)  alog(T) 3
P(Ga,e,T) <P (Ma,zﬂ + Lap (%> - 2% 2l ot 2 e | S 57

The last inequality is due to Equation[23]of Lemma3]
Step 3: The Regret Bound. Combining Steps 1 and 2, we get that
o} 41 3
< -
E[NQ(T)]7Q_3+2 +T % o
16 log(T) N 3
— Aymin{e,2A,}  a—3°

(34)
Plugging this upper bound back in the definition of problem-dependent regret concludes the proof. [

Remark 3. The leading term of the regret is 6alog(T) " \unich is 4 times more than what we

o« min{e,2A,}’
got from Equation[33] A multiplicative factor of 2 is introduced due to the doubling and another
multiplicative factor of 2 is due to the forgetting. Thus, the combined price of doubling and forgetting

is a multiplicative constant 4 in the leading term of regret.

Theorem [8} When the rewards are sampled from Bernoulli distributions, AdaP-KLUCB satisfies
e-global DP, and for o > 3 and constants C1(a), Cy > 0, it yields a regret

C’l(a)Aa [e%
AdaP-KLUCB < log(T — .
Regy(Ada UCB,v) < a'AZ>O (min{d(ua,u*), Cael,} og(T) + a—3

Proof. The proof is constituted of three steps.

Step 1: Designing an Index satisfying Equation (29), Equation (30), and e-global DP. For
AdaP-KLUCB, the index is defined as

€ _ . o0, alOg(tZ) A 1
Ia(tg - 1,04) - max{q € [0’ 1] d (Ma7(:7Q) < %Na(tz — 1) - Ua,%Na(tzfl) g ’

ol . ~ alo o . .
where ji%® = Clipg 4 (Mﬁ,g + %%) = Fa, LN, (t—1) (%) as defined in Equatlon

s

[Lge is the private empirical computed only using the samples from the last active episode (as

defined for AdaP-UCB, and U, (§) = max {q €10,1] : d(fta,s (8),q) < loggé)} as defined in
Equation

This index verifies the first condition (Equation 29) of Theorem

The second condition (Equation [30) of Theorem [TT|follows directly from Equation [24] of Lemma 3|
By Theorem|[6] AdaP-KLUCB also satisfies e-global DP.

By Theorem|T1] for every suboptimal arm a, we have that

B[N, (1)) < 271 + P (Gl 1) T+ ——,

1
Gaor = {Ua,zf (TO‘) < Ml} .
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Step 2: Choosing an /. We observe that

1
P(Ggor) =P (Ua,zf (TO‘> > Ml)

1 log(T
<P <d+ (na,ge (TQ> : m) < O”;‘i”) (by definition of U, 5¢)

where d* (p, q) £ d(p, q)I,<,and d(p, q) is the relative entropy between Bernoulli distributions as
stated in Definition

Let 3 > 0, and ¢(3) € [0, 1] such that: d(ug + c(8)Aq, 1) = d(’l‘“fgl)

Since d(-, p11) is a bijective function from [p, p1] to [0, d(pa, p11)], we get that ¢(3) always exists
and is unique.

In addition, () verifies: limg_,¢ ¢(8) = 0, limg_, 4 ¢(8) = 1 and ¢(f3) is an increasing function

of 3.

First, we choose ¢ such that

(14 B)alog(T)
d(ftas p1)

) < i)

)
) ) a4 e(3)pep) ) @efinition of ()
Ua

20 >

(35)

This leads to

1
IP R
afT T

Ha 2t

(=

log(T
<P (ua o¢ + Lap <2€ ) n %p > 1o+ c(B)Aa> (definition of /1)
€

(4 (o
(o (7
(s

1
T
P >

IN

\_//—\A

> (d(-, p11) is decreasing on [0, 111])

Let us consider v, 7 such that d(pq +ve,rQa; fa) = IOgQ(gT) . We prove its existence and upper bound

it later in Fact[3] Thus, we obtain

a i 1 log(T 14+ «a)log(T
]P(Ga,e,T) <P Ha,2¢ — Ye,rAq + Lap Syl B (g ) > o+ (c(8) — ver)Aa — #@H
2 €2 €2
- 1 log(T")
=P (Na,ﬂ — Ye,rAq + Lap (%) - > fa + g)
Here, 0 £ (c(8) — ve,1) A — mogz#m.
By choosing
9t (14 a)log(T) 6

B (C(B) - ,M,T)eAa,
we ensure that # > 0. Thus, we get

, . 1 log(T
P(G;,Z,T) S P (Ma,ﬂ - ’YZ,TAU, + L(lp (256) - g( ) Z ,U/a>

€2t
) 1 log(T)
<P (flar —YerDa > o) + P (Lap (2%) e =0
1
< exp (—2%d(pa + Yo7 D0 pa)) + 5T
_3
= o5

The last inequality is due to Equation [38]of Lemma[I3]and Lemma[I0]
FactP} B 2 {5 > 0:¢(8) > 1) # @
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Combining both conditions [35]and [35] we choose ¢ to be the smallest integer such that
{ (1+B)a (14 ) 1C1(a)

T ) i ) 802 i) ey T

Step 3: The Regret Bound. Combining Steps 1 and 2, we get that
3 @
E[N,(T)] <27 + T x —
[Na(T)] < 25 4+ T x o =2
Cl(a) 3
log(T) + ——
~ min{d(ta, 1), C2eAg} og(T) + a—3

Plugging this upper bound back in the definition of problem-dependent regret concludes the proof. [

20 > inf max
BEB

To conclude, we prove Fact 3]
Fact3. B= {3>0:¢(8) > v} # 2.

Proof. Step 1: Going from d(-, i) to d(-, u1). The difficulty of the proof lies in the fact that v 1
is defined by inverting d(-, i, ) while ¢(f) is defined by inverting d(-, 141).

To handle that, we investigate the function g(x) £ d(z, pte) — d(z, p11).

g satisfies the following properties:

* g is continuous and increasing in the interval [, (1],
* 9(pa) = =d(pta; p1) <0, and
* 9(m) = d(p, pta) > 0.

This implies that there exists a unique root of g(x), where it changes sign. Specifically, there exists a
unique z € [pq, p1] such that:

*9(2) =0
* VY € [pha, 2[: g(x) <0
* Vx €]z, u1]: g(x) >0

and consequently z verifies d(z, 1,) = d(z, 1)

. d(pa,
Step 2: Choosing 3. We choose 3 such that “{Tgl) =d(z, ptq) = d(z, p1).

Step 3: Consequence of the choice of 5 on ¢(/3). Thus,

d(lffa + C(B)Aa, lu’l) = d(Z, N’l)v
which yields

2= pia + c(B)Aa
by uniqueness of z.

Step 4: Consequence of the choice of 3 on 7, 7. On the other hand,

log(T ..
d(pa + 70,1805 fa) = g2(£ ) (by definition of ~¢,1)
d(:uav /~L1) .
< —= by Equation
<aGin (vE B3)
< d(z, pa) (since o > 3)
= d(/‘a + C(ﬁ)Aaa Na) 37)
As a consequence, we conclude that v, 7 exists and v, 7 < ¢(8) as d(+, 114) is an increasing function
in the interval g, 1] O
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E.4 Problem-independent Regret Bounds

In this section, we provide problem-independent (or minimax) regret upper bounds for AdaP-UCB.
Theorem 12. For rewards in [0, 1], AdaP-UCB yields a regret

16aK log(T
, 160K log(7)

3a
- < 2=
Regr(AdaP-UCB,v) < po— Ea A, + 8y aKTlog(T) .

which achieves the minimax lower bound of Thm[Z]up to log(T) factors.

Proof. Let A be a value to be tuned later.

We have that
Regy(AdaP-UCB,v) = > AENL(T)] = > AENT)+ Y AE[NG(T)]
a a:A, <A a:Ag>A
16 log(T) 3
< .
<TA+ Z Aa (Aamin{gAa} + a—3> (eq

a:Ag>A

n 160K log(T) n 16aK log(T) n 3a ZAa
=3~

< TA
- A €

160K log(T) 3
< 8+/aKTTog(T) + 8k 1og( )+af‘3ZAa
a

€
. . _ K log(T)
where the last step is by taking A = 4\/@ .

Remark 4. The same bound is achieved by AdaP-KLUCB (up to multiplicative constants) by using
that d(jiq, j1*) > 2A2 and using the same steps in Thm|[12]

O
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F Existing Technical Results and Definitions

In this section, we summarise the existing technical results and definitions required to establish our
proofs.

Lemma 5 (Post-processing Lemma (Proposition 2.1, (Dwork and Rothl, [2014))). If a randomised
algorithm A satisfies (¢, 0)-Differential Privacy and f is an arbitrary randomised mapping defined
on A’s output, then f o A satisfies (¢,0)-DP.

Lemma 6 (Markov’s Inequality). For any random variable X and € > 0,
E[|X
B(Ix| > 2) < XD
€

Definition 4 (Consistent Policies). A policy w is called consistent over a class of bandits & if for all
v e &andp > 0, it holds that

The class of consistent policies over & is denoted by I pys (£).

Lemma 7 (Divergence decomposition). Letv = (P1,...,Px)andv' = (P],..., P}) be two bandit
instances. Fix some policy 7 and let P, and P,/ be the probability measures on the canonical
bandit model. Then,

K

Dk (Pmr ” Pu’ﬂ') = ZED [Na(T)] D (Pa,P(;) :
a=1

Lemma 8 (Bretagnolle-Huber inequality). Let P and Q be probability measures on the same
measurable space (2, F), and let A € F be an arbitrary event. Then,

P(4) + Q(4%) 2 3 exp(~D(F, Q).

where A° = Q\ A is the complement of A.
Lemma 9 (Pinsker’s Inequality). For two probability measures P and Q on the same probability
space (2, F), we have
Dy, (P[] Q) > 2(TV (P || Q))*.
Lemma 10 (Tail Bounds for Laplacian Random Variables). For any a,b > 0, we have
1 1

P(Lap(b) > a) = 5 €XP (—%) and P(Lap(b) < —a) = 5 eXP (—%) .
Lemma 11 (Hoeffding’s Bound). Assume that (X;)1<;<n are iid random variables in [0, 1], with
E(X;) = p. Forany 6,8 > 0 and, we have:

P(fn >+ B) < exp (—208%) and P (fin < i~ B) < exp (~205°).
where fi, = L3 X,
Definition 5 (Relative entropy between Bernoulli distributions). The relative entropy between
Bernoulli distributions with parameters p,q € [0, 1] is

d(p,q) = plog(p/q) + (1 — p)log((1 — p)/(1 = q)),
where singularities are defined by taking limits: d(0,q) = log(1/(1 — q)) and d(1,q) = log(1/q)
forq €10,1] and d(p,0) = 0 if p = 0 and oo otherwise and d(p, 1) = 0if p = 1 and oo otherwise.
Lemma 12 (Properties of the relative entropy between Bernoulli distributions (Lemma 10.2, (Latti+
more and Szepesvari, 2018))). Let p,q,c € [0, 1].

1. The functions d(-, q) and d(p, -) are convex and have unique minimisers at q and p, respec-

tively.

2. d(p,-) and d(-,p) are increasing in the interval |p, 1| and decreasing in the interval [0, p|.
Lemma 13 (Chernoff’s Bound). Let X1, Xo, ..., X, be a sequence of independent random variables
that are Bernoulli distributed with mean p, and let ji,, = % > Xi be the sample mean. Then, for
B € (0,1 — pl, it holds that:

P(ftn > p+ B) < exp(—nd(u + B, p)), (38)
and for 8 € [0, ],
P(ftn, < pp— B) < exp(—nd(p — B, 1)). (39)
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Figure 4: Evolution of regret over time for DP-UCB, DP-SE, AdaP-UCB, and AdaP-KLUCB under
() for different values of the privacy budget e. AdaP-KLUCB achieves the lowest regret.
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Figure 5: Evolution of regret over time for DP-UCB, DP-SE, AdaP-UCB, and AdaP-KLUCB under
Cs for different values of the privacy budget e. AdaP-KLUCB achieves the lowest regret.
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G Extended Experimental Analysis

G.1 Experimental Setup

In this section, we perform additional experiments to compare AdaP-UCB and AdaP-KLUCB with
respect to the existing bandit algorithms satisfying global DP, i.e. DP-SE (Sajed and Sheffet,
2019) and DP-UCB (Mishra and Thakurtal [2015). We test the four algorithms in the four bandit
environments with Bernoulli distributions, as defined by Sajed and Sheffet (2019), namely

¢, = {0.75,0.70,0.70,0.70,0.70}, Cs = {0.75,0.625,0.5,0.375,0.25},
Cy = {0.75,0.53125,0.375,0.28125,0.25}, C, = {0.75,0.71875,0.625,0.46875, 0.25}.

For each bandit environment, we implement the algorithms with € € {0.1,0.25,0.5,1}. We set
a = 3.1 to comply with the regret upper bounds of AdaP-UCB and AdaP-KLUCB. We set v = 0.1
for DP-UCB and 8 = 1/T. All the algorithms are implemented in Python (version 3.8) and are
tested with an 8 core 64-bits Intel i5@1.6 GHz CPU. We run each algorithm 20 times, and plot their
average regrets over the runs in Figures[d] [5} [6] and [7]In Section[5] we include Figure [2]to illustrate
the evolution of the regret for the four algorithms with environment C'y and € = 1.

G.2 Experimental Results

Here, we summarise the observations obtained from the experimental results.

Comparative Performance. All the experiments validate that AdaP-KLUCB is the most optimal
algorithm satisfying e-global DP for stochastic bandits. Both AdaP-UCB and AdaP-KLUCB achieve
similar regret, but AdaP-KLUCB is slightly better in all the cases studied. This observation matches
the proven upper bounds, and also reflects similar improvement that KL-UCB brings over UCB in
non-private bandits.

Dependence of Regret on €. As predicted by the theoretical analysis, AdaP-UCB and AdaP-KLUCB
have different regret depending on e: the regret is smaller for low-privacy regimes. This is also the
case for DP-UCB. However, DP-SE have the same performance for different choices of € and echoes
the experimental results presented in the original paper (Sajed and Sheffet, 2019).

The Shapes of the Regrets. DP-UCB has a regret shaped
like the regret of the classic UCB algorithm. The algorithm
chooses a different action at each time-step allowing it to 6000 { S
still choose exploratory actions. On the other hand, due to : e —i—e—i— !

. .. . . N 5000 4 R : i
the successive elimination, DP-SE "commits" at a certain i i

step to one action (the optimal action with high probabil- ¢ e __ _j ______ - iiiiifﬁésffln
ity). Thus, the shape of regret for DP-SE is piece-wise = &% ,' . iga‘;ﬁfz&i‘i ,
linear. On the other hand, AdaP-UCB and AdaP-KLUCB 200

are a trade-off of both strategies: due to the doubling, both 1000 4

algorithms "commit"” for long episodes to near-optimal ac- o

tions, while still explore the sub-optimal actions for short o e o1 s o
episodes. Stept x107

. Figure 8: Evolution of regret over time
G.3  Choice of for AdaP-UCB and AdaP-KLUCB for
different values of o with Cq and € = 1.

« controls the width of the optimistic confidence bound.
« = 1 performs better.

Specifically, it dictates that the real mean is smaller than
the optimistic index with high probability, i.e. with prob-
ability 1 — t% at step ¢. The requirement that o > 3 is due to our analysis of the algorithm. To be
specific, the requirement that o > 3 is needed to use a sum-integral inequality to bound Term 2 of
Step 3 in the proof of Theorem[TT} We leave it for future work to relax this requirement.

The experiments are done with & = 3.1 to comply with the theoretical analysis. As shown in Figure[§]
choosing @ = 1 works better experimentally. This observation complies with the theoretical results,
since the dominant terms in the regret upper bounds of both AdaP-UCB and AdaP-KLUCB are
multiplicative in . A tighter analysis might give us a bound for o = 1 and close the multiplicative
gap between the regret’s lower and upper bound. Reflecting this phenomenon in the analysis will be
an interesting future work to pursue.
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