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ABSTRACT

The wide-ranging applications of large language models (LLMs), especially in
safety-critical domains, necessitate the proper evaluation of the LLM’s adversar-
ial robustness. This paper proposes an efficient tool to audit the LLM’s adversarial
robustness via a prompt-based adversarial attack (PromptAttack). PromptAttack
converts adversarial textual attacks into an attack prompt that can cause the vic-
tim LLM to output the adversarial sample to fool itself. The attack prompt is
composed of three important components: (1) original input (OI) including the
original sample and its ground-truth label, (2) attack objective (AO) illustrating a
task description of generating a new sample that can fool itself without changing
the semantic meaning, and (3) attack guidance (AG) containing the perturbation
instructions to guide the LLM on how to complete the task by perturbing the orig-
inal sample at character, word, and sentence levels, respectively. Besides, we
use a fidelity filter to ensure that PromptAttack maintains the original semantic
meanings of the adversarial examples. Further, we enhance the attack power of
PromptAttack by ensembling adversarial examples at different perturbation lev-
els. Comprehensive empirical results using Llama2 and GPT-3.5 validate that
PromptAttack consistently yields a much higher attack success rate compared to
AdvGLUE and AdvGLUE++. Interesting findings include that a simple emoji can
easily mislead GPT-3.5 to make wrong predictions. Our source code is available
at https://github.com/GodXuxilie/PromptAttack.

1 INTRODUCTION

Large language models (LLMs) that are pre-trained on massive text corpora can be foundation mod-
els (Bommasani et al.l|2021)) to power various downstream applications. In particular, LLMs (Garg
et al., 2022; |Liu et al., 2023a; Wei et al., [2022)) can yield superior performance in various natural
language processing (NLP) downstream tasks, such as sentiment analysis (Socher et al.| [2013)) and
logical reasoning (Miao et al., [2023} [Liu et al} 2023a). However, in some critical areas such as
medicine (Singhal et al., [2023)) and industrial control (Song et al., [2023)), LLM’s reliability is of
equal importance. This paper studies one key aspect of LLM’s reliability—adversarial robustness.

Existing research evaluates adversarial robustness of LLMs on the GLUE dataset (Wang et al.,|2018),
in which an LLM is required to solve a classification task according to a prompt containing both a
task description and an original sample (as shown in Figure ). In particular, Zhu et al. (2023)
generated adversarial task descriptions based on open-sourced LLMs and transferred them to attack
other black-box LLMs. [Wang et al.|(2023b)) evaluated the victim LLMs by AdvGLUE (Wang et al.,
2021)) that is composed of adversarial samples against BERT-based models (Devlin et al.|[2018; |[Liu
et al., [2019). Furthermore, Wang et al.| (2023a) constructed a AdvGLUE++ dataset by attacking
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The original sentence “the only excitement comes when the credits finally roll and
| you get to leave the theater!” is classified as negative.
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( Your task is to generate a new sentence which must satisfy the following conditions:
I 1. Keeping the semantic meaning of the new sentence unchanged;

'\ 2. _The new sentence should be classified as positive.

" You can finish the task by modifying the sentence using the following guidance:
! Add at most two extraneous characters to the end of the sentence.

A g e I e I e N e —————

[Adversarial sample] [thc only excitement comes when the credits finally roll and you get to leave the theatre! :)]

Figure 1: Our proposed prompt-based adversarial attack (PromptAttack) against LLMs is composed
of three key components: original input, attack objective, and attack guidance.

the recent LLMs, such as Alpaca-7B (Taori et all) [2023), Vicuna-13B (Chiang et al.| 2023)) and
StableVicuna-13B (Zheng et al., 2023)).

However, we find AdvGLUE and AdvGLUE++ are neither effective nor efficient when we evaluate
black-box victim LLMs such as GPT-3.5 (OpenAl, 2023)). The adversarial samples in AdvGLUE
and AdvGLUE++ are generated against the pre-trained BERT-based models and other open-source
LLMs and are transferred to the victim LLM. It is highly likely we cannot genuinely measure the
victim LLM’s robustness. Besides, constructing AdvGLUE and AdvGLUE++ requires large compu-
tational sources, which degrades its practicality in efficiently auditing LLM’s adversarial robustness.

Therefore, we propose a prompt-based adversarial attack, called PromptAttack, that can efficiently
find failure modes of a victim LLM by itself. As shown in Figure[I] we construct an attack prompt
that is composed of three critical ingredients: original input (Ol), attack objective (AO), and attack
guidance (AG). The OI contains the original sample and its ground-truth label. The AO is a task
description that requires the LLM to generate a new sentence. The new sentence should maintain the
original semantics and should be misclassified by the LLM itself. The AG guides the LLM on how
to generate the new sentence according to the perturbation instructions, as shown in Table [I] The
perturbation instructions require small changes at character, word, and sentence levels, respectively.

Besides, we use a fidelity filter (Wang et al., [2021)) to ensure that the adversarial samples generated
by PromptAttack maintain the original semantic meaning. Following AdvGLUE (Wang et al.| 2021},
we leverage word modification ratio and BERTScore (Zhang et al.,2019) to measure the fidelity. If
fidelity scores are not satisfactory, PromptAttack outputs the original sample without attacking.

Furthermore, we propose two strategies to further enhance the attack power of PromptAttack,
which is inspired by few-shot inference (Logan IV et al., [2021} |Liu et al., [2023b) and ensemble
attacks (Croce & Heinl [2020). Our few-shot strategy provides a few AG examples that satisfy the
perturbation instructions, which can help the LLM better understand how to generate the perturba-
tions and further improve the quality of adversarial samples. Our ensemble strategy means searching
for an adversarial sample that can successfully fool the LLM from an ensemble of adversarial sam-
ples according to various levels of perturbation instructions, which can substantially increase the
possibility of finding an effective adversarial sample.

Comprehensive empirical results evaluated on the GLUE dataset (Wang et al.|[2018) validate the ef-
fectiveness of our proposed PromptAttack. We take Llama2-7B (Touvron et al.,|2023)), Llama2-13B,
and GPT-3.5 (OpenAll 2023) as the victim LLMs. Empirical results validate that PrompAttack can
successfully fool the victim LLM, which corroborates that the LLM fools itself via the well-designed
attack prompt. Further, we demonstrate that the attack success rate (ASR) against Llama2 and GPT-
3.5 achieved by our PromptAttack can significantly outperform AdvGLUE and AdvGLUE++ by a
large margin. Notably, PromptAttack against GPT-3.5 increases the ASR by 42.18% (from 33.04%
to 75.23%) in the SST-2 (Socher et al.l 2013) task. Note that, PromptAttack only requires a few
black-box queries through the victim LLM (e.g., OpenAl API) without accessing the internal pa-
rameters, which makes it extremely efficient and practical. Interestingly, as shown in Figure 2] we
find that a simple emoji “:)” can successfully fool GPT-3.5 to make an incorrect prediction. Finally,
we release an adversarial dataset named AdvGLUE-GPT|constructed by PromptAttack against GPT-
3.5 to facilitate the robustness evaluation of LLM:s.
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Figure 2: Our proposed PromptAttack generates an adversarial sample by adding an emoji “:)”,
which can successfully fool GPT-3.5.

2 RELATED WORK

We introduce the related works w.r.t. adversarial attacks, robustness evaluation of language models,
and LLM’s reliability issues. Extended related works w.r.t. prompt-based learning and prompt
engineering are discussed in Appendix

Adversarial attacks. Adversarial attacks can impose imperceptible adversarial perturbations to
the original sample and then mislead deep neural networks (DNNs) to make an incorrect classifica-
tion result (Szegedy et al., [2014). Studies of adversarial attacks (Goodfellow et al., 2014} Szegedy
et al.,|2014; Athalye et al.,2018; |Croce & Hein, 2020) have highlighted the serious security issues in
various domains such as computer vision (Xie et al.;, 2017 Mahmood et al.,[2021), natural language
processing (Wang et al.,|2021), statistical models (Xu et al.,|2022)), etc. Therefore, a reliable robust-
ness evaluation of the DNN is necessary to check whether it is adversarially robust and safe before
deploying it in safety-critical applications such as medicine (Buch et al.| 2018)) and autonomous
driving (Kurakin et al., [2018]).

Robustness evaluation of language models. AdvGLUE (Wang et al. 2021) and Ad-
VvGLUE++ (Wang et al.| [2023a) are adversarial datasets for evaluating the robustness of language
models (Wang et al 2021)) as well as LLMs (Wang et al., |2023bfja). AdvGLUE is composed of
adversarial samples generated by an ensemble of adversarial textual attacks (Li et al., 2018}, |Gao
et al.,2018; Li et al., 20205 Jin et al., [2019; [Iyyer et al., 2018; Naik et al., 2018 Ribeiro et al., [2020)
at character, word, and sentence levels against an ensemble of BERT-based models (Devlin et al.,
2018; [Liu et al., [2019). AdvGLUE++ contains adversarial samples generated by an ensemble of
character-level and word-level attacks (L1 et al., 2018 Jin et al., 2019; L1 et al.; 2020; [Zang et al.,
2020; Wang et al.| [2022) against an ensemble of open-source LLMs including Alpaca, Vicuna and
StableVicuna. However, robustness evaluation of black-box victim LLMs (e.g., GPT-3.5) based on
the transferable adversarial samples in AdvGLUE and AdvGLUE++ cannot genuinely measure the
victim LLM’s robustness. Directly applying current adversarial attacks to large-scale LLMs (e.g.,
GPT-3.5) to construct adversarial samples is computationally prohibitive. Therefore, in our paper,
we propose a novel adversarial attack that can efficiently generate the adversarial sample against the
victim LLM and thus can serve as an effective tool to evaluate the LLM’s robustness.

LLM’s reliability issues. Recent studies have disclosed that LLMs are facing the following reli-
ability issues. (1) Hallucination. Since LLMs are trained on massive crawled datasets, there is evi-
dence suggesting they may pose potential risks by producing texts containing factual errors (Gehman
et al.l [2020; Bender et al.| 2021; McKenna et al.| [2023; Manakul et al.l [2023). (2) Jailbreak attack.
LLM has the potential risk of privacy leakage since Jailbreak attack (Si et al., 2022} Rao et al.,
2023} |Shanahan et al.| 2023} [Liu et al., |2023d)) can elicit model-generated content that divulges the
information of training data which could contain sensitive or private information. (3) Prompt injec-
tion attack. LLM can output disruptive outcomes such as objectionable contents and unauthorized
disclosure of sensitive information, under the prompt injection attack (Liu et al.| [2023c} |Perez &
Ribeiro, 2022} |Apruzzese et al.| 2023} [Zou et al} [2023; [Zhu et al.|, 2023)) that overrides an LLM’s
original prompt and directs it to follow malicious instructions. (4) Adversarial attack. Adversarial
attacks against victim LLMs can perturb either task descriptions or original samples. Zhu et al.
(2023) leveraged adversarial attack methods used in AdvGLUE to generate adversarial task descrip-
tions and transferred them to successfully fool GPT-3.5. Wang et al.|(2023b)) and|Wang et al.[(2023al)
used transferable adversarial samples in AdvGLUE and AdvGLUE++ to show that LLMs are ad-
versarially vulnerable. In our paper, we propose an effective prompt-based attack against a victim
LLM, which further highlights the LLM’s adversarial vulnerability.
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Table 1: Perturbation instructions at the character, word, and sentence levels, respectively.

Pertlu rbation Abbre. #perturbation_instruction
evel
Cl (tjlhoo;e at most two words in the sentence, and change them so that
they have typos.
Character C2 Change at most two letters in the sentence.
C3 Add at most two extraneous characters to the end of the sentence.
Wi Replace at most two words in the sentence with synonyms.
Word w2 Choose at most two words in the sentence that do not contribute
to the meaning of the sentence and delete them.
W3 Add at most two semantically neutral words to the sentence.
S1 Add a randomly generated short meaningless handle after the
Sentence sentence, such as @fasuv3.
S2 Paraphrase the sentence.
S3 Change the syntactic structure of the sentence.

3 PROMPT-BASED ADVERSARIAL ATTACK

In this section, we first illustrate the overall framework of our proposed prompt-based adversarial
attack, called PromptAttack. Then, we use a fidelity filter to guarantee that the adversarial sample
generated by PromptAttack maintains the original semantics. Finally, we propose two strategies
inspired by few-shot inference and ensemble attacks to boost the attack power of PromptAttack.

3.1 FRAMEWORK OF PROMPTATTACK

We convert the adversarial textual attacks into an attack prompt that can ask the LLM to search for
its own failure mode. Our proposed PromptAttack consists of three key components: original input,
attack objective, and attack guidance. Next, we introduce each part in that sequence.

Original input (OI). We let D = {(x;,y;)}}_, be the original test dataset consisting of N € N
data points. For each data point (z,y) € D, x = {t*,c'}?, is the original sample where n € N
is the number of sentences, ¢’ refers to the type of i-th sentence, and ¢’ refers to the content of
i-th sentence. For example, the original input in QQP (Wang et al.l 2017) and MNLI (Williams
et al.| |2018) can have two types of sentences (i.e., n = 2). We follow the types defined in their
datasets, e.g., t! being “question1” and ¢? being “question2” for QQP, ¢! being “premise” and t2
being “hypothesis” for MNLI.

Then, for each data point (z,y) € D, we denote y = v* € ¥ = {y*,9?%,...,y“} as the ground-
truth label where C' € N is the number of classes and k is the index of the ground-truth label. Note
that, »* is a semantic word or phrase that expresses the semantic meaning of the groud-truth label.
For example, the label set of SST-2 (Socher et al [2013) is {“positive”, “negative”} and that in
MNLI is {“entailment”, “neural”, “contradiction”}.

The OI converts a data point composed of the original sample and ground-truth label sampled from
a dataset into a sentence of an attack prompt. Given a data point (z,y) € D, we can formulate the
OI as follows:

#original _input
The original t'c!' and t?c? and ... and t"c" is classified as y*.

Attack objective (AO). The adversarial textual attack aims to generate an adversarial sample that
should keep the same semantic meaning as its original version and can fool the LLM into doing
incorrect classification (Li et al., [2018;/Gao et al., 2018 |L1 et al., 2020; Jin et al.| 2019; Ribeiro et al.,
2020; Lyyer et al., 2018). Here, we assume PromptAttack can perturb only one type of sentence for
each data point. Therefore, given a data point (x,y) € D and the type of the sentence that is targeted
to be perturbed t* € {t!,...,t"} where a € N, we formulate the AO as follows:

#attack_objective
Your task is to generate a new t* which must satisfy the following conditions:
1. Keeping the semantic meaning of the new ¢* unchanged;

2. The new t® and the original ¢, ..., ¢~ 1, ¢+ . ¢", should be classified as y! or ...or

yFlory*tlor...oryC.
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Attack guidance (AG). AG contains the perturbation instruction to guide the LLM on how to
perturb the original sample and specifies the format of the generated text. Here, we first introduce
the design of the perturbation instruction (listed in Table [T at character, word, and sentence levels.
We demonstrate the adversarial samples generated by PromptAttack against GPT-3.5 at various
perturbation levels in Table 2} Extensive examples are shown in Table 20| (Appendix [B.7).

Firstly, at the character level, TextBugger (Li et al., [2018) and DeepWordBug (Gao et al., [2018)
are principled algorithms for generating typo-based AS by first identifying the important words and
then replacing them with typos. Inspired by TextBugger, we propose perturbation instructions C/
and C2 that guide the LLM to generate typo-based perturbations. Besides, we also propose a new
character-level perturbation instruction C3 that introduces extraneous characters at the end of the
sentence.

Secondly, at the word level, TextFooler (Jin et al.|[2019) and BERT-ATTACK (Li et al., 2020) select
important words and then replace them with their synonyms or contextually-similar words. Guided
by TextFooler and BERT-ATTACK, we take perturbation instruction WI to guide the LLM to sub-
stitute words with synonyms. Besides, we introduce two new perturbation instructions at the word
level. perturbation instruction W2 guides the LLM to delete the useless words and W3 allows the
LLM to add the semantically-neutral words.

Thirdly, at the sentence level, CheckList (Ribeiro et al.,|2020) generates the adversarial sample by
adding randomly generated URLs and meaningless handles to distract model attention. Following
CheckList, we design a perturbation instruction S/ that guides the LLM to append meaningless
handles at the end of the sentence. Inspired by (Wang et al.| |2021)), we introduce the strategy S2 of
paraphrasing the sentence to generate the AS. Further, SCPN (lyyer et al.,|2018)) generates syntactic-
based perturbations by manipulating the syntactic structures of the sentence. Therefore, inspired
by SCPN, we propose a perturbation instruction S3 that guides the LLM to change the synthetic
structure of the sentence.

Next, we introduce how to formulate the AG based on the perturbation instruction. In the AG, we
first ask the LLM to only perturb the type of the target sentence to finish the task. Then, we provide
the perturbation instruction that guides the LLM on how to perturb the target sentence to generate
the adversarial sample that fits the requirement of AO. Finally, we specify that the output of the LLM
should only contain the newly generated sentence. Therefore, given a data point (z,y) € D and the
type of the target sentence t*, we can formulate the AG as follows:

#attack_guidance

You can finish the task by modifying ¢t* using the following guidance:
A #perturbation_instruction sampled from Table

Only output the new t* without anything else.

The attack prompt is composed of three parts including #original_input, #attack _objective, and
#attack_guidance together. Therefore, we can automatically convert a data point in the test dataset
into an attack prompt. Then, we take the generated sentence via prompting the LLM using the attack
prompt as the adversarial sample.

3.2 FIDELITY FILTER

In this subsection, we introduce a fidelity filter (Wang et al.,|2021) based on word modification ra-
tio (Wang et al.| [2021)) and BERTScore (Zhang et al.,2019) to improve the quality of the adversarial
sample. Given the original sample x and the adversarial sample Z, we denote Ayora (2, Z) € [0,1] as
the function that measures what percentage of words are perturbed, and hyet (2, Z) € [0,1] as the
BERTScore (Zhang et al., 2019) function that measures the semantic similarity between the adver-
sarial sample & and its original version . We follow Zhang et al.| (2019) to calculate BERTScore
and provide the formulation of hyet(, Z) in Appendix Given a data point (x,y) € D and the
generated AS z, the fidelity filter works as follows:

g(xv'i;TlaTQ) =x+ (j - I’) ° ]]-[hword(xa‘%) S T1 A hbert(xai') Z TQ]; (1)

where g(x, Z) is the fidelity filter function, 1[-] € {0,1} is an indicator function, and 7 € [0, 1]
and 75 € [0, 1] are the thresholds to control the fidelity. In this way, we can automatically filter
out the low-quality adversarial sample whose semantic meaning has significantly changed, thus
guaranteeing that the generated adversarial sample is of high fidelity.
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Table 2: Examples of adversarial samples generated by PromptAttack against GPT-3.5 in the SST-
2 (Socher et al.,2013) task. Extensive examples and experimental details are in Appendix

Perturbation Label —
level <sample> Prediction
Original: unfortunately, it’s not silly fun unless you enjoy
Character | really bad movies. negative —
(€2) Adversarial: unfortunately, it’s not silly fun unless you positive

enjoy really bsad movies.
Original: the iditarod lasts for days - this just felt like it did.

Word Adversarial: the iditarod lasts for days - this just simply felt negative —
(WI) o positive
like it did.
Original: corny, schmaltzy and predictable, but still manages
Sentence to be kind of heartwarming, nonetheless. positive —
(YD) Adversarial: corny, schmaltzy and predictable, but still negative

manages to be kind of heartwarming, nonetheless. @kjdjq2.

3.3 ENHANCING PROMPTATTACK

We propose two strategies inspired by few-shot inference (Logan IV et al.| 2021)) and ensemble
attacks (Croce & Hein| |2020) to boost the attack power of PromptAttack.

Few-shot strategy. Here, inspired by few-shot inference (Logan IV et al., [2021), introducing the
examples that fit the task description can help the LLM understand the task and thus improve the
ability of the LLM to perform the task. Therefore, we propose the few-shot AG which is an incor-
poration of the AG and a few examples that fit the corresponding perturbation instructions. In this
way, it is easier for the LLM to understand the perturbation instructions via learning the examples,
thus making LLMs generate the adversarial sample of higher quality and stronger attack power.

To be specific, the few-shot strategy is to replace the AG with the few-shot AG in the attack prompt.
We generate a set of m € N examples {(e?, &) }™ ; where each example is composed of an original
sentence e’ and its perturbed version ¢’ that fits the corresponding perturbation instruction. In our
paper, we set m = 5 by default. Given a set of examples {(e?, &) }™ |, we formulate the few-shot
AG as follows:

#few-shot_attack_guidance

You can finish the task by modifying ¢* using the following guidance:

A #perturbation_instruction sampled from Table

Here are five examples that fit the guidance: e! -> &'; e -> &2;...;e™ -> &™.
Only output the new t* without anything else.

Ensemble strategy. Ensemble attack (Croce & Heinl[2020) uses an ensemble of various adversar-
ial attacks so that it can increase the possibility of finding effective adversarial samples. Similarly,
our ensemble strategy is to search for an adversarial sample that can successfully fool the victim
LLM from an ensemble of adversarial samples at different perturbation levels. To be specific, given
a data point (x,y) € D, PromptAttack based on nine different perturbations instructions can gener-
ate a set of adversarial samples {#(1), (2 ... #(9)}. We traverse all adversarial samples from ()
to (%) and output the adversarial sample that can successfully fool the LLM and has the highest
BERTScore; otherwise, we output the original sample. In this way, our ensemble strategy uses an
ensemble of PromptAttack at various perturbation levels, thus significantly enhancing attack power.

4 EXPERIMENTS

In this section, we demonstrate that our proposed PromptAttack can successfully attack
Llama2 (Touvron et al.l [2023) and GPT-3.5 (OpenAl [2023), which justifies that LLM can fool
itself. We validate that our proposed PromptAttack has significantly stronger attack power com-
pared to AdvGLUE and AdvGLUE++ on GLUE dataset (Wang et al., |[2018). Further, we provide
extensive empirical analyses of the properties of the adversarial samples generated by PromptAt-
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tack. Finally, we release the adversarial dataset named AdVGLUE-GP to facilitate the robustness
evaluation of LLMs which is generated by PromptAttack-FS-EN against GPT-3.5.

GLUE dataset. Following AdvGLUE (Wang et al.| [2021)), we consider the following five chal-
lenging tasks in GLUE dataset (Wang et al.,|[2018)): Sentiment Analysis (SST-2), Duplicate Question
Detection (QQP), and Natural Language Inference (MNLI, RTE, QNLI). We provide a detailed de-
scription of each task in Appendix [B.1]

Task description. Following PromptBench (Zhu et al.,2023)), we used four types of task descrip-
tions, i.e., the zero-shot (ZS)/few-shot (FS) task-oriented (TO)/role-oriented (RO) task descriptions.
For simplicity, we denote them as ZS-TO, ZS-RO, FS-TO, FS-RO task descriptions. We list the
task descriptions used for each task in our Github and calculate the average results over all task
descriptions to provide a reliable evaluation for each task. For example, we demonstrate the task
descriptions for solving the SST-2 task in Table 23]

Baselines. We take the adversarial datasets AdvGLUE (Wang et al, 2021) and Ad-
vGLUE++ (Wang et al., [2023a)) as the baselines. We downloaded AdvGLUE| and AdvGLUE++
from the official GitHub of Wang et al.|(2021) and [Wang et al.| (2023a).

Attack success rate (ASR). Following AdvGLUE (Wang et al.,|2021), we use the attack success
rate (ASR) on the adversarial samples filtered according to the fidelity scores as the measure of
attack power. The ASR is calculated as follows:

_ Yayep HUSf(9(@,2m1,72),TD) # y] - 1[f (2, TD) = y]
Z(J/’:y)GD l[f(l‘, TD) = y] )
where D is the original test dataset, f(z, TD) denotes the prediction result by a LLM f given a test

sample x and a task description TD, g(z, Z; 71, 72) outputs the adversarial sample post-processed
by the fidelity filter.

ASR

Configurations for fidelity filter. As for AdvGLUE (Wang et al.| 2021), we do not apply the
fidelity filter to AdvGLUE (i.e., setting 71 = 1.0, 72 = 0.0) since the adversarial samples in Ad-
vGLUE have been carefully filtered to achieve high fidelity. As for AdvGLUE++ (Wang et al.,
2023al), we apply the fidelity filter with 73 = 15% and 72 = 0.0 following AdvGLUE since the
adversarial samples in AdvGLUE++ are generated by character-level and word-level perturbations
without any filtering. As for our proposed PromptAttack, we set 71 = 15% for the character-level
and word-level PromptAttack while keeping 7; = 1.0 for sentence-level PromptAttack. We take
7o as the average BERTScore of the adversarial samples in AdvGLUE for each task to ensure high
fidelity of the sentence-level adversarial samples and report the threshold 75 in Appendix We
report the ASR of AdvGLUE++ and PromptAttack without being filtered in Appendix

Victim LLMs In our experiments, we apply PromptAttack to attack two kinds of small-scale
LLMs (Touvron et al., 2023) (Llama2-7B and Llama2-13B) and a large-scale LLM (OpenAlL [2023))
(i.e., GPT-3.5). The Llama2 checkpoints are downloaded from the |official Hugging Face reposi-
tory (Touvron et al.l 2023). We used the OpenAl API to query GPT-3.5 by setting the version as
“gpt-3.5-turbo-0301" and setting other configurations as default.

4.1 ROBUSTNESS EVALUATION ON GLUE DATASET

We demonstrate the ASR evaluated on the GLUE dataset using various victim LLMs under Ad-
vGLUE, AdvGLUE++ as well as PromptAttack with only an ensemble strategy (PromptAttack-EN)
and PromptAttack with both few-shot and ensemble strategies (PromptAttack-FS-EN) in Table

PromptAttack can effectively evaluate LLMs’ robustness. The ASR achieved by PromptAttack
significantly outperforms AdvGLUE and AdvGLUE++ over all the tasks in the GLUE dataset. No-
tably, PromptAttack-FS-EN increases the average ASR on GPT-3.5 over all tasks by 22.83% (from
25.51% to 48.34%). It validates that PromptAttack which is adaptive to the victim LLM can gener-
ate a stronger adversarial sample of high fidelity. Therefore, our proposed PromptAttack can serve
as an effective tool to efficiently audit the LLM’s adversarial robustness.

"The AdvGLUE-GPT dataset is released at the GitHub.


https://github.com/GodXuxilie/PromptAttack
https://adversarialglue.github.io/
https://github.com/AI-secure/DecodingTrust/tree/main/data/adv-glue-plus-plus
https://huggingface.co/meta-llama
https://huggingface.co/meta-llama
https://github.com/GodXuxilie/PromptAttack/tree/main/data
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Table 3: We report the ASR (%) evaluated on each task of the GLUE dataset using various
victim LLMs. PromptAttack-EN incorporates PromprtAttack with the ensemble strategy while
PromptAttack-FS-EN uses both few-shot and few-shot strategies. “Avg” refers to the average ASR
over all the tasks. The standard deviation of the ASR is reported in Appendix

Task SST-2 QQP MNLI-m MNLI-mm RTE QNLI | Avg

AdvGLUE 47.84  8.66 62.25 61.40 13.92  31.42 | 37.58

Llama2 AdvGLUE++ 13.64 3.86 15.50 16.81 1.63 7.19 | 9.77
-7B PromptAttack-EN 66.77  23.77 63.12 70.84 34.79 45.62 | 50.82
PromptAttack-FS-EN | 48.39 17.31 5291 56.30 25.43  40.13 | 40.08
AdvGLUE 47.17  20.08 53.29 57.89 16.12 4998 | 40.76

Llama2 AdvGLUE++ 11.82 8.71 11.90 16.91 246  10.35 | 10.36
-13B PromptAttack-EN 70.44 48.73 69.94 72.06 39.63 78.41 | 63.20
PromptAttack-FS-EN | 75.37 46.86 67.93 68.72 35.68 76.27 | 61.80
AdvGLUE 33.04 14.76 25.30 34.79 23.12  22.03 | 25.51

GPT-3.5 AdvGLUE++ 5.24 8.68 6.73 10.05 417 495 6.64
’ PromptAttack-EN 56.00 37.03 44.00 43.51 3430 40.39 | 42.54
PromptAttack-FS-EN | 75.23  39.61 45.97 44.10 36.12 49.00 | 48.34

Table 4: We report the estimated running time per data point and the GPU memory using RTX
A5000 GPUs consumed by AdvGLUE, AdvGLUE++, and PromptAttack against GPT-3.5.

Computational consumption | AdvGLUE | AdvGLUE++ | PromptAttack against GPT-3.5
Running time (seconds) 50 330 2
GPU memory 16 GB 105GB - (via black-box API)

GPT-3.5 is more adversarially robust than Llama2. From Table 3] we can conclude that GPT-
3.5 is more adversarially robust than Llama?2 since the ASR on GPT-3.5 (even under strong Promp-
tAttack) is lower than Llama2, which is in line with Wang et al.|(2023b). Besides, although Llama2-
13B has a larger number of parameters than Llama2-7B, our empirical results show that Llama2-13B
seems to be more adversarially vulnerable than Llama2-13B because Llama2-13B always obtains a
higher ASR under our proposed PromptAttack.

The ASR of PromptAttack-FS-EN is sensitive to the LLM’s comprehension ability. We ob-
serve that, compared to PromptAttack-EN, PromptAttack-FS-EN degrades ASR using Llama2 while
enhancing ASR using GPT-3.5. We conjecture that it is because Llama2 has a smaller number of
parameters than GPT-3.5, thus leading to a worse comprehension of the few-shot AG and degrad-
ing the quality of the generated adversarial sample under PromptAttack-FS-EN. For example, the
adversarial sample generated by Llama2-7B under PromptAttack-FS-EN (shown in Table [22)) is al-
ways composed of two sentences connected by a meaningless arrow pattern (“->""), which exactly
follows the format of extra examples in the few-shot AG shown in Section These adversarial
samples are of low quality and are easily filtered out by the fidelity filter, thus leading to a lower
ASR achieved by PromptAttack-FS-EN against Llama2 compared to PromptAttack-EN.

4.2 EXTENSIVE EMPIRICAL RESULTS

Computational efficiency. Tables 4] shows the estimated computational consumption of Ad-
vGLUE, AdvGLUE++, and PromptAttack against GPT-3.5. Our proposed PromptAttack only re-
quire a few black-box queries to the victim LLM (e.g., OpenAl API) without loading the model
parameters and conducting complex optimization procedures (e.g., backpropagations) on the local
machine, which makes it much more computationally efficient than AdvGLUE and AdvGLUE++.

ASR w.r.t. BERTScore threshold 7. Figure [3] demonstrates the ASR under the fidelity fil-
ter with various BERTScore threshold 75 and 4 = 1.0. It validates that PromptAttack-EN and
PromptAttack-FS-EN can achieve a much higher ASR at a high BERTScore threshold 7 than Ad-
vGLUE and AdvGLUE++. For example, when 75 = 0.95 in the QNLI task, PromptAttack-FS-EN
almost achieves 48% ASR while the ASR of AdvGLUE and AdvGLUE++ is lower than 10%. It
justifies that PromptAttack can generate adversarial samples of strong attack power and high fidelity.

ASR w.r.t. the type of perturbation instruction. Table[]shows that the attack power of sentence-
level perturbation is stronger than character-level and word-level perturbations, which is in line with
the conclusions of Wang et al.[(2023a). Besides, Table@] validates the effectiveness of the few-shot
strategy in enhancing attack power since using the few-shot strategy can yield a higher ASR.
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Figure 3: The ASR w.r.t. BERTScore threshold 7, evaluated on the GLUE dataset.

ASR w.r.t. the type of task description. Tables[9}{I4]in Appendix [B.5]validate that PromptAttack
consistently yields a higher ASR via different types of task descriptions. The RO task descriptions
always yield a lower ASR than TO task descriptions, which indicates that RO task descriptions could
be a defensive strategy. Besides, it shows that FS task descriptions are more robust than ZO task
descriptions for GPT-3.5, which is consistent with conclusions in [Zhu et al.[(2023); whereas, the
ASR via FS task descriptions is much higher than that via ZO task descriptions for Llama2. We
provide extensive discussions of this phenomenon in Appendix

ASR w.r.t. various in-context learning methods. Table [15| reports the performance of Promp-
tAttack under the superior in-context learning methods including few-shot in-context learning (Garg
et all 2022)), chain-of-thought (CoT) (Wei et all 2022)), and automatic prompt engineering
(APE) (Zhou et al., 2022; [Lin et al.l 2023). The performance is evaluated on the SST-2 dataset
using GPT-3.5. Table[I5|shows that PromptAttack consistently achieves a high ASR under various
defensive methods, which validates that PromptAttack is a powerful adversarial attack.

ASR under the perplexity (PPL) filter. A baseline defense (Jain et al., 2023 for LLMs uses the
PPL filter to filter out low-quality prompts, thus defending against adversarial attacks. The PPL
filter is applicable to defending against adversarial examples. Table [16|shows that the ASR under
the PPL filter achieved by PromptAttack is still much higher than AdvGLUE and AdvGLUE++,
which validates that AdvGLUE-GPT can provide a reliable robustness evaluation of the LLM.

Attack transferability. Tables[I7]and[I8]show the attack transferability of PromptAttack between
GPT-3.5 and Llama2. The result validates that our proposed PromptAttack can be transferred to
successfully fool other victim LLMs. Besides, it further justifies that GPT-3.5 is more adversarially
robust than Llama2 since Llama2 achieves a higher ASR under adversarial samples against GPT-3.5
(shown in Table and GPT-3.5 achieves a lower ASR under adversarial samples against Llama2
in most tasks (shown in Table [I8). We provide experimental details and extensive results of the
attack transferability to BERT-based models (Liu et al., 2019} Zhu et al., 2019) in Appendix

5 CONCLUSIONS

This paper proposes a prompt-based adversarial attack, named PromptAttack, as an effective and
efficient method for evaluating the LLM’s adversarial robustness. PromptAttack requires the vic-
tim LLM to generate an adversarial sample that can successfully fool itself via an attack prompt.
We designed the attack prompt composed of original input (OI), attack objective (AO), and attack
guidance (AG), and provided a template of the attack prompt for automatically generating an attack
prompt given a data point. Furthermore, we used a fidelity filter to guarantee adversarial samples
maintain their original semantics and proposed few-shot and ensemble strategies to boost the attack
power of PromptAttack. The experimental results validate that PromptAttack can consistently yield
a state-of-the-art attack success rate on the GLUE dataset. Therefore, PromptAttack can be an effec-
tive tool for efficiently auditing an LLM’s adversarial robustness. Future research includes (1) how
to leverage PromptAttack to efficiently generate adversarial training data for robustifying LLMs via
adversarial training (Madry et al.,2018};Zhang et al.| [2020; 2021} |Chen et al., 2022} Xu et al., 2023)
and (2) how to utilize LLMs to explore label-flipping attacks (Zhang et al., 2024)).
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A EXTENDED RELATED WORK

Here, we discuss related works w.r.t. prompt-based learning and prompt engineering.

Prompt-based learning. Prompt-based learning (Liu et al., 2023b) is a powerful and attractive
strategy that asks an LLM to solve a new classification task via a well-designed prompt. The prompt
contains some unfilled slots, and then the LLM is used to probabilistically fill the unfilled infor-
mation given an original input, which can yield final predicted results. There are two strategies of
prompt-based learning—few-shot inference (Logan IV et al., [2021} |Garg et al.| 2022; Brown et al.,
2020) and zero-shot inference (Radford et al.l | 2019), corresponding to few or no labelled data in the
prompt, respectively. Recent studies have shown the strategy of few-shot inference (Brown et al.,
2020; |[Logan IV et al.| 2021; |Zhu et al., [2023} \Garg et al.| [2022) that provides few labelled data in
the prompt can help improve the LLM’s comprehension of the required task and thus improving the
performance in downstream classification tasks. Our proposed prompt-based adversarial attack aims
to ask the LLM to implement adversarial attacks against itself and thus helps to effectively evaluate
the LLM’s robustness, instead of solving classification tasks.

Prompt engineering. Prompt engineering (Liu et al.|[2023b)), a.k.a. prompt template engineering,
refers to the act of developing the most suitable prompt template for the downstream task that leads to
state-of-the-art performance. Recent research works have focused on studying how to automatically
generate a prompt (Shin et al.| 2020) and how to enhance the power of the prompt (Gao et al.,
2020) so that it improves the LLM’s performance in downstream tasks. In our paper, we design a
template of an attack prompt that aims to ask the LLM to generate adversarial samples to fool itself.
Our designed prompt template is used for effectively evaluating the LLM’s adversarial robustness,
instead of enhancing performance in downstream tasks.

B EXTENSIVE EXPERIMENTAL RESULTS

B.1 GLUE DATASET

In this subsection, we provide a detailed description of the tasks in the GLUE dataset.

SST-2. The Stanford Sentiment Treebank (SST-2) task (Socher et al.l |2013) originates from re-
views and is a binary sentiment classification dataset, where the task is to determine whether a given
sentence conveys a positive or negative sentiment. Therefore, the SST-2 task has only one sentence
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type, i.e., “sentence”, and its label set is {“positive”, “negative”}.

QQP. The Quora Question Pairs (QQP) task (Wang et al.,|2017) is sourced from Quora and serves
as a binary classification task, challenging models to identify semantic equivalence between two
questions. Thus, the type of sentences in the QQP task belongs to {“questionl”, “question2”} and

its label set is { “duplicate”, “not_duplicate”}. In our experiments, we apply PromptAttack to only
perturb the sentence of the type “question1” in the QQP task.

MNLI. The Multi-Genre Natural Language Inference Corpus (MNLI) task (Williams et al.| [2018))
compiles data from various sources and is designed for natural language inference, asking models
to judge whether a given hypothesis logically follows from a provided premise. There are two
versions of the MNLI task: (1) MNLI-m is the matched version of MNLI and (2) MNLI-mm is
the mismatched version of MNLI. In the MNLI task, the type of sentences belongs to {“premise”,
“hypothesis”} and the label set of the MNLI task is {“entailment”, “neutral”, “contradiction” }. In
our paper, we apply PromptAttack to only perturb the sentence of the type “premise” in the MNLI
task.

RTE. The Recognizing Textual Entailment (RTE) dataset (Dagan et al., |2005; Bar-Haim et al.,
2006} |Giampiccolo et al., [2007; |Bos & Markert, [2005; Bentivogli et al.,|2009) comprises text from
news articles and presents a binary classification task where models must determine the relation-
ship between two sentences. Therefore, in the RTE dataset, the set of the types of sentences is

{“sentencel”, “sentence2”} and the label set is {“entailment”, “not_entailment”}. In our paper, we
apply PromptAttack to only perturb the sentence of the type “sentencel” in the RTE task.

QNLI. The Question-answering Natural Language Inference (QNLI) dataset (Rajpurkar et al.,
2016) primarily focuses on natural language inference. Models are required to decide whether
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Table 5: The BERTScore threshold 75 for each task.

Task SST2  QQP MNLI'm MNLI-mm  RIE QNLI
BERTScore threshold 75 | 0.93275 0.92380 0.93149  0.93316  0.93767 0.92807

Table 6: We report the ASR (%) without the fidelity filter evaluated in each task of the GLUE dataset
using various victim LLMs. “Avg” refers to the average ASR over all the tasks.

Task SST-2 QQP MNLI-m MNLI-mm RTE QNLI | Avg
Llama2 AdvGLUE++ 47.14 14.49 69.60 68.66 12.50 30.21 | 40.44
7B PromptAttack-EN 99.37 4743 88.03 87.04 5226 5623 | 71.73
PromptAttack-FS-EN | 99.86 48.31 87.78 88.21 53.86 57.77 | 72.63
Llama2 AdvGLUE++ 44.44  28.37 63.75 69.99 20.74  52.07 | 46.56
_13B PromptAttack-EN 99.30 71.50 91.50 91.02 5149 89.02 | 82.31
PromptAttack-FS-EN | 99.71 73.15 91.59 91.55 53.04 89.96 | 83.17
AdvGLUE++ 28.26  37.62 34.42 44.57 51.78 38.71 | 39.23
GPT-3.5 PromptAttack-EN 89.20 50.06 58.51 55.42 43.88  62.33 | 59.90
PromptAttack-FS-EN | 94.05 49.54 56.42 52.00 43.39  59.50 | 59.15

an answer to a given question can be found within a provided sentence. In the QNLI task, the
type of sentence is sampled from {“question”, “sentence”} and the label set is {“entailment”,
“not_entailment”}. In our paper, we apply PromptAttack to only perturb the sentence of the type

“question” in the QNLI task.

B.2 BERTSCORE

Formulation of BERTScore (Zhang et al.,[2019). Given an original sentence x and its adversarial

variant Z, we let [ € Nand [ € N denote the number of words of the sentences 2 and Z, respectively.
BERTScore hpert (2, Z) € [0, 1] is calculated as follows:

~| =

l ]
- . - 1 - -
p(Tw%‘) = Z VHiaXZ'UiTUj,q(x,x) = 7Zi_1axl1};rvj’ hbert(x7x) = ~ N
i=1J= T

where v and v are the embeddings of the sentence x and  extracted from a pre-trained RoOBERTa-
large model, respectively. Note that v and ¥ are normalized to [0, 1]. Therefore, the range of the
value of h(x,Z) is [0, 1]. As for the implementation of BERTScore, we exactly follow the official
GitHub link of |Zhang et al.|(2019).

BERTScore threshold 7». Table |5| reports the BERTScore threshold 7, which is calculated as
the average BERTScore of the adversarial samples in AdvGLUE (Wang et al., [2021)) for each task.
Note that, the BERTScore threshold 7 is used for the fidelity filter to filter out the adversarial sample
whose semantic meaning is significantly changed.

ASR w.r.t. BERTScore threshold 7. Figure[3|demonstrates the ASR w.r.t. BERTScore threshold
7o evaluated in the MNLI-m, QQP, and RTE tasks using GPT-3.5. It shows that our proposed
PromptAttack can obtain a higher ASR with a high BERTScore threshold 75 in various tasks, which
validates the effectiveness of our proposed PromptAttack in generating powerful adversarial samples
of high fidelity.

Besides, we find that, in the RTE task, the ASR of AdvGLUE++ becomes higher than that of Promp-
tAttack when 75 < 0.85. We argue that the ASR achieved by adversarial samples of low fidelity
cannot validate that AdvGLUE++ is a better tool to evaluate robustness than PromptAttack. It is
because when BERTScore is low, the semantic meaning of the adversarial samples has been signifi-
cantly changed. We show several examples of adversarial samples whose BERTScore is lower than
0.85 sampled from AdvGLUE++ in Table Observed from Table the semantic meaning of
adversarial samples is significantly changed, which makes it meaningless to consider the ASR of
such adversarial samples of low fidelity. Therefore, we only consider the ASR at a high BRTScore
threshold and our proposed PromptAttack is the most effective attack to generate effective adversar-
ial samples of a high BERTScore.
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Table 7: We demonstrate the standard deviation of the ASR reported in Table

Task SST-2  QQP MNLI-m MNLI-mm RTE QNLI
AdvGLUE 9.56  11.37 26.29 26.16 12.83  25.65
Llama2 AdvGLUE++ 413 3.8l 7.41 6.50 132 6.77
-7B PromptAttack-EN 578  19.07 21.32 25.38 20.70  39.90
PromptAttack-FS-EN | 5.57  15.85 20.69 22.63 17.00 35.19
AdvGLUE 8.78 1529 13.73 10.96 793  22.19
Llama2 AdvGLUE++ 3.06 6.02 2.90 3.10 1.57  4.26
-13B PromptAttack-EN 721  24.65 15.14 14.10 18.86  25.15
PromptAttack-FS-EN | 6.30  22.83 14.64 14.61 17.10  23.66
AdvGLUE 3.00 496 1.48 5.11 385 427
GPT3.5 AdvGLUE++ 0.91 2.14 0.97 0.84 044 090
' PromptAttack-EN 1.66 8.14 6.16 5.63 5.06  3.38
PromptAttack-FS-EN | 3.35 7.87 6.15 6.74 5.80 3.54

Table 8: The ASR (%) achieved by PromptAttack against GPT-3.5 according to each particular type
of perturbation instruction. Here, “FS” refers to our proposed few-shot strategy to boost PromptAt-
tack. “Avg” refers to the average ASR over all the tasks.

F egf;g*gion FS [ SST2 QQP MNLIm MNLI-mm RTE QNLI | Avg
ol X | 431 855 1425 1482 858 1000 | 10.09
v | 313 937 1479 1406 844 10.50 | 10.05

. X | 1776 1047  17.84 878 11.07 1170 | 14.60
v | 1887 1546 17.47 1662 12.61 1846 | 16.58

o3 X | 387 851 1253 1274 728 8.9 | 885
v | 551 954 13.06 13.81 895 1133 | 10.37

W1 X | 138 297 430 446 381 248 | 323
v | 644 376 882 9.00 590 652 | 676

w2 X | 488 660 564 563 423 488 | 531
v | 620 895 895 9.58 850 829 | 841

W3 X | 2169 425 1039 977 155 436 | 9.67
v | 3366 617  11.99 1138 944 752 | 13.36

s1 X | 2236 1210  13.92 1282 885 1216 | 13.70
v | 2575 1190 1538 13.08 1045 14.83 | 15.23

o X | 1041 1098  8.80 910 790 1025 | 9.57
v 3918 1120 1116 10.83 581 1160 | 14.96

© X | 1755 1250 1110 942 978 1015 | 11.75
v | 4887 1110 893 1103 9.36  12.67 | 16.99

B.3 ASR WITHOUT FIDELITY FILTER

Table [6]reports the ASR under AdvGLUE++ (Wang et al., 2023a)) and our proposed PromoptAttack
without the fidelity filter. It validates that, without a fidelity filter, our proposed PromptAttack can
still yield a higher ASR compared to AdvGLUE++ (Wang et al.| | 2023a).

However, we argue that the ASR without the fidelity filter is meaningless. As shown in Table[21] the
semantic meanings of adversarial samples whose BERTScore is lower than 0.85 in the AdvGLUE++
dataset are significantly changed. Note that, the adversarial sample should maintain its original
semantic meanings (Goodfellow et al.| [2014; |Wang et al., [2021). Therefore, it is meaningless to
analyze the attack power of the method according to the ASR without the fidelity filter.

B.4 STANDARD DEVIATION OF THE ASR REPORTED IN TABLE[3]

Table[7|demonstrates the standard deviation of the ASR reported in Table[3] We find that the standard
deviation of the ASR evaluated using Llama? is extremely high in some tasks such as MNLI-mm and
QNLI. The reason is that the ASR evaluated via zero-shot task descriptions and the ASR evaluated
via few-shot task descriptions are extremely divergent achieved by Llama2 in MNLI-mm and QNLI
tasks (as shown in Tables [12] and [14), which makes the standard deviation of the ASR evaluated
using Llama?2 is significantly high.
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Table 9: Robustness evaluation in the SST-2 task via different types of task descriptions.

Task description ZS-TO ZS-RO FS-TO FS-RO | Avg
AdvGLUE 40.54  51.84 4278  56.19 | 47.84
AdvGLUE++ 8.38 13.38 1450  18.29 | 13.64
Llama2-7B PromptAttack-EN 62.00 7316 6229  69.63 | 66.77

PromptAttack-FS-EN 51.51 5498 4224 4481 | 48.39
Average ASR over attacks | 40.61 48.34  40.45 47.23 N/A

AdvGLUE 33.05 31.22 3528  32.61 | 33.04
AdvGLUE++ 4.95 4.65 5.98 5.37 5.24
GPT-3.5 PromptAttack-EN 56.67 5727 5471 55.34 | 56.00

PromptAttack-FS-EN 7698 7774  71.62 7459 | 75.23
Average ASR over attacks | 43.03 42.65 41.81 4198 | N/A

Table 10: Robustness evaluation in the QQP task via different types of task descriptions.

Task description ZS-TO ZS-RO FS-TO FS-RO | Avg
AdvGLUE 1.11 12.83 4.64 16.07 | 8.66
AdvGLUE++ 0.73 5.53 2.55 6.62 3.86

Llama2-7B PromptAttack-EN 7.46 31.75 17.24  38.61 | 23.77

PromptAttack-FS-EN 4.87 27.53 11.87 2497 | 17.31
Average ASR over tasks 3.54 19.41 9.08 21.57 N/A

AdvGLUE 8.98 13.41 16.86 19.78 | 14.76
AdvGLUE++ 10.41 10.38 7.32 6.61 8.68
GPT-3.5 PromptAttack-EN 34.06 37774 4145  34.87 | 37.03

PromptAttack-FS-EN 3519 40.28 4546  37.50 | 39.61
Average ASR over tasks | 22.15 25.45 27770  24.69 N/A

Table 11: Robustness evaluation in the MNLI-m task via different types of task descriptions.

Task description ZS-TO ZS-RO FS-TO FS-RO | Avg
AdvGLUE 3544 4625 90.28  77.02 | 62.25
AdvGLUE++ 0.72 0.71 14.13 13.22 | 15.50
Llama2-7B PromptAttack-EN 51.76 4835 7858  73.80 | 63.12

PromptAttack-FS-EN 3822  40.15  69.85 63.44 | 5291
Average ASR over tasks 31.54 33.87  60.71 56.87 | N/A

AdvGLUE 24.82 24.53 2582 26.04 | 25.30
AdvGLUE++ 4.17 4.25 5.48 591 6.73
GPT-3.5 PromptAttack-EN 50.12 4797  39.40 3850 | 44.00

PromptAttack-FS-EN 62.41 61.09 51.79 5041 | 45.97
Average ASR over attacks | 35.38 3446  30.62  30.21 N/A

B.5 ASR EVALUATED VIA DIFFERENT TYPES OF TASK DESCRIPTIONS

Tables [OHI4] demonstrate the ASR evaluated via different types of task descriptions in various tasks.
The results show that the ASR via zero-shot (ZS) task descriptions is lower than few-shot (FS) task
descriptions using GPT-3.5 in most tasks, which is in line with the conclusion of [Zhu et al.| (2023).
However, an interesting phenomenon is that the ASR via ZS task descriptions is always lower than
FS task descriptions using Llama2. We guess that it is because the ability of small-scale LLM
Llama?2 to understand the few-shot examples is worse than that of large-scale LLM GPT-3.5. The
extra examples provided in the FS task descriptions can confuse Llama2 on how to solve the task,
thus degrading the performance of Llama2 when using FS inference (Logan IV et al.,[2021).

B.6 ATTACK TRANSFERABILITY

Experimental details. In Table we first generated adversarial samples against GPT-3.5 by
PromptAttack-FS-EN and then transferred them to attack Llama2-7B and Llama2-13B. In Table
we first generated adversarial samples against Llama2-7B by PromptAttack-EN and then transferred
them to attack Llama2-13B and GPT-3.5. In Tables[I7|and [I8] we report the ASR (%) of adversarial
samples evaluated using each LLM.
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Table 12: Robustness evaluation in the MNLI-mm task via different types of task descriptions.

Task description ZS-TO ZS-RO FS-TO FS-RO | Avg
AdvGLUE 4172 3925 8593 78770 | 61.40
AdvGLUE++ 12.18 11.64 2327 20.13 | 16.81
Llama2-7B PromptAttack-EN 50.58 5530 93.64 83.85 | 70.84

PromptAttack-FS-EN 37.63  43.18 7455 69.82 | 56.30
Average ASR over attacks | 35.53 37.34 69.35 63.13 N/A

AdvGLUE 36.92 30.88 36.93 3441 | 34.79
AdvGLUE++ 9.54 10.52 9.98 10.16 | 10.05
GPT-3.5 PromptAttack-EN 4934 46.72  39.77 3820 | 43.51

PromptAttack-FS-EN 50.55 48.14 3986 37.86 | 45.97
Average ASR over attacks | 36.59 34.07 31.64  30.16 | N/A

Table 13: Robustness evaluation in the RTE task via different types of task descriptions.

Task description ZS-TO ZS-RO FS-TO FS-RO | Avg
AdvGLUE 12.90 7.04 27.62 8.14 | 13.92
AdvGLUE++ 1.32 1.02 3.05 1.14 1.63
Llama2-7B PromptAttack-EN 30.74 18.78 5212  37.51 | 34.79

PromptAttack-FS-EN 22.15 1445 4118 2394 | 2543
Average ASR over attacks | 16.78 1032 30.97 17.68 | N/A

AdvGLUE 22.12 24.71 21.07 2459 | 23.12
AdvGLUE++ 4.02 391 4.35 4.40 4.17
GPT-3.5 PromptAttack-EN 38.87 30.84 36.63 30.86 | 34.30

PromptAttack-FS-EN 40.61 3242 3827 33.17 | 36.12
Average ASR over attacks | 26.41 22.93 25.08 2326 | N/A

Table 14: Robustness evaluation in the QNLI task via different types of task descriptions.

Task description ZS-TO ZS-RO FS-TO FS-RO | Avg
AdvGLUE 7.21 7.73 58.03  52.70 | 31.42

AdvGLUE++ 0.72 0.71 14.13 13.22 | 7.19
Llama2-7B PromptAttack-EN 5.23 6.81 87.77  82.68 | 45.62

PromptAttack-FS-EN 4.54 5.87 78.27  71.85 | 40.13
Average ASR over attacks | 4.43 5.16 59.55 53.29 N/A

AdvGLUE 24.16 17.55 2351 22.88 | 22.03
AdvGLUE++ 4.17 4.25 5.48 5.91 4.95
GPT-3.5 PromptAttack-EN 40.09  35.67 4323 4258 | 40.39

PromptAttack-FS-EN 5020 4381 5199 4998 | 49.00
Average ASR over attacks | 29.68 25.32 31.05 3034 | N/A

Table 15: The ASR (%) on SST-2 achieved by PromptAttack against GPT-3.5 under different de-
fense strategies, such as few-shot in-context learning, chain-of-thought (CoT) and automatic prompt
engineering (APE).

Defense ASR

No defense (zero-shot in-context learning) | 76.98
Few-shot in-context learning 71.62

CoT + Zero-shot in-context learning 85.74
CoT + Few-shot in-context learning 82.24
APE + Zero-shot in-context learning 82.56
APE + Few-shot in-context learning 80.68

Moreover, in Table[I9] we demonstrate the ASR of adversarial samples generated by PromptAttack
against Llama2-7B and GPT-3.5 evaluated using BERT-based models. We used pre-trained BERT
encoders with the version “bert-base-uncased” and pre-trained ROBERTa encoders with the version
“roberta-base”. For each task, the standard model is obtained by standardly fine-tuning a composi-
tion of a pre-trained encoder and a classifier in the training dataset of the task; the robust model is
obtained by adversarially fine-tuning a composition of a pre-trained encoder and a classifier in the
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Table 16: We report the ASR (%) under the baseline defense based on perplexity (PPL) filter Jain
et al.[(2023) using GPT-3.5.

Adversarial datasets SST-2 QQP MNLI-m MNLI-mm RTE QNLI Avg
AdvGLUE 2415% 11.29%  18.67% 27.69% 14.96% 16.39% | 18.86%
AdvGLUE++ 8.63%  18.05% 9.74% 13.76% 842%  10.32% | 11.49%
PromptAttack-EN 55.57% 36.83%  42.89% 42.94% 3430% 39.25% | 41.96%
PromptAttack-FS-EN | 74.77% 39.39% 44.91% 43.38 % 36.12% 47.73% | 47.72%

Table 17: Attack transferability of PromptAt- Table 18: Attack transferability of PromptAt-
tack from GPT-3.5 to Llama2-7B and Llama2- tack from Llama2-7B to GPT-3.5 and Llama2-

13B. 13B.

Task GPT | Llama2 Llama2 Task Llama2 | Llama2 GPT

-3.5 -71B -13B -7B -13B -3.5
SST-2 75.23 89.75 87.26 SST-2 66.77 70.44  54.55
QQP 39.61 40.01 63.03 QQP 23.77 48.73 33.41
MNLI-m | 45.97 79.75 80.54 MNLI-m 63.12 69.94 35.39
MNLI-mm | 44.10 81.37 81.51 MNLI-mm | 70.84 72.06 37.24
RTE 36.12 | 44.05 45.33 RTE 34.79 39.63 34.48
QNLI 49.00 | 54.54 85.35 QNLI 45.62 78.41 33.83
Avg 48.34 | 64.91 73.84 Avg 50.82 63.20 38.15

Table 19: Attack transferability of PromptAttack from Llama2-7B and GPT-3.5 to BERT-based
models, respectively.

Task PromptAttack against Llama2-7B PromptAttack against GPT-3.5
Standard Robust | Standard Robust Standard Robust | Standard Robust
BERT BERT | RoBERTa RoBERTa BERT BERT | RoBERTa RoBERTa
SST-2 52.75 48.03 50.35 50.35 78.42 73.96 74.85 74.85
QQP 26.22 24.25 23.70 25.36 3291 31.85 28.47 28.47
MNLI-m 23.29 21.51 19.77 17.43 24.16 21.61 22.39 20.67
MNLI-mm 23.64 20.23 22.61 23.46 22.39 20.46 19.61 18.91
RTE 29.65 23.35 22.55 21.76 33.33 33.33 33.33 33.03
QNLI 15.24 10.07 12.95 10.39 30.11 2691 2691 26.05
Avg 28.47 24.58 25.32 24.79 36.89 34.69 34.26 33.66

training dataset of the task. We used the [official code](https://github.com/zhuchen03/FreeLB) of
FreeLLB (Zhu et al.; 2019) to implement the fine-tuning of BERT-based models.

Note that, we also leveraged the ensemble strategy during the robustness evaluation of attack trans-
ferability. To be specific, for each data point (z,y) € D, PromptAttack according to different pertur-
bation instructions against the victim LLM can generate nine adversarial variants {z(!), ... 29},
Then, while transferring them to attack another victim language model, we traversed all the adver-
sarial variants from Z(!) to #(%), and took the sample that can successfully fool the victim language
model and has the highest BERTScore for calculating the ASR achieved by the victim language
model; otherwise, we took the original sample for calculating the ASR.

Extensive analyses. We observe that BERT-based models are also vulnerable to transferable
PromptAttack. In particular, the results validate that adversarial training (Zhu et al., 2019; Madry
et al.L[2018)) is effective in enhancing the adversarial robustness since the robust BERT-based models
always yield a lower ASR than standard BERT-based models. It inspires us to utilize the adversarial
training to adversarially fine-tune LLMs so that defend LLMs against adversarial attacks in down-
stream tasks.

Besides, we find that the ASR achieved by BERT-based models (shown in Table is lower than
that achieved by LLMs such as GPT-3.5 (shown in Table E]), which seems to show that BERT-
based models gain better robustness against adversarial samples. The main reason could be that
BERT-based models are fine-tuned on the training set of each downstream task, which substantially
improves their generalization ability and adversarial robustness in the downstream task; whereas,
LLMs perform the task based on the prompt without being fine-tuned, which degrades their perfor-
mance in downstream tasks despite having a large number of parameters.
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Table 20: Extensive examples of the adversarial samples generated by PromptAttack against GPT-
3.5 in the SST-2 task (Socher et al |2013)). The results can be reproduced by setting the version of
GPT-3.5 as “gpt-3.5-turbo-0301" and the temperature as 0.0, and using the task description “Eval-
uate the sentiment of the given text and classify it as ‘positive’ or ‘negative’: Sentence: <sample>
Answer:”.

Perturbation Label —
level <sample> Prediction
Original: less dizzying than just dizzy, the jaunt is practically
Character | over before it begins. negative —
(@) Adversarial: less dizzying than just dizxzy, the jaunt is practically positive

over before it begins.

Original: if you believe any of this, i can make you a real deal
Character | on leftover enron stock that will double in value a week from friday. negative —
(€3 Adpversarial: if you believe any of this, i can make you a real deal positive
on leftover enron stock that will double in value a week from friday. :)

Original: if you believe any of this, i can make you a real deal on
Word leftover enron stock that will double in value a week from friday. negative —
(W2) Adversarial: if you believe any of this, i can make you a real deal positive
on leftover enron stock that will double in value a week from-friday.
Original: when leguizamo finally plugged an irritating character
Word late in the movie. negative —
(W3) Adversarial: when leguizamo finally effectively plugged an irritating positive
character late in the movie.

Original: green might want to hang onto that ski mask, as robbery
Sentence may be the only way to pay for his next project. negative —
(52) Adversarial: green should consider keeping that ski mask, as it may positive

provide the necessary means to finance his next project.

Original: with virtually no interesting elements for an audience to
focus on, chelsea walls is a triple-espresso endurance challenge.
Adversarial: despite lacking any interesting elements for an
audience to focus on, chelsea walls presents an exhilarating
triple-espresso endurance challenge.

Sentence
(83)

negative —
positive

B.7 EXTENSIVE EXAMPLES

Extra examples generated by PromptAttack against GPT-3.5 in the SST-2 task. We provide
extensive examples of the adversarial samples generated by PromptAttack against GPT-3.5 in the
SST-2 task in Table [20] Our results can be reproduced by setting the version of GPT-3.5 as “gpt-
3.5-turbo-0301" and the temperature as 0.0, and using the task description “Evaluate the sentiment
of the given text and classify it as ‘positive’ or ‘negative’: Sentence: <sample> Answer:”.

Adversarial samples of low BERTScore. Table[2T|demonstrates five adversarial examples whose
BERTScore is lower than 0.85 sampled from the RTE task in the AdvGLUE++ dataset. We can
find that the semantic meanings of the adversarial sample and its original version are significantly
different when BERTScore is low.

Adversarial samples generated by PromptAttack-FS-EN using Llama2-7B. We demonstrate
adversarial samples generated by PromptAttack-FS-EN using Llama2-7B in Table 22] We observe
that the generated content by Llama2-7B under PromptAttack-FS-EN always contains two sentences
connected by a meaningless arrow pattern (“->""), which exactly follows the format of extra exam-
ples in the few-shot AG. It indicates that the few-shot strategy can significantly degrade the quality
of adversarial samples generated by Llama2 which has a poor comprehension ability. As a result,
the generated adversarial samples are easily recognized as low fidelity and filtered out by the fidelity
filter, thus leading to a low ASR achieved by PromptAttack-FS-EN against Llama?2.

Task description. Here, we illustrate the functionality of task description and provide examples
of task descriptions for solving the SST-2 task in Table[23] The task description is a natural language
description of the classification task that the LLM targets to solve. An LLM can output the predicted
label via a prompt composed of the task description and the input sentence (<input sentence>),
which is known as in-context learning |Garg et al.| (2022).

21



Published as a conference paper at ICLR 2024

Table 21: We demonstrate five adversarial samples whose BERTScore is lower than 0.85 and their
original variants sampled from the RTE task in the AdvGLUE++ dataset. We can find that, when
BERTScore is low, the semantic meaning of the adversarial sample and its original version are
significantly different.

BERTScore

Example

0.8048

Original sentencel: Rock band Phish holds final concert in Vermont.
Original sentence2: Phish disbands after a final concert in Vermont on Aug. 15
Adversarial sentencel: Rock band Pish clasp fial crnceot in green.

0.8062

Original sentencel: Doctors Without Borders is an international aid organization.
Original sentence2: The international humanitarian aid organization, Doctors
Without Borders/Medecins Sans Frontieres (MSF), continues to treat victims of
violence in all locations where it is present in Darfur.

Adversarial sentencel: doctors without margin is an external tending governance.

0.8163

Original sentencel: Meadows scored a bit part in a January episode of “Law

& Order”.

Original sentence2: Meadows appeared in a “Law & Order” episode which aired
in January.

Adversarial sentencel: ? added a - special in a september hour of ““ house - order”.

0.8292

Original sentencel: Blair has sympathy for anyone who has lost their lives in Iraq.
Original sentence2: Blair is sympathetic to anyone who has lost their lives in Iraq.
Adversarial sentencel: tony hs symtaphy for anyone who hour confused their
levis in republic.

0.8294

Original sentencel: Euro-Disney is a theme park outside Paris.

Original sentence2: The beleaguered Euro-Disney theme park outside Paris is
doing so poorly it might have to close unless it gets help soon from its lenders,
the chairman of Walt Disney Co. said in an interview published Friday.
Adversarial sentencel: euro-disney is a theme mungo outside genus.

Table 22: We demonstrate adversarial samples generated by PromptAttack-FS-EN against Llama2-
7B in various tasks. We can find that the generated content is always composed of two sentences
connected by a meaningless arrow pattern (“->"), following the format of extra examples in the

few-shot AG.

Task Example
Original sentence: too much of the humor falls flat.

SST-2 Adversarial sentence: too much of the humor falls flat. -> too much of the humor
resonates deeply. @jasdf9
Original questionl: How do you explain current US politics to a child?

QQP Adversarial questionl: How do you explain current US politics to a child? -> How
do you explain current US politics to a chold?
Original premise: REPORT PREPARATION AND TEST REVIEW

MNLI-m | Adversarial premise: REPORT PREPARATION AND TEST REVIEW -> REPORT
PREPARATION AND EXAMINATION REVIEW
Original sentencel: The following appears, in bold italics, on page 8.
MNLI-mm | Adversarial sentencel: The following appears, in bold italics, on page 8. -> The

following is prominently displayed in bold italics on page 8
Original sentencel: The abode of the Greek gods was on the summit of Mount
Olympus, in Thessaly.

RTE Adversarial setencel: The abode of the Greek gods was on the summit of Mount
Olympus, in Thessaly. -> The abode of the Greek gods was on the summit of Mount
Olympsus, in Thessaly.
Original question: What percentage of New Zealand students attended private schools
in April 20147

QNLI Adversarial question: What percentage of New Zealand students attended private

schools in April 2014? -> What proportion of New Zealand students attended
private institutions in April 2014?
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Table 23: The task descriptions for solving the SST-2 task. The LLM can predict the sentiment
of the input sentence via a prompt composed of the task description and the input sentence <input
sentence>.

Type Task description
Analyze the tone of this statement and respond with either ’positive’ or negative’:
Sentence: <input sentence>Answer:
Evaluate the sentiment of the given text and classify it as "positive’ or "negative’:
Sentence: <input sentence>Answer:
Please identify the emotional tone of this passage: “positive’ or ‘negative’?
Sentence: <input sentence>Answer:
As a sentiment classifier, determine whether the following text is “positive’ or
’negative’. Please classify:
ZS-RO | Sentence: <input sentence>Answer:
In the role of a sentiment analysis tool, respond with *positive’ or "negative’ to
classify this statement:
Sentence: <input sentence>Answer:
Acting as a sentiment evaluator, identify if the given sentence is ’positive’ or
’negative’. Classify:
Sentence: <input sentence>Answer:
Analyze the tone of this statement and respond with either ’positive’ or negative’.
Here are three examples.
Sentence: hide new secretions from the parental units. Answer: negative.
Sentence: contains no wit , only labored gags. Answer: negative.
FS-TO | Sentence: that loves its characters and communicates something rather beautiful
about human nature. Answer: positive.
Sentence: <input sentence>Answer:
Evaluate the sentiment of the given text and classify it as *positive’ or 'negative’.
Here are three examples.
Sentence: hide new secretions from the parental units. Answer: negative.
Sentence: contains no wit , only labored gags. Answer: negative.
Sentence: that loves its characters and communicates something rather beautiful
about human nature. Answer: positive.
Sentence: <input sentence>Answer:
Please identify the emotional tone of this passage: "positive’ or "negative’? Here
are three examples.
Sentence: hide new secretions from the parental units. Answer: negative.
Sentence: contains no wit , only labored gags. Answer: negative.
Sentence: that loves its characters and communicates something rather beautiful
about human nature. Answer: positive.
Sentence: <input sentence>Answer:
As a sentiment classifier, determine whether the following text is “positive’ or
’negative’. Here are three examples.
Sentence: hide new secretions from the parental units. Answer: negative.
Sentence: contains no wit , only labored gags. Answer: negative.
FS-RO | Sentence: that loves its characters and communicates something rather beautiful
about human nature. Answer: positive.
Sentence: <input sentence>Answer:
In the role of a sentiment analysis tool, respond with *positive’ or "negative’ to
classify this statement. Here are three examples.
Sentence: hide new secretions from the parental units. Answer: negative.
Sentence: contains no wit , only labored gags. Answer: negative.
Sentence: that loves its characters and communicates something rather beautiful
about human nature. Answer: positive.
Sentence: <input sentence>Answer:
Acting as a sentiment evaluator, identify if the given sentence is ’positive’ or
’negative’. Here are three examples.
Sentence: hide new secretions from the parental units. Answer: negative.
Sentence: contains no wit , only labored gags. Answer: negative.
Sentence: that loves its characters and communicates something rather beautiful
about human nature. Answer: positive.
Sentence: <input sentence>Answer:
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