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Abstract

In the adversarial training framework of (Carmon et al.| (2019)); Gowal et al.|(2021)),
people use generated/real unlabeled data with pseudolabels to improve adversarial
robustness. We provide statistical insights to explain why the artificially generated
data improve adversarial training. In particular, we study how the attack strength
and the quality of the unlabeled data affect adversarial robustness in this framework.
Our results show that with a high-quality unlabeled data generator, adversarial
training can benefit greatly from this framework under large attack strength, while
a poor generator can still help to some extent. To make adaptions concerning the
quality of generated data, we propose an algorithm that performs online adjustment
to the weight between the labeled real data and the generated data, aiming to
optimize the adversarial risk. Numerical studies are conducted to verify our
theories and show the effectiveness of the proposed algorithm.

1 Introduction

Adversarial training is a popular and simple way to improve the adversarial robustness of modern
machine learning models. There are fruitful results in the theoretical justification and methodology
development. Among various research directions, one interesting aspect is to use extra unlabeled
data to assist adversarial training. Recent works successfully demonstrate a great improvement in the
adversarial robustness with additional unlabeled data. For example,|Carmon et al.| (2019); Xing et al.
(2021b,[2022), show that additional external real data help improve adversarial robustness; |Gowal
et al.[(2021) uses synthetically generated data to improve the adversarial robustness and achieves
the highest 66% adversarial testing accuracy for CIFAR-10 dataset under AutoAttack (AA) in|Croce
et al. (2020ﬂ in the literature. The algorithms utilizing real/generated unlabeled data in adversarial
training in|Carmon et al.|(2019); |Gowal et al.[(2021)) are summarized in Figurem Note that to unify
the these two algorithms, we view the unlabeled real data used in|Carmon et al.|(2019)) as synthetic
data generated from an ideal generator.

However, two fundamental questions about utilizing additional unlabeled data remain unclear.

First, as shown by (Carmon et al.|(2019), unlabeled data provide more information about the density of
the data near the decision boundary, leading to a more robust adversarial estimator (e.g., it increases
the robust test accuracy of CIFAR-10 from 53.08% to 59.53% for 8/255 L, attack). However, the
performance improvement of this training strategy is limited when the attack strength is small or zero.
Therefore, it is natural to ask

Q1: Compared to clean training, why and how can adversarial training significantly benefit from
unlabeled data under the framework of Figure|I]?
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Figure 1: The procedure to do adversarial training with real/generated data. In|[Carmon et al.| (2019),
a clean classifier is trained to impute the label for additional real unlabeled data to form Ss. In|Gowal|

(2021)), the clean classifier and the unlabeled data generator are trained via clean training to form
So. Obtaining So, we use both S7 and S5 in the adversarial training. To unify the two algorithms, we
call the unlabeled real data in[Carmon et al.|(2019) as data generated from ideal generator.
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Figure 2: Exact risk decomposition of 8(¢) and 6(e¢) when na — oo. The excess adversarial risk

is ER(0,€) — R(0c,€) = E[|6 — 0[|3_/2 + o for 0 € {0(e),0(e)} for some .. Ideal/good/poor
generator refers to the unlabeled data generator (P,). If n is finite, the label cost gets smaller because
we use less noisy-label samples, but the generator cost gets larger because a smaller sample size gives
larger estimation variance.

Second, besides the ideal generator in[Carmon et al.|(2019),|[Gowal et al.| (202T)) observe two other

interesting phenomena regarding the quality of the generated unlabeled data. When the unlabeled data
are generated from a generative model trained from original labeled data, although they introduce no
more information beyond the original labeled data, the adversarial robustness gets enhanced. On the
other hand, they also generate synthetic data from a multivariate Gaussian, which is much different
from the real data. In this case, the generated data still slightly improve the robustness. Hence, it is
important to investigate that

Q2: How does the quality of the unlabeled data generator affect the adversarial robustness?

This work aims to provide mathematical answers for the above two questions. Existing literature,
(e.g.,|Alayrac et al., 2019} [Uesato et al.l 2019 (Carmon et al., 2019} [Zhai et al., 2019; [Sehwag et al.,
[2021}; Xing et al.,[2021b, [2022) provide a justification that adversarial training potentially benefit
from unlabeled/generated data and fail to explain that unlabeled data help little when attack strength
is small. In contrast, we explicitly explain why and how adversarial training can be improved via an
exact error decomposition rather than an upper bound statement.

For the convenience of our discussion below, we preliminarily introduce some notations, with detailed

explanations given later. Denote 6(¢) as the robust estimator utilizing additional unlabeled data as in

Figure and 6(¢) as the estimator via vanilla adversarial training. Denote the true distribution of X
as Py, and the distribution of the generated unlabeled data as P,. The true conditional distribution
of Y|X is Py, and Y|X — E[Y|X] has a distribution P.. As defined in Figure[I] Sy is the set of
original labeled training data with sample size n1, and S is the set of generated data with size ns.
Denote o = ny /(n1 + n2) as the proportion of real data. Let [ be the adversarial loss function w.r.t.
attack strength €, [y be the clean loss (i.e., € = 0), and 6 be the parameter of the underlying true
clean model.



Contributions We conduct theoretical analysis under some simple statistical setups. Through

~ ~

studying the convergence of 0(¢) and 6(¢), we decompose the excess adversarial risk of 6(e) into two
major components (and their cross product): label cost (related to the quality of the imputed labels of
generated unlabeled data) and generator cost (related to the quality of unlabeled data generator) as in
Figure[2] Using this decomposition, we can answer Q7 and Q2.

o~

First, unlike 6(¢) whose risk noticeably affected as e increases, since the adversarial risk is stable to

the imputation model, the label cost of 6(¢) is more insensitive w.r.t. e. In consequence, although in

o~

clean training, the label cost and the risk of 6(¢) are comparable, the former one becomes relatively
smaller as € increases. As in Figure when € > 0, the label cost of §(e) is smaller than the risk of
6(e). Using infinite data from the ideal unlabeled data generator, the generator cost becomes zero,
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and hence the overall cost of (¢) is smaller than 0(¢).

Second, we characterize how the quality of the unlabeled data generator affects the final adversarial
robustness. In general, a better data generator is always preferred. For the ideal generator, it will
always improve adversarial robustness effectively, i.e., the generator cost is negligible when no — co.
If the generator is learned from S} and captures extra information, it may effectively help as well
when ne — oo. For a poor generator, it may slightly improve the performance for a large attack
when ny is small, and the generator cost is always not negligible.

Finally, following|Gowal et al.|(2021)), we balance the weights of S; and S in the adversarial training
process in order to achieve the optimal adversarial robustness. We show that a larger no is always
preferred with a proper choice of weight, even if generated from non-ideal generators. Tuning the best
choice of weights via repeated trial-and-error runs can be infeasible due to the slow convergence of
adversarial training. We propose an algorithm that dynamically adapts the weight during the training
of neural networks and shows its promising performance in Section 3]

2 Adversarial Training

To formally introduce adversarial training, let [y denote the loss function and fp(x) be the model with
parameter 6. The adversarial loss function /. and the (population) adversarial risk are defined as

R(0,€) :=Ep, [lo (z + Ac(fo.2,9),y,0)] := Ep, [lc (z,y,0)],
where A, is an attack of strength e > 0 and intends to deteriorate the loss in the following way

As(f@axay) = argmax{lo(x+z,y,0)}, (1)
2€Bp(0,€)
where B, (z, ) is a £, ball centering at = with radius 7. Denote 8, = argming R(6, ¢). Note that for
simplicity, we only consider p = 2 in our theorems and simulations, while in the numerical studies of
real-data experiment, we follow the routine setup and set p = oo.

~

Given the data set S consisting of n; i.i.d. labeled samples, the estimator 6(¢) from the vanilla
adversarial training aims to minimize the empirical version of R(6, €):

~ 1
R = — .
0. =-= > L@y )
(z,y)€S1
To take the advantage of the extra unlabeled data, we first assign pseudo-response variable jj =
g( 50 (%), €) to them, where for regression, g(a,b) = a+ b and ¢ follows the true noise distribution;

for classification, g(a,b) = 1(a > b) and € ~ Unif]0, 1]. Then #(¢) aims to minimize

Bo.0=——| 3 t@uo+ 3 L@io). 3)

ny+n
T \@wes (@.9)€Ss
To evaluate the performance of an estimator 6, we use the excess adversarial risk ER(6, €) — R(0,, €).

Besides the pseudolabel 7, we define the the imaginary “true” response for the unlabeled data
y = g(fo,(x),€), where ¢ is the same realization used in generating pseudolabels. These true

responses are not observable but will be used when analyzing the convergence rate of 0(¢). To
evaluate the size of vectors and matrices, we denote || - || as the L4 norm of vectors, operator norm of
matrices, and denote ||a||% := a' Aa for any vector a and positive definite matrix A.



3 Related Literature

Commonly used techniques (without extra data fed into training process) in adversarial training
include adversarial regularization Goodfellow et al.|(2015);|Zhang et al.|(2019); [Wang et al.|(2019b),
curriculum-based algorithms|Cai et al.| (2018)); |[Zhang et al.| (2020al).

Theoretical investigations, besides the aforementioned works, have been conduct for adversarial
training from different perspectives. For instance, [Chen et al.| (2020); Javanmard et al.| (2020);
Javanmard & Soltanolkotabi| (2020); |Taheri et al.[(2021); Yin et al.| (2018)); Raghunathan et al.| (2019);
Najafi et al.|(2019); [Min et al.[(2020); Hendrycks et al.| (2019); |Wu et al.| (2020b); | Xing et al.| (2021a)
studied the statistical properties of adversarial training, Sinha et al.| (2017)); Wang et al.| (2019al)
studied the optimization convergence of adversarial training, [Zhang et al.|(2020b); |Allen-Zhu & L1
(2020); [Wu et al.|(2020a); Xiao et al.|(2021) studied theoretical issues related to adversarial training
with Deep learning models.

4 Main Result

In this section, we present the main theorem, answer the two key questions, and show that balancing
the weights of S and S5 leads to the better utility of the generated data. Due to the page limit, we
postpone the whole simulation study section to Appendix [B] Briefly speaking, our simulation
results justify all the theoretical results below.

4.1 General Convergence Result

To present our theoretical investigations in 6(¢), we first introduce some assumptions:
Assumption 1. The loss function satisfies the following conditions:

Al. The clean loss function ly is the square loss or logistic loss. The attributes X € R follow
a sub-Gaussian distribution. The true clean model 0y is defined as E[Y |X = x] = 26,
for regression and P(Y = 1|X = x) = 1/(1 + exp(z " 6y)) for classification. In addition,
it satisfies that ||0|| < b for some constant by > 0 and the noise in regression has finite
variance. The distribution P, is sub-Gaussian as well.

A2. The distribution P, and ny satisfy ||Ep,op, %ZE(X, Y,0.)| = o((n1 +n2)/(n2logny)),
where P, ® P, denotes the joint distribution induced by a marginal distribution P, and a
conditional distribution P,,.

Assumption Al is for the simplicity of derivation. When doing Taylor expansion as in (@), the
remainder term o (if exists) does not explode under Al. Under Assumption A2, if P, is of poor

quality, i.e., |[Ep,zp, z9-le(X, Y, 0.)]|| is not vanishing, then one can only take a relatively small no

compared to n;. Vice versa, to allow a large no, the generator P, need to be almost “unbiased”. It is
possible to relax Assumptions Al and A2 as discussed in Section |E[in the appendix. However, the
relaxations are technical and tailored to the derivations of Theorem 1]

The following theorem is a general result to decompose ER(6(¢), €) — R(0., €):
Theorem 1. Under Assumption Al to A2, assuming the unlabeled data generator is independent to

S1, when ny — oo, the excess adversarial risk using 0(¢) is

- 1~ 2
ER(0(e), €) ~ R(0.¢) = 5E [8(e) = 6. +o. @)
where 0. — 0(¢) is dominated by
neY ! 0 N 0 ¥t 0
—FE 716 X7Y70€ _716 X,Y79e < 7le ’ ,96 )

e, (g X T 00 g0 ) B 8 Gt
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The term represents the remainder terms which are not dominant.

Therefore, taking the decomposition of 6(0) into ER(6(¢), €), the excess adversarial risk becomes

~ 1

ER(0(c), €) = R(0c,€) = 5Eq0) | Px +Es, 5,F] BBz + o,

1
25 + §E51,S2”E2 25

where Eg | E1 |13, /2 quantifies how the quality of pseudolabel affects the excess risk (label cost),
and Es, s, || B3, /2 quantifies how the quality of P, affects the excess risk (generator cost).

Meanwhile, the vanilla adversarial training estimate 0(¢) satisfies

96—5(6): DI lnlﬁﬂ (Zl (z,y,0 )

A proof sketch can be found in Section[6] while the detailed proof is postponed to the appendix. For
simplicity of the derivation, P, in Theorem|I]is independent to Sy. A case-by-case study is essential
if P, is trained from S;. In Example [2] later, we provide a case where P, is trained from S;.

Based on Theorem as shown in Figurein the introduction, the error of 6 (€) consists of two parts
and their cross terms:

Label cost, Eg | E1]|3, /2: It is mainly due to the discrepancy between the pseudolabel 7 and “true”
label y of the generated data. The label cost depends on both clean training error 0 (0) — 6 and the
matrix Z;lie, and is maximized when ne — oco. It measures the quality of the pseudolabel.
Generator cost, Eg, s,||E>||3;,_/2: By the definition of 0, i.e. the global minima of the adversarial
risk, the expectation of a%glé(i, y,0c) under Py @ P, is 0, thus 3 3%615(% Y,0c.) = Op(y/n1).
Consequently, the generator cost mostly rely on the term » S aiegle (z,y,6), Which depends on the
quality of the unlabeled data generator P,. For ideal P,, i.e., P, = Py, E’pa®7:y 9.0 (X Y,0.) =0,
and the generator cost goes to zero when n, — co. For non-ideal Pq, ||Ep, 2P, 25- a5 Le(X, Y, 0) |
may be vanishing, but not exact zero.

Besides Figure [2] we also provide graphical illustration on how the label cost and generator cost
change along ny/n; in Section E] to ease the understanding.

4.2 Discrepancy between Clean and Adversarial Training with Unlabeled Data

We provide some intuitions to explain the discrepancy in the algorithm performance between ¢ = 0
and e > 0 from two aspects, the loss function aspect and information (minimax lower bound) aspect.
The following discussion assumes that the ideal data generator is used.

Loss function and label cost We rewrite the adversarial Label cost(6 (e )/Excess Adv Risk(6le)))
loss as R.(0,00) = El.(X, g(fs,(X),¢),0) to explicitly | ©
reveal its dependency on the true parameter 6y. A crucial vs
difference between clean training and adversarial training
is the roles of the 8 and 6y in the loss functions. For
clean loss, e.g. linear regression, the loss function can
be rewritten as (16 — "y — )2, where 0 and 6, play
symmetric roles. In contrast, for adversarial loss, the loss .
becomes ((z + Ac(fo,2,9)) "0 — 276y — )2, thus 6 and

0o have asymmetric roles. The adversarial loss is more po o102 03 04 05 06 07

sensitive to 6 than 6y. Consequently, when 0 (0) is treated
as true parameter and used to impute labels for So, the
impact of the error in #(0) is much less influential for
adversarial training than clean training.

06

Ratio

04

Figure 3: The ratio between label cost
of 6(¢) and E[|0(¢) — 0 [|3_ in linear re-
gression, ny — oo. Solid line: theory.
Dashed line: simulation. Derivations are
In Theorem the matrix . reflects the sensitivity men- in Appendix

tioned in the above illustration. Assume ¢ = 0, for both



Excess Risk Ratio &8, Ideal Generator Excess Risk Ratio 8/8, £ = 0.5

— eps=0
— eps=01
— eps=02
— eps=05 05

—— ideal generator
—— good generator
—— poor generator (correlated)
—— poor generator (random)

0.0 02 0.4 0.6 08 10 0.0 02 0.4 0.6 08 10
alpha (proportion of real data) alpha (proportion of real data)

Figure 4: Simulation: how the attack strength (€), quality of data generator, and the proportion of real
data (o = n1/(n1 +ng)) affect the convergence of the adversarial estimator. The y-axis represents the
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excess adversarial risk ratio of 6(¢) and 0(¢), i.e., [ER(0(¢),€) — R(bc,€)]/[ER(0(¢€), €) — R(O,, €)].
A smaller-than-one ratio implies better performance of #(¢). Detailed model information is in
Appendix [B} the left panel corresponds to the left panel of Figure [B.I] and the right panel is for

e = 0.5 from four different generators as in Figure[B.T|and[B.2]

linear regression and logistic regression, we have —io = g, so when ny — o0,
6(0) — 6o = 6(0) — 6y + o,
which means that clean training cannot be improved using .S, with pseudolabel.

On the other hand, for adversarial training, the matrix E;li is no longer —I, and the singular

o~

values get changed. As a consequence, the label cost is cheaper than the overall risk of 0(¢) even if
the label cost is maximized as ny — oo. A toy simulation in Figure ustiﬁes this. In Figure[3| we

calculate the theoretical values of the label cost of 6(¢) and the risk of 6(€) to compare them. When ¢

~ ~

gets larger, the label cost in 6(€) becomes much smaller compared to the overall risk of 6(¢).

Together with an ideal P, that yields zero generator cost (no — 00), we obtain that 6(¢) is much
better than 6(€). The simulation results in the left panel of Figure |4| verifies this as well. All these
theoretical insights and numerical observations under € > 0, are summarized in Figure[2] Figures
[2Jand 3] jointly are the main answer towards Q1. Note that we assert adversarial training benefits
much more from unlabeled data than clean training, rather than that clean training cannot benefit
from unlabeled data. See the remark below:

Remark 1. [t is possible to improve clean training using unlabeled data with pseudolabels. In|Lee
et al.|(2013);\Sun et al.|(|2017), in each training iteration, pseudolabels are updated based on the model
of the current step. This is equivalent to a SGD with the gradient of 3 ¢ (fo(x),y)/n1 + L(0, 61)

for some regularization term L that stabilizes the training process, where ) as the current model.

Minimax lower bound Besides the exact decomposition of 6(¢) to answer Q1, we also provide
minimiax lower bound result to reveal another difference between clean and adversarial training.

Minimax rate refers to the best possible convergence rate that can be achieved by any estimator in
the worst case given finite samples. As mentioned in|Dan et al.|(2020), it represents the information-
theoretical limit given the data set.

In general, for the clean estimate without model misspecification, this information limit regards
mostly the uncertainty about the conditional distribution of Y given X = =z, which completely
determines . The additional information about the marginal distribution of X only affects the
multiplicative constant of the bound but not the rate of convergence.

However, the true robust model 6, can depend on both Y| X and X for the adversarial estimate. The
following example demonstrates the difference between clean and adversarial training:

Example 1. Consider linear regression under Gaussian model Y = 6] X + & where X ~ N(0,Y)
and e ~ N(0,0?). Then g is the best clean model, and 0. = (I + \.%~1) 710 for some A\ > 0.

The derivation of Example [T|can be found in Appendix [H] Based on Example[T] it is intuitive that the
minimax lower bound for the adversarially robust estimate is contributed by two sources, one for the



uncertainty of g, and the other one for the distribution of X, where the additional unlabeled data can
improve the latter term. The following proposition reveals this difference theoretically:

Proposition 1. Under the setup of Example|l| assume ||0o|| < bg and there are no unlabeled real
data. Assume R(0., €) is bounded from above and below, and € € |0, €*] with some constant €* for

Lo attack. Assume Y. is unknown. Then for some positive constant c, for any estimator f,

inf sup E[R(f,¢) — R(f.,€)] > cmax (igfsupEHé\o —0ol?, €2b3 irAlfsupIEHfJ - 22) .
f Po®Py 6o 6o PIRD

4.3 Quality of Unlabeled Data Matters

We study how the quality of a non-ideal unlabeled data generator affects adversarial training. Unsur-
prisingly, we always prefer a high-quality/ideal P,. In addition, when there is some extra information
of the marginal distribution of X (such as parametric modeling assumptions) which cannot be di-
rectly utilized in the vanilla adversarial training process, training P, from S; can potentially give
a high-quality adversarially robust model. On the other hand, given a poor P,, via bias-variance

trade-off, it is still possible to reduce the error of 6(¢). Note that the discussion in the section assumes
that the unlabeled data generator (P,) is independent to the training data S7, as assumed in Theorem
[1] unless stated otherwise.

A high-quality P, is preferred The term E in Theorem I]satisfies

2 T
T__ " 9 d
EE2E2 N (n1 =+ n2)2 |:EP“®P'y 896 l€(X’ }/’ 95):| |:E77a®7)y 866 le(Xa Ya 06):| (5)
Square bias
il 9 ng 0
(1 + n2)? 7. (XY — Z1.(X,Y,0.) ) .
(nl +’I7,2)2 VCL?"PO@Py (895 le( ) ,95)) + (Tll +n2)2va7‘pa®"py (896 le( N ’96))

Variance
For the variance term in (5), when ny — oo, it is always negligible for reasonable P,,.
For the square bias in (3), it is in general nonzero if P, # Py, and is similar to the maximum mean

discrepancy (MMD, |Gretton et al.,[2012) that measures the dissimilarity between P, and Py. There
exists some function class F such that 9l./90. € F and

< VAMMD(F, P,, Po). =0

Based on the above decomposition, a higher quality of the unlabeled data generator is preferred
because it leads to small generator cost. And as shown in Figure[2] with the ideal P,, the generator cost

can be zero when ny — co. Using an ideal/good P,. we can have E||6(e) — 0%, < EHa(e) — 0|13,

EPa E(X7 Y, 96) E’Pa

e(Xa Y, 06) - EP@@’/’ya%le(Xv Y, 96)

9, 9,
“7 96, “P 96.

A graphical illustration can be found in the right panel of Figure {4} When ¢ is large, we know that
the ideal P, will efficiently improve the adversarial robustness. When P, gets worse, there is less
improvement in the adversarial robustness. This is the main answer towards 02, and we illustrate
some specific cases in the following discussions.

Training data generator from S; For the vanilla adversarial training, there is no trivial way to
incorporate the extra information of the marginal distribution of X into the optimization of (2). In

contrast, 6(e) can use the extra information to train a good unlabeled data generator from S .
Example 2 (Sparse Covariance Matrix Estimate). Assume X ~ N(0,%) and ¥ is unknown.

We follow |Cai et al.|(2010) to consider a family of sparse covariance matrix as follows:

]:,H = {Z - max Z ‘O-L]| S Mkiﬁ Vka)\max(z) S M07 )\min(z) Z mo > 0}
{i:li—jI>k}

If we use the sparse estimator proposed in|Cai et al.|(2010), then EHE]SWW -2 = O(nl_%/(26+1)).



Besides, when X is either the sample covariance matrix or Ygparse, With probability tending to 1 over
the generation of S1, the decomposition of 0(¢) in Theorem|I|still holds, and the bias in (@ satisfies

? n3|S - 3|2
-0 ((m+m)2 . (6)

IfY € Fpand d > n'/ 2B+ when ny — oo, 0(e) with f]spam leads to a rate of o(d/ny) for the
generator cost, which is negligible compared to the label cost.

n3

YR le(X,Y, 0.
(i + )2 ( )

Ep,oP, 20,k

Compared to Theorem I} a difference in the assumption is that in Example [2] the generator is not
independent to S;. Therefore, the proof of (6)), presented in Appendix[G| is more involved.

Bias-variance trade-off in poor P,  For a poor unlabeled data generator, when ny — oo, it leads
to a poor 6(e) as shown in Figure [2 I However, based on the bias-variance trade-off of Fs, for a
relatively ns, it is still possible to obtain a 6(e) better than 9( ).

Proposition 2 (Bias-variance trade-off). Assume the conditions of Theorem[I|hold, no < ny and the
unlabeled data generator is independent to S1, then

550~ 1, = 0 (; dn; ;) otz G - o) = 0 ().

ny + na) ny + ngy

As shown by Proposition [2] there is a trade-off between bias and variance w.r.t. the size of So. This
implies a U-shaped curve of the generator cost w.r.t. S, and there exists some small ny that strikes
the balance of this trade-off and can improve the adversarial robustness.

4.4 Balancing the Weights between S; and S,

Following [Gowal et al.| (2021} and (Carmon et al.|(2019), we try to improve the performance of ] (¢)
via balancing the weights of S} and S in (3)), and consider the weighted minimization,

E(G’w,e):L Z le(x7y76)+w Z le(%@@) . (7)

ni + wne <
(z,y)€51 (z,9)€S2

When using the ideal P, and assuming @( 0) = 6y (i.e., we can generate extra independent labeled real
data), trivially the optimal w minimizing the risk of 6(¢) is 1. When using non-ideal P, or 0( ) # 0o,
intuitively, one need to downweight the generated data and the best w < 1. We demonstrate this
observation in the simulation in Figure as well.

In addition, as stated in the following proposition, through taking the optimal choice of w, for any
Pa, a larger ny always leads to better 6 when ¢ > 0.

Proposition 3. We assume the assumptions of Theorem|I| hold, and consider a fixed (¢ > 0,n1).
Denote 6(w,ny) as the minimizer of (7), and w (n2) minimizes the excess adversarial risk of 6(w, ns)
w.r.t. w. Then for nb > no, taking w' such that w'ny = w*(ng)ne, the risk 0f9(w nb) is smaller
than O(w* (n2), n), and the risk of O(w*(nly), nly) is further smaller than 6(w',nl). As a result, a
larger ns always gives a better 6.

4.5 Summary of Numerical Experiments

Due to the space limit, we postpone simulations and most real experiments to Appendix B} [C]
Below is a summary of simulation and empirical studies.

In Appendix [B] we aim to use simple models to numerically verify: (1) given the ideal data generator,
the performance of 6 (e) is better than § ( ) when € deviates from zero; (2) the better quality of the

data generator implies the better performance of 0 (¢); and (3) balancing the weight between S; and
So improves the performance. We observe all (1) to (3) in the simulations.



In Appendix [C| we aim to verify that the label cost and the generator cost are important factors in
deep learning. We aim to show (1) adding more unlabeled samples from the ideal generator will
improve adversarial robustness, and (2) adding unlabeled samples from a poor generator with a small
ngy will slightly improve the performance. We perform an experiment on the CIFAR-10 data set.
We take a part of the samples as labeled training data and remove the label of the other samples.
Therefore, if we train a classifier to classify airplanes and cars, then (i) the unlabeled airplane and car
pictures can be viewed as ideal unlabeled samples, and (ii) the unlabeled samples from other classes
are viewed as from a poor generator. Our empirical results verify (1) and (2). Besides, we also find
that the unlabeled data with the pseudo label can improve the adversarial training as much as labeled
data of the same sample size (the middle panel of Figure[C.I). This observation further verifies the
effectiveness of unlabeled data and implies that the label cost is small in adversarial training.

5 How to Decide a Proper w

To determine a proper w, it is possible to conduct cross validation for simple models. However,
due to the heavy computation of adversarial training under DNN models, this is infeasible for real
applications. Our proposed algorithm in below aims to simplify the tuning process of w.

To design a proper metric to tune w, denote b as the average adversarial loss difference in S and Ss,
v1 and vo as the variance of the adversarial loss for S; and Ss respectively. Since in real practice one
can often obtains a high-quality clean classifier (i.e., low label cost), we tune w based on the generator
cost only. Inspired by the variance-bias trade-off in (5), we define a surrogate of the generator loss as

b%(wny)? ving + wving
2 2

k(b, v1,v2, M1, N2, W, Whias) = Whias

(n1 + wng) (n1 + wng)

Due to over-parameterization, the mean and variance of the gradient are volatile in neural networks.
Hence, instead of using the gradient of loss (i.e., 9l./06.) as suggested by , we use the adversarial
loss to construct x and introduce wyiys to balance b and (v1, v2). To control over-fitting problem, we
tune w during the first 20% iterations in the experiment. The algorithm is shown in Algorithm [T}

Algorithm 1 Select o during Training

Input: Training dataset S7 and Sy with size n; and ns, optimizer OPT, total number of iterations
T', number of iteration per weight 7, initial weight wyq, bias weight wy,,s, decay factor §, number of
epochs K to train weight.
Initialize the model parameters 6, take w = wy.
fork=1,...,T/7 do
b= V1 = Uy = 0.
fort=1,...,7do
Calculate the mean and variance of adversarial loss for the samples from S; and S5 in this
batch as btla btg, Vi1, V2.
Update b =b* § + byo — b1, v1 = v1 %0 + V41, U2 = Vg % 0 + Vo
Update 6 using OPT.
end for
Update b = b/(1 — 9),v1 = v1/(1 —9), v2 = va/(1 — 9).
if £ < K then
Update w to reduce k.
end if
end for
Output: 6.

In the experiment, we consider binary classification for the CIFAR-10 dataset to classify airplane and
car. The implementation for all real-data experiments is modified from Rice et al.|(2020)\] We take
500 samples from each class as labeled data, i.e., n; = 1,000. To form S5, we sample ny /2 data from
the other 9,000 airplane and car pictures, and no /2 data from other classes, i.e., the unlabeled data
generator generates both ideal and poor samples. The experiment setups are postponed to Appendix
[C] We repeat the experiment for 10 times to get the average robust testing accuracy and its standard
error. The details of how to tune wyi,s and how to update w using « are in Appendix

https://github.com/locuslab/robust_overfitting


https://github.com/locuslab/robust_overfitting

The results are summarized in Table[I] One can see that adjusting w using Algorithm[T]can always
lead to a better performance than the unweighted training and is as good as the best fixed w obtained
by grid search. We found that 75% of the total epochs are needed for each fixed w to reveal the
performance difference among w’s (Figure [C.3), leading to long computing time for grid search of w.
In contrast, our proposed method only needs several epochs to tune wpjas.

Table 1: Adversarial test accuracy using unweighted training (w = 1), Algorithm|[I] and best fixed w.
The latter two methods reaches similar performance.

ng 200 2000 4000 18000

w=1 0.7847(0.0041)  0.7612(0.0168)  0.8170(0.0096)  0.8622(0.0057)
Algorithml[[] 0.7870(0.0090) 0.7942(0.0126) 0.8407(0.0070) 0.8765(0.0038)
Bestfixedw  0.7868(0.0091) 0.7957(0.0128)  0.8429(0.0068)  0.8754(0.0027)

We also evaluate the performance of Algorithm [T|using the full CIFAR-10, CIFAR-100, and SVHN
with the additional data generated by |Gowal et al.|(2021)). The results are postponed to Appendix

6 Proof Sketch of Theorem [1]

We assume 6(e) is consistent to 6, and start from the first-order optimality condition of 6(¢) and
obtain that

0 = n1+n239 (Zl xy7 +Zl $y’ > ®)
- n1+n269 (Zl Iy7 > n1+n289 (Zl 2.9, 0 )

=Aq
+”1+”269 (Zl e ) n1+nzae (Zl nl )
=Ao
1 0 ~ 19
+m806 (; le($7y79(€))> - maee <; le(x,y,9€)>
=As

1 0
+m895 <%: le(z,y,0¢) + %:l&x,y,&)) .

We observe that, when 6(e) is consistent, i.e., ||f(¢) — 6. || L 0, with probability tending to 1,
Ai+A4s = S(0(e) —6) +o
ny S
Ay = ¥ (0(0) — 6y) + o.
2 o e (0(0) = 00)
As a result, rearranging the terms in (8), we can prove Theorem[I] One the other hand, one can also

show that [|f(e) — 6| L, 0 because R(6,€) — R(6, €) for any reasonable 6.

7 Conclusion

This paper studies how adversarial training benefits from unlabeled (generated) data. We show that
(i) the label cost of (¢) is small in adversarial training; (ii) with a high-quality data generator, a large
S leads to a negligible generator cost. These two facts together indicate that adversarial training
benefits a lot from unlabeled (generated) data. Motivated by these observations and our theory, we
balance the weights between S7 and Ss to improve the performance and propose an algorithm to
determine the weight automatically during training.
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The following is the list of contents for the appendix:

e Section[Al limitations of this work.

* Section [B} simulation study.

* Section[C} deep learning experiments.

» Section[D} some basic results in empirical process.

* Section [E} discussions about Assumptions Al and A2.

. Section discussions about the effect of ns /11 on the label cost and the generator cost.
* Section [G} proof of Theorem[I]and other examples/propositions.

* Section [H derivations for linear regression under Gaussian design.

A Limitations of this Work

In this study, we aim to provide theoretical justification on why adversarial training can benefit more
from generated data than clean training, which potentially improves the adversarial robustness of
machine learning methods. We mainly focus on the intuitions, theories in simple statistical models,
and numerical verification.

Major limitations of the scope of this work include: (1) We focus on justifying how the quality of the
data generator affects the final adversarial robustness, rather than how to design better generators,
while designing better generators is an interesting and important practical problem; (2) Our theoretical
investigation only focuses on simple models. For deep neural networks that are used in real data
sciences, we only provide empirical justifications, and an exact theory of how neural networks
balances the label cost and generator cost is not currently available.

Regarding social impacts, our paper mainly focuses on the theories and uses public data sets in our
real-data experiments. We are not aware of any direct negative social impact by our results. However,
we still suggest people be cautious when applying any machine learning algorithm to real applications,
e.g., auto-drive, in which safety is essential. Based on our knowledge, there is only limited literature
interpreting how machine learning algorithms work.

B Simulation Study

In the simulation, we aim to numerically verify: (1) given the ideal data generator, the performance

~ ~

of (e) is better than 6(¢) when e deviates from zero; (2) the better quality of the data generator

implies the better performance of 6(¢); and (3) balancing the weight between .57 and S5 improves the
performance.

We first present the results and analysis under L attack, and then present the corresponding £,
attack version in a later section.

B.1 Simulations under £, Attack

The simulation model is as follows. Assume X ~ N(0, Io), 6p = [1/1/10,...,1/1/10]", and the
response is generated via Y = 6] X + ¢ where the noise ¢ follows N (0, 0.1). The unlabeled data are
generated from N (0, X)), where X can be I1, 3130, ispme in Exampleor sample covariance matrix
. We take Lo attack, ny = 50, and repeat the experiment for 100 times to obtain the MSE of 5(6)

We first verify (1) and (2) when the data generator is not related to .S;. The results are shown in
Figure[B.T] In the left panel, we use the ideal data generator and change the value of e. With a larger

attack, it is more likely that adding more data will help reduce the MSE of 6(¢). In the right panel,

when using a poor generator N (0, 31;) to generate So, the reduction of MSE of g(e) is limited. In
addition, when € = 0.5, the best performance is obtained when ns is a finite value. This verifies the
observation in Proposition

For the case where the data generator is learned from S7, the simulation results are summarized in
Figure As discussed in Example 2| the performance of Xpare should be theoretically better than
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Figure B.1: Simulation: how the attack strength, quality of data generator, and the proportion of
real data («) affect the convergence of the adversarial estimator. Left: ideal generator. Right: other
generator.
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Figure B.2: Simulation: how the attack strength, quality of data generator, and the proportion of real
data («) affect the convergence of the adversarial estimator.

) Figure and Flgure E 1| together show that the ideal generator leads the MSE largest reduction,

the generator with Zsparse has a slightly worse performance, and the generator with S cannot work
well. These observations match our theoretical investigations.

Excess Risk Ratio 6/6, Sparse T Excess Risk Ratio 8/6, Non-sparse ¥
11— m=10 00— =l ——
=50 =50
10 { — m=100 0BY o100
— m=500 095 | — m=500
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= — n=2000 £ 0941 — n,=2000
& 2

-30 -25 20 -15 -10 -05 00 05 -50 -45 40 35 30 -25 -20 -15
log(w) logiw)

Figure B.3: Simulation: how the weight and quality of data generator, and n. affect the convergence
of the adversarial estimator. We take € = 0.5.

In terms of (3) adjusting the weight, we fix ¢ = 0.5 and compare the performance while varying w.
The results are summarized in Figure[B:3] When the data generator is of high quality (the left panel),
the best w is around 1. When the data generator is not good (the right panel), the best w has larger
deviation from 1. In addition, from both cases in Figure@ the minimal MSE ratio is smaller than 1
and keeps decreasing when enlarging no, which verifies Proposition 3]

B.2 Simulations under £, Attack

We repeat the experiments in Section using L attack. Since L, attack is stronger, we take
slightly smaller e. From Figures[B.4} all the observations are the same as in Section [B.T]
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Figure B.4: L, version of Figure B.T} how the attack strength, quality of data generator, and the
proportion of real data («) affect the convergence of the adversarial estimator. Left: ideal generator.
Right: other generator.
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Figure B.5: L version of Figure[B.2} how the attack strength, quality of data generator, and the
proportion of real data («) affect the convergence of the adversarial estimator.
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Figure B.6: L, version of Figure[B3} how the weight and quality of data generator, and ny affect
the convergence of the adversarial estimator. We take € = 0.2.

C Deep Learning Experiments

C.1 General Configurations

We use the CIFAR-10 dataset for this experiment. We pick two classes, airplanes and cars, to do a
binary classification. Each class in CIFAR-10 contains 5,000 training samples. We randomly pick
500 from each class as labeled training data. For unlabeled data, we (i) sample from remaining
4,500*2 samples of airplanes and cars as an ideal data generator or (ii) sample from the images of the
other 8 classes as a poor generator. We repeat this experiment 10 times to obtain a boxplot for each
setup. We use a single NVIDIA Tesla V100 GPU to do the training.
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C.2 Quality of Data Generator Matters

In Section , we decompose the error of 5(6) into a label cost and a generator cost. We want to
examine whether these two errors are the key factors in deep learning.

We vary the value of no and expect that (1) adding more unlabeled samples from the idea generator
will help improve adversarial robustness; (2) when adding unlabeled sample from the poor generator,
a small ny will lead to slight improvement. For both adversarial training and clean training, the
learning rate is divided by ten at the 50% and 75% epochs. For each (n1,ns), we take the total
number of iterations as 7' = 100(n; + n2)/128. Although small n5 leads to fewer training iterations,
some simple trials indicate that this choice of T is sufficient to get the best performance.

Adv test acc in @, n; = 1000, ideal generator Real vs imputed label, ny = 1000, ideal generator Adv test acc in @, ny = 1000, poor generator
097 00 = 1 real label i
0950 088 [0} imputed label 095 o
4
0925 = s
= 086 o 090
g 0s00 % g ;
§ a1 | == [% § 084 = 2 oes % ==
> o g
© 0850 2 om + H
0825 11 s — _ 080 d
0 0.80 %%\
08001 — & = o
s ? ® = 075
0775 078 =

Figure C.1: Adversarial testing accuracy of the neural network trained from 500%2 labeled samples
with additional unlabeled data. The y-axis refers to adversarial testing accuracy for ¢ = 0 for clean
training, 4/255 or 8/255 for the corresponding adversarial training. Left: ideal generator. Middle:
ideal generator using real/imputed label for S, 8/255 L, attack. Right: poor generator.

The results are shown in Figure For (1), from the left figure of Figure when ny gets larger,
i.e. a gets smaller, for adversarial training with e = 4/255, 8 /255, the adversarial robustness of the
model gets improved. Clean training also benefits from So, but not as much as adversarial training.

In addition, the middle figure in Figure compares the performance of using n; labeled samples
and ny unlabeled samples, against the performance of using n; + no labeled samples (we still take
a = n1/(n1 + n2) to match the x-axis). Using extra unlabeled data improves the performance
significantly as ns increases. Knowing the true labels of the unlabeled data can further improve the
performance, but this additional improvement is only marginal. These observations also verify the
hypothesis in|Gowal et al.|(2021)) that it is critical to complement the original training data set with
additional (unlabeled) data in adversarial training.

In terms of (2), from the right figure of Figure for clean training and 4/255 L, adversarial
training, the testing performance does not improve. Only when ¢ = 8/255, the adversarial robustness
slightly gets better when o € (0.75,1). Based on our theory, adversarial training is more likely to
benefit from the poor generator when ¢ is large and ny is small, and our experiment observations
match this result.

C.3 Weighted Sampling

We examine the performance of weighted sampling in adversarial training when n; = 500. For S5,
we randomly select ny/2 from the remaining samples whose label is airplane/car, and n5/2 from
those with other labels.

How to implement weighted sampling Instead of performing a weighted optimization (7),
equivalently, we use stratified sampling to sample a batch of S; and Ss, such that the propor-
tion of S7 samples in the batch is ny/(n; + wns), and perform SGD for the unweighted objec-
tive over the random batch. This helps reduce the variance of the updating gradient. We take
ny € {200, 2000, 4000, 18000} and try different w for each no. The results are shown in Figure
When changing w, S is larger, leading to more batches in each epoch. We keep the total number of
iterations unchanged as T' = 100(n; + ny)/128.
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Performance Based on the left panel of Figure through tuning the weight w, one can obtain a
better adversarial test accuracy.

O o
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Figure C.2: How w affects the testing robust accuracy. The generator outputs half true samples and
half samples from the other 8 classes in CIFAR-10. The x-axis of the left panel is log(w). The x-axis
of the right panel is n1 /(n1 + wng), corresponding to the definition of « in Gowal et al.| (2021).

Configurations in Algorithm We initialize w as wy = n1/ns and take 6 = 0.9 in the experiments.
We check k after every epoch and update 1/w with a magnitude of 1/(4wy), i.e., in the next epoch,
we take 1/wypext as 1/w, 1/w + 1/(4wy), or max(0,1/w — 1/(4wy)) depending on which one gives
the smallest «. Table@]is the wyis We take in experiments. To choose wy;as, We try five to six different
candidates to pick the one that is most stable in the first 20% iterations.

Table 2: The choice of wi,s and the resulting final w for the experiment w.r.t Algorithm [I]

> 200 2000 4000 18000
Whias D 5 20 50

C.4 Full Real Datasets

For the generated data, we download from |Gowal et al.| (2021 ﬂ The implementations of the training,
attack, and neural network architectures are the same as|Rice et al.|(2020). Detailed configurations
can be found in Table [

The results are summarized in Table 3] For all the data sets and neural network architectures, the
proposed algorithm leads to better performance than the vanilla adversarial training and w = 1.

On the other hand, for CIFAR-10, compared to the >10% improvement for binary classification,
there is only 3% to 6% improvement in the robust test accuracy. There are two possible explanations.
First, the model capacity of the neural network architectures may not be sufficient to learn the ten
classes. In our experiment as well as|Gowal et al.|(2021); [Xie & Yuille|(2019), we all observe that

*https://github.com/deepmind/deepmind-research/tree/master/adversarial_robustness

= n:=200

0.85 nz=2000
nz=4000
0.80 + —— m=18000

adv acc
=]
=

00 02 04 06 08 10
% epoch

Figure C.3: Adversarial testing accuracy of one repetition when w = 1/5. The accuracy grows to the
highest level at around 75% total iterations for all choices of nga.
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wider neural networks lead to better robustness. Second, we are using ideal (real) data in the binary
classification but generated data in the ten-class classification task. The quality of generated data
deteriorates the performance.

Table 3: How unlabeled data help adversarial training. Vanilla: vanilla adversarial training(6(¢))
without generated data, copied from Rice et al.| (2020). Algorithm [T|gives better performance than
the vanilla adversarial training. Similar to|Gowal et al.|(2021), taking w = 1 possibly leads to poor
performance.

Dataset Architecture Method Adv Acc
Vanilla 0.5349
CIFAR-10 PreActResNet18 w=1 0.5549

Algorithm 0.5625

Vanilla 0.5680

CIFAR-10  WideResNet34-10 w=1 0.6029
Algorithm 0.6203

Vanilla 0.6104

SVHN PreActResNet18 w=1 0.6147
Algorithm 0.6179

Vanilla 0.2780

CIFAR-100  PreActResNetl18 w=1 0.2793
Algorithm 0.3071

Table 4: Training configurations corresponding to Table[3]

Dataset Batchsize Cleanlr Cleaniteration AdvIr Adv iteration Wy
CIFAR-10 128 0.1 200*50000/128 0.1 same 1000
SVHN 128 0.1 100*73257/128  0.01 same 2000
CIFAR-100 128 0.1 200%50000/128 0.1 same 20000

D Results on Empirical Process Theory

In this section, we present some results in Koltchinskii et al.|(2006) which will be used in our proof.

Let 02 = sup ;e Ef?, and |f(z)| < F(z) < U. Define P, as the empirical measure and || P,, —
P||z =sup;cz |Pnf — Pf|. If for some A > 0,V > 0,

€

APl s\
Ves 0, Nl - e F) < (2‘” ,

then (2.2) in |Koltchinskii et al.| (2006) states that with some universal constant C' > 0,

v\'? A|F VU . A|F
E|P, — Pl < C () J(logM)l/Q V= log ”'EQ(P)] ) 9)
n o n o

Furthermore, a refined version of Talagrand’s concentration inequality states that for any countable
class of measureble functions F with elements mapping into some [—M, M]. Combining Bousquet’s
bound and Klein’s bound together,

2t V2g
P{Pn — Pl —E|P, - Pll#| > (n (0% + 2E[| P, —Plf)> + 3”} <e. (10)

E How Does Assumptions A1 and A2 Affect the Theory

Assumptions Al and A2 are imposed to regulate the behavior of the loss function, gradient, and
Hessian. The following discussion provides some details on how to possibly relax the conditions and
what are the potential observations if some conditions are violated.
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E.1 Assumption Al

Assumption Al is a sufficient condition for Theorem [T} Lemmal[I] 2| 3] and Example 2] It can be
relaxed to general distributions if the following conditions are satisfied. For some ¢y > 0, r > 0, for
any € € [0,€p] and 6 € By(0,7),

» With probability one, the loss function [, is smooth, and the gradient and Hessian exist.

¢ The loss function [, is convex.

* The loss function /. has a finite expectation and finite variance.

* The gradient 9l.(X, Y, 8)/06 has finite expectation and finite variance.

* The eigenvalues of the expected Hessian Ep,gp, 0%1c(X,Y, 0)/06? are finite and bounded
away from zero.

* Considering the expectation over Y as a function of 6y, Ep,gp, l(X, Y, ) is smooth in
0o, the gradient OEp,gp, l(X,Y,0)/00, is finite, and 62Ef,;»0®7;yl€(X7 Y, 0)/00,00 has
non-zero singular values.

E.2 Assumption A2

Assumption A2 is essential because the proof in Theoremis based on the fact that 6 (€) is consistent
to 0.

E.3 If the Assumptions Do Not Hold

Multi-class classification, or other generalized linear models. In general, as long as the rela-
tionship between Y and X is well specified, and the loss function is convex and smooth enough,
Theoremﬂ] is valid. In addition, the intuitions of label cost and generator cost in Sections 4.2 and 4.3
still apply.

The distribution P, has a heavy tail. It depends on the design of the loss function. If /. and its

gradient and Hessian are still well-behaved, we still have the convergence. Otherwise, §(0) may not
be consistent, i.e., it is hard even for the clean model estimation.

The parameterization between Y and X is misspecified. In this case, 0 is a biased model to
describe P(Y'|X = x). If I, is smooth enough, the results in Theorem [1] will still hold. However, it is
more important to deal with the bias in this case.

Assumption A2 is violated. In this case, Theoremmay fail because 6 (¢) may not be consistent
to 0.

F How ny/n; Affects the Performance

In Figure[2] we explain how the quality of the generator affects the generator cost when ny — co. In
this section, we discuss how nq /n, affects the label cost and generator cost.

Based on the formula of £y and E5, when ns increases, IEE% is a monotone increasing function, and
EE? could even decrease or increase depending on the quality of the generator. Figures and
show how the costs are changed with an ideal generator or a poor generator.

G Proofs

G.1 Theorem(Il
Since 6(€) minimizes R(6, €) as in , we have

1 9 N o
ny + ng 06, (SZI le(z,y,6(e)) + Szzle(z,y, 9(@)) —0,

20



E||6(e) - 6.]1%, /2

A
[ \

ng/nl -0 H'I

’i’lz/ﬂ] =O(1) :—: : i

Generator cost

LL
ng/ny — oo |-

Label cost
Cross terms

Figure F.1: How ny/n; changes generator cost and label cost when using an ideal generator. With
na/ny increases, the generator cost becomes smaller and smaller because more samples lead to a
smaller variance in E5. The label cost will slightly increase.

E[|6(e) — 0|13, /2

A
[ |

nz/n1—>0 I'I'I |

na/ny = 0(1) |—} ] |

1
ng/ny — oo | T

Generator cost

Label cost
Cross terms

Figure F.2: How ny/n; changes generator cost and label cost when using a poor generator. With
no/mq increases, since Es is biased away from zero, the generator cost cannot be efficiently reduced
even if large no leads to a small variance in Fs.

using which we can get the following decomposition,

0 = n1+n239 (Zl a:y, —I—Zl xy, > (11
B n1+n239 (Zl ajy7 >_n1+n289 (SZ (@,y,6 )

=A,
n1 ny + ny 00, ( (2,5, ))> B ﬁ@i ( (@,9,6 ))>
=Asp
1
n1+n2 ( (%9, ))>_n1+n29 < (7,0 )
=As

1 1o}
_— Ie( .
n1+n26 ( (@9, Jrz (2.9, >
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In the following, we present Lemmalto show the con51stency of 9( ), then show Lemmaland I 3(to
bound some terms in A; to As, and finally present the main proof for Theorem|T}

Lemma 1 (Consistency of 49(6)). Under the same assumptions as Theoreml 1} O(€) converges to 0. in
probability.

Proof of Lemmal[l] Denote 0. as the minimizer of n1Ep,ep, l(X,Y,0) + naEp, op, (X, Y,0).
Denote P as the weighted average of Py and P,. Under Assumption A2, we know that ||f. — 6| — 0.

For both linear regression and logistic regression, one can check that [ is strongly convex in 6.
Therefore, we have for some C' > 0, such that

I inH (EP®Pyle(X> Y, 9) - EP@Pyle(Xa Y, ée)) > 052 (12)
0—0(1>¢

Furthermore, when [|¢| < b, for some large constant B, following the same arguments in Lemma 2}
there exists some Cy > 0,

1
P sup |Epgp,l(X,Y,0 le(x,y,0
<9EB(o,bo) oP el )~ n1 +no SZ; )

t t
> Co (,/ 4 ) ) <ct, (13)
ni + no ni + no
> Co (,/t 4 t)) <et (4
n2 na

=~ 1
P ( sup Epa®7)yl6(X7Ya 9) - Zle(l‘vgv 9)

0€B(0,bo) N2 5y
and
t ot .
P sup Ep®pl(XY9——ley,)zCo — 4+ — <e " (15)
0€B(0,bg) S5 T2 N2

From the definition of 6(¢), we know that

Zl z,y, 01 +Zl 2,7, 01
1

then combining w1th and the fact that Ep, o p, I (X, Y,0) — Ep,op,l(X,Y,0) (5(0) R
0p), we have

1
ni + no

Zl z,y,0. +Zl z,9,0 ],

S1

- 77,1+Tl2

1
[T S ]
1
e lzl ,y,0 +Zl ,y,0

Combining (T6) and (I3), with probability tending to 1,

+o. (16)

Epep,l(X,Y,0(c)) < Epgp,l(X,Y,0.) + o
On the other hand, from the definition of 96, we have
Epap,ld(X,Y,0(€)) > Epep,ld(X, Y, 0),
thus one can conclude that Epgp, [ (X, Y, f(e)) — Epgp,l(X,Y,0.) = 0
Further using , we get ||6(e) — 6| — 0 as well, and thus 6(¢) converges to 6. O
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Lemma 2. Denoting

0 0
879615(1,73/70) 89

under the same assumptions as in Theoremll] there exists some & = o(1) such that

P( sup > Cr2 <\/ —&+ ))Se_t
0€B(0.,¢) n

Proof of Lemmal2] Since 0l. /00 is square integrable, based on Theorem 2.6.7 of |Van Der Vaart &
Wellner| (1996), taking F; as the class of function of &, for 6 € B(6y, &), we have for some Cy; > 0,
V>0,

51(1’,:(/,0) = (93 y,0 )v )

1
77,71 261($7ya9) - EPO@Pyél(X’Ka)

174
1
Ve>0,  N(&|llcop) F1) < Cu () -

€

Based on Lemmal we know that there exists some & — 0 such that [|6(e ) ]| < ¢ in probability.
As a result, with probability tending to 1, supyg_g, <¢ El|0lc/06]|* = o(£?). Following (9) and
we know that there exists some positive constant Clg such that

P( sup > Ci (N/ ¢+ )) <e
0eB(6.,¢) ni

1
7’?,71 Zél($>y79) - EPO@Pyél(X7K9)
S

O
Lemma 3. Define r such that ro = o(1) and ||6(0) — 6o|| < ro with probability tending to 1. Denote
~ 0 . 0
52(377070(0)) - 670616(1'7y59) 30 (LL’ y79)7

then under the same assumptions as Theorem there exists some positive constants Ca1, Cao such
that

i Z 52(1’, 07 9/) - E'PQ®PU62(X7 0, 0/)
N9 ’

P( su
0€B(0.,£),0’€B(6o,m0)
t t .
Z 022 — max(f, 7’0) + — S e .
%) N9

Proof of Lemma[3] The proof of Lemma[3]is the same as Lemma[2] Note that we do not assume S

and @(0) are independent. Instead, we consider changing both 8 and | (0) in d2 to form the class of
functions. O

Proof of Theorem@] We start from studying A; to As. For Ay,

1 0

A= n1 + ng 90, <Zl .. 0 )  ny + g 96, (;le(ﬂc,y,ae)>
1 0

ity 90, (Zl 0 ) ~ ny A+ ny 00, (;le(%yﬁe))

:=B11

1 9 - 19
ny + ny 00, (; ldw,lj,@(e))) - maee (; le(x,y,96)>]

:=DBi2
1 0 ~ 19
W D6 (SZ le(x,yﬁ(e))> Ty (SZZE(x,y,GE)>] .
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From the definition of Y., we obtain that
ni

Ze(8(e) - 60,

Bio =
ni + no

and based on Lemma 2] (taking t = 2log ny in (17)) with probability tending to 1, || By — Bio|| =
o([| Brzl))-

In terms of Ay, we have

190 19 _
A = _— I -
? n1 + no 895 (; le (.13, Y 0)> ny + no 896 (; l€(xa Y, 0(6))>
[ o 19 _
= (; le(:c,y»@(e))) BTy (; le(:ay,@(e)))

1 0 ~
ni + N2 396 (SZ2 lé(w7y79(6))> - ny —|—n2 69 <SZ {,E y7 >‘|

+E

1 0 o~
P (%le(%yﬁ(e))) T 6, (; (z,y,0 )]

Similar to A1, from the definition of §~]€,

n2 0? ~ R
By = Ep, op,l.(X,Y,0 o
* ny + ne {(’996890 PasP.le( (6))} (0(0) — o) + o
= B (X,Y,00| (30) - 0) + 0
T n Aty 9096, eET e o
) ~ o~
= $.(0(0) = 6o) + o,
n1 + no ( (0) 0) “+ o0

— Basl| = o|| Baz||)-
For Az, similar to A1, based on Lemma[2]

n1+n289 (Zl xy’ >_n1—|—n239 (Zl z,y,0 )

na aQZe(XaKGE) Y
= E ———— | (6(¢) — O, .
1 [Bnen, T @0 - 00 40

Under Assumption A2, although Ep, o p, 8%1(X,Y,0,)/06? is different from ., we still have
A; + Az = S.(0(e) — 6.) + 0.

Finally, taking A; to A3 back to the decomposition of 5(6) — 6., we conclude that with probability
tending to 1,

Ay =

SN 1
0c)— 0. = -2~ |25 (8(0)— 6 9 .
(6) € n1 + ng ( ( ) 0) n1+n2 0. 522 x,Y, ) +o0

O

Remark 2. A converge-in-probability result and a Bahadur representation does not directly imply
Lo convergence, i.e., 0(¢) L 0. does not imply E||0(¢) — 0.||*> — 0. However, based on assumption

Al and A2, due to the choice of Py and the loss functions we take, one can obtain E||0(e) — 0.||*> — 0.
As a result, we can use the terms in the Bahadur representation to discuss the label cost and the
generator cost. One can replace Al and A2 with more general conditions in other models with proper
conditions.
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G.2 Proposition

The proof mainly follows Xing et al.|(2021b). The definition of adversarial risk in|Xing et al.|(2021b)
is different to our scenario. Using our definition, in linear regression setup, we know that as long as
02 (Var(Y|X)) and € are nonzero, then 6, will deviate from . And one can obtain that,

0. = (A4 + %)~ 120,,

and A = O(¢) when € € [0, €*]. One can take this rate of A into Lemma 5 of Xing et al.| (2021b)) to
obtain the rate Q(e2dR?/(ny + nz)). The other term in the lower bound is obtained from Lemma 4
of Xing et al.|(2021b) without any changes.

G.3 Proposition 2]

From Theorem 0. — 6(e) is decomposed into

6‘6—9(6) = F1+ Es + o,
where

~ o~ E_l
"2 $U15.(0(0) — o) + 0, and By = ——¢ 89;6(%,%96).

E = —
ny+n ny+n
1+n2 1+ 2317323

In terms of the variance of 6. — 0(¢), we know that tr(Var(F3)) = O(d/(n1 + n3)), and
tr(Var(E1)) = O(dn3/(n1 + n2)*n1). Therefore, the dominant part is tr(Var(FEz)).

In terms of the expectation of f. — 6(e), since 0. is the minimizer of Ep,gp, (X, Y, 0), we have

d
EE:gau%yﬁg:u
S €

As aresult, the bias in F; are all contributed by the samples in So. When [|Ep, o p, 8%& (X,Y,0.)] =

O(Vd), we have |[EE,|| = O(v/dny/(n1 + n2)). Meanwhile, since 9\(0) is unbiased to 0y, EF is
at most in O(v/dny/(n1 + ns)).

G.4 Proposition[3]

The statement of Proposition [3]itself can be viewed as a simple sketch of the proof. We provide some
more details below:

Adding w into Theorem|[I] we have

~ wng TR y! 0
0. — 0w, = 2 15 (6(0) — )+ i (z,y, 6.
(w,n2) ny + wne (6(0) 0)+n1 + wng <SZI 00, (z,9,60)
=A(wn2) :=B(w,n2)
wi ! 0
W 1 (z,y,0. . 18
+711 + wne <; 00, (@.y )> to (18)
2
:=C(w,n2)
~ 2
[pc = ma)|| . = 114G n2) + Blw,na) I3, + I1C(w,n2) 3,

+2(A(w, n3) + B(w,n)) " TC(w, ny) +o.

:=D(w,n2)

Denote 0(w,nz) as the minimizer of , and w*(ny) minimizes the excess adversarial risk of
O(w,ng) w.rt. w.

For n/, > ny, take w’ such that w'n}, = w*(ng)ns, then
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o In (18), A(w*(n2), n2) = A(w’,nb) and B(w* (n2),n2) = B(w’, nb).

2

* Since nfy, > na, we have w’ < w*(n2), and E||C(w*(n2), n2)| S

S, > EllC(w',nb)l

~

* Since 6(0) is consistent, and data in S; are real data, we have EA(w, ns) + B(w, ng) is
negligible, and thus ED(w, n2) is negligible.

As a result, the risk of 8(w’, n3) is smaller than 6(w* (n2), na).

On the other hand, by the definition of w*(-), the risk of (w*(n}),n%) is further smaller than

O(w', nb).

Eventually, we obtain that a larger no always gives a better )

G.5 Derivation of Example 2]

In Theorem [I} we assume the data generator and S; are independent, which is different this scenario

where ¥ is learnt from S;. To show that the estimate in this example still converges, there are several
steps in the proof.

We firstly bound the difference between Ep, o p, aiagle (2,y,0c) and Ep,gp, a%ele(x, Yy, 0.). Denote
fa as the density of (x,y) given a covariance matrix A, then given s,
E'P QP ile(Xﬂ}/aae) (19)
*TTY 00,
0
= /fﬁ(may)aieele(a%y’GS)d(x7y)

= [ o)t i) + [ s = )0 e )

=0
~ 0 0

— O(IE - ).

Since 3 is consistent, Ep, 0P, a%le (X,Y,0.) converges to Ep gp, 8%ZE(X , Y, 0.) as well, where
the latter one is a just zero vector. ’

Second, to show that 6 (€) is consistent as in Lemma for some constant ¢y, with probability tending
to 1 over the generation of Sy,

1
Ep, o, (X, Y,0) = > i@, y,0)
Sa

> co —+ —
no no

Since | (0) Ei 0o, following the same arguments as in Lemma we have

P sup
0€B(0,bo)

1 1
l(z,7,0) — le(z,y,0) + o.
”1+”2szz(y) n1+n2322(y)
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Furthermore,

E l.(X,Y,0)
Po®@Py e ( n1+n Z :E yv

1,52
< |E 1.(X,Y,0) "2 g I.(X,Y,0
> PoRPy ( n1+n252 X y, n No PoRPy ( )
N9 1
— Y l(z,y,0) —E I.(X,Y,0
T nZ; (2,9,0) — Epyap,le( )
2
1 U»)
< |E I(X,Y,0) — le(z,y,0) — E I.(X,Y,0
< |[Epoen,l(X,Y,0) n1+n2§ (@.9,0) = = —Epyep, L(X,.6)
50
+ |]Ep0®pZ(X Y,0) — Ep,ep,l(X,Y,0)]|
n1—|—
50
12 iZl(x 0) — Ep,op. (X, Y, 0)
ny + ng | no - e\T, Y, Pa@Pyle s Ly
250
£ oo

Thus following the same arguments as in Lemmal we get 0 (¢) = 0. in probability

In terms of the Bahadur representation of 5( ), from the decomposition in (1 1)), we always deal with

S1 and S, separately. The clean estimate (0 (0) is related to P,, but this does not affect Lemmaland
[3|because their bounds are valid uniformly for proper 6. As a result, we obtain the same Bahadur

representation for 6(e) — 0.

H Linear Regression with Gaussian Design

In this section, we present the derivation of label cost in 6(¢) and excess adversarial risk of a(e) in
linear regression with Gaussian design.
For Figure we consider Y = X "0y + ¢, 0y = 14/vd, X ~ N(0, 1), ¢ ~ N(0,0.12).

The following is a list of contents in this section:

 Paragraph “formula of 6.” describes how 6. is related to X and 6.

 Paragraph “label cost” and “vanilla adversarial training” present the formula of these two
costs under Gaussian design, using which we obtain the theoretical curves in Figure[3]

* Paragraph “simulation” presents the simulation setups to get the dashed curves in FigureE}
Formula of R(6,¢) Assume X ~ N(0,%) and Var(e) = o2, then in the adversarial loss:
le(z,y,0) = (70 —x "0y — )% + 2||0]|> + 2¢||0]||z "0 — =" 6y — <.
We know that X '8 — X "6, — ¢ is also a Gaussian distribution with zero mean and variance as

16 — 6o]|% + 02, so the expectation of its absolute value is co\/||0 — Op||% + 02 where ¢y = /2/.

As a result, the population adversarial risk is

R(0,€) = 110 — 0ol + 0* + [0 + 2eco |0/ [16 — bolI3; + o2,
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and its gradient becomes

OR (0 — 6p)
= 2%(0 — 6y) + 2620 + 2¢c 0 — 0pl|2 + 02 + 2ecy||d

895 ( 0) 0”0” H OHE OH || ||0—0()H%+0'2
= 2(2(0—6p) + €20+ 510 + 525(0 — 6p)) -

One can solve 6. numerically via solving OR/96 = 0 or minimizing R(0, ¢).

Formula of 6. Under first-order optimality condition, we have
0= 2(9 — 00) + €20 + 610 + (522(19 — 90) = (E + 522)(9 — 90) + (62 + 61)9,
which implies that
O = (X4 68 + T+ 51 HE +5:2)00 := (X + A1)~ 56,.
Remark 3. As inlJavanmard et al.|(2020); Xing et al.|(2021D), when 3 = 14, ). is only a function of
(16oll, 02, €), regardless of d. However, in terms of the excess adversarial risk, it is related to d.
Label cost For F,
0’R 0(0 —6) "%
= —2¥ —2ec — 2ecy||0
9690, NP
(0 —6)(0 — HO)TZ

V0 —6o]% + o2

For the term 5(0) — 6y in E1, we know that,

10— 6ol13; + 0

+2eco |0

~

0(0) —90_

80

When 0 = 6,

ol
Var <aei> =40%%, ¥, =2%.

As a result, the label cost becomes

1 2R PR\
E|| By |2 —tr [ =T 4 ) [
|| 1z, nltr< € 89890 0 ( o ) 0 (89800> )

! LR, [ O®R\'
= T <ZE 2690, > )\ 2600, ) |

The matrix 3. has an analytical form as

I 097 2 4 52
EE = 2E+26 Id+2600 H9|| H9||3 ||0_90H2+O—

0 (3(0—60)") 49 N0 —6) 67

e 0
0T 10 = 0o]% + 02 O V10— 00]% + o2 lIe]
D e g (E0 = 00)) (50 — 65)) "

+ 2eco ||6]]
VIO =613 + o2 V10— 603 + o2

Vanilla adversarial training For the excess adversarial risk of 6(c), we have

AR 2 _ i -1 9
El|0(e) — O[5, = nltr <Z€ Var (5‘0 (X,Y,0)
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where

ol
00,

= 20(z"0 -0y —e)+26%0 +2esgn (0 — 2" 0y — )02

=& =& 1=€3
O\ T T
+2€m|117 0—x 0y —¢l.

=4
Since EQl. /06 = 0, we have

E(- 2L, v.0) (Luxy,0 !
8065 b ) 8066 b b)

€y =
= EG +&+&+H&) (G +&a+E&+8)T,
where
E&e] = AB[XXT(0—6))TXXT(0—6p)] +40°%,
Eépéy = 46007,
Eésés = 4€%]6]°%,
T 2 007 2 2
E&8y = de W(HQ—GOHE +0%).

And some cross terms can be calculated as

E&i&) +E&E

4€% (S0 — 00)0 " +0(0 — 6p) %) ,

007
E&E) +Eealy = SCOGSW 10— 60)[1% + o2
E&e) + Bl = 43 (S0 —00)07 +0(0—0,)'%).

For the other cross terms, ;&5 , £1&,, €265 , there is no closed-form formula for their expectation,
and we use simulation to approximate them.

Simulation To obtain an 6(e¢) which does not involve generator cost, the procedure is slightly
different to other simulation studies in this paper. Rewrite R(6,¢) = R.(0, 6y). We take n; = 1,000

~ ~ ~

to obtain 6(0), and directly numerically minimize R, (¢, 0(0)) to get 8(¢). We repeat this procedure
for 1,000 times to get a stable estimate of the excess risk ratio.
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