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ABSTRACT

It is not fully understood why adversarial examples can deceive neural net-
works and transfer between different networks. To elucidate this, several stud-
ies have hypothesized that adversarial perturbations, while appearing as noises,
contain class features. This is supported by empirical evidence showing that net-
works trained on mislabeled adversarial examples can still generalize well to cor-
rectly labeled test samples. However, a theoretical understanding of how per-
turbations include class features and contribute to generalization is limited. In
this study, we provide a theoretical framework for understanding learning from
perturbations using a one-hidden-layer network trained on mutually orthogonal
samples. Our results highlight that various adversarial perturbations, even per-
turbations of a few pixels, contain sufficient class features for generalization.
Moreover, we reveal that the decision boundary when learning from perturba-
tions matches that from standard samples except for specific regions under mild
conditions. The code is available at https://github.com/s-kumano/
learning-from-adversarial-perturbations.

1 INTRODUCTION

It is well known that a small malicious perturbation, or an adversarial perturbation, can change a
classifier’s prediction from the correct class to an incorrect class ( , ). An inter-
esting observation by ( ) has shown that a neural network, trained on adversarial
examples labeled by such incorrect classes, can generalize to correctly labeled test samples. Specif-
ically, the training procedure is as follows:'

Definition 1.1 (Learning from adversarial perturbations (later redefined) ( , )). Let
D = {(Tn,yn)})_, be a training dataset, where x,, denotes an input (e.g., an image) and ¥,
denotes the corresponding label. Let f be a classifier trained on D. For each n, an adversarial
example £V is produced by imposing an adversarial perturbation on ,, to increase the probability
for a target label y24V # y,, given by f, constructing D*4V := {(z2dV, y2dV)IN | Training a

n
classifier from scratch on D24V is called learning from adversarial perturbations.

Notably, a training sample 23V appears almost identical to = to humans, but is always labeled
as a different class y*1V # vy (e.g., an adversarially perturbed, yet semantically unchanged, horse
image with a cat label). Counterintuitively, networks can learn to classify correctly labeled test
samples (e.g., a cat image with a cat label) from such mislabeled adversarial samples.

The unexpected success of training on mislabeled adversarial examples suggests that adversarial
perturbations may contain label-aligned features. For example, frog adversarial images labeled as
horses have perturbations that appear as noises to humans but contain horse features. This feature

"This is neither adversarial training nor training with (partially) noisy labels (cf. Appendix A).
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hypothesis not only explains the counterintuitive generalization of learning from perturbations, but
also sheds light on several puzzling phenomena of adversarial examples, such as why adversarial
examples can fool classifiers and transfer among them (cf. Section 2).

While the feature hypothesis is considered a potential explanation for adversarial perturbations, a
theoretical understanding of this hypothesis and its empirical foundation, learning from perturba-
tions, remains limited. For example, it is still unknown how adversarial perturbations contain class
features. The similarity in decision boundaries between the network trained on clean and mislabeled
adversarial samples is also unknown.

In this study, we provide the first theoretical validation of the learnability from adversarial perturba-
tions. Using recent results on the decision boundary of a one-hidden-layer neural network trained on
mutually orthogonal samples ( , ), we show that perturbations contain sufficient class
features for generalization. In addition, we demonstrate that the decision boundary when learn-
ing from perturbations is consistent with that from natural samples except for specific regions under
mild conditions. While ( ) empirically considered only the case where Lo-constrained
perturbations were superimposed on natural data, our theory covers broader settings. We reveal that
even sparse perturbations, perturbations of a few pixels, contain class features and enable gener-
alization. Moreover, we show that the alignment of decision boundaries derived from adversarial
perturbations and natural samples becomes stronger when perturbations are superimposed on ran-
dom noises. The main contributions are summarized as follows:

* We theoretically justified the feature hypothesis and learning from perturbations with one-
hidden-layer neural networks trained on mutually orthogonal training samples.

* We showed that various adversarial perturbations including sparse perturbations can be rep-
resented by the weighted sum of benign training samples. This suggests that perturbations,
yet apparently uninterpretable, contain sufficient class features for generalization.

* We demonstrated that classifiers learning from mislabeled adversarial samples produce
consistent predictions with those from clean samples under mild conditions. Moreover,
classifiers trained on random noises with perturbations provide accurate predictions for
natural data even though the classifiers do not see any natural data during training.

2 RELATED WORK

( ) first claimed that an adversarial perturbation contains class features, called non-
robust features. These features are highly predictive and generalizable, yet brittle and incomprehen-
sible to humans. This idea is supported by neural networks that learn from perturbations (cf. Def-
inition 1.1) achieving good test accuracies on standard datasets ( , ). The hypothesis
that perturbations contain features elucidates several phenomena of adversarial examples (

, ). For example, models misclassify adversarlal examples because they react to features in
perturbations. Transferability ( , ) is also explained: dif-
ferent models respond to the same features i 1n perturbatrons Moreover, adversarially robust models
focus on robust (semantic) features and ignore highly predictive non-robust (non- semantlc) features,
provrdmg insights into the trade-off between robustness and accuracy ( ;

R ; ; s ), the human- ahgned image gradients of
robust models ( s ; , ; s ;
, ), and the enhanced transfer learning ability of robust models ( ,

; , ; , ; ; )-
Subsequent studies deepened the discussion of non-robust features. While ( ) con-
sidered robust and non-robust features separately, ( ) claimed their potential
entanglement. Some studies have attempted to separate robust and non-robust features using the
information bottleneck ( s ) and neural tangent kernel ( s ).

( ) provided a broad discussion about robust neural style transfer and feature
leakage. Other studies have used the feature hypothesis to generate highly transferable adversarial
examples ( s ;b;c), understand the behavior of batch normalization in adversar-
ial training ( , ), and degrade the robustness of adversarially trained models (

, ). However, the nature of adversarial perturbations as class features and the theoretical
explanation for the counterintuitive success of learning from perturbations remain unclear.
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In this study, we justify learning from perturbations, which is an essential foundation of the fea-
ture hypothesis. Our results support the above studies based on the feature hypothesis. We do not
consider whether adversarial perturbations are robust or non-robust. We discuss the nature of per-
turbations as class features and why classifiers can obtain generalization ability from perturbations.

3 PRELIMINARY

3.1 SETTINGS

Notations. For a positive integer n € N, let [n] := {1,...,n}. For a vector x € R%, we denote the
Euclidean norm by [|z||. We use €2(-), ©(- ), and O(-) for the standard big Omega, big Theta, and

big O notation. To hide polylogarithmic factors, we use (- ), ©(- ), and O( - ).

Network. Our network settings follow ( ). Let f : R? — R be a one-hidden-layer
neural network. The number of hidden neurons is even and is denoted by m. We assume that the
hidden layer is trainable and the last layer is frozen to constant weights a € R™. The first half
elements of @ are 1/y/m and the latter half are —1/y/m. Let W := (wy,...,w,,)" € R™*% be
the weights of the hidden layer. Let ng(z% := max(z,vz) be the element-wise leaky ReLU for a
constant v € (0,1). Namely, f(x) := a' ¢(Wx). The assumption that the positive and negative
values of a are equal is introduced for notational simplicity and is fundamentally unnecessary. In
Appendix G, we derive some results without this assumption.

Training. Let D := {(2,,,yn)})_; C R? x {£1} be a training dataset. With the exponential loss
0(z) = exp(—z) or logistic loss £(z) = In(1 + exp(—=z)), a loss over D is defined as L(W; D) :=
25:1 (yn f(x,; W))/N. The network parameters are updated by gradient flow, gradient descent
with an infinitesimal step size, as AW (t)/dt = —Vw L(W (¢); D), where ¢t > 0 is a continuous
training step. Finally, we summarize the training setting.

Setting 3.1 (Training). Consider training a one-hidden-layer neural network f on a dataset D. The
network parameter W is updated by minimizing the exponential or logistic loss over the dataset,
L(W;D), using gradient flow. The training runs for a sufficiently long time, i.e., t — oo.

Learning from Adversarial Perturbations. We formalize and extend Definition 1.1.

Definition 3.2 (Learning from adversarial perturbations). Let D := {(x,,,y,)}_; C R? x {£1}
be a training dataset. Let f : R? — R be a one-hidden-layer neural network trained on D following
Setting 3.1. Let N2V € N be the number of samples with perturbations. For each n € [N24V], a

perturbed sample 24V € R targeting a new label 421V € {£1} is produced as either:

(a) (Perturbation on natural sample) [V adv. — N and a:id" =Ty + Ny

(b) (Perturbation on uniform noise) :cfld" = X,,+m,, where X, is sampled from the uniform

distribution U ([—1,1]%). For any n # k, X,, and X}, are independent. The target label
y24V is randomly sampled from {+1}.

The perturbation n,, is given by an adversarial attack. Training a classifier from scratch on a new

dataset {(x2dv, y2dv) ;V;T following Setting 3.1 is called learning from adversarial perturbations.
This definition has two differences from Definition 1.1. First, we added a noise data case. In this
scenario, we can justify learning from perturbations under milder conditions than in the natural
sample scenario. Second, we removed the restriction of 21V # y,, to consider broader cases. In

n
addition to the uniform noise case, we examine the sub-Gaussian noise case in Appendix F.

3.2 DECISION BOUNDARY OF ONE-HIDDEN-LAYER NEURAL NETWORK

To understand learning from perturbations, we employ the following result on the implicit bias of
gradient flow ( , ).

Theorem 3.3 (Rearranged from (2023)). Let {(xn, yn) )y C RY x {1} be a train-
ing dataset. Let Ry = maxy, ||€y,|, Rmin = miny, ||€,], and pmax = max,x |(Tn, Tx)|-
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A one-hidden-layer neural network f : R? — R is trained on the dataset with Setting 3.1.
If ¥R J(BNR?.) > Puax then sgn(f(z)) = sgn(fP%(2)) holds with t — oo, where

fPdy(z) = ny:l AnYn{®n, z) and A\, € (2R2 ,W)for everyn € [N].

Appendix B provides a more detailed background. This theorem claims that the binary decision of
f(2z) equals that of the linear function f”%(z); namely, f(z) has a linear decision boundary. This
theorem requires training samples to be nearly orthogonal, which is a common property of high-
dimensional data. Although this theorem is not related to learning from perturbations, we utilize it
to easily observe the decision boundary of learning from perturbations as follows:

Corollary 3.4 (Decision Boundary when learning from perturbations). Let {(224¥,y24v)}N"1" pe

a mislabeled training dataset with adversarial perturbations (cf. Definition 3.2). Let R2Y .=
adv adv adv adv .adv
max,, |24, R

adv .= min,, ||224V|, and p2%Y, = max;,, | (x> » T )|. A one-hidden-layer
neural network f is trained on the dataset with Setting 3.1. If 73anm /(3 N adv padv 2) > padv
then sgn(f(z)) = sgn(fb(fvy(z)) holds with t — oo, where f;’dv (z) := Zn:l Nadvyadv (padv 5

a
adv
and X\ SRR PR ) for every n € [N].

4 THEORETICAL RESULTS

4.1 PERTURBATION AS CLASS FEATURES

Recall that a one-hidden-layer network trained on orthogonal samples with Setting 3.1 has a linear
decision boundary (cf. Theorem 3.3). We focus on adversarial attacks on this boundary rather than
the network itself, called geometry inspired attacks ( , ,
), which simplify notation.” Let ¢ > 0 be the perturbation constraint. A geometry inspired
adversarial example 24V maximizes y24" P4 (£24V) under |22 — z,,|| < € as follows:’

adv ,__ . oadv Vfcn fbdy (wn) _ adv Zgzl )\kyk:Bk
T, =Ty + N, M = Y T bdy (g ] Yn = . (D
”anf (wn)H || Zk:l )\kyka:kH

Without loss of generality, we consider a single step of the gradient calculation because multiple
steps also produce the same perturbation form due to the linearity of fP%. The perturbation ,,
is represented as a weighted sum of the training samples. Since the training samples {z,, })_; are
nearly orthogonal (i.e., ,, and x; do not negate each other for n # k), the perturbation contains
class features of the training samples. This observation supports the hypothesis that adversarial
perturbations contain class features, enabling generalization from them.

4.2 LEARNING FROM ADVERSARIAL PERTURBATIONS ON NATURAL SAMPLES

We consider learning from geometry-inspired perturbations on natural samples. Appendix C pro-
vides the proofs of the theorems. Using Corollary 3.4, the decision boundary can be derived as:

Theorem 4.1 (Decision boundary when learning from geometry-inspired perturbations on natural
samples). Let f be a one-hidden-layer neural network trained on geometry-inspired perturbations
on natural samples (cf. Eq. (1) and Definition 3.2(a)) with Setting 3.1. If N > C?/R2, and

P25t e g

2
€ — €7 > Pmax 2
3N(anax+2\/—%e+62) VN = Pma L

’In Appendix E, we discuss geometry-inspired Lo and Lo, attacks and a gradient-based Lo attack that
targets the network itself, such as fast gradient sign method ( , ) and projected gradient
descent ( s

3Geometry-inspired perturbatlons Eq. (1) can be defined only if A,, can be determined by Eq. (A11). If
training samples satisfy SRE /(BN Rfﬂdx) > Pmax, Eq. (All) is always consistent; thus, the definition
is valid. Note that Eq. (A11) is consistent for some sample sets that do not satisfy fySRfmn /(BNRZ,..) >
Pmax (cf. the proof of Lemma C.1).
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with C := %Jﬁm then, with t — oo, the decision boundary of f is given by
N
B/ o D ey N2Vyadv(g, z) oY (z) 3
fadv (Z) T N d + € N . ( )
Zn:l )\% v || Zn:l )\nynmnH

Effect of learning from mislabeled natural samples  Effect of learning from perturbations

The decision boundary, Eq. (3), includes two components that explain the effects of mislabeled
samples and geometry-inspired perturbations The sign of the first term is determined by the sum of
the weighted inner products, Zn L Addvyadvig 2). Because y21V is mislabeled, the sign (binary
decision) of the first term is not always consistent with human perception. The sign of the second
term depends only on the sign of the standard decision boundary fP%(z). When the magnitude
of the second term is dominant, sgn( faif' (z)) matches sgn(f°%(2)). This suggests that although
the dataset appears mislabeled to humans, the classifier can still provide a reasonable prediction. A
more general version of Theorem 4.1, without assuming N > C?/R2 . is given in Theorem C.2.

adv ;

min

Perturbation Constraint. The assumption, Ineq. (2), requires mutually orthogonal adversarial sam-

ples, which restricts the perturbation constraint to ¢ = O(y/d/N). The perturbation constraint
€ linearly increases the dominance of the perturbation effect. If we ignore the restriction, then

sgn(fb(if'(z)) = sgn(fP%(2)) holds for any z with ¢ — oc. This aligns with the intuition that

a
large perturbations restore the standard decision boundary.

Consistent Growth of Two Effects. Here, we provide a short summary of the limiting behavior
of Eq. (3). A detailed analysis can be found in Proposition C.4. Let g(N, d) and h(N,d) be pos-
itive functions of the number of training samples N and input dimension d. In addition, let T} (2)
and T»(z) be the first and second terms of Eq. (3), respectively. Given the labels 7, and y2dv
freely selected from {:I:l} estimating the growth rate for 77 (z) and T5(z) is challenging. There-

fore, we assume that | Zn 1 AnYn Ty, 2)| = ©(g(N,d)) if Zf:[:l Anl{xn, 2)| = O(g9(N,d)) and
instead estimate the growth rate of ZN An {2y, 2)| rather than | 27]:[:1 AnYn{Tn, z)|. A simi-
lar assumption applies to | 22;1 advy &dv<:cn z)|. Note that these assumptions are removed in
noise data scenarios. Interestingly, under these conditions, for any z, |T1(2)| = ©(h(N,d)) <
|T2(z)| = ©(h(N,d)) holds, indicating consistent growth of the two terms. For example, if a
test sample is weakly correlated with all the training samples, e.g., z = ZnN:1 O(1/v/'N)x,, then
ITy(z)] = ©(d/VN) and |T(z)| = ©(d/v/N). Note that the scaling factor ©(1/v/N) ensures
O(||z||) = V/d. This consistent growth implies that the effect of mislabeled data, T} (), is not dom-

inant even with a large input dimension d and sample size N. Thus, learning from perturbations is
feasible for high-dimensional datasets with numerous samples.

Random Label Learning. Next, we consider the limiting behavior of 7} (2) and T»(z) when y24Y is

randomly sampled from {£1}. A detailed analysis is provided in Proposition C.8. Intuitively, if yadv
randomly takes +1 independently of the sample x,, and its original label y,,, the magnitude of the nu-
merator of 77 (z) does not increase significantly, while the denominator consistently increases as the
sample size N increases. Consequently, the growth rate of |73 (2)| is lower than that of |T5(z)|. Fol-
lowing this reasoning, we can demonstrate that |7 (z)| surpasses |1} (2)| except for a specific z. For

example, if z is weakly correlated with all the training samples, e.g., z = Zn 10(1/ VN N)x,, then
ITy(2)] = O(d/N) and |Tz(z)| = ©(d/v/N). With enough training samples, |T»(z)| > |T}(z)|
and sgn( fbdds/ (2)) = sgn(fP%(2)) hold. That is, classifiers trained on an apparently mislabeled

dataset pr(?duce reasonable decisions for samples that are weakly correlated with the training sam-
ples. In contrast, if a test sample has a strong correlation with particular training samples, e.g.,
z = O(1)x, the consistent growth of [T (z)| = O(d/N) and |T»(z)| = ©(d/N) persists. These

results can be summarized and generalized as follows:

Theorem 4.2 (Consistent decision of learning from geometry-inspired perturbations on natu-
ral samples). Suppose that Ineq. (2) holds. Assume ||x,| = ©(v/d) for any n € [N] and
lz|| = ©(Vd). Suppose that 2V is randomly sampled from {1} for each n. Assume

|ZnN:1 AnYn{®n, 2)| = O(g(N,d)) lef:/:l Anl{xn, 2)| = O(g9(N,d)), where g is a positive
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function of N and d. If there is no n such that |(n, z)| = O(d) or 32,z 2y 26(a) |{Tn: 2)| =

O(d) does not hold, with N, d — oo, then sgn(f:ddj'(z)) = sgn(f"Y(z)) holds with probability at
least 99.99%.

This theorem suggests that classifiers trained on an apparently mislabeled dataset can produce de-
cisions consistent with standard classifiers, except for specific inputs that satisfy the following two
conditions: (A) there exists n such that [z, 2)| = ©(d), and (B) }_,,. (0. yj20(a) [(Tn, 2)| =
O(d) holds. Such exceptional inputs could be, for example, z = 1, ; + 3 + @3, and
x1 + O(1/N)1, where 1 denotes an all-ones vector. Condition (A) represents a strong correla-
tion with a few samples. Note that a strong correlation with many samples is invalid due to the
orthogonality of {z,,}N_, and | z|| = ©(v/d) (cf. Lemma C.5). Condition (B) indicates that z has
no weak correlation with many samples. For such z, the impact of learning from mislabeled sam-
ples, T1(z), becomes dominant, and the decisions are not always aligned. Essentially, for inputs that
do not strongly correlate with a few samples or weakly correlate with many samples, the network
decisions align with those of a standard network. Because test datasets typically exclude samples
similar to the training samples, a network learning from perturbations is expected to produce rea-
sonable predictions for many test samples. This confirms the high test accuracy of learning from
perturbations ( s ).

Others. In Appendix E, we derive similar results for other perturbation forms. In Appendix G, we
establish Theorem 4.1 without the assumption on the last layer of a network. Moreover, Theorem 4.2
explains the success of learning from perturbations using random labels. In Appendix H, we attempt

to delve into a flipped label scenario (i.e., 24 = —y,,) through an empirically supported assumption
that standard classifiers focus on non-robust features ( R ; s ;
; ; , )

4.3 LEARNING FROM ADVERSARIAL PERTURBATIONS ON UNIFORM NOISES

In this section, we consider a noise data scenario in which adversarial perturbations are superim-
posed on uniform noises. The proofs of the theorems can be found in Appendix D. This scenario
provides two advantages. First, this scenario prevents the unintentional leakage of useful features.
For example, a frog image labeled as a horse may contain horses in the background. Second,

adv
this scenario can justify learning from perturbations without assuming |Zf:’:1 An¥n{Tn, 2)| =

O(g(N,d)) if ZQZT Anl{@n, z)| = O(g(N,d)). Similarly to Theorem 4.1, we can derive the
following decision boundary in the noise data scenario:*

Theorem 4.3 (Decision boundary when learning from geometry-inspired perturbations on uniform
noises). Assume V3R, /(3NR2..) > Pmax- Let f be a one-hidden-layer neural network trained

on geometry-inspired perturbations on natural data (cf. Eq. (1) and Definition 3.2(b)) with Set-
ting 3.1. For any n # k, if

d vCd d VCd — —
3 22
73 (2d — 3vCd — 12v/2Ce + 6€?) %
> Vv2Cd+2vV2Ce+ € 5
18N2dv(2d + 3v/Cd + 12v/2Ce + 6€2) — &
with C := In 1000N?%, then, with t — oo, the decision boundary of f is given by:
Ny ady, advy bd,
_q ANVyERdv(X .z Y(z
)= Zem el ez e (6)
Zn:l )\’Val v || anl )‘nynwnH

Effect of learning from uniform noises  Effect of learning from perturbations

*In Theorem 4.3, we assume 'y3Rﬁqin /(BN Rfmax) > Pmax to define geometry-inspired perturbations. To
derive the decision boundary Eq. (6), we require only Inegs. (4) and (5) and need not assume the orthogonality
of natural training samples.
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Figure 1: Decision boundaries of classifiers trained on multidimensional artificial datasets. The axis
vectors v and u are defined in Theorem B.1. Left: Boundaries from standard data and noises with
and without adversarial perturbations (d = 10,000). The blue circles and orange crosses indicate
standard data projections onto this plane. Right: Boundaries across varying input dimensions (fix
N2V = 10,000) and number of noise samples (fix d = 10, 000). First row: results from standard
data; second and third rows: results from noises with and without adversarial perturbations, respec-
tively. Percentages indicate the classification accuracy for the standard data.

Similar to Eq. (3), the decision boundary, Eq. (6), consists of two terms, representing the effects of
uniform noises and geometry-inspired perturbations. Although we assume Ineq. (4), each inequal-
ity holds with probability at least 99.8% (cf. Lemma D.1). Similarly to Ineq. (2), the assumption,
Ineq. (5), requires the training adversarial samples to be nearly orthogonal and restricts the pertur-

. . A . 2 .
bation constraint to e = O(y/d/Nadv) if d > N24V", Next, we examine the growth rate of the two
terms in Eq. (6) and the alignment between the decision boundaries.

Theorem 4.4 (Consistent decision of learning from geometry-inspired perturbations on uniform
noises). Assume Y3R:. /(BNR2..) > DPmax- Suppose that Inegs. (4) and (5) hold. Assume

lz| = ©(Wd), |fPY(2)| = Q1), and d > N2 Then, the following equations hold with
probability at least 99.99%:

Tl Mt (X 2)

d bdy N d
e =0 “; , € ij o) =Q<> (7
Zn:l )\%dv Nadv I anl A | ‘Nadv y

In addition, if d and N*Y are sufficiently large and N > N holds, then for any z € R¢,
sgn(ffjg(z)) = sgn(fY(z)) holds with probability at least 99.99%.

This theorem indicates a strong alignment between the decision boundaries derived from natural
samples and adversarial perturbations on uniform noises. Recall that in the natural sample scenario,
consistent decisions are obtained, except for samples that are strongly correlated with a few training
samples and not weakly correlated with many training samples (cf. Theorem 4.2). In contrast,
Theorem 4.4 claims that consistent decisions can be obtained for any input with high probability. A
large input dimension d and number of adversarial samples N1V make the alignment stronger with

the speed of Q(v/ Nadvd) at least.

The assumption | f*% (z)| = (1) is mild due to its definition f*% () = S X, 9, (@, 2). We

introduce this assumption because the order of f”%¥(2) cannot be determined owing to the uncer-
adv adv

tainty of y,,. Note that we assume | S0 " A,y (2, 2)| = O(g(N,d)) if S0 A |(®n, 2)| =

O(g(N,d)) in the natural sample scenario. Interestingly, even though we underestimate the order of

P4 (2), the effect of learning from perturbations still grows faster than that from uniform noises.

The theorem fails in at most 0.01% of cases where the randomly generated X, and the input z are
strongly correlated. For example, the theorem does not hold if X, is identical to z. However, these
cases are rare if d is sufficiently large.

In addition, as a corollary of Theorem 4.4, we can derive the following theorem:
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Figure 2: Accuracy of classifiers trained on uniform noises with or without adversarial perturbations
for standard data in artificial dataset. The blue solid and orange dashed lines represent the results
from noises with and without perturbations (i.e., pure noises), respectively. We fix N>V = 10, 000
on the left and d = 10, 000 on the right.

Corollary 4.5 (Complete classification for natural training samples when learning from geome-
try-inspired perturbations on uniform noises). Assume v3R:. /(3NR2 . ) > pmax. Suppose that

min max
Ineqs. (4) and (5) hold. If d and N*V are sufficiently large and d > N adv? > /N holds, then
a one-hidden-layer neural network trained on geometry-inspired perturbations on uniform noises
with Setting 3.1 can completely classify the natural dataset {(x.,,, y, ) }\_, with probability at least
99.99%.

This corollary claims that a classifier learning from perturbations on uniform noises can accurately
classify the natural training samples even though the classifier does not see any natural data during
training. This result highlights abundant class features in adversarial perturbations and justifies
learning from them.

5 EXPERIMENTAL RESULTS

In this section, we empirically verify our theoretical results. Detailed experimental settings and
additional results for other norms (L and L) and Gaussian noises can be found in Appendix I.

5.1 ARTIFICIAL DATASET

In this section, we validate Theorem 4.4 and Corollary 4.5 using one-hidden-layer neural networks
on artificial datasets. The standard dataset D := {(x,,y,)})_; consists of x,, and y, sam-
pled from U([—1,1]¢) and U({%1}), respectively. Our theorems only require the orthogonality
of training samples; thus, using uniform noises as training samples poses no problem. The noise

adv . . . . . . .
data {Xn}ﬁyzl , on which perturbations were superimposed, were also uniformly distributed, i.e.,

X, ~ U([-1,1]%). Using a network trained on D and Lo-constrained attack, we generated the

adversarial dataset D1V ;= {(z3dV 42dv) ff:iv with random target labels y24 € {£1}. Visual-

izations of x,,, X,,, and a:';‘ld" can be found in Fig. A3.

In Fig. 1, the decision boundaries for each scenario are shown in a two-dimensional space spanned
by the vectors v € R? and u € R? (cf. Theorem B.1). Theoretically, v and u draw the stan-
dard classifier’s boundary diagonally from the top right to bottom left.> The left panel shows the
boundaries of the networks trained on various datasets with d = 10, 000. Although the boundary
derived from pure noises (orange) differed significantly from the standard boundary (light blue), the
boundary derived from adversarial perturbations (blue, green, and red for N adv. — 1(), 20, and 100,
respectively) became more aligned with the standard boundary as the number of samples increased.
The right panel shows the decision boundaries across various input dimensions and numbers of
noise samples. While the boundaries from noises deviated markedly from the standard, those from
perturbations closely mirrored the standard. As the input dimension and adversarial noise samples
increased, the alignment became stronger. This boundary alignment is consistent with Theorem 4.4.

5The standard boundary deviates from the theoretical prediction when d = 100 because Theorem 3.3 is
difficult to hold in low-dimensional data.



Published as a conference paper at ICLR 2024

Table 1: Accuracy in each scenario. “R” denotes random selection of adversarial target labels, while
“D” denotes deterministic selection. In the noise data scenario, y24¥ is always chosen randomly
from ten labels. Accuracies above 15% are highlighted in bold. The underlined scenarios were also

considered in ( ).

On natural samples On noise data
LoR) Lo(M) La(R) Ly(D) LR L® Lo Ly Ls
MNIST 28.4 0.71 92.9 38.4 89.1 10.3 332 279 319

FMNIST 10.5 1.31 54.8 25.1 61.4 229 262 30.2 26.2
CIFAR-10  54.9 16.8 771 42.8 77.2 51.5 9.87 102 9.74

In Fig. 2, we illustrate the accuracy of classifiers learning from perturbations on uniform noises for
standard data. The accuracy improved as the input dimensions or number of adversarial samples
increased. Given enough of these values, the classifiers could achieve near-perfect classification
even though they had not seen any standard data. This counterintuitive success of learning from
perturbations aligns with Corollary 4.5.

5.2 MNIST/FASHION-MNIST/CIFAR-10

Table 1 shows accuracy in each scenario for MNIST ( R ), Fashion-MNIST ( s
), and CIFAR-10 ( , ). We used a six-layer convolutional neural network for
MNIST and Fashion-MNIST and WideResNet ( s ) for CIFAR-10.

Examples of adversarial images are shown in Figs. A16 to A18. In the table, “R” indicates that a
target label was randomly chosen from the nine labels that differ from an original label and “D”
indicates that a target label was deterministically chosen as the next sequential label after an original
label. Random selection eliminates feature-label correlations, clarifying the learning impact from
perturbations. Under deterministic selection, an anti-correlation between features and labels exists,
and high test accuracy emphasizes that perturbations contain label-aligned features.

Table 1 indicates that classifiers learning from perturbations can achieve high test accuracy, beyond
the cases in ( ). Remarkably, even L perturbations, which appear to lack natural
data structures, enable network generalization. These results support our theory that even sparse
perturbations contain class features. Furthermore, successful learning in the noise data scenario is
not limited to the artificial datasets in Section 5.1 but also extends to natural data distributions such
as MNIST and Fashion-MNIST, supporting the validity of Theorem 4.3.

Consider counterexamples. For Fashion-MNIST, learning from L perturbations was successful in
the noise data scenario, but not in the natural sample scenario. This may be due to the nature of
Fashion-MNIST, where a few pixels may not sufficiently overwrite the inherent features of objects
spanning large regions of an image. For CIFAR-10, the noise data scenarios were challenging,
possibly because of the domain gap between noise data and natural images, and the classifier’s
inability to extract generalizable features for natural data from noises.

6 CONCLUSION AND LIMITATION

We provided the first theoretical justification for learning from adversarial perturbations for one-
hidden-layer networks trained on mutually orthogonal samples. We revealed that various perturba-
tions, even sparse perturbations, contain sufficient class features for generalization. Moreover, we
demonstrated that in natural sample and noise data scenarios, networks learning from perturbations
produce decisions consistent with those of normally trained networks, except for specific inputs.

Our major limitations are the assumptions of a simple model, i.e., a one-hidden-layer neural net-
work, and orthogonal training samples. In particular, the orthogonality assumptions, Ineqgs. (2)
and (5), restrict the perturbation constraint € to O(1/d/N). However, in practice, € is typically set to
O(+/d). Relaxing these conditions enhances the applicability of our theorems. Nevertheless, our re-
search provides the first fundamental insight and justification of learning from perturbations, which
supports the feature hypothesis and various puzzling phenomena of adversarial examples.
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A LEARNING FROM ADVERSARIAL PERTURBATIONS

In this study, we provide theoretical insights into learning from adversarial perturbations (cf. Defi-
nitions 1.1 and 3.2). Here, we clarify our research focus in comparison with adversarial training and
training with noisy labels, and delve into the implications of learning from perturbations.

A.1 COMPARISON WITH ADVERSARIAL TRAINING

Learning from perturbations, which aims to verify the feature hypothesis that perturbations contain
class features, is not related to adversarial training, which aims to train classifiers to be robust against
adversarial attacks. Learning from perturbations does not focus on (adversarial) robustness. Their
concepts and procedures are summarized as follows:

Learning from adversarial perturbations ( , ): Given a dataset D := {(xn,yn)}
and a classifier f trained on D, we create adversarial examples 24 such that f’s prediction

becomes y24V # y,, ie., f(x,) = y, and f(x2V) = 32V, thereby forming a new dataset

DV = {(x2dv y2dv)1 These adversarial examples 21" appear indistinguishable from natu-
ral images « to the human eye, making D" seemingly mislabeled. However, a classifier ¢ trained
from scratch on D4V surprisingly yields high test accuracy on standard datasets that are correctly
labeled from a human perspective. This counterintuitive generalization suggests that adversarial

perturbations, while appearing as noises, contain label-aligned features.

Adversarial training ( , ): Given a dataset D := {(x,,y,)} and an initialized
classifier f, adversarial training updates f’s parameters to minimize losses over { (24", y,,)}, which
is regenerated at each training iteration. The trained classifier f achieves high test accuracy on

standard datasets under adversarial attacks.

Although both methods use adversarial examples, their goals and procedures are different. Our
work attempts to provide a theoretical explanation for the success of learning from perturbations.
This is a novel endeavor that differs from extensive studies on adversarial training. To the best of
our knowledge, the reasons for the success of learning from adversarial perturbations have not been
explained theoretically.

A.2 COMPARISON WITH TRAINING WITH NOISY LABELS

Learning from perturbations is not training with noisy labels with adversarial examples. While in
training with noisy labels, labels are partially mislabeled (e.g., 20% labels of whole data are misla-
beled), in learning from perturbations, all labels are mislabeled. In this study, we do not focus on
obtaining classifiers with high accuracy under mislabeled adversarial examples. Our study provides
a theoretical explanation for why classifiers can obtain generalization ability to correctly labeled test
samples from completely mislabeled adversarial examples.

A.3 IMPLICATIONS OF LEARNING FROM ADVERSARIAL PERTURBATIONS

In this section, we introduce the implications of learning from adversarial perturbations using simple
examples. The training, test, and adversarial datasets are defined as follows:

D :={(frog img, frog), (horse img, horse), (cat img, cat)}, (A8)
Dt .={(frog imgx, frog), (horse imgx, horse), (cat imgx, cat)}, (A9)
DV .={(frog img+, horse), (horse img+, cat), (cat img+, frog)}. (A10)

A trained classifier f can predict the correct labels for natural images (e.g., f(frog img) = frog
and f(frog img«) = frog) but not for adversarial examples (e.g., f(frog img+) = horse). Note
that frog img+ still appears to be a frog to humans. Counterintuitively, another classifier g trained
from scratch on D24V can correctly predict the classes of the natural test images in D't (e.g.,
g(frog imgx) = frog).

( ) hypothesized that adversarial perturbations contain imperceptible class features
to humans. For example, frog img+ contains not only visible frog features but also invisible horse
features.

12
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Table A2: Example of adversarial dataset.

Data index Visible features Invisible features Label

1 Frog Horse Horse
2 Horse Cat Cat

3 Cat Frog Frog
4 Frog Cat Cat

5 Horse Frog Frog
6

Cat Horse Horse

Consider training on the adversarial dataset D*1V defined as Table A2. Through training, a clas-
sifier g ignores visible features that are uncorrelated with labels and learns invisible features that
are correlated with labels. Since natural test images contain invisible features of the correspond-
ing classes (e.g., a frog image contains human-invisible frog features), this classifier can provide
correct predictions for them. As a result, the classifier trained on a dataset that appears completely
mislabeled to humans achieves high accuracy on natural test datasets.

B DECISION BOUNDARY OF ONE-HIDDEN-LAYER NEURAL NETWORK

B.1 STANDARD TRAINING

To formulate learning from adversarial perturbations, we use the theorems presented in

( ) (similar results are shown in ( )), which addresses the implicit bias of
one-hidden-layer neural networks under gradient flow with an exponential loss. This theorem does
not directly address adversarial attacks, adversarial examples, or learning from perturbations. We
leverage this because of the tractable form of a decision boundary. The main results of their study
are summarized as follows:

Theorem B.1 (Rearranged from (2023)). Let D == {(Tn,yn)}_; C R% x {£1}
be a training dataset. Let Ry.x = , Rmin = i , and Poax =
max, i, |(Tn, Tx)|. A one-hidden-layer neural network f : R? — R is trained on D with Set-

ting 3.1. If > R2 . /(BN RZ,.) > Pmax, then gradient flow on f converges to lim;_, 7\|V‘3/;7(5§TIF =
HV‘[}/‘::\ , where Wtd .= (v, .. yUm/2, UL, - - - 7’U/m/2)T satisfies
Vn € [N] : yn f(@n; W) =1, (A11)
A Z mn—% PR = (A12)
n Yn= niyn=—1
Uy == Uy = U= Z ,\:cn—% Z )\a:n, (A13)
7l Yn=-— nYn=

where \,, € (23%

)for everyn € [N]. The binary decision of f(z; W*') is also given
by:

3
o

sgn (f(z; WStd)) = sgn (fbdy(z)), where fP4(z Z AnYn T, z (A14)

The theorem provides three insights: (i) Although there might be many possible directions
W /||W || that can accurately classify the training dataset, gradient flow consistently converges
in direction to W' regardless of initial weight configurations. (ii) Given that W*'¢ consists of a
maximum of two unique row vectors, its rank is constrained to two or less, highlighting the implicit
bias of the gradient flow. (iii) The binary decision of f(z; Ws'd) is the same as the sign of the linear
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function fP4v(2), indicating that f(z; W) has a linear decision boundary. This theorem requires
nearly orthogonal data, which is a typical characteristic of high-dimensional data.

Note that in ( ), the binary decision boundary is given by:

podvalt () Z VI VT (A15)

2 2

To derive Eq. (A14), we rearrange the above equation as follows:

At _\/ﬁ 1 g
fhdvalt () -2 <\/7n Z ATy, — N 271 /\nmn> (A16)

niyn=-+1 niyn
- — )\ n®p — )\ nTn (A17)
H”( Z At — Y )\n:t:n> (A18)
iy, — R
1+
S ; . (A19)
Thus,

N
sgn (f(z; Wstd)) — sgn (fbdyalt(z)) = sgn (Z )\nynwn> . (A20)

n=1

B.2 LEARNING FROM ADVERSARIAL PERTURBATIONS

Theorem B.1 does not impose any assumptions on training dataset other than orthogonality. Thus,
it can be adapted to a dataset with adversarial perturbations as follows:

Nadv

Corollary B.2 (Learning from adversarial perturbations). Let DV := {(a:;‘LdV,yad")}n_ C
Re x {£1} be a training dataset. Let R := max, ||z24V|, R*Y := min, ||22Y|, and

A = max,, 2 (22, 224V)|. A one-hidden- layer neural network f : R — R is trained on the

dataset with Setting 3.1. If 73Rffl‘r’l (BN Rﬁ?a"x ) > p2dY  then gradient flow on f converges to
w adv .
limg oo HW(g?Ip IIVY/V‘“VHF’ where WAV .= (v3dv ff/"z, uddv ad)’z) satisfies
Vn € [N]: yadV (2, Wadv) = 1, (A21)
1
dv adv adv adv adv adv
Vil = =Rl = — Y aadvgddv L Y a8 (A22)
\/mn adv =41 \/> advffl
1
u?dv = uz:rcLi/v2 _ \/7 Z )\adv ?ldv _ \/77 Z )\adv adv (A23)
adv__1 n: y,“f“--&-l
where N2V ¢ (@, 2721%%) for every n € [N]. The binary decision of f(z; W2V) is also
given by:
sgn (f(z; Wadv)) = sgn (f;fj(z)), where :(if' Z aadvgadvigady oy - (A24)

This theorem establishes the foundation for learning from adversarial perturbations. The orthog-
onality assumption, model weights, and decision boundary depend on a definition of adversarial
perturbations.
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C PROOFS OF THEOREMS IN SECTION 4.2

C.1 DECISION BOUNDARY OF LEARNING FROM GEOMETRY-INSPIRED PERTURBATIONS ON
NATURAL SAMPLES

In this section, we derive the decision boundary when learning from geometry-inspired perturba-
tions on natural samples, Theorem C.2. Theorem 4.1 is a special case of Theorem C.2 with the
assumption of many training samples. Lemma C.1 shows an orthogonality condition of training
samples with geometry-inspired perturbations, which is required to derive the decision boundary
using Corollary 3.4.

Lemma C.1 (Orthogonality condition for learning from geometry-inspired perturbations on natural
samples). Consider the geometry-inspired perturbations defined in Eq. (1). Let

3R4 3R4
2R:rgmn \% I- 0
Suppose that the following inequalities hold:
3 . \4 2
% - 26Rmax - 62 2 Pmax N S R%;mx)
7 (Rmin—€)* _ 2L 2> <N <
3N(R2, +2-C et+e2) \/NG €" 2 Pmax R?MX len . (A26)

max ~
+3(R2, éF_H 2)2

IIHI] €

c 2
N (R t2 S eren) ~ 2yme € 2 Pmax (N > m>

Then, the following inequality holds for any {(x,, y,)}N_; and {y23V}N_, -

3Radv 7
min > adv X
BN Rudy? = T (A2

max

Proof. The proof flow is as follows:

1. Tneq. (A27) does not hold for some {(n, y»)}2_; and {y2 IV if € > Ryin.

A3RE
?)NR2

max

2. Ineq. (A27) does not hold for some {(,,, yn)}2_; and {y2V IV_ | if Py >

3. Ineq. (A27) holds for any {(x,,y,)}N_; and {y2V}N_, if Ineq. (A26), € < Ruin, and
pmdx S 3]\]}%nnn hold

4. Ineq. (A26) includes € < Ruyin.

5. Tneq. (A26) includes puax < i,

max

With q := 25:1 AnYnTn, We can represent the geometry-inspired adversarial example as follows:

:nfld" =z, + eyfld" ! (A28)

arg min, ||z,|. We show that Ineq. (A27) does not hold if
—sgn((z;,q)) = —yi, and ppax = 0.° A lower bound of the

1. Assume € > Ry,. Letl :

_ ,adv _ ,ad adv .__
Un =Yk = Yp = Yp Y[ =
maximum inner pI'OdllCt 18

v q v q v
p'rlr?ax Z < adv wzdv> - Eyzdv <mka ”q> + ygd <$n7 M> +e€ y:;d ykdv > 6 (A29)

SFor example, 21 := (2,0,0,0), 22 := (0,2,0,0), 23 := (0,0,1,0), 24 := (0,0,0,2), 51 := 1,92 := 1,
yzi=1ys = —1, 0" = 1,95 =1, 95" = -1, :=—1,n=1,k=2,and | = 3.
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Note that
sgn <<a: |@|l>> = sgn(Anallzn ) = va. (A30)
An upper bound of the minimum norm is
RAY? < ||z |2 = R2, — 2¢ <wl, g”>’ +€ < RZ, + € (A31)
We can rearrange Ineq. (A27) using the above two bounds as follows:
a v4 a v2
I < H ey FandS oo S0 am

max
2. Assume ppax > V2R, /3NR2, .. Note that the decision boundary of a classifier trained on
such samples does not always converge to fP%(z) := ZnNzl AnYn{Tn, z) since the assumption
of Theorem C.2 is not satisfied. However, for the definition of geometry-inspired perturbations, it
is irrelevant whether the decision boundary converges to f?4Y. We can define geometry-inspired
perturbations as long as A, is (uniquely) determined by Eq. (A11).

Letz; = 1, 3 := —1,y; := 1, and yp := —1, which satisfy ppax > V3RE. /3NRZ . As
defined in Theorem C.2,
A A A A
v;:w’ u::fﬁ' (A33)
vm vm
Thus,
A A —(A A
As defined in Theorem C.2, A\; and A, satisfy the following simultaneous equations:
dAitrAz) _ d(=(hatrM)) _ g
2 2
H=Cutrde)) _ $0ath) _ g (A33)
2 2
Solving this,
1_ 2
)\1:)\2:2( 1) : (A36)
L—n
Note that these satisfy A1, \a € (1/2R2,.,3/2y2R2, ). Let y34¥ := —1 and y3%¥ := 1. Then,
q/llgl = 1, 23V :==1 — €, 23 1= —1 + ¢, R¥Y = RV = |1 — ¢|, and p2V = (1 — ¢)?. In this

situation, Ineq. (A27) does not hold for any € > 0.
3. Assume € < Ry and ppax < Y3RL. /3NR2 .. We write the lower and upper bounds of A,

as Amin = 1/2R2_and Apax = 3/2v2R2,, , respectively (cf. Theorem B.1).

min®

(Preliminary) A lower bound of the norm of q is

N
n=1 k#n
Z\/N)\min ()\minR?nin - N)\maxpmax) (A38)
:Rmin V (]- - ’Y)N (A39)
2RR.
An upper bound of the inner product between x,, and q is
N
3R2 YRZ,
_ 2 _ max min
(@0, q) = ; Nt (@, k) (Bl = Npmax) = g+ g (A40)
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A naive upper bound of the inner product between x,, and q/||q|| is

<:cn, q> < Ruax. (A41)
llql

That can be also obtained as follows:

3RY 4 A3R:. c
<wn,q>< max min_ _. _~_ (A42)

lqll QRfmn\/l—i VN
Note that
£ > R V< )
Ruin < % < Rmax (- <N < mm) . (A43)
& < Ruin N > Rl‘;m)
Thus,

(o ) < {Rmax =), (ad4)

Ve (otherwise)

(Upper bound of inner product) An upper bound of the inner product is

(@20, 230) <piax + 2e <wn |ﬂH> +é2 (A45)

C x| (A46)

Pmax + 26Rmax + 6 (N < Rgz )
Pmax + 256 + €2 (otherwise)

(Lower and upper bounds of norm) The norm of the geometry-inspired adversarial example is

a v adv q
d H = \/”.’En” +26y 1 <2Un, q||> +€2- (A47)
Under € < R, trivial lower and upper bounds of the above norm are
Rmin — € S Hmide S Rmax + €. (A48)

Now, we have the following three lower bounds of the norm of x,: (i) \/ Rmm 2€Rnax + €2
for N < R?— (i) \/ < in 2\/%e+ ez for N > ﬁ. (iil) Rmin — € for € < Rpin. Since

max

(Rmin — €)% — (R2,, — 2€Rpax + €2) > 0, (iii) is always tighter than (i). In addition, since
(Runin — €)2 — (R2, — 2 \/% €+ €2) > 0 under R2 - < N < 75— (111) is always tighter than (ii).
Thus, under € < Ryin,
mln — € (N S R€2 )
|z2v]| > min " (A49)

- \/Rmm —2-& et €2 (otherwise)
An upper bound of the norm is
Rinax + € (N < 75—

adv max
=1 < \/Rmax +2-% et €2 (otherwise) - (A3

(Orthogonality condition) Usmg the above bounds, we can derive Ineq. (A26) where Ineq. (A27)
always holds for any {(z,,,y,)})_; and {y2dV} ¥

n=1-

4. We prove that Ineq. (A26) implies € < Run. A common upper bound of the left term of
Ineq. (A26) is y3(R2;, + €2)/3N — €. This bound monotonically decreases with € and is below

min

zero at € = Ryin. Thus, Ineq. (A26) does not hold for € > Rin.

17



Published as a conference paper at ICLR 2024

5. Here, we prove that Ineq. (A26) implies pyax < 72 RE. /3NR2 . From the above discussion,

we assume € < Ry, In this case, Riin—€ < Riin, Rmax < Rmax+6 B2, < anaX#—Q%e—i-eQ,

Pmax < Pmax+2€ max +€2, and pmax < pmax—|—2\/—cﬁe—|—e are trivial. Thus, the first two inequalities
include ppax < V3R, /3NR2, .. Then, we consider the following inequality:

2 2\2
3R4 > (len - \/ﬁ€+€ ) C 2

min ) A5
BNR2uw ~ BN(RBy 125t VN (A5

With A := 2\/%6 +€2(>0),

3R . RZ2. —2C e4e2)?
R > N A2 - W A A
Rearranging this,
¥ Rin + BN R = 29 R R + (BN = %) R A > 0. (AS3)
Thus, the above inequality holds. Finally, the claim is established. O

We have represented an upper bound of (x,,, q/||q||) as C'/v/N. Alternatively, we can use ppax to
represent an upper bound of (x,,, g/||q||) as follows:

3R%2_ (R? Npmax
<wn, q> < e (Fia + NPrma) = C. (A54)
||q|| ’YRmin \/N 2R4 - SNR?naxpmax)

min

Using this bound, for a sufficiently large N, we can obtain a similar result as follows:

VI(R2, —2C"e + €2)? 9
3N(R,2nax F2Ce+e) 207 = € 2 Pmax- (A55)

As Ineq. (A54) is tighter than Ineq. (A42), Ineq. (AS5) is tighter than Ineq. (A26). However, to
interpret the restriction on pyax, we employ Ineq. (A26), which contains pyax only in the right
term. The left and right terms of Ineq. (A55) include py,ax, and it is more complex to determine the
constraint on Py ax.

Theorem C.2 (Decision boundary when learning from geometry-inspired perturbations on natural
samples). Let f be a one-hidden-layer neural network trained on geometry-inspired perturbations
on natural samples (cf. Eq. (1) and Definition 3.2(a)) with Setting 3.1. If Ineq. (A26) holds, then,
with t — oo, the decision boundary of f is given by Eq. (3).

Proof. By Lemma C.1, if Ineq. (A26) holds, we can use Corollary 3.4. The decision boundary is

N

sgn(f(z W) =sgn [ > AxVyadv(gad, z>> (A56)
N

=sgn Z Azdvyraldv $n7 + Z )\adv adv Zdv <||Z’ Z>> (A57)

(
(
— sgn (i Nodvgadv g o (Z )\dd"> <”Z”,z>> (A58)
(
(

n=1
_ /\adv adv<mn7z> +€<q,z>
Z | adv Iqll
N yadv,adv bdy
St N @y 2) () (A60)
S lal

(A59)

O
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Theorem 4.1 (Decision boundary when learning from geometry-inspired perturbations on natural
samples). Let f be a one-hidden-layer neural network trained on geometry-inspired perturbations
on natural samples (cf. Eq. (1) and Definition 3.2(a)) with Setting 3.1. If N > C?/R2, and

V(B 277+ C

3N(R%]ax+27%6+62) VN

€ — 62 Z Pmax (2)

. ._ 3RL YR g 9o .
with C ;= “—maxT ' _uwin thep with t — 0o, the decision boundary of f is given by

VPR VI=Y
N adv, adv bd
fbd}’(z) — Zn:l )\n yn <w7l7z> + € f y(z) (3)
e S Mg D
n=1"n n=1 "‘nYnTn
Effect of learning from mislabeled natural samples  Effect of learning from perturbations
Proof. This is the special case of Theorem C.2 for N > C?/R2, . O

C.2 LIMITING BEHAVIOR OF LEARNING FROM GEOMETRY-INSPIRED PERTURBATIONS ON
NATURAL SAMPLES WITH DETERMINISTIC LABELS

In this section, we consider learning from geometry-inspired perturbations on natural samples with
deterministic adversarial labels. In Proposition C.4, we show that the effects of perturbations and
mislabeled natural samples grow at the same speed with respect to an input dimension and the num-
ber of training samples, suggesting that learning from perturbations is feasible on a high-dimensional
dataset with many samples. To prove Proposition C.4, we first prepare Lemma C.3.

Lemma C.3 (Order of norm of weighted sum of training data). Assume v>R2. /3NR2 . > Pmax
and ||z, || = ©(Vd) for any n € [N]. Then,

N
D P :@( ZZ) (A61)
n=1

Proof. By definition in Theorem 3.3, A,, = ©(1/d). By the assumption, py,ax = O(d/N). A lower
bound is

N N
n=1 n=1 k#n
N
> Z An >\n||wnH2 - Z Akpmax (A63)
n=1 k#n

N
=0 ( d) . (A64)

Similarly, an upper bound is O(y/N/d). Note that the radicand of the lower bound is positive
because the following inequality holds:

R2. YR2. (1 —~)R2,
2 min min min
Anll@n]® =~ AePmax > SR " om o 2 oms > 0. (A65)
k’;é'll max max max
O

Proposition C.4 (Limiting behavior of learning from geometry-inspired perturbations on natural
samples (deterministic label)). Suppose that Ineq. (2) holds. Assume ||z,| = ©(v/d) for any
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n € [N] and || z|| = ©(V/d). Assume

N
ZAnKmnaZH = gl N d nYn :Bn, G(QI(N’d))v (A66)
N
> Aal(@n, 2)| = O(g2(N, d)) ZAnyn 5, 2)| = O(g2(N, d)). (A67)
n=1

where g1 and go are positive functions of N and d. Then, the following statements hold:

T1(2)| = O(g3(N,d)) & |T2(z)] = O(g3(N,d)), where gs is a positive
function of N and d

(b) Forz=3,_ (1/\7)% IT1(2)] = ©(d/VN) and |T»(z)| = ©(d/V'N).

(c) Forz = @(1)331, Ty(z)| = ©(d/N) and |T>(z)| = ©(d/N).

Proof. Under Ineq. (2), e = O(y/d/N). Because we can set € freely under Ineq. (2), we consider
e = O(y/d/N) which maximizes the effect of learning from perturbations.

(@) By A\, = O(1/d) and \2¥ = ©(1/d) (cf. Theorem 3.3 and Corollary 3.4),

D Aal(@a, 2)| = ©(g(N,d) & Y X |(@n, 2)| = O(g(N, d)). (A68)

n=1

Under the assumption,

iknl@mﬁl = O(g(N,d)), ZN: NV, 2)| = O(g(N,d)) (A69)
n¥n (@0, 2)| = ZA‘*‘“ (@, 2)| = O(g(N,d).  (AT0)
By | N, Ayman|| = O(y/N/d) (cf. Lemma C.3)
ml =28 =o( e ?). (a7
e -o( /1) LD <031 o

(b) Since SN X[ (@, 2)] = O(VN) and S0 XV [(z,,, 2)| = O(VN), Ti(2) = O(d/VN)
and Th(z) = ©(d/V/'N).

(¢) Since S0 M@, 2)| = ©(1) and 320 N2 (@, 2)| = O(1), Ti(z) = ©(d/N) and
T»(z) = ©(d/N). O

C.3 LIMITING BEHAVIOR OF LEARNING FROM GEOMETRY-INSPIRED PERTURBATIONS ON
NATURAL SAMPLES WITH RANDOM LABELS

In this section, we consider learning from geometry-inspired perturbations on natural samples with
random adversarial labels y2dV ~ U(+1). To prove the key theorem, Proposition C.8, we prepare
Lemmas C.6 and C.7. In addition, we consider Lemma C.5 to prove Lemma C.6. Finally, based
on Proposition C.8, we demonstrate the matching of decision boundaries between learning from
standard samples and adversarial perturbations, Theorem 4.2.

First, we show that assumptions ||z|| = ©(v/d) and |(x,,z:)| = O(d/N) restrict the correla-
tion between z and {x,,})_,. In other words, z cannot be strongly correlated with many training
samples. This lemma is used to prove Lemma C.6.
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Lemma C.5 (Restriction on correlation). For any n,k € [N],n # k, assume ||x,| = ©(\/d),
|z|| = ©(Vd), and |(x,,, x1)| = O(d/N). Then, there exist at most O(min(N ~2*, N)) instances
of n that satisfy |(x,,, z)| = O(N*d?) with o < 0 and 8 < 1.

Proof. For each n, let ¢,, := sgn({x,, z)). For @« < 0 and 8 < 1, denote the number of samples
such that |(z,, z)| = O(N“d?) holds by [N], 5 := {n € [N] : |(z,, 2)| = O(N*d®)}. We define
§ < 1such that |[N], s| = ©(N?). Then,

Yo w2 = Y (Wamn,z)= > O(Nd?) =6(Nd). (A73)
n€[Nla,p n€[Nla,p n€[Nla,p

By the Cauchy—Schwarz inequality,

Z (wnwn,Z)=< Z wnme>§ Z YTy HZH (A74)
ne

n€[Nla,p [Nla,s n€[Nla,p

Note that

T | S LS N SRRy (A75)

n€[Nla.p n€[Nla,g n€[N]q,g k#n
\/®(N5d) + @(N25)(9<;\1[) (A76)
—O(VN%d). (A77)

Thus, 3~,.cn). , (¥n®n, 2) = O(VN°d). Comparing this with Eq. (A73), a +6 < §/2 < 0 <
—2a. 7 O

Then we compare the growth rates of ZnN:1 |{@,, z)| and ZTIY:I(wn, z)? to evaluate the growth
rates of |17 (z)| and |T2(z)| in Proposition C.8.

Lemma C.6 (Comparison between sums of absolute and squared inner products). For any n,k €
[N],n # k, assume ||z, || = ©(\/d), ||z|| = ©(Vd), and |(x,,, x1)| = O(d/N). Then, the growth
rates of 2521 [{(@n, 2)| and ©(1/d) ZTZLI(:cn, z)? are the same if and only if |(x,,, z)| = 0 for
every n, or there exists n such that [(z, z)| = O(d) and 3, . .y 2o |[(Tn, 2)] = O(d).

Otherwise, Zﬁ;l [{(xn, z)| grows faster than ©(1/d) 22;1(:1:”, z)2.
Proof. First, we summarize the content of this proof as follows:
(A) If |(®,,, z)| = 0 for every n, then -2 |(z,,, 2)| = O(1/d) N (®, 2)? = 0.

(B) Assume that there exists n such that |{x,,, )| > 0.

(B-a) If there is no n such that |(x,, z)| = ©(d), then ij:l [{(xn, z)| grows faster than

O(1/d) 35, (@, 2)*.
(B-b) Assume that there exists n such that |[(x,,, z)| = O(d).

B-bD I Y, 0 ize@ |(@ns2)| > Q(d), then 300 |(@n, 2)| grows faster than
O(L/d) Y0 (@, 2)%.

B-b-ID) If 3, 0 o (@ 2)| = O(d), then S0, (w0, 2)] = ©O(d) and
O(1/d) SN (xn,2)? = O(d).
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We use [N],, g in the proof of Lemma C.5. Denote the number of elements in [N], g by C(a, 8) :=
|[IV]a,s]- Denote the set of («, 8) by S := {(a, 8) : C(e, ) > 0}. We can write 22[21 [{(@n, 2)|
and ©(1/d) 25:1 (xy,, 2)? as follows:

N
Y Han.z) = Y Cla,B)ONd), (A78)
n=1 (a,B)€S
1 N
@(d) D an2)?= > Cla,B)O(N*d*). (A79)
n=1 (a,B)€S

(A) This is trivial.

(B-a) Assume that there exists n such that |(x,,2)| > 0. Because N*d? grows faster than
or equal to N2%d*~! for « < 0 and 8 < 1, 3._, [(@,, 2)| grows faster than or equal to
0(1/d) SN (w,, ). The growth rates of N*d® and N2*d2~1 are consistent if and only if
a = 0and § = 1. Thus, if there is no n such that |(x,, 2)| = O(d), i.e., C(0,1) > 0, then
SN @, 2)| grows faster than ©(1/d) S0 (x,,, 2)2.

(B-b-I and -IT) Assume that there exists n such that |(x,,, z)| = ©(d). By Lemma C.5, C(0,1) =
©(1). Let 8" := S\ {(0,1)}. The above equations can be rearranged as follows:

M=

(@n, 2)| =O(d) + > Cla,B)O(N*d?), (A80)
(e, B)E€S’

Il
-

n

NE

1
@<d> (€, 2)? + Y Cla,B)O(NZ*d* ). (A81)
1 (a,B)€S’
Since N*d? grows faster than N2*d*5~! for « < 0 and 8 < 1, 2 (ap)es’ C(a, B)O(N*d?)
grows faster than }°, 5 C(a, B)O(N?*d25=1), If > p)es’ C(a, B)O(N*d?) determines
the growth rate of 30 [(x,,, 2)], i.e., 2 (,p)es” Ca, B)O(N*dP) > Q(d), then Y0 [(,,, 2)|
grows faster than O(1/d) Zn 1<mn,z>2. In contrast, if _, g)csr C(a, B)O(N*d?) does not
change the growth rate of Z 1 [(Tn, 2)], Pee X0 8)es C(a, B)O(N*d?) = O(d), then

SN @, 2)| = ©(d) and O(1/d) Zn @, 2)? = O(d); namely, their growth rates are the

n=1
same. O

n

Then we prepare a concentration inequality to evaluate an upper bound of 77 (z) in Proposition C.8.

Lemma C.7 (Concentration inequality). Let {z,})_, be N € N independent random variables.
Assume that x,, is sampled from [ay,, b, and E[x,,] = 0 for each n € [N]. Then, fort > 0,

N 1 N
P[an zt] §2cxp<82(bn—an)2—t>. (A82)
= n=1

n=1

Proof. By Markov’s inequality, for ¢ > 0,
N E {exp ZnN: Ty ] N g
& &
n=1
By Hoeffding’s lemma,
N N 2 N
[T— exp((bn — an)?/8) 1 9
IPL;wn >t1 < == o = exp g;(b”_a") —t]. (A84)

We can derive the same inequality for P[— 211:/:1 T, >t O
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While the concentration inequality, Lemma C.7, is weaker than Hoeffding’s inequality, we use it for
a simple proof of Proposition C.8. The proof of Proposition C.8 requires us to consider the probabil-

ity P[| 20 Aadvgadvig 2y > SN X, |[(@n, 2)]. Using Lemma C.7, this can be represented
as follows:

N
IP’[ > oxadvyadvg, z)| > ZA (a2 ]
n=1 n=1
1 2 al
<2exp <27;)\de (mn,z>2—7;>\n|<mmz>|>- (A85)

Using Hoeffding’s inequality, it can also be represented as follows:

N 2
Z)\adv adv mm > > ZATL|<xn>Z>|] < 2exp (_ (Zn 1 An ‘<$n7z>‘) ) (A86)
n=1

2 anl xadv? (g 22
In the former case, the growth rates of Zgzl )\Zd"z(xn, z)? and Zivzl An (@, 2)| are the main

) 2
concern (cf. Lemma C.6). In the latter case, the focus is on the growth rates of 22;1 Aadvi (g 2)2

and (ij:l Anl{z,,, 2)])?, which present a more complex scenario than the former. Thus, we use
Lemma C.7 to prove Proposition C.8.

Proposition C.8 describes the limiting behavior of the two components of the decision boundary:
the effect of learning from mislabeled natural samples 7} (z) and from perturbations T5(z).

Proposition C.8 (Limiting behavior of learning from geometry-inspired perturbations on natural
samples (random label)). Suppose that Ineq. (2) holds. Assume ||x,,|| = ©(\/d) for any n € [N]
and ||z|| = @(\/&) Suppose that y2 is randomly sampled from {£1} for each n. Assume

where g is a positive function of N and d. Then, the following statements hold with probability at
least 99.99%:

(a) Assume that there exists n such that |(x,,, z)| > 0. If there is no n such that |(x,, z)| =
O(d) or 3, (z. 220 [(Tn, 2)| = O(d) does not hold, with N,d — oo, then
|T2(2)] > [T1(2)].

(b) For z = 27]:[:1 O(1/vN)x,,

(c) For z=0(1)x,

= O(g(N, ). (A87)

Ti(2)| = O(d/N) and |Ty(z)| = ©(d/V'N).
T1(2)| = O(d/N) and |T3(z)| = ©(d/N).

Proof. Similarly to the proof of Proposition C.4, if 22[:1 Anl{@n, 2)| = O(g(N,d)),

dg(N,d
i1 =o( ) Zvdv | ) R
(a) By Lemma C.7,
al 1 N 2
IP’[ >Ny, z) >t] < 2exp<2ZAng (x,, z)? —t). (A89)
n=1 n=1

N
Thus, |32, AV ynt (@, 2)| =

O(h(N,d)) if Zn 1)\adv (Tn,2)? = O(h(N,d)), where
h(N, d) is a positive function of N and d,
)
IT:

with sufficiently high probability. By Lemma C.6, if
there is no n such that [(x,, z)| = ©(d) or )
g(N,d) grows faster than h(N, d). Thus, |T2(z
|T2(z)| becomes larger than |77 (2)|.

el (@n,z) | 20(d) | (@ns 2)| = O(d) does not hold,
)| grows faster than |7} (z)]; namely, if N,d — oo,
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(b) The proof of |T»(z)] = ©(d/v/N) can be found in the proof of Proposition C.4. For
=N 0 /VN)z,, TN N (&, 2)2 = O(1). Thus, A(N,d) = O(1), and |T1(z)| =
O(d/N).

(c) The proof of |T5(z)| = ©(d/N) can be found in the proof of Proposition C.4. For z = O(1)x,
DO )\%d"2<a:n, z)2 = O(1). Thus, h(N,d) = O(1), and |T1(z)| = O(d/N). O

In Proposition C.8, we show that if N,d — oo, the effect of learning from perturbations |75 (z)]
exceeds that from mislabeled samples |77 (z)| except for specific inputs. Consequently, we can
justify learning from perturbations on natural samples as follows:

Theorem 4.2 (Consistent decision of learning from geometry-inspired perturbations on natu-
ral samples). Suppose that Ineq. (2) holds. Assume ||z,| = ©(v/d) for any n € [N] and
lz|| = ©(Vd). Suppose that y>¥ is randomly sampled from {£1} for each n. Assume

n

| o0 At (T, 2)| = O(g(N,d)) if Sn_y Anl(n, 2)| = O(g(N,d)), where g is a positive
function of N and d. If there is no n such that |(n, z)| = O(d) or 32,z 2y 26(a) |{Tn, 2)| =
O(d) does not hold, with N, d — oo, then sgn(f:if'(z)) = sgn(fPY(2)) holds with probability at
least 99.99%.

Proof. If [(x,, z)| = 0 for every n, then f:;vy(z) = |Ty(2)| = |Ta(2)] = fP¥(z) = 0. As-
sume that there exists n such that |(x,,z)| > 0. By Proposition C.8, if there is no n such that

(. 23] = O1d) 0 32, 2y s (@0r2)| = Old). with N, d — o then [T3(2)| > |5 (2)
with sufficiently high probability; thus, sgn(f2Y (2)) = sgn( > (z)). O

a

D PROOFS OF THEOREMS IN SECTION 4.3

In this section, we prove Theorems 4.3 and 4.4 and Corollary 4.5. The proof flows of Theorems 4.3
and 4.4 follow Appendix C. In addition, we derive Corollary 4.5 as a natural consequence of Theo-
rem 4.2.

First, we summarize the properties of uniform random variables, which are required to consider the
orthogonality condition of perturbations on uniform noises.

Lemma D.1 (Properties of uniform random vectors). Let {X,}N_; C [~1,1]% be N € N inde-
pendent random variables sampled from the uniform distribution U([—1,1]%). Let z € R be a
constant vector. Then, for a positive constant t > 1/N, the following inequalities hold:

d| _ VdIniN 2 \V
(a) P LilenS 1 Xnl* — 3‘ < ;] > <1 - tN> ; (A90)
] o \N
(b) P [max (X, X)| < \/lentN] > (1 - tN) : (A91)
i 9 \ N
() P|max [(X,, 2)| < x/21ntN||z\|} > (1 - tN) . (A92)
Proof. Let a > 0 be a positive constant.
(a) By Hoeffding’s inequality with E[X? ;] = 1/3,
d 2a?
]P’H|Xn||2 - 3‘ > a} < 26XP(Z>- (A93)
Thus,
2 d 2 d N
P max || X, — 3| < af =(||1Xal* - &| < (A94)
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d N
(1]P’HXn||23' zaD (A95)
I\ N
> (1 — 2exp (—2§>) . (A96)
Fora = /dIn(tN)/2 witht > 1/N,
P ||X||2—§< dniN| > (1- 2 ) (A97)
mflix n 3| = n > N .
(b) Similarly to (i),
2
P[|(X,, X1)| > a] <2exp (_;‘d>, (A98)
(12 N
PhﬁXKXﬁy¥wl<a}><1—2@m<—2d>) , (A99)
N
P{max|<xn,Xk>| < \/2d1ntN} 2(1 - ;v) . (A100)
(¢) Similarly to (i),
a2
P[(Xp,2)| > a] <2exp| —— |, (A101)
2||z|]
a2 N
P[max\(szH < a} > <1 - 26Xp<—2>> , (A102)
" 2||=|]
2 N
]P’{maxKXn,zH < \/21ntN||z\|} > (1 - tN) . (A103)
O

Theorem 4.3 (Decision boundary when learning from geometry-inspired perturbations on uniform
noises). Assume y>R:. /(3NRZ . ) > Pmax. Let f be a one-hidden-layer neural network trained

on geometry-inspired perturbations on natural data (cf. Eq. (1) and Definition 3.2(b)) with Set-
ting 3.1. For any n # k, if

d VvCd d vCd
= SIXP < 5+ 5, (X X < VBT, [(Xa,n/d] <VEC, @)

3 2)2
v (2d — 3vCd — 12¢/2Ce + 6€?) %
> V2C0d+2vV2Ce+ € 5
18 N2dv(2d + 3v/Cd + 12v/2Ce + 6¢2) &

with C := In 1000N?%, then, with t — oo, the decision boundary of f is given by:

Nadv
bdy L anl A?Ldvy%dv <Xna Z> fbdy(z) 6
fadv (z) T Nadv gl + € N ( )
anl Agdv | Zn=1 AnYnn||
Effect of learning from uniform noises  Effect of learning from perturbations
Proof. Letq := Zi\;l AnYny. The norm and inner product are
2
22| =) X |* + 2693 <Xn éll> +e, (A104)

(2, 22 =(X,, X)) + ey2® ( X, 4N eyt ( X, N e2y2dvyady (A105)
lqll lqll
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Thus, under Ineq. (4),

d \/ d /Cd
Radv? >3- - 2v2Ce + € Radv? <3+ TC +2v2Ce + €2, (A106)
py <v20d + 2\/206 + €2 (A107)

Using these bounds, we can rearrange 73Rad;’1 /3Nadv padv ? as follows:

max

~3 Radv? S 3(2d — 3v/Cd — 12v/2C¢ + 6¢2)?
3Nadv Radv 2 = 18 Nadv(2d + 3v/Cd + 12v/2Ce + 6¢2)

Thus, if Ineq. (5) holds, then fngadV /3Nadv gadv ? > p2dv holds, and we can use Corollary 3.4.

min max
The decision boundary can be derived similarly to Theorem C.2. O

(A108)

Lemma D.2 is used in the proof of Theorem 4.4.

Lemma D.2 (Upper bound of sum of squared inner products). If ||z, | = ©(+/d), ||z| = ©(/d),
and |z, xi)| = O(d/N) for any n, k € [N],n # k, then Zg:1<mn,z>2 = O(d?).

Proof. With ¢,, := sgn({x,, z)), by the Cauchy—Schwarz inequality,

N N
D @, 2)| = (Gnw, 2) (A109)
n=1 n=1

IN

=l (A110)

N
> s
n=1

Z a1 + Z S Yt @n, x| 2] (A111)

n=1k#n
—O(VNd). (A112)
By the Cauchy—Schwarz inequality,
N N
D (w0, 2)? =D (@, 2)T0, 2) (A113)
n=1 n=1
Z Ty, 2)T, 2 > (A114)
N
Z T, 2)? || +ZZ T, 2) (@, 2) (T, )| 2] (A115)
1=1 n=1k#n
Now,
N N N
Z Z<$n7z><$k;7 x’ruwk ZZ| wna H wk, >||<wna$]€>| (A116)
n=1 k#n n=1k=1
AV ’
:0<N) (;1 |<wn,z>|> (A117)
=0(d®). (A118)
Thus,
N N
D (@, 2)? =, |O(d) D (0, 2)2 + O(d). (A119)
n=1 n=1
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Let YN (2, 2)% = O(N<d?) for a constant ¢ € R?. Using this,

N
Z(azn,z>2 = O(max(N*/24d2, d?)). (A120)
n=1

O(N¢d2)

If ¢ > 0, the left term grows faster than the right term, which contradicts the equation. Thus,
¢<0. O

Theorem 4.4 (Consistent decision of learning from geometry-inspired perturbations on uniform
noises). Assume YVR:. /(BNRZ_ ) > Dmax- Suppose that Inegs. (4) and (5) hold. Assume

max

Iz = ©(Wd), |fPY(2)] = Q1), and d > N2 Then, the following equations hold with

ph)babllllv at leasl 99.99 30.
O( f ) | = (7L )”m’lb ( JV ) ( )

In addition, if d and N*Y are sufficiently large and N > N holds, then for any z € R¢,
sgn(fb(fg(z)) = sgn(fY(z)) holds with probability at least 99.99%.

a

ZN )\adv adv<Xn)z>

n=1

ZNddv )\adv

n=1

Proof. By the definition in Theorem 3.3 and Corollary 3.4, )\, = O(1/d) and \2¥ = O(1/d).

Left term. Consider the limiting behavior of |Z )\ad" y24v(X,,, z)|. First, we provide an

Nadv

n=1

incorrect idea for clarity. By Hoeffding’s inequality with respect to {24V} " and {X,},— , for
t>0,
N'xdv t2
P> Atvyadv(X,, z)| >t <2exp< > (A121)
n n n = — Nadv 2
n=1 23 e Zz L ARV
( ; )
—2exp| — : (A122)
Nadv 2 2
23 =1 A=l
dt?
:O(exp(_]\fach,)) (A123)
adv
From this inequality, one might consider that | 7" " Aadvyadv(x, 2y — O(,/Nadv/d) holds
with sufficiently high probability. This is incorrect because the above rearrangement does not take
into account the orthogonality assumption on { X, fyaiv, ie., (X, Xk)| = O(d/N) forn # k.

adv
We then provide a correct estimation. By Hoeffding’s inequality with respect to {y2dv} 1",
Nadv . . t2
P A2V yRNV(X L z) | >t <2exp — . (A124)
2 2T AR (X 2)2

By Lemma D.2 with the assumptions, Z )\ad" (X,,2)2 = O(1/d). Thus, we obtain
|Zn L )\ad" ddV(szH = O(1/V/d) with sufﬁmently high probability. Because the growth
rate of | SN )\adv| is ©(N24Y/d), the claim is established.

n=1

Right term. Under Ineq. (5) and d > N adv? ¢ — O(d/N>). Since we can set ¢ freely under € =
O(d/N24V), we consider € = ©(d/N?V). By Lemma C.3 and the assumption |4 (2)| = Q(1),
the claim is established.

Consistent decision. This is trivial by the growth rate of two terms. O

27



Published as a conference paper at ICLR 2024

Corollary 4.5 (Complete classification for natural training samples when learning from geome-
try-inspired perturbations on uniform noises). Assume y>R:. /(3NR2 ) > pmax. Suppose that

max
Inegs. (4) and (5) hold. If d and N* are sufficiently large and d > N adv? > /N holds, then
a one-hidden-layer neural network trained on geometry-inspired perturbations on uniform noises
with Setting 3.1 can completely classify the natural dataset {(x.,, y,) }\_, with probability at least
99.99%.

Proof. We can rearrange f°% (x,,) as follows:

N
FPY (@) = My (@r, @n) = Antinllzn|* =D Ny, ). (A125)
k=1 l#n
By Ineq. (A65), | f°¥ (z,,)| = ©(1). By Theorem 4.4, the claim is established. O

E OTHER PERTURBATIONS

In the main text, we consider learning from geometry-inspired Lo perturbations, which simplify
notation. In this section, we consider learning from geometry-inspired Ly and L., and gradient-
based Lo perturbations.

E.1 GEOMETRY-INSPIRED Ly PERTURBATIONS

Let ds € N<, be the number of modified pixels. An adversarial example is restricted to [|z2d" —
@, |lo < ds. Following one pixel attack ( , ) and SparseFool ( , ), we do
not constrain the distance between original and perturbed pixels. We define a geometry-inspired L
perturbation as follows:

Ny 1= eyadv an fbdy (wn) © Mn = Eyadv ZLV:1 )\kykmk © Mk
" Ve, fPY () © M, || "IN ek © My

(A126)

where ® denotes the Hadamard product and M, € {0, 1}d denotes a mask vector. Let S, be the set
of the top-ds elements where |V, , f°% (x,,)| is the largest. The i-th element of M,, is set to one if
1 is contained in S, and zero otherwise. Since V. f bdy(wn) does not depend on n, M,, does not
depend on n. Thus, we denote M := M; = - .- = M. Rearranging the above equation,

A M
M yzdv Zk 1 kykmkG (A127)

l Zk:l ALYkZp © MH

Similar to Eq. (1), this perturbation is represented as the weighted sum of benign training samples,
and thus contains class features. This result indicates that even sparse perturbations, which seem to
lack natural data structures, enable networks to generalize.

Consider the decision boundary when learning from L perturbations. To employ Corollary 3.4, we

first construct an orthogonality condition for L perturbations. As a preliminary, refer to the proof

of Lemma C.1. The norm is

adv et MYk (@ © M, @) e
| Zk:l Akyrr © M|

=0(d) i@(ﬂi‘i)we?. (A129)

22 )? =[|2n|” + 293 (A128)

Note that
2

ZAQH:%@MH? +Z > ANy (@ © M, © M) (A130)
n=1k#n
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Nds

In addition,

N
d
k=1 k#n

The inner product is

(it i)

adv Z;\il Alyl <$13[ © M? ilik> + adv Zi\il )\lyl <ml © M7 .’Bn> + 62

=(x,, Tk) + €y € (A133)
IS oM 2 A © M|
_ d ds 9
—O(N>:I:®< N)e—i—e. (A134)
The orthogonality condition can be rearranged as follows:
d) —O(\/ds/N 2)2
(0(d) — O(y/ds/N)e + <) 0<d)® B >0, (A135)
O(N)(O(d) + O(y/ds/N)e + €2) N N

Thus, € is constrained to O(1/d/N). Moreover, similarly to Theorem 4.2, the following decision
boundary can be derived using Corollary 3.4:

N dv, adv N
A2 - —1 AnYn (@ © M,

N N .
Zn:l )\%dv ” anl /\nynmn O] MH

Finally, under the condition of Theorem 4.2, we consider the limiting behavior of this boundary

for z = Zivzl O(1/v/N)x,,. Since the left term of this boundary equals that of Eq. (3), the

left term grows with O(d/N). Similarly to Lemma C.3, the right term grows with ©(/dds/N).
If d/ds = ©O(1), the right term grows faster than the left; namely, the effect of learning from
perturbations dominates the classifier decision. Thus, learning from L perturbations succeeds for
samples that are weakly correlated with many training samples.

E.2 GEOMETRY-INSPIRED L., PERTURBATIONS

Similar to fast gradient sign method ( , ) and projected gradient descent (
s ), we define an L., adversarial perturbation as follows:
N
Ny = eyidv sgn(anfbdy(:cn)) = eyzd" sgn <Z /\kyk:ck>. (A137)
k=1

Assume (sgn(z,i\/:1 NeYrTr), Tn) = O(v/d) for any n. Similarly to the above discussion, the
orders of the norm and inner product are
d
Ha;;dVHQ =0(d) + O(Vd)e + O(d)?, (x2V,x3d) =0 <N> +O(Vd)e+ O(d)e®. (A138)
Assuming d/N = ©(1), the orthogonality condition requires ¢ = O(1/+/d). The decision boundary
is

N adv,adv N
A "
il () o= Zenm M z>+e<sgn (§ jAkykmk>,z>. (A139)

N adv
anl )‘n k=1

Consider the limiting behavior of this boundary for z := ©(d/v/N) Zi\;l AkYrxg. Similarly to
the discussion above, the left and right terms grow with O(d/N)(= O(1)) and ©(+/d), respectively.

Note that (sgn(zgzl ALYKTE),s chvzl Meyrr) = O(v/N). Thus, learning from L., perturbations
succeeds for samples that are weakly correlated with many training samples.
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E.3 GRADIENT-BASED Lo PERTURBATIONS

In the main text, we consider geometry-inspired perturbations that target the decision boundary fb4Y
instead of the network f itself. In this section, we consider Lo gradient-based perturbations that
target the network f itself. Similar concepts are employed in fast gradient sign method (

, ) and projected gradient descent ( ,

Attack on Network Directly. First, we consider an attack on the network f. Since gradient flow on
f converges in direction to Wstd (¢f. Theorem B.1), with t — oo, we can represent the network as
f(z;cWst) with ¢ > 0. Note that (v, z,) > 0 and (u,=,) < 0ify, = 1, and (u,x,) > 0 and

(v,xy) <0ify, =—1( , ). By Theorem B.1, if y,, = 1,
m/2 1 m/2 -
f(@n; W) =3~ ——(cvg, @) — — (cuy, T,) (A140)
2 2 m
:@(cv,azm - V\gm(cwwn) (A141)
147 P YEVRCINE N S A P NN (A142)
2 kY \Lk, Tn 9 YLk, Tp,)-
kiyrp=+1 kyp=—1
Thus,

Vo [(@; W) (L+92) 30 MWk — Y D gy, — -1 MYRTh
Ve, f(@n; WS (4 9) Xopym 1 MURTE =7 2y =1 MY

We denote this by s . Similarly, for negatively labeled samples, we define s_. An adversarial
example targeting the network can be represented as follows:

(A143)

adv n = 1
22— 4 {eyg’df* (hn=1) (A144)
€Yn  S— (yn = _1)

To consider the orthogonality condition, we evaluate the order of (s, x,,). Similarly to Lemma C.3,

the denominator of s, grows with ©(y/N/d). In addition, the inner product between the numerator
and x,, grows with ©(1) (cf. Lemma C.1). Thus, similar to Lemma C.1, the orthogonality condition

requires e = O(1/d/N). By Corollary 3.4, the decision boundary is

fa (2)
_Zr]val )\zdvyzdv<wn7 Z> + Zn:ynz-{—l A?Ldv<8+’ Z> + Zn:ynz—l )\Zdv<8_7 Z> (A145)
o N adv € N adv )
Zn:l )‘n Zn:l An

Consider the limiting behavior of this boundary for z = S>~_ ©(1/v/N)z,,. Because the left term
of this boundary equals Eq. (3), it grows with O(d/N). Since A\*!V = ©(1/d) (cf. Corollary 3.4)
and (s, z) = v/Nd, the right term grows with O(d/+/N). Thus, learning from L, perturbations
that target the network itself also succeeds for samples that are weakly correlated with many training
samples.

Attack on Network with Loss Function. Then, we consider an attack on the network f with the
exponential loss. The gradients of the exponential loss for x,, can be calculated as follows:

Ve, exp(—yn f(n; cWStd)) = — Yp exp(—Yn S (Tn; cWStd))anf(:L'n; cWSH)  (A146)
= — ynexp(—¢) Ve, f(@n; cW™9). (A147)

This indicates that the normalized gradients with the exponential loss are consistent with those of
the network without a loss function. Thus, the case of the direct attack on the network can be applied
to the case of the exponential loss. The same discussion applies to the logistic loss.

F SuUB-GAUSSIAN NOISE SCENARIO

In this section, we consider learning from perturbations on sub-Gaussian noises. A sub-Gaussian
random variable is defined as follows:
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Definition F.1 (Sub-Gaussian). A random variable X is called sub-Gaussian if there exists some
o2 > 0 such that for every s € R, X satisfies E[es(X ~EXD] < 7’5’2,

We write a sub-Gaussian random variable as X ~ subG(c?). Sub-Gaussian random variables
include Gaussian and any bounded random variables such as Rademacher (or symmetric Bernoulli)
and uniform random variables. In addition, we define a sub-exponential random variable as follows:
Definition F.2 (Sub-exponential). A random variable X is called sub-exponential if there exist some
o2 > 0 and b > 0 such that for every |s| < 1/b, X satisfies E[e*(X —EXD)] < ¢o”s%/2,

We write a sub-exponential random variable as X ~ subE(c?,b). Sub-Gaussian and -exponential
have the following properties:

Lemma F.3 (Properties of sub-Gaussian and -exponential).

(a) If X follows subG(c?), then P[| X — E[X]| > t] < 2exp(—t*/20?) holds for any t > 0.

(b) If X follows subE(c?,b), then P[| X — E[X]| > t] < 2exp(— min{t?/o?,t/b}/2) holds
foranyt > 0.

(c) If X1 and X5 are independent and follow subG (o2) and subG(03), respectively, then
a1 X1 + az X follows subG(a3o? + ao3) for any a1, as € R.

(d) If X1 and X are independent and follow subE(c?,b1) and subE(03,by), respectively,
then a1 X1+ g Xo follows subE(a20? +ad03, max{|ai |by, |az|be}) for any i, as € R.

(e) If X follows subG(0?), then X? follows subE (25604, 1652).

(f) Suppose that (i) X1 and Xo are independent. (ii) X; and Xs follow subG(o?)
and subG(03), respectively. (iii) E[X;] = E[X3] = 0. Then, X1Xy follows
subE(80703, v20103).

Proof. For (a)—(e), refer to ( ); ( ). We consider (f). For any s € R,
Ex, x,[e"17%2] =Ex, [Ex, [e72 | Xz = 2] (A148)
<Ey,[e?1%25°/2) (A149)

0 242 2\n

02 X35s
=Ex, | “én)] : (A150)
~ ol

By E[X3"] < 2(203)"n! for any n € N ( , ),

E[e**1%2] <142 "(07035°)™. (A151)
n=1

For any |s| < 1/v/20109,
E[esX1%2] < 1 4 dot0ls? < 571025°/2, (A152)

Thus, X; X follows subE(80%03, v/20103). O

Similarly to Lemma D.1, we consider the properties of random vectors with sub-Gaussian entries.

Lemma F.4 (Properties of sub-Gaussian random vectors). Let { X n},ﬁV:l C R%be N € N indepen-
dent random variables sampled from the sub-Gaussian distribution subG(1). Assume E[X,, ;] =0
foranyn € [N] and i € [d]. Let z € R? be a constant vector. Then, the following statements hold:

(a) Ifd > 21n1000N,

N
1
]P’[max‘HXnHQ — d( < 16v2d1n 1000N} > <1 - 5001\7) . (A153)
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(b) Ifd > In(1000N)/4,

N
P[max|<Xn,Xk>| < 2\/2d1n1000N} > (1 _ 1) . (A154)
(c)

v

N
1
P[max|<Xn,z>|S\/ZlnlOOONHzH] (1—500N> . (A155)

Proof. As a preliminary, refer to Lemma F.3 and the proof of Lemma D.]1.

(a) || X, |? follows subE(256d, 16) with mean d. For t > 0,

t? t
< oit<16d A156
256d =16 7 =10 (A156)
If d > 210 1000N,
2_ 4l > 16v N] <— A157
1P>H||Xn|| d‘ 16v/2d In 1000 500N (A157)
Thus,
1}»{ ‘||X I2 —d‘ <16v2d1 1000N} (o 1Y (A158)
e Lt = . = 500N ) -
(b) (X,, X}) follows subE(8d, v/2) with zero mean. For t > 0,
Pty < avad (A159)
8d = g eV

If d > In(1000N) /4,

ns Xi)| = 2V2dIn 100N | < A160
P[|(X,, X WI000N] < oo (A160)
(¢) (X, z) follows subG(]|z||*) with zero mean. For t = v/21In 1000N||z||,
[\<Xn,z>\ > \/21n1000N||z||} < (Al161)
5OON

O

By Lemma F.4, for ||z|| = 1, the following inequalities hold with probability at least 99.8%:
| Xa]?=6(d), (X, Xp)=0(Wd), (X.z)=0(Q). (A162)

These orders are consistent with those for uniform noises (cf. Lemma D.1). Thus, similarly to

Theorems 4.3 and 4.4, if € is constrained to € = O(1/d/N2dV), the decision boundary Eq. (6) and
consistent decisions can be obtained for learning from perturbations on sub-Gaussian noises.

G THEOREM 4.1 WITHOUT ASSUMPTION OF LAST LAYER OF NETWORK

In this section, we derive Theorem 4.1 without the assumption that the positive and negative values
of a are equal. Let m_ and m_ be the numbers of positive and negative neurons in the hidden layer,

respectively. In this setting, ( ) provides the decision boundary as follows:
PY(2) = (my +ym_) Z Anyn — (ymy +m_ Z A, (A163)
niYn= niyp=—1
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With A,, := (m4 +ym_) if y,, = +1 and A,, := (ym4 + m_) otherwise,

oY (= Z Ap A Yny. (A164)

Similar to Eq. (1), a perturbation is defined as follows:

Z AR yry
M y:mldv k=1 .
HZk:l Ak)\kykwkH

Since A,, = ©(1), the growth rate of 7),, with respect to d and N is the same as the original definition
of 7,,. Thus, similarly to Theorem C.2, if e = O(y/d/N), the decision boundary is

St AN (@0, 2) | Sy At (@, 23
ZNf Aadv/\%dv || EN A /\nynwnll

where A2 := (m, +ym_) if y2V = +1 and A2 := (ym, + m_) otherwise.

(A165)

Y (z) = (A166)

H FLIPPED LABEL LEARNING

In this section, we explain the success of learning from perturbations under the flipped label scenario,
ie., y2 = —y,, forevery n € [N], with assumptions about a data structure and learning bias. First,
we assume that x,, consists of two features: robust and non-robust features, which is based on
the hypothesis from ( ). Second, we suppose that standard trained classifiers focus
only on non-robust features, which is empirically supported by ( );

( ); ( ); ( ). In other words, we assume that the decision
boundary of the classifier consists of the learning effect only from non-robust features. Formally,
these assumptions are summarized as follows:

Assumption H.1. (a) For every n € [N], a natural sample x,, can be represented as x,, := x> +
xi%, (b) For n # k, (zt°P, 2i°P) = O(d/N), (x°, ") = O(d/N), and (z2o" :czo‘“) =
(d/N ). (c) Under the setting of Theorem 3.3, the decision boundary is given by fbdy( ) =

S Ann{@h", 2).

Consider perturbations to the decision boundary f*%(z) := SN X, y, (22", 2). Similarly to

Eq. (1), an adversarial example and perturbation are defined as follows:

maud

)\ :Bnon
V=T + M, o ety M gl (A167)
”Zk:l)‘kykmk |

Under these settings,

[l 29(d)i9<\/ﬁ,>e+62, (wi“ﬂdeV)Spmax+®<1/]cé>e+e2. (A168)

Similarly to Theorem C.2, if e = O(1/d/N), the decision boundary is

N adv adv bd
/\a s Y
fbdy(z) ::anl (Tn, 2) € f (z) (A169)
adv adv N non

d adv , a V
:@<N> <fbdy Z)\ dvpadvip 2 >>. (A170)

For z = YN O(1/VN)amn, [f*4(2)] = O(VN) and | SN, Aadvysdv (@, 2)| = O(1).
Thus, if N,d — oo, then sgn(fad‘f'(z)) = sgn(f"%(2)) holds. Finally, under Assumption H.1,
we can explain why even a flipped learning scenario (corresponding deterministic label scenarios in
Table 1) yields moderately high accuracy on natural test datasets.
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I EXPERIMENTAL SETTINGS AND ADDITIONAL RESULTS

In this section, we present detailed experimental settings and additional empirical results. First, we
introduce the settings that are consistent across experiments on artificial and real-world datasets.

We used an NVIDIA A100 GPU. A scheduler reduced a learning rate to 10% of its original value
if a training loss did not decrease over 10 consecutive epochs. Uniform noises were sampled from

U([-1,1]%).

As adversarial attacks, we employed projected gradient descent ( , ). The step sizes
of projected gradient descent are 0.3 for L attacks and €/5 for Ly and L, attacks, respectively.
The number of steps is 100 for L, and L, attacks.

In Ly attacks, the number of modifiable pixels was limited, but the distance between altered and
original pixels was not restricted. Sparse attacks employ the following procedures in each step:
(1) select the pixel with the highest gradient magnitude from the masked region, (ii) remove the mask
for the selected pixel, and (iii) update the perturbations for unmasked pixels. Thus, the number of
steps corresponds to the maximum number of modified pixels. Note that the modified pixels shown
in Figs. A16 to A18 may not always match the number of steps because we selected the adversarial
example with the highest loss over all steps for the final output.

Although we primarily considered geometry-inspired perturbations (cf. Eq. (1)) in the theoretical
discussion, we employ gradient-based perturbations (cf. Eq. (A144)) in the experiments. This is
due to the practical difficulty of obtaining the decision boundary of a one-hidden-layer neural net-
work (cf. Eq. (A14)) and the value of \,, (cf. Theorem B.1), making geometry-inspired perturbations
infeasible in practice.

1.1 ARTIFICIAL DATASET

The procedure for generating artificial data based on uniform noises can be found in Section 5.1.
Similarly, a dataset based on the Gaussian noises N (0, I;) was created. Examples of standard, noise,
and adversarial samples are shown in Fig. A3. The experimental settings followed the theoretical
settings, Section 3.1. We used one-hidden-layer neural networks and stochastic gradient descent
with a learning rate of 0.01, momentum of 0.9, and exponential loss. Considering t — oo, we set
the epochs to 100,000. The vectors v and w used to illustrate the decision boundary are defined
in Theorem 3.3. In practice, these values are incalculable due to the uncomputable nature of \,,.
Therefore, we approximated v as the average of the first half of the weights in W and w as the
average of the latter half.

The experimental results for artificial datasets based on uniform and Gaussian noises with Ly, Lo,
and L, adversarial perturbations are provided in Figs. A4 to A15. We can confirm a strong align-
ment between the decision boundaries when learning from standard samples and perturbations (cf.
Theorem 4.4). High classification accuracy for standard training data (cf. Corollary 4.5) was also
observed across a variety of noise and perturbation forms.

1.2 MNIST/FASHION-MNIST/CIFAR-10

Examples of standard and adversarial samples for each dataset are shown in Figs. A16 to A18. A
six-layer convolutional neural network was used for MNIST and Fashion-MNIST. WideResNet-28-
10 with a dropout ratio of 0.3 was used for CIFAR-10. The batch size was set to 128. While no
data augmentation was applied to MNIST and Fashion-MNIST, random cropping and horizontal
flipping were applied to CIFAR-10. We used stochastic gradient descent with Nesterov momentum
of 0.9, weight decay of 5 x 10™%, and cross-entropy loss. The initial learning rates can be found
in Table A3. The perturbation constraint ¢ or number of modifiable pixels ds was set according
to Table A4. We set the epochs to 100 for MNIST and 200 for Fashion-MNIST and CIFAR-10.
However, in the experiments for Fig. A19, we set the epochs to 300, considering a large number of
training samples.

For MNIST and Fashion-MNIST, Fig. A19 shows the accuracy of learning from perturbations with
various adversarial sample sizes. In several cases, we observed a general increase in the accuracy
as the number of samples increased. However, in some cases, while the accuracy did not decrease,
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Table A3: Initial learning rates in each learning scenario.

On natural samples On noise data

Lo(R) Lo(D) La(R) L2(D) LR LD Lo L2 Le
MNIST 0.1 0.1 0.01 0.01 0.01 0.01 0.1 0.1 0.1
FMNIST 0.1 0.1 0.01 0.01 0.01 0.01 0.1 0.1 0.1
CIFAR-10 0.1 0.1 0.1 0.1 0.01 0.1 0.1 0.1 0.1

Table A4: Perturbation constraint ¢ or number of modifiable pixels ds for MNIST, Fashion-MNIST,
and CIFAR-10.

MNIST Fashion-MNIST ~ CIFAR-10
Lo Ly Lo Lo Lo L. Ly Ly Lo
10 20 03 35 20 03 150 05 0.1

there was no significant improvement in the accuracy. These inconsistencies could potentially be
resolved through extensive experiments and tuning of learning rates and architectures.
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Adv. Lo Adv. Ly Noise Standard

Adv. Lo

Figure A3: Artificial data based on uniform noises. Standard images were drawn from the uniform
distribution U ([—1, 1]¢), and their corresponding labels from U ({-£1}). We treated them as natural
images. Noise images are similarly drawn from U ([—1,1]¢). Adversarial examples were generated
to superimpose adversarial perturbations on the noise images to fool a classifier trained on the stan-
dard (but seemingly noisy) images. The labels below the adversarial examples indicate target labels
that were randomly sampled from {£1}. Those below the noise images were used for comparative
experiments in training classifiers on these noises.
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Figure A4: Decision boundaries of classifiers trained on artificial datasets based on uniform noises
and L adversarial perturbations. Each variable was varied based on d = 10, 000, N adv — 10, 000,
N = 1000, and ds/d = 0.05. The description is the same as Fig. 1.
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Figure A10: Accuracy of classifiers trained on artificial datasets based on uniform noises and Lg
adversarial perturbations. The description is the same as Figs. 2 and A4.
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Figure A14: Accuracy of classifiers trained on artificial datasets based on uniform noises and L,
adversarial perturbations. The description is the same as Figs. 2 and AS.
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Figure A15: Accuracy of classifiers trained on artificial datasets based on Gauss noises and Lo,
adversarial perturbations. The description is the same as Figs. 2 and A9.
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Figure A16: Natural images, perturbations on natural images, and perturbations on uniform noises
for MNIST. Below the natural images and adversarial examples are their respective original and
target labels in adversarial attacks. The “R” indicates that a target label was randomly chosen from
the nine labels that differ from an original label. The “D” indicates that a target label was determin-
istically chosen as the next sequential label after an original label.
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Figure A17: Natural images, perturbations on natural images, and perturbations on uniform noises
for Fashion-MNIST. The description is the same as Fig. A16.
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Figure A18: Natural images, perturbations on natural images, and perturbations on uniform noises
for CIFAR-10. The description is the same as Fig. A16.
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