© ®©® N O g A~ W N =

Linear Contextual Bandits with Adversarial
Corruptions

Anonymous Author(s)
Affiliation
Address

email

Abstract

We study the linear contextual bandits problem in the presence of adversarial
corruption, where the interaction between the player and a possibly infinite decision
set is contaminated by an adversary that can corrupt the reward up to a corruption
level C' measured by the sum of the largest alteration on rewards in each round.
We present a variance-aware algorithm that is adaptive to the level of adversarial
contamination C'. The key algorithmic design includes (1) a multi-level partition
scheme of the observed data, (2) a cascade of confidence sets that are adaptive to
the level of the corruption, and (3) a variance-aware confidence set construction
that can take advantage of low-variance reward. We further prove that the regret

of the proposed algorithm is O(C2d\/ 3], 02 + C2\/dT + CRVdT), where
d is the dimension of context vectors, 7 is the number of rounds, R is the range
of noise and 07,¢ = 1...,T are the variances of instantaneous reward. We also
prove a gap-dependent regret bound for the proposed algorithm, which is instance-
dependent and thus leads to better performance on good practical instances. To the
best of our knowledge, this is the first variance-aware corruption robust algorithm
for contextual bandits.

1 Introduction

Multi-armed bandits algorithms are widely applied in online advertising (Li et al., 2010), clinical
trials (Villar et al., 2015), recommendation system (Deshpande and Montanari, 2012) and many other
real-world tasks. In the model of multi-armed bandits, the algorithm needs to decide which action
(or arm) to take (or pull) at each round and receive a reward for the chosen action. In the stochastic
setting, the reward is subject to a fixed but unknown distribution for each action. In reality, however,
these rewards can easily be “corrupted” by some malicious users. A typical example is click fraud
(Lykouris et al., 2018), where botnets simulate the legitimate users clicking on an ad to fool the
recommendation systems. This motivates the studies of the bandits algorithms that are robust to
adversarial corruptions.

For example, Lykouris et al. (2018) introduced a bandit model in which an adversary could corrupt
the stochastic reward generated by an arm pull. They proposed an algorithm and show that the
regret of this “middle ground” scenario degrades smoothly with the amount of corruption injected
by the adversary. Gupta et al. (2019) proposed an alternative algorithm which gives a significant
improvement in regret.

While the algorithms that are robust to the corruptions have been studied in the setting of multi-armed
bandits in a number of prior works, they are still understudied in the setting of linear contextual
bandits. The linear contextual bandits problem can be regarded as an extension of the multi-armed
bandit problem to linear optimization, in order to tackle an unfixed and possibly infinite set of feasible
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actions. There is a large body of literature on efficient algorithms for linear contextual bandits with
no corruptions (Abe et al., 2003; Auer, 2002; Chu et al., 2011; Dani et al., 2008; Rusmevichientong
and Tsitsiklis, 2010; Abbasi-Yadkori et al., 2011; Li et al., 2019b), to mention a few. The significance
of this setting lies in the fact that linear regression approaches are widely used in recommendation
systems and advertising (Li et al., 2010; Jhalani et al., 2016; Deshpande and Montanari, 2012). Linear
contextual bandits with adversarial corruptions is an arguably more challenging setting since most of
the previous corruption-robust algorithms are based on the idea of action elimination (Lykouris et al.,
2018; Gupta et al., 2019; Bogunovic et al., 2021), which is not applicable to the contextual bandits
settings where the decision set is time varying and possibly infinite at each round. In Garcelon et al.
(2020), it is shown that a malicious agent can force a linear contextual bandit algorithm to take any
desired action T' — o(T') times over T rounds, while applying adversarial corruptions to rewards with
a cumulative cost that only grow logarithmically. This poses a big challenge for designing corruption
robust algorithms for linear contextual bandits.

In this paper, we make a first attempt to study a linear contextual bandit model where an adversary
can corrupt the rewards up to a corruption level C, which is defined as the the sum of biggest
alteration the adversary made on rewards in each round. We propose a linear contextual bandits
algorithm that is robust to reward corruption, dubbed multi-level optimism-in-the-face-of-uncertainty
weighted learning (Multi-level OFUL). More specifically, our algorithm consists of the following
novel techniques: (1) We design a multi-level partition scheme and adopt the idea of sub-sampling to
do the robust estimation of the model parameters; (2) We maintain a cascade of candidate confidence
sets corresponding to different corruption level (which is unknown) and randomly select a confidence
set at each round to take the action; and (3) We design confidence sets that depend on the variances
of rewards, which lead to a potentially tighter regret bound.

Our contributions are summarized as follows:

* We propose a variance-aware algorithm which is adaptive to the amount of adversarial corruptions
C. To the best of our knowledge, it is the first algorithm for the setting of linear contextual bandits
with adversarial corruptions which does not rely on the finite number of actions and other additional
assumptions.

* We prove that the regret of our algorithm is in 0] <C’2d\ / Zthl o? + C%\/dT + CRv dT> , where

d is the dimension of context vectors, T is the number of rounds, R is the range of noise and Uf, t=
1...,T are the variances of instantaneous reward. Our regret upper bound has a multiplicative
dependence on C? which indicates that our algorithm achieves a sub-linear regret when the
corruption level satisfies C' = o(T"/4).

* We also derive a gap-dependent regret bound O (% - C2R%d + % - d2C? max, g 07) for our
proposed algorithm, which is instance-dependent and thus leads to a better performance on good
practical instances.

Notation. We use lower case letters to denote scalars, and use lower and upper case bold face letters
to denote vectors and matrices respectively. We denote by [n] the set {1, ..., n}. For a vector x € R?
and matrix ¥ € R4, a positive semi-definite matrix, we denote by x||2 the vector’s Euclidean
norm and define ||x||s = vVx T Xx. For two positive sequences {a, } and {b,} withn = 1,2, ...,
we write a,, = O(b,,) if there exists an absolute constant C' > 0 such that a,, < Cb,, holds for all
n > 1 and write a,, = Q(b,,) if there exists an absolute constant C' > 0 such that a,, > Cb,, holds
for all n > 1. We use O(-) to further hide the polylogarithmic factors. We use 1(-) to denote the
indicator function.

2 Related Work

Bandits with Adversarial Attacks: There is a large body of literature on the problems of multi-
armed bandits with adversarial corruptions. Most research in this area aims to design algorithms that
achieve desirable regret bound in both stochastic multi-armed bandits and adversarial bandits, known
as “the best of both worlds” guarantees (Bubeck and Slivkins, 2012; Seldin and Slivkins, 2014; Auer
and Chiang, 2016; Seldin and Lugosi, 2017; Zimmert and Seldin, 2019). These works mainly focus
on achieving bounds in the worst case and the case where there is no adversary. As a result, these
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algorithms are either not robust to instances that moderate amount of corruptions occur, or suffer
from restrictive assumptions on adversarial corruptions. Distinctive from the above line of research,
Lykouris et al. (2018) focus on a variant of classic multi-armed bandit model in which each pull of an
arm generates a stochastic reward that may be contaminated by an adversary before it is revealed
to the player. In their work, the corruption level C' is defined as C' = >, max, |r*(a) — r(a)|
where % (a) is the stochastic reward of arm a and r*(a) is the corrupted reward of arm a at round ¢.
They develop algorithms adaptive to the unknown corruption level, which achieves an O(K*>C/T)
regret bound. Gupta et al. (2019) proposed an improved algorithm that can achieve a regret bound
with only additive dependence on C.

On the other hand, many research efforts have also been devoted into designing adversarial attacks
that cause standard algorithms to fail (Jun et al., 2018; Liu and Shroff, 2019; Gupta et al., 2019;
Garcelon et al., 2020).

Linear Bandits with Corruptions: Li et al. (2019a) studied stochastic linear bandits with adversarial
corruptions and achieved O(% - d*/2C + -5 - d°) regret bound where d is the dimension of the context
vectors, A is the gap between the rewards of the best and the second best action in the decision
set D. The distinction between Li et al. (2019a) and our work is that Li et al. (2019a) considers a
fixed decision set D throughout all 7" rounds, while we consider contextual bandits with changing
decision set observed before each round. Bogunovic et al. (2021) also studied linear bandits with
adversarial corruptions and considered the setting under the assumption that context vectors undergo
small random perturbations, which is previously introduced by Kannan et al. (2018). Aside from
the additional assumption, another major distinction in Bogunovic et al. (2021) is that the number
of actions k is finite and the regret bound depends on k in the contextual setting with unknown
corruption level C'. Recently, Lee et al. (2021) considered corrupted linear bandits with a finite and
fixed decision set and achieve an instance-independent regret of O(dﬁ + C). Though both their
work and the work by Li et al. (2019a) focus on corrupted linear stochastic bandits, Lee et al. (2021)
have a slightly different definition of regret and adopt a strong assumption on corruptions that in
each round ¢, the corruptions on rewards are linear in the actions. Neu and Olkhovskaya (2020)
studied linear contextual bandits with a finite decision set (i.e., K actions) and an adversary. Unlike
our model, they assume that the adversary can add an arbitrary noise to the loss under a limited
amount e and prove an O((Kd) 3 Tg) + € - \/dT regret bound for their proposed algorithm. Kapoor
et al. (2019) considered the corrupted linear contextual bandits setting under a strong assumption on
corruptions that for any prefix, at most an 7 fraction of the rounds are corrupted.

3 Preliminaries

In this paper, we study linear contextual bandits with adversarial corruptions. We will introduce our
model and some basic concepts in this section.

Corrupted linear contextual bandits. We consider the the linear contextual bandits model studied
in Abbasi-Yadkori et al. (2011) under the same corruption studied by Lykouris et al. (2018). In detail,
distinctive from the linear contextual bandits Abbasi-Yadkori et al. (2011), the interaction between
the agent and the environment is now contaminated by an adversary. The protocol between the agent
and the adversary at each round ¢ € [T'] can be described as follows:

1. At the beginning of round ¢, the environment generates an arbitrary decision set D; C R? where
each element represents a feasible action that can be selected by the agent.

2. The environment generates stochastic reward function r;(a) = (a, u*) + €;(a) together with an
upper bound on the standard variance of €;(a), i.e., o¢(a) for all a € D;.

3. The adversary observes Dy, r,(a), oi(a) for all a € D; and decides a corrupted reward function
r; defined over D;.

4. The agent observes D; and selects a; € D;.
5. The adversary observes a; and then returns r;(a;) and o;(a;).

6. The agent observes 7:(a;), o (az).

Let F; be the o-algebra generated by D1.¢,a1.4—1, €1:4—1,T1:t—1 and 01.4—1.
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At step 2, p* is a hidden vector unknown to the agent which can be observed by the adversary at the
beginning. We assume that for all ¢ > 1 and all a € Dy, ||a]l2 < A, [{(a, p*)| < 1and |p*||2 < B
almost surely. ¢;(a) can be any form of random noise as long as it satisfies

Vt > 1,VYa € Dy, le(a)] < R, Ele(a)|lF] =0, Ele2(a)|F] < o2(a). 3.1)

This assumption on ¢; is a variant of that in Zhou et al. (2020): We now require the noise to be
generated for all a € D; in advance before the adversary decides the corrupted reward function. Our
assumption on noises is more general than those in (Li et al., 2019a; Bogunovic et al., 2021; Kapoor
et al., 2019) where they are assumed to be 1-sub-Gaussian or Gaussian.

At step 3, we assume that the adversary has observed all the previous information and thus may
predict which policy the agent will take at the current round. However, since the agent can take a
randomized policy, the adversary may not know exactly which action the agent will take.

Corruption level. We define corruption level

R+ . Z s:g Iry(a) — r(a)l. (3.2)
=18

to indicate the level of adversarial contamination. We say a model is C-corrupted if the corruption
level is no larger than C.

Our definition of corruption level is equivalent to the counterpart in Lykouris et al. (2018) and Gupta
et al. (2019) where they define C' = Zthl max, |ry(a) — ri(a)| in our notation of rewards. We
introduce a factor of R—H since the noise is of range R in our model, while they assume all the
rewards are in range [0, 1].

Regret. Since the actions selected by the agent may not be deterministic, we define the regret for this
model as follows:

(3.3)

T T
Regret(T Z (a}, p lZ(at, u)
t=1

t=1

Our definition follows from the definition in Gupta et al. (2019) where the standard metric in stochastic
multi-armed bandit models of pseudo-regret is adopted. But note that we need to take the expectation

on Zthl r;(a;) (the second term in (3.3)), since a randomized policy is applied in each round.

Gap. Let A, be the gap between the rewards of the best and the second best action in the decision set
D; as defined in Dani et al. (2008) which can be formally written as
A, = i oty — M. 34
¢ aeglar;ZA:(<at,u> (a, ")) (34
where A} = argmax,p, (a, u*) and ay is an arbitrary element in A}. Let A denotes the smallest
gap minte[T] Ay

4 The Proposed Algorithm

In this section, we propose a variance-aware algorithm, Multi-level OFUL, in Algorithm 1, to tackle
the corrupted linear contextual bandits problem. At the core of our algorithm is an action partition
scheme to group historical selected actions and use them to select the future actions in different
groups with different probabilities. Such a scheme is introduced to deal with the unknown corruption
level. For simplicity, we denote 7(a;), o.(a;) in Section 3 by ¢, oy in our algorithm.

Main difficulty in our setting. We begin with the main difficulty that prevents us from applying
existing algorithms to our setting. Consider a simpler setting where the agent knows the corruption
level C' in prior, and we have o, = R for all {. Then we can apply OFUL (Abbasi-Yadkori et al.,
2011) to solve our problem. In detail, in each round we estimate p* by g4, which is the minimizer of
the following ridge regression problem:

t—1

e —argmm)\||u||2 —I—Z (p, a;) — 7). 4.1
i=1
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Algorithm 1 Multi-level OFUL

1: Set the largest level of confidence sets: £p,.x < [log, 277].
2: For £ € [lmax], set X210 AL, 1.0 < 0,10 < O.

3: Set 21 «— )\I,/,Ll — 0,01 <+~ 0.

4: fort=1,--- ,T do

5:  Observe D;.

6: forl=1,--- 0. do
7: Set 3, ¢ and y; ¢ as defined in (4.5) and (4.6).
8: Lo Anlle = mells, < Bt 0 {pllle = poells,, <veel-
I / # @
9: Ci o+ { £, t,L L.
’ Ctey1, otherwise
10:  end for

¢ with probability 27¢ 1 < £ < 1.

11: Setf(t):{1
12:  Select a; - argmax,¢p, MaXuec, ;. (K, a) and observe r, oy.
13:  Setd; = max{(R + 1)/Vd,o;}.
14: IR DI ata:/ﬁf,ctﬂ —Cct + rtat/ﬁf, iyl < E;_llctJrl.
15:  for ¢ # f(t) do
16: 1,0 < X0, Coq1,0 < Crp, het1,0 < Mg
17:  end for
18: Et+1,f(t) — Et,f(t) + ata:/ﬁf, Cet1,£(t) € Ctf(t) + Ttat/Eg.
-1
19: g1 (e < Biy gy CHHLE(D):
20: end for

otherwise

By slightly modifying the self-normalized martingale concentration inequality proposed in Abbasi-
Yadkori et al. (2011), we can conclude that p+* belongs to the ellipsoid ||zt — pt;||ss—1 < 3 with high

probability, where 8, = O(R+/d + C+/d). Such a confidence bound leads to a final regret which
has a polynomial dependence on C'. However, such a simple approach have two limitations. First,
the agent does not know C' apriori in our setting, thus it is impossible to set 3; to be dependent on
C. Second, vanilla ridge regression estimator does not consider different variances o; in each round,
thus it only gives a very conservative estimation.

Action partition scheme. To address the unknown C'issue, besides the original estimator p; which
uses all previous data, Algorithm 1 maintains several additional learners to learn p* at different
accuracy level simultaneously, and it randomly selects one of the learners with different probabilities
at each round. Such a “parallel learning” idea is inspired by Lykouris et al. (2018). In detail,
we partition the observed data into £,y levels indexed by [¢;,.x| and maintain ¢, sub-sampled
estimators fis 1, - , Mt p,...- According to line 11, the observed data in round ¢ goes into level £ with

probability 27¢if 1 < ¢ < £,.x and it goes to level 1 with probability 1—252"‘2" 276 = 1/242 bmax,
The intuition is that if 2¢ > C, then the corruption level experienced by level £

t .
Corruption, , = Z 1(f(H) =0

i=1

T~ ri(a) — ri(a)] 4.2)

can be bounded by some quantity that is independent of C. That says, the individual learners whose
level is greater than log C can learn p* successfully, even with the corruption. For the learners whose
level is less than log C', we can also control the error by controlling the probability for the agent to
select them.

Weighted regression estimator. After introducing the partition scheme, we still need to deal
with the varying variance (heteroscedastic) case. Similar to (Kirschner and Krause, 2018; Zhou
et al., 2020), we proposed the following weighted ridge regression estimator, which incorporates the
variance information of the rewards into estimation:

t—1

= argminA||u||§ +3 [ ag) — i) /77 (4.3)
KER i=1
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Here o, is defined as the upper bound of the true variance o, in line 13. The closed-form solution to
(4.3) is calculated at each round in line 14. The use of ;, as we will show later, makes our estimator
more efficient in the heteroscedastic case. Meanwhile, we also apply our weighted regression
estimator to each individual learner, and their estimator p; , can be written as follows:

t—1
pur e = argmin [ pl|3 + > U(f(i) = 0) - (. a;) — ri]* /77 “.4)
neR? i=1

The closed-form solution to (4.4) is calculated at each round in lines 15-20.

Final Multi-Level confidence sets. With the estimators pu;, ft.1, -, it,r,,... at the beginning of
round ¢, we define a cascade of candidate confidence sets as in lines 610, where

Bre = 8\/ dlog W log(4t2 /) + 4v/dlog(4t? /8) + 2V/d +VAB,  (4.5)

2 2 _
Yoo = 8\/ dlog W log(812T/8) + 4v/dlog(82T/6) + Cov/d + VAB,  (4.6)

with Cy = log(2¢2/6) + 3. For simplicity, we define
0" = max{2, [log, C'} 4.7

as an important threshold in our later proof for regret bound analysis. Later we will prove that C; ¢
contains p* for all £ > ¢*, ¢ > 1 with high probability.

Note that each candidate confidence set can be written as the intersection of two ellipsoids. The
intuition behind our construction of candidate confidence sets is that we hope that C; ; is robust
enough to handle the 2¢-corrupted case, i.e., pu* € C¢ ¢ with high probability. To achieve this, the first
ellipsoid makes use of the global information and the “radius” 3; » need to contain a factor of 2 to
tolerate a corruption level of 2¢_ and the second ellipsoid makes use of the observed data in level ¢
since this level only contain a few times of corruptions in 2¢-corrupted case.

Action selection. With the candidate confidence sets, we use line 11 to randomly decide one
confidence set and select an action based on the optimism-in-the-face-of-uncertainty (OFU) principle
in line 12. Then we update the estimators for the next round ¢ 4 1.

Remark 4.1. Our algorithm shares a similar strategy for partitioning the observed data with the
algorithm in Lykouris et al. (2018) but note that there is a major difference in that: Lykouris et al.
(2018) regard the partition scheme as a “layer structure”, i.e., their algorithm further uses different
estimators in layers of parallel learners and do action elimination layer by layer in each round. In
contrast, the sub-sampled estimators in our algorithm are used independently, i.e., the selected action
only relies on one of the partitions. As a result, Algorithm | does not need to do action elimination,
thus is capable of handling the cases where the number of actions is huge or even infinite.

5 Main Results

In this section we present our main theorem, which establishes the regret bound for Multi-level
OFUL.
Theorem 5.1. Set A = 1/B2. Suppose that C = Q(1), R = Q(1), forallt > 1 and all a € D,
(a, p*) € [—1,1]. Then with probability at least 1 — 34, the regret of Algorithm 1 is bounded as
follows:

T
Regret(T) = O | C%d Zof + C?*VdT + CRVdT
t=1

Remark 5.2. When o, R = (1), the regret bound in Theorem 5.1 matches the regret bound of
OFUL proposed in Zhou et al. (2020) when the corruption level C' is a constant.

Remark 5.3. Compared with the O(dv/T + C) result in Lee et al. (2021), our result has a multi-
plicative quadratic dependence on C, which seems to be worse. However, we want to emphasize that
we focus on a more challenging contextual bandits setting where the decision sets D; at each round
are not identical, which is different from that in Lee et al. (2021). Therefore, our result and that in
Lee et al. (2021) are not directly comparable.
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Remark 5.4. Note that this instance-independent regret upper bound also holds in a stronger model
than the one described in Section 3, where the adversary can even decide the decision set D; at each
round ¢ since our regret bound can hold without any assumption on the decision sets.

Corollary 5.5. Under the same conditions as in Theorem 5.1, if o, given by the environment are all
R, the regret of Algorithm 1 is bounded by:

Regret(T) = O (C%lR\/T) .

We also provide a gap-dependent regret bound.

Theorem 5.6. Suppose that C' = (1), R = Q(1), forall ¢t > 1 and all a € Dy, (a, pu*) € [-1,1].
Then with probability at least 1 — 34, the regret of Algorithm 1 is bounded as follows:

~ (1 1
Regret(T) = O (A -C?R%d + N -d*C*? {IQI?T)?U?) .
Remark 5.7. Theorem 5.6 automatically suggests an O(R2d2C2/A) regret bound, by the fact

o = O(R). Compared with previous result O(d®/2C/A + d®/A?) (Lee et al., 2021), our result
has a better dependence on the dimension d but a worse dependence on the corruption level C. As
Remark 5.3 suggests, we focus on a more challenging contextual bandits setting, and the worse
dependence on C' might be due to this.

6 Proof Outline

First we have the following lemma which is a corruption-tolerant variant of Bernstein inequality for
self-normalized vector-valued martingales introduced in Zhou et al. (2020).

Lemma 6.1 (Bernstein inequality for vector-valued martingales with corruptions). Let {G;}$2,
be a filtration, {x, 7 }+>1 a stochastic process so that x; € R? is G;-measurable and n € Ris
Gty 1-measurable. Fix R, L,o, A > 0, pu* € R Fort > 1 let y§°" = (u* x;) + n; and suppose
that n;, x; also satisfy

Ime| < R, E[n:|Ge) = 0,E?|Ge] < 02, [|x¢l2 < L.

Suppose {y:} is a sequence such that 25:1 ly; — y$°h| = C(¢) for all ¢ > 1. Then, for any
0 < 0 < 1, with probability at least 1 — § we have V¢t > 0,

e — 1|z, < Be +C1) + VA2
where fort > 1, u, = Z; 'by, Zy = M + 25:1 x;x; , by = Zle YiX;, and

2
By = 80\/d10g % log(4t2/8) 4+ 4R log(4t%/5).

Next, we have that with high probability, all the levels satisfying ¢ > £* are only influenced by a
limited amount of corruptions as mentioned in Section 4.

Lemma 6.2. Let Corruption, , be defined in (4.2). Then we have with probability at least 1 — 4, for
alld > 0*, ¢t > 1: o
Corruption, , < Cy = log(20%/68) + 3.

We denote by &b the event that the above inequality holds.

We define the following event to further show that our candidate confidence sets with ¢ > ¢* are
“robust” enough, i.e., C; ¢ contains p* with high probability.

Definition 6.3. Let /* be defined in (4.7). We introduce the event £; as follows.

Ev= V0> andt > 1 [|p" — ]|z, < Breand | — poells,, <vee}. (6D
where S, ¢, V¢, are defined in (4.5) and (4.6).
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Next lemma suggests that the event & happens with high probability.
Lemma 6.4. Let & be defined in (6.1). For any 0 < ¢ < 1/3, we have P(&;) > 1 — 34.

For simplicity, we define a; y = argmax,p, max,cc, , (i, a) for each level £. a; can be seen as an
action vector randomly chosen from a; ¢, £ € [{ax|. Next two lemmas suggest that under event &1,
at each round, the gap between the optimal reward and the selected reward can be upper bounded by
some bonus terms related to ay .

Lemma 6.5. Onevent &y, if f(¢) < £*, we have (aj —ay, u*) < 26, ¢+ ||at||2;1 +284 ¢+

at,g* ||Et—1 .

Lemma 6.6. On event &1, if f(¢) = ¢ > £*, we have (aj — a;, pu*) < 2%’g||at|\27.
Now we provide the proof sketch of Theorem 5.1.
Proof sketch of Theorem 5.1 . Suppose & occurs. The main idea to bound the regret is to decompose

the total rounds [7] into two non-overlapping parts, based on which individual learner is selected at
that round. In detail, we have

T
Z at7l~l/ atvll' >)

t=1

Regret(T

=E | ) 1(f(t) <) ((af, ") — (ar, "))

T

t=1

I
T

Z ((ag, ") = (&, u"))

=1

fmax

> E

(=0*+1

(6.2)

I>(¢)

Here I, represents the regret where the the “low-level” learner is selected, and the corruption level is
beyond the learner level. In this case, by Lemma 6.5, we can directly show that

aly- }] . (6.3)

We further bound (6.3). Let F; be the o-algebra generated by as,rs, 05, f(s) for s < ¢t — 1.
Then by the property of our partition scheme (note that P(f(t) = ¢£*) = 2=¢"), we can show that

E[L(f(t) < £*)|lage 51 |]-'t} <2E {\\at||2;1 |]—'t}. Therefore, we can further bound I; by

ag o+

11<E[Z]1 ) < ) mln{Z 2B.- 1+ 2680

T
I, <4.2°E Zmin{Q,ﬁT,e* atztl}] . (6.4)
t=1 '
I3
To further bound I3, we split [T] into 2 parts, 7y = {t € [T][||a¢/o¢[|s-1 > 1}, Iy = {t €

[T))llat/o 0t||2 1 < 1}. To bound Z; part, the intuition is that the cardinality of Z; is bounded, and
the sum of terms with ¢ € 75 can be bounded using Cauchy-Schwarz inequality.

T
. . _ R+1)2\ + T A2
S min {2,@T,¢*||at||2;1} <27/ <2 min {1, ||at/at|@::1} < ddlog . (R)+ e

teTy t=1
(6.5)

where the first inequality holds since min {2, B -

atHE;l} < 2, the second inequality follows
from the definition of Z;, and the third inequality holds by Lemma C.2. To bound Z, part, we have

Zmin{Q,ﬁT,p atuzzl} < Bre |3 7 Zmin{l,Hat/EtH;;l}

tels tels tels
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287

288
289

290

291
292

293
294

295
296

297
298

299
300

302
303

305
306

T
(R+ 1)2A + TA?
< Bresy| (R+1)2T/d + Zaf . \/2dlog ,
t=1 (R+1)2A

(6.6)

where the first inequality follows from Cauchy-Schwarz inequality, the second inequality follows
from the definition of o; and Lemma C.2.

Substituting (6.5) and (6.6) into (6.3), we have
N T
I =0|C%,|> o?+C*’VdT + CRVT | . (6.7)
t=1
Now it remains to bound I5(¢). By Lemma 6.6, we have

() < 2E

T T
S (/1) = Omin {1 vclaels,; }| =0 | RVTd+d,| 302 |, (68)
t=1 ’ t=1

Iy

where the second equality can be proved by an analysis similar to that of (6.5) and (6.6). Finally,
substituting (6.7) and (6.8) into (6.2) completes our proof.

O

7 Conclusion and Future Work

In this paper, we have considered the linear contextual bandits problem in the presence of adversarial
corruptions. We propose a Multi-level OFUL algorithm, which is provably robust to the adversarial

attacks. We prove a gap-independent regret bound of 0] (CQd\ / Zle o2 + C?*/dT + CRv dT)
together with a gap-dependent bound of O (% - C2R%d + L - d*C? max,cpr) 07).

We leave it as an open question that whether the multiplicative dependence on C? in the regret upper
bounds can be removed without making additional assumptions in our setting.
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A Proof of the Main Results

A.1 Proof of Theorem 5.1

We first prove the following lemma which is a corruption-tolerant variant of Bernstein inequality for
self-normalized vector-valued martingales introduced in Zhou et al. (2020).

Lemma A.1 (Restatement of Lemma 6.1). Let {G;};2, be a filtration, {x;,7:}+>1 a stochastic

process so that x; € R? is G,-measurable and 1Mt € Ris Gyy1-measurable. Fix R, L, 0, A > 0, p* €
R<. For ¢t > 1 let y'°" = (u*,x;) + 1; and suppose that 7, x; also satisfy

Ime| < R, E[n:|Ge) = 0,E?|Ge) < 02, [|x¢l2 < L.

Suppose {y:} is a sequence such that Zle ly; — y$°h| = C(#) for all ¢ > 1. Then, for any
0 < § < 1, with probability at least 1 — § we have V¢t > 0,

e — 1|z, < B+ C@E) + V|12,

where fort > 1, pu = Zt_lbt, Z, =\ + Zle xixiT, b, = Zle Y:X;, and

72
By = 80\/d10g d)\;i; log(4t2/8) 4+ 4R log(4t%/5).

Proof. See Appendix B.1. O

Then we prove that with high probability, all the level £ > ¢* only influenced by limited amount of
corruptions as mentioned in Section 4.

Lemma A.2 (Restatement of Lemma 6.2). Let Corruption, , be defined in (4.2). Then we have with
probability at least 1 — §, forall £ > ¢*, ¢ > 1:

Corruption, , < Cy = log(20%/5) + 3.
We denote by &y the event that the above inequality holds.

Proof. The proof of this lemma is based on Lemma B.1 introduced by Lykouris et al. (2018); for
details see Appendix B.2. O

We define the following event to further show that our candidate confidence sets with ¢ > ¢* are
“robust” enough, i.e. C; ; contains p* with high probability.

Definition A.3. Let ¢/* be defined in (4.7). We introduce the event &£ as follows.

Evi={Vl>0andt >1,||p" — pwills, < Breand |p* — peells,, <o) (A1)
Recall that

2 2
Bio = 8\/ dlog W log(412/6) + 4v/dlog(412/6) + 2Vd + VAB, (A2)

1)2 A2 o
Yoo = 8\/ dlog w log (82T /8) + 4v/d1og(82T/6) + Cov/d + VAB.  (A3)

Lemma A.4 (Restatement of Lemma 6.4). Let & be defined in (A.1). Forany 0 < § < 1, we have
P(&) > 11— 36.

Proof. See Appendix B.3. O

Definition A.5. For simplicity, we define a; , = argmax,p, max,cc, , (1, a) for each level /.
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423
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428

429

430

With this definition, a; can be seen as an action vector randomly chosen from a; ¢, £ € [(yyax]. In the
following part of this section, we show how to derive the instance-independent regret upper bound
using this notation.

Lemma A.6 (Restatement of Lemms 6.5). Suppose &; occurs. If f(t) < £*, we have (a} —ay, p*) <
2840+ ||at||g;1 + 28,0+ ||z e+

Lemma A.7 (Restatement of Lemms 6.6). On event &1, if f(¢) = £ > ¢*, we have (a} — a;, p*) <
2’Yt,£||atH2;l}-

Et—l.

Proof of Theorem 5.1. Suppose £; occurs. We divide regret into two parts,

T
Regret(T) =E lz ((af, u*) — (ar, u™))
t=1
T
=E lz L(f(t) <€) (a7, n") — (ar, u*>)]
t=1
I
Lo T
+ D B L) =0 (&), 1) — (a,uh)|, (A4)
=041 Li=1
I>(¢)
where the first equality holds by definition in (3.3).
By Lemma B.3, we have
T
L <E lZ]l(f(t) < ¢*) min {2,2@,@* a1 + 2Brer at||2t1}] : (A5)
t=1
Let F; be the o-algebra generated by a,, s, o5, f(s) for s < ¢t — 1. Note that
E[1(7(1) < ) lace- 1511 7] = B < ) a1
<2P(f(1) = ) l[are |
<2"E [lladllg 1 - (A6)

where the first equality holds since a; ¢~ and 3; is deterministic given F;, the first inequality holds
since P(f(t) = ¢*) = 27", the last inequality holds due to the fact that P(f(t) = £*)]||a; ¢ ||2:1 =

E[1(/(t) = ) llaull g1 7]
Substituting (A.6) into (A.5), we have

T T
I <2°E [Z4mm{ﬁw at||2t1,2}] <4-2"E [me{z,ﬁw at||2;1} (A7)
t=1 t=1
I3
We split [T] into 2 parts to bound I5.
LetZ, = {t € [T)a/Fillg > 1}, T = {t € [T]|[far/aillg, < 1}.
T
: . _ R+1)°)\+TA?
3 i {2 ol < 2 < 23 i (L oo} < o S
teTy t=1
(A.8)

13



431 where the first inequality holds since min {2, Br e+ || Hzt—l < 2, the second inequality follows
432 from the definition of Z;, the third inequality holds by Lemma C.2.

Zmin{Q,ﬁTﬁ atule} < Bre |S 52 Zmin{l,Hat/EtHQEt_l}

teEly tels tels

T
(R+1)2\ + T A2
< Bresy| (R+1)2T/d + E o?- \/Zdlog ,
t=1 (R+ 1)2)‘

(A9)

433 where the first inequality follows from Cauchy-Schwarz inequality, the second inequality follows
434 from the definition of &; and Lemma C.2.

435 Substituting (A.8) and (A.9) into (A.7), we have

T
I =0|C%,|> o?+C*VdT + CRVdT | . (A.10)
t=1

436 By Lemma B .4,

T
L) <E lz 1(f(t) =20 min{2,2’yt7g||atyg

Et,z}]
E,,,},}] (A.11)

T
> L) = Omin {1, 70elJac

Iy

a7 Again, we divide [T] into two parts. Let J1 = {t € [T]|||at,g/5t||27 > 11,7 = {t €
ws [Tlare/millg < 1.

ST () = Omin { Lyl } < S 10 =01

teJr teJ1

M=

— : 2
1(f () = O min {1, sl |
(R+1)2X\ +TA?
(R+1)2x

439 where the second inequality follows from the definition of 73, the second inequality holds due to
420 Lemma C.2.

< 2dlog

(A.12)

STA(f(t) =) min{l,%,el\at,ellz;;}

teJ2

T
< 7”\ > 57 | ) min {17 ||at/0t||;t}}

t=1 teJ> .

T
R+ 1)2\ + T A2

< 1)2T/d 2, 19d1 ( A.13
_VT,Z (R+ ) / +tzzlo—t Og (R+1)2/\ ) ( )
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442
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I

3

444

445

446

447

448
449

451
452

where the first inequality follows from Cauchy-Schwarz inequality, the second inequality follows
from the definition of o; and Lemma C.2.

Substituting (A.12) and (A.13) into (A.11), we have

T
(R+1)2X+TA? (R4+1)2X+TA2
Ix(0) < 4d1l 2 R+1)2T/d 24/2d1
2()— 0og (R+1)2A + ’YT,Z ( + ) / +;o—t 0og (R+1)2>\
(A.14)
_ T
L()=0 | RVTd+d,|> o?|. (A.15)
t=1
Substituting (A.10) and (A.15) into (A.4), we have
B T
Regret(T) = O | C%d, | o} + C*VdT + CRVdT
t=1
O
A.2 Proof of Theorem 5.6
Proof of Theorem 5.6. First we decompose the regret as follows.
Regret(T) = Z (a;, u*) — (a;, p ))1
t=1
1 T
* * * *\ | 2
=AE tzzl]l ) <) ((ag, p*) — (ae, 1*))
I
max T
Z [Zﬂ(f(t) = 0) (a7, ") — (a, ")), (A.16)
L= £*+1 t=1

I>(¢)

where the first equality holds due to the definition in (3.3), the last inequality follows from the fact
that either (a}, u*) — (a;, u*) = 0 or Ap < (a}, u*) — (a;, p*). To bound I1, we have

T
Z 1(f(t) < £*)min {4, (25,5’@* at||2:1)2}1

t=1
Zmin{él, 1682, at;_l}], (A.17)
t=1

I3

<E

ag o+ ||z:;1 + 2515,@*

!

<2E

where the first inequality holds due to Lemma A.6 and the second inequality follows from a similar
argument as (A.6). To further bound I3, we decompose [T into two non-overlapping sets: Z; = {t €
[T]|||at/6t||2:1 >1}4LI, ={te [T]H|at/ﬁt||2;1 < 1}. For Z;, we have

3 min {4, 1662,

teT,

a3} <4

T
<43 min {1, Jar/mi]2 . }

t=1
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453

454
455

456

457

459

461

462
463

464

(R+1)2)\+TA?
(R+1)2x 7
where the third inequality holds due to Lemma C.2. For 75, we have

Z min {47953_[* ||at\|22;1} < 1637, - {2%5? Z min {1, ||at/07H§:;1}

tels tely

< 8dlog

(A.18)

(R+1)2) + T A2
(R+1)2x 7
(A.19)

< 3267, (1{2% o2 + (R+1)%*/d)dlog

where the first inequality follows from the definition of Z,, the second inequality follows from Lemma
C.2.

Substituting (A.18) and (A.19) into (A.17), we have
I1=0 <C2R2d + d2C? max a§> . (A.20)
te(T]

To bound I5(¢), by Lemma A.7, we have

T
L(¢) <E Z 1(f(t) =€) min {474%2,e||at”22t—; }]
t=1 ’
T
<AE D 1(f() =0 min{l,viellat@t;}] : (A21)
t=1 ’
Iy

We divide [T'] into two parts to calculate Iy. Let J; = {t € [T]|||at/6t|\zf} > 1}, 0 = {t €
[T]|||at/6t||2_ll < 1}. For J1, we have 1

> 1(F) = Omin {177 lacls | < 1]

teJ1
< }:]nnl{LHam;;}}
te[T)
1)2\ + T A?
< 2dlog (B+1)°A+ (A.22)

(R+1)2x

where the second inequality follows from the fact that 7; C [T, the third inequality holds due to
Lemma C.2. For J>, we have

> () = Oymin {192 laill-s } <4 maxa? 3 a3
teTo ' tET> '

2 2 2 : 2
< vhalggo? + (4 %) 3 i {Llal% )
(R+ 1))+ TA>
R+1)2r
(A.23)

< 7%,4@61% o} + (R+1)*/d)2dlog

where the second inequality follows from the definition of &; and 7> and the third inequality holds
due to Lemma C.2.

Substituting (A.22) and (A.23) into (A.21), we have
Ir(f) = O(dR? + d* max o?). (A.24)
te(T)
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467

468

469
470

471

472
473

474

475

476
477

478

479

480

481

Finally, substituting (A.24) and (A.20) into (A.16), we have

1~
Regret(T) = ZO <C2R2d +d*C? {2% O’?) .

B Proof of Technical Lemmas in Section A

B.1 Proof of Lemma A.1

Proof. Let S(t) = {1 < i < ty; # yioh}, bjlech = Zle yohx; and pfoh = Z;'bih. By

Lemma C.1, we have that with probability at least 1 — d, || 5" — p*||z, < B¢ + V|| ||2 holds
forallt > 1.

Also, we have

leee = 13|z, = 1Z; (b = b*M)] 2,

t
<D N2 " = yi)xillz,
i=1

t
< Z |y3oh — il - ||Xz‘Hz;1
i=1
< C(1).

where the first inequality holds due to the triangle inequality and the last inequality holds due to
Ixill - < L.

Hence, we can obtain

stoch

e — BNz, < 150" — ||z, + e — gz, < B + C ) + VA" 2.

O
B.2 Proof of Lemma A.2
Lemma B.1 (Lemma 3.3, Lykouris et al. 2018). Define the corruption level for a level £:
t .
, 1(f(1) = 0) /
Corruption, , = ———————= - sup |r;(a) —r;(a)|.
priony =3 =g Sup @) —rila)
Then we have for all ¢ > £*, with probability at least 1 — 4:
Corruption, , < log(1/4) + 3, vt > 1.
Proof of Lemma A.2. Applying Lemma B.1, we have for all ¢ > ¢*, with probability at least 1 —
6/(2¢%): Corruption, , < log(2(%/6) +3,Vt > 1.
Using a union bound over all £ > ¢*, we can prove the lemma. O
B.3 Proof of Lemma A .4
To prove the lemma, we first define the following two events:
52 = {VE > £ and t > ].7 “M* — IJ’tHEt < Bt,f} (Bl)
83 = {V€ Z f* and t Z 1, ||[.,L* — I”’t,@”Et,e S ’}/t7g} (B2)

Lemma B.2. Let & be defined in (B.1). Forany 0 < § < 1, we have P(&) > 1 — 4.
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484

485

486

487

489

490
491

492

493
494

495
496
497

499

500

501

502

503

504

505

Proof. Applying Lemma A.1, we have that ||y, — p*||s, < 8\/d log % log(4t2/9) +

4v/dlog(4t?/8) 4+ C/d + v/ X||p*||2 for all t > 1 with probability at least 1 — &. Note that 2¢ > C'
for all £ > £*, which indicates that & occurs with probability at least 1 — §. O

Lemma B.3. Let & be defined in (B.2). For any 0 < § < 1, we have P(E3) > 1 — 26.

Proof. Applying Lemma A.1, we have that ||z, 0 — p*||x, < 8\/dlog % log(4t2T/6) +

4v/dlog (42T /5) + Corruptiont’e\/ﬁ + VA||p*||2 for all ¢ > 1 with probability at least 1 — §/£.
Here we use the fact that ¢ < T'. Applying Lemma A.2 and a union bound, we have &3 occurs with
probability at least 1 — 2. O

Proof of Lemma A.4. This lemma can be proved by a union bound on & and £s with Lemmas B.2
and B.3. O

B.4 Proof of Lemma A.6

Proof. For simplicity, let Ay o = {p|||r — pells, < Bre}, Bee = {mlllpe — peells,, < e} Let

pyt = argmax (ay, ). Then we have

KEC: £t
(ag, ™) > (ag, pe) — Br e at”z;;l
> (ar, pi") — 2B - [lae] g -
> (ag, o=, py") — 2Bt 0+ at“z;l
> (ay -, pe) — B ||ag,e- =T 24 = atHz;l
=z max (ace, ) = 20ue ave s = 2Buelladis;
> ”rencézi* (g, 1) = 281+ |aes | g1 — 2B e[l g -1, (B.3)

where the first inequality holds since u* € C; 4« C Ay i+, the second inequality holds since p;* €
Ci,r(t) € Ag 1+, the third inequality holds by the definition of a; and u;", the fourth inequality holds
since py" € Ay ¢+, the fifth inequality holds since pt; € Ay ¢+, the last one holds since Cy g« C Ay ¢-.
By the definition of £; and a; ¢-, we have

o) = > ) = (a, p*). B.4
Hglgf;(%e 1) gle%fuglgi*<a,u>_;n€%§<a,u> CHYT) (B.4)

Combining (B.3) with (B.4), we have (a; — a;, p*) < 284+ [|a|| 51 + 20,0+ |ar,e-

g O

B.5 Proof of Lemma A.7

Proof. We have

(af —ag, ") < max (ag, p) — (ag, u*) < 2y 0llat] 51,
lLGCt,[ t,0

where the first inequality follows from the fact that p* € C; , and the definition of a;, the second
inequality holds since u* € C; ; on the event &;. O

C Auxiliary Lemmas

Lemma C.1 (Theorem 4.1, Zhou et al. 2020). Let {G;}$2, be a filtration, {x;, 7; }+>1 a stochastic
process so that x; € R¢ is G;-measurable and m: € Ris Gyy1-measurable. Fix R, Lo, A > 0, u* €
R<. Fort > 1lety; = (u*,x;) + 1¢ and suppose that 7;, x; also satisfy

nel < R.E[n:]Gi] = 0, E[nf|Ge] < 0%, [[x4]l2 < L.

Then, for any 0 < ¢ < 1, with probability at least 1 — ¢ we have V¢ > 0,
e = 1"z, < Be+ VA" l2,
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where for t > 1, pu; = Z; by, Zy = XL+ S_ x;x; , by = S0, yix;, and

2
By = 80\/d10g % log(4t2/8) 4+ 4R log(4t%/5).

Lemma C.2 (Lemma 11, Abbasi-Yadkori et al. 2011). For any A > 0 and sequence {x;} ; C R?

fort € 0 U [T), define Z; = AT + 3_'_, x,x; . Then, provided that ||x||» < L holds for all t € [T,
we have

T

d\+TL?
E i 2.,1< _
2 min{1, HXtHZt—ll} < 2dlog N

D Experiments

In this section, we conduct experiments and evaluate the performance our algorithm Multi-level
OFUL, along with the baselines, OFUL (Abbasi-Yadkori et al., 2011), weighted OFUL (Zhou et al.,
2020) and the greedy algorithm proposed by Bogunovic et al. (2021) under different corruption levels.
We repeat each baseline algorithm for 10 times and plot their regrets w.r.t. number of rounds in Figure
1.

D.1 Experimental Setup

Following Bogunovic et al. (2021), we let the adversary always corrupt the first £ rounds, and leave
the rest ' — k rounds intact. According to our definition in (3.2), our design can simulate the cases
where corruption level is 2k.

Model parameters. Recall that corrupted linear contextual bandits defined in Section 3, we consider

T
B=1,A=1d =20and R = 0.5 and fix pu* as (ﬁ,--~ ,ﬁ) . We set o; as a random
variable which is independently and uniformly chosen from [0,0.05] in each round ¢. Note that

(a, p*) € [—1, 1] always hold for any eligible a under our setting of parameters.

Attack method. In the first k& rounds, the adversary always trick the learner by flipping the value of
p* e, r(a) = —(a,pu*) + ¢(a) forall t € [k] and a € Dy.

Decision set. We consider |D;| = 20 for all ¢ > 1. In each of the first k rounds, we generate the
20 actions in D, independently, each having entries drawn i.i.d. from the uniform distribution on

[— ﬁ, ﬁ} . For the following uncorrupted rounds, however, we use a fixed D generated in the same
way.

Intuitively, non-robust algorithm will “learn” the flipped p* faster with diversified action vectors.
As aresult, the learner is likely to select the same nonoptimal action for a huge number of rounds

afterwards, making it even more difficult to learn the true p*.

Noise synthesis. We generate identical noises ¢; for all a € D; at each round ¢, i.e., ¢;(a) = €. To
generate €;, we first generate ¢, subject to N'(0, 07) and let

—R, ¢ <-R
e=<4R, €¢>R
€;,  otherwise
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D.2 Results and Discussion
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We plot the regret with respect to the number of rounds in Figure 1. The results are averaged over 10
trials. In the setting where C' = 0 (Figure 1(a)), we only plot the regret of OFUL, weighted OFUL
and Multi-level OFUL, and do not plot the regret of the greedy algorithm since its regret is much
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1: Regret plot against number of rounds under corruption level from 0 to 900 averaged in 10

worse than the other three algorithms.

We have the following observations from Figure 1. For the corruption-free case C' = 0 (Figure 1(a)),
our proposed Multi-level OFUL behaves worse than weighted OFUL and OFUL, which is not
surprising since Multi-level OFUL has additional algorithm design to deal with the corruption and it
may pay additional price in regret in the absence of corruption. Weighted OFUL outperforms OFUL
remarkably since it takes advantage of the information concerning the variance of noise. For the
corruption case (Figure 1(b) to 1(d)), our Multi-level OFUL outperforms other baseline algorithms

by a large margin, which suggests that it can deal with the corruption successfully.
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