
1 Additional Related Works1

1.1 Image-based Adversarial Attacks2

Image-based adversarial attacks have been extensively studied, focusing primarily on neural network3

classifiers. Prominent attack methods include the Fast Gradient Sign Method (FGSM) attack Goodfel-4

low et al. [2015], which perturbs the pixels in the direction of the gradient’s sign; Projected Gradient5

Descent (PGD) attack Madry et al. [2019], which iteratively optimizes adversarial perturbations using6

gradient information; Square Attack [Andriushchenko et al., 2020], a query-efficient gradient-free7

approach; and Simultaneous Perturbation Stochastic Approximation (SPSA) Uesato et al. [2018],8

which estimates gradients through randomized sampling.9

Beyond these, a diverse array of attacks has been developed, targeting various threat models and10

settings. Optimization-based white-box attacks include l1-APGD [Croce and Hein, 2021], which11

adapts projected gradient descent for l1-norm constraints with adaptive step sizes, and the Carlini12

& Wagner (C&W) attack [Carlini and Wagner, 2016], which formulates adversarial example gener-13

ation as an optimization problem under various norms. DeepFool [Moosavi-Dezfooli et al., 2016]14

iteratively approximates the decision boundary to find minimal perturbations. Universal Adversarial15

Perturbations [Moosavi-Dezfooli et al., 2017] generate image-agnostic perturbations effective across16

multiple inputs and models.17

Physical and localized attacks such as the Adversarial Patch [Brown et al., 2017] create robust,18

universal patches that induce misclassification under real-world conditions. Auto-PGD [Croce and19

Hein, 2020] automates step-size selection in PGD for improved convergence and attack success.20

Numerous black-box attacks have also emerged. Bandits [Ilyas et al., 2018b] and NES [Ilyas et al.,21

2018a] leverage gradient estimation and evolutionary strategies, respectively, for query-efficient22

adversarial example generation. Boundary Attack [Brendel et al., 2018] is a decision-based method23

that refines large initial perturbations to minimize their magnitude. Other approaches include One24

Pixel Attack [Su et al., 2019] (differential evolution on a single pixel), ZOO [Chen et al., 2017] (zeroth-25

order coordinate-wise gradient estimation), GenAttack [Alzantot et al., 2018] (genetic algorithms),26

Parsimonious Black-Box Attack [Tashiro et al., 2019], NATTACK [Li et al., 2019], and Saliency27

Attack [Li et al., 2022], which focus on query efficiency, minimal perturbation, or targeting salient28

regions.29

These approaches typically aim to induce misclassification or alter model output minimally and30

undetectably. Our work expands upon these methodologies by leveraging semantic manipulation31

through text-guided diffusion models, aiming to influence model decisions at a deeper semantic level.32
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