© o N o g b~ W N

o

20
21

22
23
24
25

26
27
28

29
30

Concept Attractors in LLMs and their Applications
Appendix

Anonymous Author(s)
Affiliation
Address

email

A Attractor for concept detection

Data. The TOFU benchmark [[1] uses a synthetic dataset crafted to test how well LLMs can
forget specific information. It features 200 made-up author profiles, each with 20 question-answer
pairs detailing aspects like birthplace, genre, and awards. These profiles were generated using
GPT-4, ensuring they don’t exist in any real-world data. To evaluate unlearning, a subset of these
profiles, called the “forget set”, is designated for the model to forget. Three different variations were
introduced —forget01, forget05, and forget10- that correspond to different percentages of the authors
to be forgotten. The rest form the “retain set” which the model should remember. Additionally, TOFU
includes evaluation datasets with real authors and general world facts to assess whether unlearning
specific information affects the model’s broader knowledge.

Models. Using the fictitious data from above, TOFU then finetuned multiple LLMs on different
subsets of them. One was trained on everything but forget10, one in everything but forget05, one in
everything but forgetO1, and finally one was trained on the whole dataset. The fully-trained model is
the one used to test different unlearning methods, while the three partially-trained models correspond
to the ideal models and parameters (6*) that unlearning methods seek.

Evaluation metrics.

1. Probability: The Probability metric assesses the model’s confidence in generating the
correct answer a given a question ¢g. To normalize for answer length, the probability is
adjusted as follows:

P(a|q)/l (1)

where |a| denotes the number of tokens in the answer. This normalization ensures fair
comparison across answers of varying lengths.

2. ROUGE-L Recall Score: The ROUGE-L Recall Score measures the overlap between the
model’s generated answer and the ground truth answer, focusing on the longest common
subsequence. It captures the model’s ability to produce answers that are similar in content
and structure to the expected responses, even if the wording differs.

3. Truth Ratio The Truth Ratio compares the model’s confidence in a paraphrased correct
answer a to its confidence in several perturbed (incorrect) versions @ € Ape. It is defined
as:

1 P(a
| Aper|

| @)/ P(a | g1
A€ Apert P(d | q)l/ld" |Aien| ZaeAPen P(& | q)l/‘[ﬂ

This metric reflects the model’s ability to distinguish correct answers from incorrect ones. A
lower Truth Ratio indicates better unlearning performance.

Ry = min

@)
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4. Model Utility: The utility score of the model is derived from the harmonic mean of nine
individual measures: answer probability, truth ratio, and ROUGE recall for each of the three
evaluation subsets —retain, real authors, and world facts. A higher utility score is indicative
of better model performance.

5. Forget Cutoff: This metric is introduced by us, and it is depicted in Figure 6 (left). Since
our method is about guardrailing specific authors, we are interested in the percentage of
author-related questions that are correctly detected (and cutted off).

Baselines. The complete details on all baselines can be found in [2].

B Attractors for traversals

B.1 Drifting away from the toxicity Attractor

Data. The ParaDetox dataset is a key resource for training models to rephrase toxic language into
neutral expressions [3]]. It comprises over 10,000 English sentence pairs, each featuring a toxic
sentence and its non-toxic paraphrase. The dataset was created through a structured crowdsourcing
process on Toloka.ai, involving paraphrasing, content preservation checks, and toxicity verification.
This approach ensured high-quality data for developing effective detoxification models.

Baselines. In Figure 8 we compared our method against 3 different baselines. Here is a breakdown
of each one:

1. ICL: ICL, which stands for In-Context Learning [4], utilizes the LLM with specific prompts
and a few examples (demonstrations) to guide detoxification without altering model weights.

2. LoRA: LoRA, which stands for Low Rank Adaptation [3]], finetunes the model on the
specific dataset (ParaDetox [3]). Although the “heaviest” of all methods, since it evolves
training (some) of the LLM’s parameters, the results are not better than more lightweight
approaches, like ours.

3. ICV: ICV, which stands for In-Context Vectors [6], calculates a “task vector” using a small
set of (paired) in-context examples. This vector encapsulates the task’s essence and is used
to modulate the model’s behavior for detoxification tasks without additional fine-tuning.

B.2 Switching language Attractors on the fly

Data. To estimate the programming languages Attractors we used solutions from LeetCode’s
problems from https://huggingface.co/datasets/greengerong/leetcode. Each sample
of the dataset consists of the question and its difficulty, as well as the corresponding solutions in
Python, Java, C++, and Javascript.

Baselines. In Figure 9 we compared our method against 5 different baselines. Here is the details of
each one:

1. ICV: ICV, which stands for In-Context Vectors [6]], calculates a “task vector” using a small
set of (paired) in-context examples. In [7] it can be also found as “PCA”.

2. Logistic Regression: A linear classifier applied to the activations of a single layer within
the LLM. It serves as a baseline in [[7] to assess the effectiveness of simple linear decision
boundaries in detecting specific concepts.

3. Linear Regression: Similar to logistic regression, the underlying classifier in this case is
linear regression.

4. Diference of Means (DM): A method that involves directly matching the hidden representa-
tions corresponding to specific concepts without any learned transformation.

5. Recursive Feature Machine (RFM): Beaglehole et al. [7] novel approach that leverages
nonlinear feature learning across multiple layers of an LLM to identify and manipulate
semantic concepts. RFM combines features from different layers to build powerful con-
cept detectors and steering mechanisms, demonstrating state-of-the-art results on various
benchmarks.


https://huggingface.co/datasets/greengerong/leetcode

7  B.3 Remaining on the visual Attractor

79 Benchmarks. InFigure 10 we demonstrated our approaches superiority in two different benchmarks.
so Each one evaluates a different hallucination aspect and the details can be found below:

81 1. POPE: POPEJS8] —short for Polling-based Object Probing Evaluation— is a tool designed
82 to assess object hallucination in VLMs. POPE evaluates this by prompting models with
83 simple yes-or-no questions about specific objects in an image (e.g., “Is there a cat in the
84 image?”’) and comparing the responses to ground-truth annotations. This method provides
85 a straightforward way to quantify hallucination rates across different models and datasets,
86 with the focus being on discriminative questions.

87 2. CHAIR: CHAIR[9], which stands for Caption Hallucination Assessment with Image Rele-
88 vance, is a metric designed to evaluate object hallucinations in image captioning models. It
89 measures the proportion of objects mentioned in a generated caption that are not present in
90 the corresponding image. This helps in assessing how often a model “hallucinates” objects,
91 i.e., describes items that are not actually in the image.

92 The CHAIR metric operates at two levels:

93 ¢ Instance-level (CHAIRI): Calculates the percentage of hallucinated object instances
94 relative to all object instances mentioned in the caption.

95 * Sentence-level (CHAIRs): Determines the percentage of sentences that contain at least
96 one hallucinated object.

97 By analyzing both levels, CHAIR provides a comprehensive view of a model’s tendency
98 to hallucinate objects in image captions. It has been widely adopted in the evaluation
99 of vision-language models, especially when assessing their performance on datasets like
100 MSCOCO [10].

101 Baselines. We consider three contemporary, train-free methods for hallucation reduction. In contrast
1 to our approach, these methods require multiple inference passes, increasing the generation time for
103 each new query.

o
N

104 * VCD: VCD [[11]] operates as a training-free technique that modifies the decoding process
105 during inference. It contrasts the model’s output distributions when provided with the
106 original image versus a deliberately distorted version of the same image. The core idea is
107 that by comparing these outputs, the model can identify and suppress content that is overly
108 influenced by language priors rather than the actual visual input.

109 o M3ID: M3ID [12]] addresses the issue of hallucinations by maximizing the mutual informa-
110 tion between the generated text and the visual input. The method operates during inference
111 and can be applied to any pre-trained autoregressive LVLM without additional training.
112 By focusing on enhancing the alignment between visual and textual modalities, M3ID
113 encourages the model to generate outputs that are more grounded in the visual content.

114 * AvisC: AVISC [13]] addresses hallucinations by analyzing and adjusting the attention distri-
115 bution over visual tokens during the decoding phase. The method identifies “blind tokens”,
116 which are tokens that receive disproportionately low attention weights yet may contain
117 critical visual information. By contrasting the model’s output logits conditioned on the
118 original visual tokens with those conditioned on the blind tokens, AVISC dynamically
119 adjusts the logits to reduce the model’s dependency on blind tokens. This encourages a more
120 balanced consideration of all visual tokens, leading to outputs that are more grounded in the
121 visual content.

122 Additional results. depicts the impact of re-enforcing the visual Attractor on Llaval.5
123 [l14]. In all cases, we are able to eliminate the hallucinations of the unmodified model, without
124 introducing new ones.
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The image features a red, green, and
black motorcycle leaning against a
barn with a workshop setting, which
goes on for most of the image. Behind
the cycle, a dog is tied up, seemingly
observing the bicycle. There are two
bicycles located in the workshop, one
close to the cycle on the left side and
the other towards the center of the
scene.

In the image, a man in a suit is
walking near a building with a
prominent white column in front. The
man appears to be the President,
standing on a step leading to the
structure. The building appears to be
an old four-pillar structure, possibly
an ancient monument.

A Blendtec blender is placed directly
on a table, with its lid and bottom half
turned downward or hanging. The
blender has both the red and white
colors, with the juice it is making
visible under the lid. A person is
situated next to the blender, likely
holding the lid while it is in action or
waiting to secure it again once the
blending process is complete. Near
the edge of the frame, there appears
to be another person partially visible,
possibly observing the blending
process or waiting to use the table
they are standing on.

The image depicts a woman walking

under an orange umbrella, likely for
protection from rain. She is strolling
along a path alongside a sidewalk.
Besides her, another person can be
seen in the Another

The image captures a bustling city

street with lots of traffic, where
numerous people and vehicles are
sharing the roadway. The street
features a mix of cars, buses,

and p fans. There

woman stands in front of a bridge,
with the umbrella providing her with
shelter from the elements. The scene
captures the essence of a pedestrian-
friendly, urban environment where
people can enjoy the outdoors while
staying comfortably protected.

are many buses within the traffic,
some more prominent than others.
Cars can be seen in various positions
on the street, contributing to the
overall chaotic atmosphere of the

image.

The image features a chrome
motorcycle parked in the grass in the
front yard of a garage. The motorcycle
spans a large portion of the scene,
extending from left to right side of the
photo. In the background, there is a
small truck or car, both parked
together.

The image features an American

president, President Obama, walking
in front of an ornate marble building.
He appears to be focused on his steps
and is wearing a black suit, which
includes a blue tie. As he walks, the
president seems to be alone as there
are no other people in the scene. The
building he is standing in front of
adds to the grandeur of his position as
leader.

The image shows a blender situated
on a stable table, ready to function. A
hand on the blender is visible,
indicating someone is about to use it
or has just stopped using it. The
blender contains lemon juice and is
likely being used for smoothie

ion or blending i i

The image showcases a woman
wearing a patterned shirt and holding
a large orange umbrella. She is
walking on a bridge carrying her
umbrella. In addition to this main
figure, two other people can be seen
in the background.

The blender has a red container
around it, supporting the blender and
ensuring stability s it turns around.

The image depicts a busy and crowded
street filled with a plethora of
vehicles. There is a line of cars,
including a bus, driving down the
street, while a motorcycle is seen
weaving its way through the traffic.
People in various positions are also
present on the street, some riding
motorcycles, while others are busy
walking amidst the traffic. Several
cars are following each other in a

L dense line, with some cars being small
and others being larger. The picture
captures a bustling scene with both
people and vehicles riding down a
steep hill on the city street.

Figure 1: Before and after re-enforcing the visual Attractor, on Llaval.5 [14]

C Attractors perturbation for data generation

Datasets. Our experiments deal with the following two datasets. Despite their quite large size, to
better assess the quality of the synthetically generated data, we considered only a small subset of 100
real samples.

1. BoolQ: BoolQ [13] is a benchmark designed for evaluating reading comprehension systems
on yes/no questions. The dataset comprises 15,942 examples, each consisting of a naturally
occurring question, a passage from a Wikipedia article, and a boolean answer (true or false).
These questions are not artificially generated; instead, they are real queries posed by users,
making the dataset particularly valuable for assessing models in realistic scenarios.

Each sample in BoolQ includes:
(a) Passage: A segment of text from a Wikipedia article that contains information relevant
to the question.
(b) Question: A naturally occurring yes/no question that can be answered solely on the
information provided on the passage.
(c) Answer: A boolean value indicating the correct answer to the question based on the
passage.
The questions in BoolQ often require complex reasoning and understanding of the passage,
making it a challenging benchmark for models.

2. AG: The AG News dataset is a subset of the AG’s corpus of news articles [16]. It was
constructed by selecting articles from the four largest categories in the original corpus:
(a) World (b) Sports (c) Business (d) . Each article in the dataset includes a title and a short
description, providing concise textual content for classification tasks.

Prompting. To generate the synthetic samples, we prompted Llama3.1-8B 10 times for each
sample. The prompts used for each dataset can be seen below:

BoolQ: <sample>. Now generate 3 different passages, questions, and answers similar to the example
above. Please make sure each question you generate has a boolean answer that can be answered by
the passage. Make sure each passage and question is different and sufficiently rephrased. Please
make sure you generate passages, questions and both true and false answers.

AG: <sample>. Now generate 3 different texts and their corresponding class similar to the example
above. Make sure each text is not too long and it is different and sufficiently rephrased. Please
make sure each class you generate belongs to one of the four classes (Technology, World, Business,
Sports).
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The same prompts were used in both temperature sampling and our, attractor-based, approach.

Models and hyperparameters. After obtaining the synthetic data using Llama3.1-8B [17]], we
finetune two smaller LLMs (Qwen2.5-0.5B [18] and GPTNeo-1.3B [19])) on them. [Table T|displays
all the hyperparameters used in all different trains.

Table 1: Training hyperparameters for both datasets and LLMs.

Hyperparameter BoolQ [I3] AG [I6]
Qwen2.5-0.5B GPTNeo-1.3B  Qwen2.5-0.5B  GPTNeo-1.3B

learning rate 5e — 5 5e —5 5e — 5 5e — 5

batch size 8 8 16 32

max epochs 10 10 5 5

Factuality estimation. To assess the factuality of the generated facts of both methods examined, we
considered a dataset of 35 distinct famous personalities, such as Nelson Mandela and Pablo Picasso.
Using this list, we prompted Llama3.1-8B 10 times to generate 10 different facts for each person.
Using these facts, we employed o4-judge to determine the factuality of each one. On average our
method achieves a 20% increase in the factuality, and the indivual increases can be found in|fig. 2}
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Figure 2: Factuality percentage of temperature sampling (gray dots) and our approach (green dots). The
improvement is apparent in all cases, reaching as much as 30%.
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