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The supplementary material contains simulation results and all proofs of the main results in Section 3
and Section 4.

A Numeric results

We generate a sequence of 1" independent IBNs (Defintion 1) or bipartite IBNs with independent
edges (Definition 2) when considering node LDP, with the network size n; = ny = n = 50
and entrywise sparsity level p = 0.4. There is one and only one change point with a balanced
spacing, i.e. the change point » = A = T'/2, where A is the minimal spacing. The expectations
of the adjacency matrix before and after change point are ©pc = 0.11,,x5, and Ot = 0.41,, 5,
respectively, where 1,,., € R™*" has all entries being one. The normalised jump size is therefore
Ko = ||©post — Oprellr/(np) = 0.75. We consider different the minimal spacing A and privacy
budget « in the simulations.

We use a simplified version of NBS algorithm (Algorithm 1) based on the binary segmentation
procedure [e.g. 7]. For small number of change points, our theory still holds for this computationally
less demanding algorithm. The thresholding tuning parameter, above which change points are
declared, is fixed to be nlog"® (1) /10, nlog"* (T /30 and n? log?(n>T) /10 in the no privacy, edge
LDP and node LDP cases, respectively.

Let the estimated set of change points be {#; } X, and the true change points be 7. We use max; |7); —
n|/A € [0, 1] to evaluate the performances. If no change point is returned, we output one. This is the
same as using the scaled two sided Hausdorff distance d (S, .52)/A as the metric [e.g. 4, 8] and
we expect it to diminish as A grows. For any subset S1, So C Z, the Hausdorff distance dg (S, S2)
between S; and S5 is defined as

dg(S1,S52) = max{ max min |s; — Sz, max min |s; — s .

H( b 2) {31651 52652| ! 2‘752652 81651| ! 2}

The sets S7 and .Sy correspond to the set of true change points and estimated change points. If one of
S and S5 is (), then we use the convention dg (S7, S2) = A.

The result is collected in Figure 1. Without any privacy constraint, i.e. using raw data, the change
can be easily detected with A as small as 7. Imposing privacy guarantee requires a larger A to
consistently localise the change points. The theoretical cost is quantified by our theory under both
edge LDP and node LDP. We can see from the three plots in the first row that for the same sample
size, the performance deteriorates as « decreases under edge LDP. The node LDP is a more stringent
requirement, compared to the edge LDP. From the three plots on the second row, we can see that,
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with the same sample size, the change can be perfectly localised with no error in the no privacy case,
and very well localised under edge LDP with o = 0.1, but in order to obtain a reasonable estimator,
the node information can only be protected at level o = 1.
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Figure 1: Simulation results. The median of the scaled Hausdorff distance dg (S1, S2)/A over 100
repetitions are plotted against varying minimal spacing A on the z-axis, under different privacy
constraints. This setting has kg = 0.75, p = 0.4, 11 =no =n =50

B Proofs of results in Section 3

Proof of Lemma 1. Let k* = ez, v € {1,—1}" and P be the joint distribution of a
collection of independent adjacency matrices {A(t)}7_; such that
]E[Aij(t)]:p/Q"_E(va)ij 1<i<j<n, tefl,...,A}
n
and
El4;(0)]=p/2 1<i<j<n, te{A+1,....T}

The distribution of each network at time ¢ is denoted by P, ; = []; <i<j<n P, t.(5,5)- Note that
n(Pf) = A AA) = A + Dl[F = & and 5§ = sty
k/n < p/2, which is equivalent to x2 < 1/4. Therefore, for each v, we have P1" € P. Similarly, let
PT be the joint distribution of a collection of independent adjacency matrices { A(t)}7_; such that

We are constrained by

E[A;()] =p/2+ (") 1<i<j<n, te{l-A+1,... T}
n
and
E[A;(t)] =p/2 1<i<j<n, te{l,....,T—A}
The distribution of each network at time ¢ is denoted by pu,t =1L <i<j<n ]5U7t,(i7 j)- Note that

n(PT) =T — A and PT € P for each v. Also, |(PL) —n(PT)| = T — 2A for each v. Further, let
ZT and ZT be the corresponding joint private distribution generated via some non interactive edge
LDP mechanism ) = Hle ngigjgn Qije(|Ai;(t)),1e forany 1 <i < j<mn

28 = [ QUAW)s. - Ay (O)PT (AW .- A1)
/H H th |AU ))det(m)(( () ))

t=11<i<j<n
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1<i<j<n
and ZZ takes a similar form. Write Z7 = 2% Zve{1,71}n ZT and T _ 2% Zve{l,—l}n ZUT It
follows from Le Cam’s Lemma [e.g. 11] that for A < T/3
T > A _
Raa(n(P)) = ok, S=TV(Z".21) > it S-TV(ZT,2T)).
coy® co

To simplify the problem, we write P as the joint distribution of independent and identically
distributed adjacency matrices {B(t)};—; such that E[B;;(t)] = p/2 for1 < i < j < n. The
corresponding marginal distribution of the privatised data is denoted by ZI'. Now, notice that by
triangle inequality and the symmetry of our construction, we have

TV(Z",Z") <2TV(Z5,27) < \J2x2(Z7, ZF),

where the last inequality is due to [5, eq.(2.27)]. In the rest of the proof, we will show that with our
choice k2 A(e® — 1)? = n/68, we have x*(ZT, ZT) < 1/8 and therefore R, o(n(P)) > A/12 as
claimed.

To that end, we compute

x2(zT,ZOT)+1=4in > EZT<”W>

w,we{—1,1}"
. ) R
1 m(Zy )m(Z;}")
T > |1 EZS”( Gty it )
upe{—1,1}" [t=11<i<j<n m(Zy" )m(Zy") |
- ) T
1 m(Zy )m(Z;}")
T Z H Bzt ( it it , &)
uwe{—1,1}n [t=11<i<j<n m(Zy'" )m(Zy") |

where Z§" is the distribution of the privatised version of B;;(t) similar to (1) and we use m(-) to
denote the density of the corresponding distributions. The last equality is due to Z¢/* = Z#t = Zit
whent=A+1,...,T.

Write I' = (k/n)uu’ and A = (x/n)vv', and to simplify notation we use a generic z to denote the
privatised data (z(t));; and write g1 (2) = gi;+(2|As;(t) = 1) and qo(2) = gi5¢(2]| A4 (t) = 0). We
further have

m(Z9)m(Z9Y)
E iji| ——7——7~ 4
Zo <m(zgﬁ)m(zgﬁ)> @

- (0 G)0/2+ L) + a0~ p/2 = L) [ /2 + Aug) + ao(2)(1 = p/2 = Aug)]
pqi(z) +qo(2)(1 = p)
[(a1(2) = a0(2))p/2 + 40(2) + Tis(a1 (=) = a0(2))] (@1 (2) = q0(=))p/2 + qo(2)+
Aij(qi(z) — QO(Z)]

- @ (=) — w2+ 0o(2) az

=)+ {II)+{II) 5)
where

(1) = / (@1(2) — 00(2))p/2 + qol2))dz = 1



(10 = [ @) = w(@)(Ts + Ag)dz =0
since ¢1(z) and go(z) are densities of regular conditional probability distributions. Also,

@) 0y [ @) PG ) 1

(ITT) = T';; Ay (01(2) = 20(2))p + q0(2) (01(2) = a0(2))p + qo(2)

=TjAiiCa
with 0 < C,, < 2(e®—1)? where the last equality is due to Lemma B.1 and ¢; (%) /qo() € [e~%, e?].
Therefore, continue from (4) to see that
m(Z7 )m(Z") 2 2
E ¢ —v 7 u 7 §1+2F7A76a71 gexp 2]:‘1“/\1"60[71 .
" (m(zéﬂ)m(zéﬁ) (e = 17 < exp(2Lihig (e~ 1)?)

Continue from (2), with U,V € R" being two independent random vectors with entries being
independent Rademacher random variables and 1 € R™ being a vector of 1’s to see that

A
1
XZ(ZT, Zg) + 1 S 47 Z H H exp(QFiinj(ea — 1)2)]
u,we{—1,1}n Lt=11<i<j<n
2AK2(e® — 1)2
= ]EU,V exp (%(UT‘/)Q)
2AK2(e® —1)2
=Ey exp (%(1Tv)2)

Lete, = (17V)2/n?, then

Ey lexp (2An2(ea - 1)2671)] = /000 P(exp(?AIiQ(ea —1)%¢,) > u)du

= log(u)
< > =2 7
- 1+/1 P<€n T 2k2A(e> —1)2 du
o0 n
< — -
< 1—|—/1 2exp ( log(u) T (en = 1)2>du

2
<1+ o ;
4rZA(ec—1)2 1

where the second inequality is Hoeffding’s inequality [6, Theorem 2.2.6] and the last inequality holds
if

n

———5 > 1
4k2A(e> — 1)
For x\2(ZT, Z¥) < 1/8, it is sufficient to take
n
5 = 68,
K2A(e> —1)2 —
which completes the proof. O

Lemma B.1. When o < 1 and ap < 1/2, then
(q1(2) = qo(2))p/2 + qo(2) > qo(2)/2

Proof of Lemma B.1. Using the facts ¢1(2)/qo(z) > e %, and e® — 1 > 1 — e~ %, we obtain

(@1(2) = 90(2))p/2 + a0(2) = qo(2) (238 —1)p/2+ qol=) = qo(=)(1 = p(1 =€) /2)

> qo(2)(1 = p(e® = 1)/2) = qo(2)(1 = ap) > q0(2)/2,

where in the last two inequalities we use o < 1 and ap < 1/2 respectively. O




Proof of Lemma 2. The proof parallels the structure of the proof of Lemma 1, so we are somewhat
more terse. Let k2 = 20(‘6/:7%, ve{l,-1}m, P,UT be the joint distribution of a collection of

independent adjacency matrices { A(¢)}7_; such that fort € {1,..., A},

E[Aa ()] = p/2+

V; 1< < ni, and Ail(t) =...= Ainz(t)a

K
A/ T1MN2
andfort € {A+1,...,T},

In words, within each network, the entries of each row are identical. In particular, we have for any
1<i<n,1 <j < ng,

E[Ai; ()] = p/2+

K

and

P(A;i(t) =1) =1 -P(A;(t) =0) = P(A;;(t) = 1) = p/2 + v, 1<t<A

m
P(Ai(t) =1) = 1 — P(A;(t) = 0) = P(A;;(t) =1) = p/2, A+1<t<T,

where A;(t) denotes the i-th row of the matrix A(t), and 1 € R™2, 0 € R™2 denote a vector of 1’s

and 0’s respectively. The distribution of each network at time ¢ is denoted as P,y = [[;<;<,,, Pa".

Note that n(PT) = A, | A(A) — A(A+1)||2 = k2, and k2 = W. We are constrained

by r/\/nina < p/2, which is equivalent to k3 < 1/4. Therefore, for each v, we have P! € P.

Similar to the construction in Lemma 1, we let I—z’f be the joint distribution of a collection of
independent adjacency matrices { A(t)}]_; that is symmetric to P with respect to time point 7'/2

and has n(PI) =T — A.

Let ZI and ZUT be the corresponding joint private distribution generated via some non interactive
node o LDP mechanism Q = [T,—, T/, Qir(]4i(2)), ie

/H [T QullAie)apPit(a)

t=11<i<n;
1111 2 ©
t=11<i<n,
>T s e 7T 1 >T
and Z, takes a similar form. Write Z* = 55 >° <y _qym Zv and 77 = o 2ve{t—1ym Ly -
Using the same argument as in the proof of Lemma 1, it is sufficient to consider

1 mZ )m(Z )

u,wef{—1,1}"1 |t=11<i<n,

where Zi' = [ Qit(-|(A(t));)dPiT ((A(t));) and m(-) denotes the density of the corresponding

distributions, and show that x2(Z7, ZI') < 1/8 with our choice k2 = 20(‘6/”"7%.

We use a generic z to denote the i-th row of the private network z(t) and write g1 (z) = ¢;: (2| 4;(t) =
1) and qo(z) = ¢;+(2|Ai(t) = 0). Following the same calculation as in (4), we have

(m@ZmzZ\ R (@) () () ~ 12
E2 <m<zsf>m<zaf>> L [ et

2
<1+ 2, / 20(2)(01(2)/q0(z) — 1)2dz
ning
2 2
<1+ r u;vi(e® —1)?
ning



2k2

< exp ( u;vi (e — 1)2)
ning
where the first inequality is due to Lemma B.1. Next, writing U € R™! as a random vector with
independent Rademacher entries and € = 17 U/n;, we have
X2, Z5) + 1
2AK2(e* —1)2

SEU{GXP( ning
1

(1TU))

= /Ooo ]P’(exp(ZA/f(e —1)2%n5'e) > )du

¢ no log(u) /°° ns log(u)
<1 P > — P > —
= +/1 (6 = 2R2A (e — 1)2>dqu  Plez oAt -2 )
711”% nlng

<1+ /1e exp ( — (log(u))? eI 1)2)2> + /:C exp ( — log(u) TN 1)2)2)du,

where the last inequality is Hoeffding’s inequality. Writing z = %, we have for any

x> 1

1
1—2x

27, 20) < [ exp(-wlogtw)du -
1
With the choice x > 90, it holds that
X227, ZF) < 0.1 +0.012 < 0.125.
Therefore, it is sufficient to take
vz _ o

K2A(ex —1)2
to ensure x%(Z7, Z¥') < 1/8, which completes the proof.

C Proof of results in Section 4

Proof of Theorem 3. We write ¢ = (1 4 e®) ™!, the corruption probability that Aj; () # Ag;(t) in
(8). The proof relies on the observation that if X ~ Bernoulli(#) then the privatised Z obtained by (8)
is distributed as Bernoulli(g * #) where ¢« 6 := g(1 —0) + (1 — q)0 = ¢+ (1 — 2¢)6. This implies if
X is the adjacency matrix of an inhomogeneous Bernoulli network and Z is a corresponding private
view generated by (8) with corruption probability ¢, then Z is distributed as an inhomogeneous
Bernoulli model with parameter matrix ¢ * ©, where (¢ * ©);; = ¢ * 6;;. In addition, the change
point structure is preserved after the privatisation but with

Nax©@m) =@ = 1lle = (1 - 2¢)[100mn) = O — 1]

Also, since g6 is monotonic increasing in 6 (for ¢ < 1/2), we have p’ := [|g*O(t)]|cc = g+(1—2q)p
foranyt = 1,...,T. Lastly, we have p’ > ¢ > (1 + )1, where the second inequality holds when
a<1,and (1+e)~! >log(n)/n for any n > 1, which guarantees the sparsity assumption in [9] is
satisfied for the privatised inhomogeneous Bernoulli network (A’(1), ..., A(T)).

kl, ,K

The result now follows by a direct application of Theorem 1 in [9] but with some different model
parameters representing the effects of privatisation, i.e. (K’ = K, A" = A k{,n’ =n,p’), where
_ (- 2q)p

Ky = >

ko. Using the transformed parameters, the Assumption 2 in [9] becomes

(1—2q) ,/ 11+f
an \/1—2q+q/p o8

and the localisation rate in Theorem 1 in [9] becomes

e = Cqlog(T) < VA (1-2q+4q/p) 10g(T)> .

(1 —2¢)konp (1 —2q9)%kgnp
Substituting ¢ = (1 + e®)~! yields the claimed result (with different constants). O




Algorithm 1 Privacy mechanism for ¢.,-ball with radius 1 [1, 2]
INPUT: a vector V € R? with ||V« < 1, privacy parameter o

1. Generate V' with independent coordinates according to

P(V; =1V;) =1 -P(V; = ~1|V;) = o +

DN | =
0o |

2. Let T ~ Ber(e®/(e® + 1)) be independent of V. Generate Z according to

Uniform(z € {~B, B}4|(z,V) >0), T =1,

Z ~
Uniform (2 € {~B, B}¢|(z,V) <0), T =0,
e e*+1 1 le—l ((dd 1)1/2) d Odd,
B =0Cy and C; = (d Y, d even
- 2d—1+ T %) \dr2) :

OUTPUT: The privatised vector Z.

Proof of Lemma 5. We first restate the algorithm in Algorithm 1. For simplicity, we write 3 for .
We start with proving (16). Given (14) and (15), we have when d is odd,

1] = |B*T —=E(V)(EWV)) || < B>+ |[E(V)]l5,
and similarly when d is even, we have

Ci1Vd

a2

=) < B2 + [IE(V)I3 + max E(V;V;).

To see (14), simply note that
Var(Zy,) = BZ} — (EZy)? = B% — (EV,)?

since EZ;, = EVy forany k=1,....,d.

To prove (15), we start with forany ¢, = 1,...,d with¢ # j

Cov(Zi, Z;) = E[Cov(Zi, Z;|V)|+ Cov(E(Z|V), E(Z,|V)) = E[Cov(Zi, Z;|V)]+Cov(Vi, Vi),
(N

where we use the unbiased property E(Z;|V) = V; forany ¢ = 1,...,d [see Appendix 1.3 in 2].

Note that

Cov(Zi, Zj|V = v) =B(Z:Z;|V =v) —viv; = > E(ZZ[0)P(@]v) —viv;  (8)
ve{—1,1}4

and
E(Z,Z;|0) = nE(Z; Z;|{z,0) > 0) + (1 — 7o) E(Z; Z;|{z,0) < 0). )

Therefore, we need to compute E(Z; Z,;|(z,0) > 0) and E(Z;Z;|(z, 0) < 0). We consider the cases
of d being odd and even separately below.

When d is odd: we have

» @ 1)/2 255 d CERNINCES

Z = I -2 -1

z:(z,0) >0 lO

(d—3)/2

“z””(d D)

= B2, (((d_ 1)/2> <(dd—32/2>)

=0

—

Therefore E(Z;Z;|(z,0) > 0) = 0 and by symmetry E(Z;Z;|(z,0) < 0) = 0. Hence,
Cov(Z;, Z;) = —E(V;V;) + Cov(V;, V;) = —E(V;)E(V;) when d is odd.



When d is even: We have

d/2
d—2 d—2 d—2
> ey ((07) - (22) #050)
z:(z,0)>0
d/2 dj2—2 d/2—1
d—2 d—2 d—2
2
= B0, Z(Z)+Z<Z>QZ(1)
=0 =0 =0

= 32171‘1;/]‘ ((dd/;) - <dc/l2—21>>
- *%Wﬁ (dC/Z2—21>

where the last equality is due to k(}) = (n — k 4+ 1)(,”,). Since the set {z € {—1,1}¢|(z,7) > 0}
has cardinality M = 2971 + 2( /2) we have

_ 2B _ ([ d-2
E(Z;Z;|(z,0) > 0) = — Uil (d/?l)

When (z,0) < 0, we obtain the same result

d
d—2 d—2 d—2
N 25 5 —_
> o= 2w (07) - (72) =(50)
z:(z,0)<0 =d/2
d d d

o (£ 07 (7). 5,09

I1=d/2 I=d/2—2 I=d/2—1

B*0;1; ((dd/22> - <d(/i2—21)>
2B> ([ d-2
=~ Uil <d/2 - 1>'

Then, from (9) we get

- - 2B _ ([ d-2
E(ZZZJ|’U) = ]E(ZZZJKZ,’U> > O) = _invj (d/2 _ 1) .

Now we look at

2B2< d—2 ) _ <e“+1> <2d Y43 (d/2)>2 (d{;Q_—Ql)
dM \d/2 —1 e —1 ((2/21) d(2d71+%(d(/12))

(e ()
S d\er—1 %(d?Z—Zl)
Ca 9d—1 + Cde_l/\[
= @ Elay i a2
Ci,a
- \/&éﬁ
where we use Stirling approximation to obtain ( d72> = ¢42%/V/d with exp(—1/6)(v21) "' < ¢4 <

(vV2m)~land 1/4 < ¢, < (e + 1)%. Indeed, using the non-asymptotic inequalities for any even
d>2

V2rd(d/e)? exp < ) < d! < V2rd(d/e)? exp ( L (10)

12d +1 12d)



we have

d dl exp (15— i) 2
<d/2> = (e s m@aﬁ = Vand

and similarly

1 1
( d > A exp (12d+1 - ﬁ) - exp(—1/6)2¢
arz)  ((d/2)h? =  omvde—d T ord

Therefore, from (8) we have that there exists Cy < Cy o < Cy with Cp, C; being absolute constants
such that

Cda ~ ( Cda >
Cov(Z;, Z;|V =v) = ————E(V;V;|v) —vv, = — | 1 + : VU5
(20 Z,|V =) = =SBV fo) - v NI
It follows from (7) that when d is even
Cov(Zi, 2;) = — (1+ C2 Y BV + Cov(Vi, V) = - B (1) — E(V))E(V,
ov(Z;, Zj) = — +\/&042 (ViV;) + Cov(Vi, J)__\/Ea2 (ViV;) — E(Vi)E(V;).
O
Proof of Theorem 4. First, we set
2. : _ V2 — 2 2
K= k_I{lmKH@(ﬁk) Ok — 1)|p = Kgninap,

RS R}

to be the unnormalised minimal jump size in Frobenius norm and

VA log(T
5c5log(Tn1n2)< ,/’“+‘Wmax{,/’”,’”}> (1
Ropt ny PO Ry ny ni

to be the claimed localisation error in Theorem 4.

In the proof we use the notation 2 and it translates directly to the signal to noise condition (12) in
terms of 2. We also use U (t) and V (¢) to denote the privatised matrices obtained by (11), which is
consistent with the notations in Algorithm 1 and results in Appendix C.1.

We consider two events. The first event guarantees the quality of the randomly generated intervals.
Let {a,, }M_; and {3,,}}1_, be two independent sequences selected uniformly randomly from
{1,...,T}.

K

M= ﬂ{oz € Sk, Bm € Ex,forsomem € {1,..., M}},

k=1
where S, = [, — 3A/4,n, — A/2)and By, = [ + A/2,m, + 3A/4], k=1,..., K. It is shown
in Wang et al. [9, Lemma 24] that

P(M) > 1 —exp <log(T/A) - ]1\461%2>

Next, for 0 < s < t < e < T, consider the events

Als,t,e) = { (U (0), V(1) — 10 117

< CBlog(Tning) <\/772||C:)(5’8) (t)||lr + Blog(Tning) max{y/ninz, n2}> }

Choosing ¢, ¢’ and ¢’ > 3 in Lemma C.3, we have

P(A) = P( U A(S7t, 6)) >1-— (T3—C4 + TS—CS + 2T3_CG)

1<s<t<e<T



by a union bound. The rest of the proof is conditional on the event .4 N M and does not involve
further probabilistic arguments.

Our proof follows the standard induction-like argument for proving consistency of change point esti-
mators [9, 3, 10]. In particular, since the effects of node LDP is fully represented in the probabilistic
arguments of analysing event A (c.f. Lemma C.3 and Lemma 6 in Wang et al. [9]), the rest of the
analytic arguments in the proof of Theorem 1 in Wang et al. [9] can be applied to our problem directly.
Therefore, we only point out the differences in each step between their proof and ours caused by the

different concentration behaviour of (U (=€) (1), Vise) (t)). To that end, we consider a generic time
interval (s,e) C (0,7) that satisfies

M1 <8< < ... <py1 <€ < Npygr1, q=>—1

and

max{min{n, — s,s — g1}, min{nr1 11 — €, € = Nryq}} <,
where ¢ = —1 means that there is no change point contained in (s, ¢) and € is given in (11). A change
point 7, in [s, €] is referred to as undetected if min{n, — s,n, — e} > 3A /4. Let s,,, €m, Gm, O, T
and m™* be defined as in the algorithm. The next four steps parallel the four steps in the proof of
Theorem 1 in [9] and establish that our algorithm

1. rejects the existence of undetected change points if (s, ¢) does not contain any undetected
change points

2. output an estimate b such that |n, — b| < ¢ if these is at least one undetected change point in
(s,e).
Step 1. Suppose that there do not exist any undetected change points within (s, ¢). We have with

T > crnoa” 2 log? (Tning) max{y/ning, nat,
the algorithm will always correctly reject the existence of undetected change points.

Step 2. Suppose that there exists an undetected change point 1, € (s, e). On the event M, there
exists an interval [s,,, €,,] such that

N —3A/4 <5, <n,—A/8 and n,+A/8<e, <n,+3A/4
Now, on event A, we have
(Oee) () V0 () = S5 ()
— O Blog(Tniny) (,ﬁngnéﬁ’e)(np)uF + Blog(Tnins) max{y/ning, nQ})
It follows from Wang et al. [9, Lemma 17] that
[©Cmem) (n,) |7 > K*A/8.
Then using (12) we have

log2+5(Tn1n2) max{\/ning, na}t > CﬂB2 log2(Tn1n2) max{\/ning, na}
(12)

2A/16 > 212
AN Z 1673
if co log®(Tning) > 16C4. Also,

[6Cem e  mVA _ Ve
2 T 2v2 T 2v2

Blog"**/?(Tnyny) (max{y/nins, na})'/* >
CpBy/nzlog(Tning) (13)

provided cg logg (Tning) > 8(]%. Therefore, we have for c( large enough, there exists some absolute

constant ¢ such that _ _
(O (), V) () = on A,

By the definition of m*, we have

(U emesem=) (p,,,. ), Vmeema (b)) > cyr2A. (14)

10



Thus, with 7 < cax2A, our algorithm can consistently detect the existence of undetected change
points.

Step 3. Suppose that there exists at least one undetected change point 7, € (s, ¢). We show that the
selected interval (sp,«, e, ) indeed contains an undetected change point 7,. Suppose that

(S s€m) 2 2
max 6 OII% < earA/2 (15)

Then
max (U(SnL*yenz*)(t)7V(Sm.*75'rn*)(t))

Smx <t<emx

< max [|0Cmen) (1|2 4+ CoBlog(Trina) (viia | max [[meen (1)

S <t<emsx Smx<t<emsx
+ Blog(Tning) max{y/ninag, ng})

< cok*A)2 + \/CQ/ZK}\/ZCBB log(Tning)y/ns + C'BB2 10g2(TTL17’l2) max{\/ning, na}
< CQHQA

where the first inequality is due to the definition of event A, the second inequality is due to (15),
and the last inequality is due to (12) with sufficiently large cq. This is a contradiction to (14), and
therefore

é(sﬂl*aem*) t 2 2A 9 16
sm*@?é{em* H ( )”F > 2K / ( )

Then, we can conclude that [s,,., e,,«] contains at least one undetected change point using the same
argument as that in Step 3 in [9].

Step 4. Continue from Step 3, we will show that

|bm* - np| S g,
by applying Lemma 7 in [9]. The conditions of Lemma 7 can be easily checked by letting

A= max  [(UEmeoem)(g), Vimeen) (g)) — [|@mme (t) 7]

S <t<Eemx

< CsBlog(Tninz) (\/nz , max [©smeems) (t)]|p + Blog(Tnins) maX{\/”lM,nz})

mx<t<em
<e¢z  max  ||@Gmeeme) ()2
T sma<t<ems
where the first inequality is due to the definition of event .4 and the second inequality is obtained

by combining (16), (12) and (13). Then their Lemma 7 guarantees that there exists an undetected
change point 7, within [s, e] with

C3A\ . )
3 and H@S'm,*,Enz* (np)H% > c max ||@(sm*,em*)(t)H%.
=em= () |17 S <E<Erns

— bl < —
|7 | < |G

Combing with (16), we have
|77p - bl
C3AC3Blog(Tnins) (« /Mo Maxs <i<e,.. é(SM*’em*)(t)HF + Blog(Tnyns) max{,/nins, ng})
dmax,,,, cice,, [|OCmema) (t)[2

VAN, N Bmax{w/nan,ng}log(Tn1n2)>
K

=B log(Tn1n2)< 2

o?kK?

_ ey log(Tnyna) <\/Kn2 N max{,/nlng,ng}nglog(Tnlng))
Ka

:5’

which completes the proof. O
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C.1 Probability bounds

In this section, we derive necessary probability bounds for bipartite node privacy. Recall that X;
denotes the ith row of some general matrix X, X | denotes the transpose of X, and || X|| denotes the
operator norm of X. In particular we consider two independent copies { X (¢)}7_; and {Y ()},
satisfying Assumption 1. Let {U(¢)}~_; and {V(¢)}_, be their private versions obtained by applying
the sampling mechanism (11) to {X;(¢)}7_; and {Y;(¢)}]_, respectively. Note that

EU(?) =E(V(1) = E(X (1)) = E(Y(?)) = 6(1)

since {U (t)}]_, and {V/(¢)}7_, are also independent copies and the sampling mechanism is unbiased.

We write
~ T ~ T ~ T
U=> wU(t), V=> wV(t) and 6= w0(t)
t=1 t=1 t=1

with

Also we write 3;(t) as the covariance matrix for U;(¢) and V;(¢) and applying (16) with d = ny
yields that when o < 1 and ng is odd,

IS0 < B2+ 0:(1)]3 < B +nap® < 2B,

foranyi=1,...,npandt =1,...,T. Similarly when o < 1 and ny is even
IIE()H<BQ+HP+ V2 <3

Therefore, we have
max - [|%i(t)]| < 3B? (17)

i=1,...,n1,t=1,...,
for both n, is odd and even cases.

Lemma C.1. Let k; € R™ be an arbitrary vector. Then for any € > 0, we have

T
IP’( wy —0;(1)) >e>
t=1
oo = —
X .
= 2P\ B2 k|2 + maxior... o, [Kill2r/ma B2¢/3

Proof. The proof is due to an application of Bernstein’s inequality [6, Theorem 2.8.4]. Notice that

T ni 2 T ni
E (Z we Yk (Vi(t) = @At))) =Y wi Y Bk (Vi(t) — (1))
t=1 =1

t=1 =1
2
T ni No
=Y WY E D ki(Vig(t) — 045(1))
t=1  i=1 j=1
T
= Z Z ki %
<3 im0
=1
ni
<3B”> |Ikil3
i=1



where the first line is due to the independence across t and ¢ = 1, ..., nq, the first inequality is due to
the definition of operator norm ||%;]| and Y7, w? = 1, and in the last line we use (17). Also since
[k (Vi(t) = ©:(1))] < [[K:ll2|Vi(t) — ©:(t)ll2 < 2||kil2y/n2B and w; < 1, we have

T ni 1 _2
—€
P we Y kT (Vi(t) —0i(t)| > €] < 2exp ( - Z )
( ; ; 3B2Y 0 [Kill3 + maxi=1,n, [Kill2y/72B2¢/3

by Bernstein’s inequality, as claimed. O

Lemma C.2. Let k; = Zle wi(V;(t) — ©;(t)). Then there exist absolute constants C, ¢ > 0 such
that

P( max | k;ll2 > C\/ngBlog(Tn1n2)> <71~
1

i=1,...,n
Proof. First note that ||V;(t) — ©;(t)]|2 < 2y/ngBforanyi=1,...,nyandt =1,...,T. Also,
we have
E|[Vi(t) — 0s(1)13 < BIVi(II2 = naB? and  E(Vi(t) — O4(1)(Vi(t) — 04(t)T = Si(t),

and max; ; ||;(¢)|| < 3B2. Next, we apply the matrix Bernstein inequality for rectangular matrices
[6, Exercise 5.4.15] to k; = 23:1 wi(V;(t) — ©,(t)), for any fixed i = 1,...,nq, and obtain

2
P(llkill2 = t) < 2(n2 + 1) exp <_0'2+t\/ZT2QBt/3)

where

T T
0? = max (waEm(t) — 0,03, Zw?Ei(t)) < max(ngB?,3B%) < 3n,B2.
t=1

t=1
Next, using a union bound we have
t2/2
P killo>t) <4 — .
<i=rlr}.a..},{n1 || ||2 - ) = *Mn2 eXp ( 3’)7,232 + 1/77,2315/3)

Choosing t = C'\/n3 B log(Tnnz) for some absolute constant C' large enough in the above leads to

P ( max [&:ll2 > C\/ngBlog(Tn1n2)> <7T7°
i=1,...,n1

Lemma C.3. There exist absolute constants c,c’, ¢’ > 0 such that

n1
P( ZUiTVi s ClR

i=1
<T ¢ +T7¢ 427",

> CgBlog(Tnins) (\/n72||(:)|\p + Blog(Tninz) max{y/nins, m}))

Proof. Note that "1, U!V; — ||©||% = I + II + 111, where
ni ni ni
1= (U-6,)"(V;=6;), II=Y 6](Vi-6;), and III=Y» 0] (U;-6;).
i=1 i=1 i=1
It is sufficient to bound I and I, since I1 and II1 are independent copies of each other.
We start by bounding I using Lemma C.1 and Lemma C.2. Writing k; = U; —©, = Zthl we(U; () —
©;(t)), we have from Lemma C.1 that conditional on {U (¢)}_,

T ni
S SR (Vi) — 0,(1)] > )

t=1 i=1

Mwﬂﬂ>dzp(
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1 2
—5€
< 2ex = 2 )
= p<3B22Lzaun@—+mam;Luﬂn|kibv%eB2d3
1.2
Cie
<28Xp<

----- ny |[Rill3 4+ maxi—y,. n, |k5i|2\/n2326/3> ‘

3n1 B2 max;—

Now by Lemma C.2, we have

Py ( max l|Kill2 > C\/nQBlOg(Tnln2)> <Te
1=1,..., ni

Therefore, for any € > 0, it holds that

_ 1.2
]P’(|I|>€)§2€Xp< 5 2 )—I—T_c
3CningaB*log”(Tnins) + 2Cny B2 log(Tning)e/3

and there exists some constant ¢’, C’ such that

P (1| > C'B%log®(Tning) max{\/minz,na}) < T~ +T°.

Now onto term I1. Applying Lemma C.1 with k; = ©; yields

1.2
P(|II| > €) < 2exp _ 2¢ .
3B2||6|p + maxi_1.. n, |6;]|2v/nzB2¢/3

Therefore there exist absolute constants ¢”’, C” such that

P(|11] > C"\/n3B||6|r log(T)) < T~

since max;—1,. . n, ||él||2 = \/Inaxi:17,,,,n1 ||él||§ < ||éz||p and the claim follows. O
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