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Appendix A presents several basic probability tools. Appendix B states some applications
of concentration inequalities. Appendix C states some anti-contraction result and its gen-
eralization. Appendix D discusses about sensitivity. Appendix E finally proves our main
result. Appendix F show several more experimental results.

A PROBABILITY TOOLS

In this section we present a number of classical probability tools used in the proof. Lemma
A.1 (Chernoft), A.2 (Hoeffding) and A.3 (Bernstein) are about tail bounds for random scalar
variables. Lemma A.5 and Lemma A.4 state two standard results for random Gaussian
variable. Lemma A.6 is a probability for Chi-square distribution. Finally, Lemma A.7 is a
concentration result on random matrices.

We state the classical Chernoff bound which is named after Herman Chernoff but due to
Herman Rubin. It gives exponentially decreasing bounds on tail distributions of sums of
independent random variables.

Lemma A.1 (Chernoff bound Chernoff (1952)). Let X = > | X;, where X; = 1 with
probability p; and X; = 0 with probability 1 — p;, and all X; are independent. Let p =
E[X]=>"",pi. Then

1. Pr[X > (14 6)u] < exp(—62u/3), ¥6 >0 ;

2. PriX < (1 -6)p] <exp(—62u/2), V0O < d < 1.

We state the Hoeffding bound:

Lemma A.2 (Hoeffding bound Hoeffding (1963)). Let Xy,---,X,, denote n independent
bounded variables in [a;,b;]. Let X =Y | X;, then we have

2
P~ ELX] > 1 < 2exp (~sori—s ).

We state the Bernstein inequality:

Lemma A.3 (Bernstein inequality Bernstein (1924)). Let Xy,--- , X, be independent zero-
mean random variables. Suppose that |X;| < M almost surely, for all i. Then, for all
positive t,

n t2/2
Pr lz:XZ > t] < exp <_Z?=1E[X32] + Mt/3) .

i=1

We state two bounds for Gaussian random variable:

Lemma A.4 (folklore). Let X ~ N(0,0?), then for all t > 0, we have
Pr[X > t] < exp(—t*/20?).

Lemma A.5 (folklore). Let X ~ N(0,0?), that is, the probability density function of X is

given by ¢(x) = \/2;767’;7, Then

4t
Pr[|X| <t < —-—.
5o

We state a tool for Chi-square distribution:

Lemma A.6 (Lemma 1 on page 1325 of Laurent and Massart Laurent & Massart (2000)).
Let X ~ X? be a chi-squared distributed random variable with k degrees of freedom. Each
one has zero mean and o variance. Then

Pr[X — ko? > (2Vkt + 2t)0?] < exp(—t),
Prlko? — X > 2Vkto?] < exp(—t).
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Matrix concentration inequalities have a large number of applications, for more details, we
refer the readers to a survey by Tropp Tropp (2015). Recently, there are several non-trivial
generalizations, e.g., Expander walk Garg et al. (2018); Naor et al. (2019), Strongly Rayleigh
distributions Kyng & Song (2018), and matrix Poincare inequality Aoun et al. (2019). Here,
we state matrix Bernstein inequality, which can be thought of as a matrix generalization of
Lemma A.3.

Lemma A.7 (Matrix Bernstein, Theorem 6.1.1 in Tropp (2015)). Consider a set of m i.i.d.
matrices { X1, , X;n} CR™*™2 . Assume that

E[X;]=0,Vi € [m] and |[X;|| <M,Vie [m].
Let X =Y X;. Let Var[X] be the matriz variance statistic of sum:

} |

E[|| X|]] < (2Var[X] - log(ny + n2))Y/? + M -log(ny + na)/3.

Furthermore, for allt > 0,

Var[x] :max{uimix;]u,Him:xi]

Then

Pr{|X|| > ] < (n1 + na) - exp (_Var[);]/fMt/?)) '
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B APPLICATION OF CONCENTRATION INEQUALITY

B.1 APPLICATION OF CONCENTRATION INEQUALITY, TRUNCATED (GAUSSIAN

Lemma B.1 (Inner product between two vectors). Let a > 0. Let uy, -+ ,uq denote i.i.d.
random variables satisfying Vi € [d) u; = y; - z; where y; ~ N(0,02) and

_{L lyil < a;
Z; =
0, ‘y1| > a.

Then, for any fized vector x € R?, for any failure probability § € (0,1/10), we have

Pr|(u, z)| = 10[|z[2a(v/a/o + 1) log(1/6)] < 6.

u

Proof. First, we can compute can E[u,]
Elu;] = E[u;] = 0.
Second, we can upper bound E[(u;)?] using Lemma A.5
E[(u:)*] = Eluf]
< a® - Prflu] < df
4a
<5y
< a?/o.

Third, we can upper bound |u;z;| by a - ||2||cc-

Using Bernstein inequality, we have

t2/2
P >t < _
)l = 1 < e (- g )
t2/2
< — .
< e ( ||xuza3/o+a||xuoot/3>
Choosing
t= 5||x||2a1'5070'5\/1og(1/5) + 5||z||coalog(1/0)
gives us

Pr[|{u, )| > 10||z||2a(+/a/c + 1) log(1/§)] < 6.
]

Lemma B.2 (Matrix vector multiplication). Let a > 0. Let A;; denote i.i.d. random
variables satisfying Vi € (m),j € [d). A;j = y; ;- zi; where y; ; ~ N(0,0?) and

LN gl s
! 07 ‘y’i,j| > a.

Then, for any fized vector x € R?, for any failure probability § € (0,1/10), we have
Pr ([l 4all3 — B[ A2|3]| = 1000m||[3(o* + a*)log® (m/3)| < 4.
Further, if m = Q(e~2||z||2(1 + a2 /0?) log®(m/d)),

1
o [ L|4z13 - Ell4cl3) > lalBo?] <.
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Proof. We define random variable b; = (Az)2?. We can upper bound E[b;]
Elbi] = E[(A2)7] < ||z - a®/o.
Similarly,
Elbi] = E[(A2)7] > 0.1]|z]3 - a® /o

Next, we want to upper bound E[b?], for simplicity, let u denote the i-th row of matrix A,

E[b] — (E[b:))* = El[{u,2)"] - (E[(u,2)*))*

_n [éum (s [éuima})?

For the first term, we have

d d d
E [(Z uixi)ﬂ =E {Zufﬂ:ﬂ +3E {Z Z u?xfu?a:ﬂ
i=1 i=1 i=1 je[d)\{i}
< Elu] - [l + 3(E[uf])® - |12
< 4E[uf] - 3.

For the second term, we have

([ we?])’ = (3 Elie?) = @0 - fel
i=1 i=1

Thus, we have

E[b] — (E[bi])* < 4E[u;] - [|=]3 < 640%|]5.

We also need to upper bound |b;|. Apply Lemma B.1, we have, for a fixed i € [m],
[bi| < (10]|z]l2a(v/a/o + 1) log(1m/6))? := bmax
holds with probability at least 1 — §/m.

Taking a union bound over m coordinates, with probability 1 — J, we have : for all ¢ € [m],
|bz| S bmax-

Applying Bernstein inequality (Lemma A.3) on ) ;" b; again

- t2/2
Pr| S —Epi)| > 4] < exp (- =
r { ;( [b:]) } exp ( S Varlo] + bmaxt/3)
t2/2
< - .
= &P ( 64mot ||} + bmaxt/?))
Choosing t = 50ma?||z||2 log(1/8) + 50mbmayx log(1/5), we complete the proof. O

B.2 APPLICATION OF CONCENTRATION INEQUALITIES, CLASSICAL RANDOM (GAUSSIAN

Lemma B.3 (Inner product between a random guassian vector and a fixed vector). Let
a>0. Let uy,--- ,uq denote i.i.d. random guassian variables where u; ~ N(0,0%).

Then, for any fized vector e € R, for any failure probability 6 € (0,1/10), we have

Pr [[(u,e)| = 201 [lel]a/10g(d/8) + o1 [lel|oc log"*(d/6) | < 6.

Proof. First, we can compute E[u;]

Efu;] = E[u;] = 0.
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Second, we can compute E[(u;)?]
E[(ui)’] = E[uf] = of.
Third, we can upper bound |u;| and |u;e;]|.
2

t
Prfju; — Blu| > 1] < exp ( - ﬁ)
1

Take t; = /2log(d/d)o1, then for each fixed ¢ € [d], we have, |u;| < /2log(d/§)o1 holds
with probability 1 — §/d.

Taking a union bound over d coordinates, with probability 1 — §, we have : for all i € [d],
|U,’| S 210g(d/5)0'1

Let Ei denote the event that, max;cig |use;| is upper bounded by +/2log(d/d)o1]lelso-
PI[El] Z 1-6.

Using Bernstein inequality, we have

t2/2
Pr|(u, e)| > 1] < (_ )
rl[(u,e)| > 1] < exp TeTBEL2] + maxeeg [uied] - 1/3

< exp(— t2/2 )
- lell3e? + v/2log(d/d)onllelloc - £/3
<4,

where the second step follows from Pr[E;] > 1 —§ and E[u?] = 0%, and the last step follows
from choice of ¢:

t = 201 le]l2/10g(d/d) + a1 el log™? (d/9).
Taking a union with event E7, we have
Pr[|{u,e)| > t] < 20.
Rescaling § completes the proof.
O

Lemma B.4 (Inner product between two random guassian vectors). Let a > 0. Let
ug, -+ ,uq denote i.i.d. random Gaussian variables where u; ~ N(O,J%) and e1, - ,eq
denote i.i.d. random Gaussian variables where e; ~ N(0,03)

Then, for any failure probability § € (0,1/10), we have

Pr [|<u,e>| > 1040102\/Elog2(d/5)] < 4.

Proof. First, using Lemma A.6, we compute the upper bound for | ¢||3

Prf|le])3 — doj > (2Vdt + 2t)02] < exp(—t).

Take t = log(1/4), then with probability 1 — 4,

lell3 < (d 4 3+/dlog(1/6) + 21og(1/d))o3 < 4dlog(1/8)o3.
Thus
Prl|lell2 < 4+/dlog(1/8)os] > 1 — 6.

Second, we compute the upper bound for ||e]|o (the proof is similar to Lemma B.3)

Prlfell < oB(d/8)2) = 1~
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We define t and t' as follows
t =4-(01]lella\/10g(d/d) + o1le]|o log*(d/6))
t' = 8- (o109Vdlog(d/8) + o109 og*(d/5)).
From the above calculations, we can show

Pr[t’ > ] > 1 — 24.

€

By Lemma B.3, for fixed e, we have

Prl|(u,¢)] > 1] < 4.

Overall, we have

Pr[|[{(u,e)| > '] < 36.

Rescaling § completes the proof. O
Lemma B.5 (Concentration of folded Gaussian). Let matriz A € R™*¢ be defined as each

entry is i.i.d. random wvariables satisfying Vi € [m], j € [d]. Ai; = vy;; where y;; ~
N(0,0%). Let A € R™ be defined as, Vi € [m),j € [d], Ai; = yi; - 2.; where

1, if0<y,; <a
o o=
- 0, otherwise .
Let x € Ri denote a non-negative vector where Z?Zl x;=1.
1) For any failure possibility § € (0,1/10), we have
Pr Vi € [m], (Az); > 04-C] >1-9,
where

a? 2a°

02@7(

)2\ fog(m]d) - ;TA log(m/3).

2) For any failure possibility § € (0,1/10), if a/oa > 20log(m/d), then

3
90

Pr [Vi € [m], (Az); > 04 -0.02- (a®/0%)] > 1—34.

Proof. For a fixed i € [m], for each j € [d], we define

bj = Ai ;.

We first calculate E[b;], E[b3] and Var[b].
We provide a lower bound for E[b;],
E[b;] = E[A;;lz;

exp(—z/0%)zdx

e 1

= X

]/0 oAV 2T
a2xj

>
204V 2T
GQ.T]‘

- 60’,4.
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We give an upper bound for E[b?],
E[b}] = E[A} ]z}

exp(—x/oi)dex

a
2/
=T
0 oAV2
@32
J

< 75
T 30aV2m

a3x?
- 90,4'

We can upper bound Var[b;],

adx?
Var[b;] =E[b7] — E[b;]* < E[b7] < 90: .
Then, we can lower bound Z;l:l E[b;]
d 2 & 2
EE[@] > TA;% = Goa
where the last step follows from E?Zl xzj =1
Next, we can upper bound b, and Z;‘l:1 Var(b,]
M= Tt = g rie =
Ed:\/'ar zd: ? < zd: a’; a”
= - 90 4 90 4

Applying Bernstein inequality (Lemma A.3) o Z 1(b; — E[b5])

d 2
[JX_E (b~ Elty]) <~ <exp (- >L 1Vai /2]+Mt/3>
o0 (- s aa)

ad/904 + at/3

Taking

t=0a-(1/203/90% log(m/6) +2a/30.4 - log(m/5)),

then for any i € [m],

{Zd: /(60 4) ft] > Pr[ibj ZZ]E[bj]*t}
_ > 1—5j,_ "

where the first step holds because 25:1 E[b;] > a?/(604).

Since (Az); = 2?21 b;, we have for any i € [m],

[(A:l:) >04- ((12/60124 - \/(2(13/903) -log(m/d) — (2a/304) ~10g(m/5))} >1—4/m.

Taking a union bound over all ¢ € [m] completes the proof. O
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C ANTI-CONCENTRATION

Given a number of independent random variables, the well-known Central Limit Theo-
rem (CLT) states that their sum has good concentration under certain conditions. Such
concentration results like the Chernoff bound Chernoff (1952) and Hoeffding’s inequality
Hoeffding (1963) are among the central tools in Theoretical Computer Science (T'CS). From
the opposite perspective, we can also ask for anti-concentration results. For example, let x
be a Rademacher variable (choosing +1 with probability 1/2) and let a denote a vector in
RY. The celebrated Littlewood-Offord Lemma states that any d-variate degree-1 polynomial

p(x) = Zle a;x; does not concentrate on any particular value.
Theorem C.1 (Littlewood and Offord Littlewood & Offord (1943)). Let C > 0 denote a

universal constant. For any linear form p satisfying |a;| > 1, Vi € [d], and any open interval
I of length 1, we have

P el <C- .
xN{_lle}d[p(w) ] < Vi

Two years later, Erdos Erdos (1945) removed the logd factor in Theorem C.1. Recently,
Theorem C.1 has been generalized to higher degree polynomials by Costello et al. (2006);
Razborov & Viola (2013); Meka et al. (2017).

Instead of considering z; as {—1,+1} random variables, Carbery and Wright Carbery &
Wright (2001) showed the anti-concentration result for z; chosen as i.i.d. Gaussians.

Theorem C.2 (Carbery and Wright Carbery & Wright (2001)). Let p : R? — R denote a
degree-k polynomial with d variables. There is a universal constant C' > 0 such that

PB,Id) [|p(x)\ < (5\/Var[p(ac)]} <C -6k,

2~ N (
These are worst-case results in the sense that they hold for arbitrary polynomials. For
example, Theorem C.2 is tight for any polynomial that is a perfect k-th power.

We can generalize Theorem C.2 into the following®:

Lemma C.3 (An variation of Carbery & Wright (2001), Anti-concentration of sum of
truncated Gaussians). Let x1,---,2, be n i.4.d. zero-mean Gaussian random variables
N(0,1). Let p: R™ — R denote a degree-1 polynomial defined as

n
p(z1, @) = Zaﬂi-
i=1

Let f denote a truncation function where f(x) = z if |z| < a, and f(z) =0 if |x| > a. Then
we have

< mi djp-0- >(C-o.
B (@] < minfa, 0.1} -5 Jlols] > 05

Proof. Let it : R™ — R> be the truncated Gaussian distribution. We first argue that p is
log-concave. Indeed, for any =,y € R™ and X € [0, 1], if u(z) = 0 or p(y) = 0, then we must
have

pOz 4+ (1= A)y) 2 0= () - (u(y)

On the other hand, if u(z) > 0 and p(y) > 0, then we must have p(Ax + (1 — A)y) > 0,
because

[Az + (1= Nyll2 < Alzll2 + (1 = Myll2,

3The generalization also has been observed in Song et al. (2020), for the completeness, we provide
the proof here.
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hence p would not truncate at Az+(1—X)y. Notice that Gaussian distribution is log-concave.
Let ¢/ : R™ — R be the density function of Gaussian distribution, then p(z) = Cy - p/(z) for
some universal constant Cy > 0 for all = that is not truncated. so in this case we still have

Az + (1= Ny) = Co - p' Az + (1 = N)y)
> Co- (W' (@)™ (W' ()
= (Copt'(2))* - (Cop/ ()™
= (u(@)™ - (u(y)' .
So we conclude that p is log-concave.

Now we apply Theorem C.5 on p and p. By setting ¢ = 2 and d = 1, we have

(/xeRn Ip(x)IQdu)l/z u(lp(z)| < @) < C-a. "

Notice that

/xe]R" |P(x)|2du = oy {(Zale) ]
Za? JE []]
Za Var [z;],

T~ i

where p; : R — R is the distribution on the z-th coordmate7 Vi € [n]. Hence we can rewrite
Eq. (1) as

1/2
(Z a; Var [xl]> >C 0.
Tirv i

=1

x~/\/ G 1) ‘ Z oif(z

By Claim C.4, we have

b 5 n ) . \/> - e_uz/2 1/2 o
< — - — > (. 4.
wNN(l(rJ,Id) Ip(f @) Z “o 7 erf(a/v/?2) -

For 0 <a<«x 1,
\/5 R +o(a’).
-V Za?
7T erf(a/\f) 6
Hence,
< > (O 6.
B U@l <dalial] > €9
Fora > 1,
2 a"eia2/2 2 2
/=0 (1—ae™® —e/? .
\/; erf(a/v/2) ( ae ¢ /a)
Hence,
< _—a® _ _—ad?%/2 1/2 > 6
z~/\/(01d) [\P( ()] < 0(1 — ae e /a) HO‘”Z] >C.5

When a > 1, we have 0.025 < (1 — ae~% — e‘a2/2/a) < 1. So we can combine the above
two cases to get

z~J\$(I("),Id) [|p(f(1;))| < min{a,0.1} - (5Ha||2} >C 0.
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Claim C.4. Let x € R be a standard Gaussian random variable N'(0,1). Let f denote a
truncation function where f(x) =z if |x| < a, and f(z) =0 if |z| > a. Then, we have

9 Ce—a’/2
wmwn1¢ﬂ;;3v®
where erf(x) = % Iy e tdt.

Theorem C.5 (Arutyunyan & Kosov (2018)). Let p: R™ — R be a log-concave measure
over R™. Let L*(p) = meR" |u(x)|de. For any ¢ > 0 and polynomial p : R™ — R, define
the £y norm of p with respect to the measure | as

1/q
ok = ( [san) "

Assume p has degree d. Then there exists constant C(d) > 0 that only depends on d so that
for all o > 0 and all ¢ > 0,

([l an) " - ulip(@)] < 0) < Cla) -0l
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D SENSITIVITY

D.1 CONCENTRATION OF FOLDED (GAUSSIAN

Lemma D.1 (concentration of folded gaussian). Let matriz A € R™*? be defined as each
entry is i.i.d. random wvariables satisfying Vi € [m], j € [d]. Ai; = vyi; where y;; ~
N(0,0%). Let z;; = |y j|, then Vj € [d],

Pr [Z zij — Elzij] > oam + 40A\/ﬁ10g1'5(md/5)} <.
i=1

Proof. For a fixed j, let b; = z; ;. First we calculate E[b;]

° 2
E[b;] = / exp(—2?/20%)zdz
0 2mo?

= 0A 2/7‘1’.

Second, we calculate E[b?]
E[bf] = ]E[Zfﬂ = E[y?g] = 0124~
According to Lemma A.4, we can upper bound z; ;
Pr[z;; > t] = Prly; j| > t] < exp(—t/53).
Taking t = 0.4+/log(md/é;) := M, we have Vi € [m], j € [d]

Primax z; ; > t] < 0.
i,

Applying Bernstein inequality on Y .-, b;

e é(m B2 1] < e (- mlw’{;/]i —75)
< exp ( - £/ )

mo? + o at\/log(md/ds)/3
Choosing t = o 4m + 40 41/mlog"®(md/§), we have

m

Pr [sz» —E[z ;] > t} < 4.

i=1

D.2 gl-SENSITIVITY FUNCTIONS OF SINGLE LAYER NEURAL NETWORK
Lemma D.2 (¢;-norm sensitivity of single layer neural network). Let x € [0,1]¢, fully

connected matriz A € N(0,04)™*%, bias matriv b € R™, and ¢ is the ReLU activation
function. Let f(x) = ¢(Ax + b) denote a single layer network, then for all neighboring

mputs x1,Te € RY that differ at most in one entry, we have

Pr [Gsl( F) < oam + doav/m 1og1~5(md/5)} >1-4.
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Proof. Let k denote the index that x; and zo are different.
GSi(f) = sup [[f(z1) = fla2)lh

z1,22€R

= sup Hqﬁ(Al‘l —+ b) — ¢(Ax2 + b)”l

x1,22ERY

< sup ||(Axy +0b) — (Aze + D)1

z1,22€R?

sup [[(A(z1 — z2)|1

z1,22ERY

[ A kell1
< oam + 4o 4y/mlog'®(md/s),

where the fourth step follows that x; and x5 differ in the k-th entry, and the fifth step
follows Lemma D.1. O

D.3 {5-SENSITIVITY FUNCTIONS OF SINGLE LAYER NEURAL NETWORK

Lemma D.3 ({y-norm sensitivity of single layer neural network). Let x € [0,1]%, fully
connected matric A € N(0,04)™*?, bias matriz b € R™, and ¢ is the ReLU activation
function. Let f(x) = ¢(Ax + b) denote a single layer network, then for all neighboring

mputs r1,Te € R? that differ at most in one entry, we have
Pr [GSQ( ) < 2(Vmd + /log(1 /5))} >1-4.

Proof. Let k denote the index that x; and x5 are different.
GSz(f) = sup |[|f(z1) — flz2)ll2
z1,r2€R?

= sup |¢(Aw1 +b) — ¢(Aws +b)||2

z1,22€RY

< sup ||(Azy +b) — (Azs 4+ b)]2

x1,x2 ERY

= sup |[[(A(z1 —22)|2
z1,x0€RY

= [[Askll2

oA (2\/md10g(1/5) +2log(1/6) + md) i
<oa (2\/2mdlog(1/5) + 2log(1/6) +md)1/2

IA

= o4(Vmd+ +/2log1/6),
where the fourth step follows that x; and x5 differ in the k-th entry, and the fifth step
follows Lemma A.6. O
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Table 2: Summary of two results

Statement €dp Comment Pruning
Theorem E.1 | GSq1(f)/(c04) - (m/dap) General Magnitude
Theorem E.2 | GS1(f)/(004) -log(m/dap) | Nonnegative z | Folded Magnitude

E EQUIVALENCE BETWEEN PRUNING AND DIFFERENTIAL PRIVACY

E.1 MAIN RESULTS

Theorem E.1 (Main result I). For a single layer neural network f(x) = ¢(Azx + b) where
fully connected matriz A € N(0,0%)™*%, vector b € R™, and ¢ is the ReLU activation

function. We assume all the inputs © € R? satisfying that |zl = 1. If
m = Q(poly(ey, , 108(1/8ap), 10g(1/0ap), a/oa, 00 1)),

then applying magnitude pruning with with truncation threshold a > 0 on A € R™*? s an
(€aps Oap) -approzimation to applying (€ap, dap)-differential privacy on x, where

eap = 2GS1(f)(m/dap)/(004).

Theorem E.2 (Main result II). For a single layer network f(x) = ¢(Ax + b) where fully
connected matriz A € N (0, a%)mx‘i, vector b € R™, and ¢ is the ReLU activation function.
We assume all the inputs = € R? satisfying that lz|l2 =1 and z € Ri. If

m = Q(poly(e;pl, log(1/0ap),log(1/bap), a/ca,004)),

then applying folded magnitude pruning with truncation threshold a > 0 on A €
(€ap, 0ap ) -approzimation to applying (eqp, dap)-differential privacy on x € R, where
eap = 2GS1(f) log(m/dap)/ (00 ).

Remark E.3. Note that GSi(f) = O(moa).

1) if using folded Gaussian and assume & € Rxg, eap = 2GS1(f) - log(m/dap)/(004),
then we need to pick o =m, o4 = 0(1/0) and a = O(04) .

2) if using Gaussian, eqp = 2GS1(f) - (m/dap)/(004),

then we need to pick o0 = m?, 04 = O(1/0) and a = O(c4).

d -
R™*% is an

E.2 DIFFERENTIAL PRIVACY

Definition E.4 (Differential Privacy, Definition.1 in Dwork et al. (2006b)). Let A: D" — Y
be a randomized algorithm. Let Dy, Dy € D™ be two databases that differ in at most one
entry (we call these databases neighbors). Let € > 0. Define A to be e -differentially private
if for all neighboring databases D1, Dy, and for all (measurable) subsets Y C Y, we have

Pr[A(D)) € Y]
Pr [,A (DQ) S Y}

Definition E.5 (Global Sensitivity, Definition 2 in Dwork et al. (2006b)). Let f : D™ — R¢,
define GS,(f), the £, global sensitivity of f, for all neighboring databases D1, D5 as

GSp(f) = sup_ |[f(D1) = f(D2)llp-

Dy,D2€D™

< exp(e).

Theorem E.6 (Laplace Mechanism Dwork et al. (2006b)). Let f be defined as before and
€ > 0. Define randomized algorithm A as

A(D) = f(D) + (Lap(GS1(f)/€)?,

where the one-dimensional (zero mean) Laplace distribution Lap(b) has density p(x;b)

%exp(—lib‘), and Lap(b)? = (I1,...,1q) € R? where each l; i.i.d. is sampled from Lap(Db).
Then A is e-differentially private.

Theorem E.7 (Gaussian Mechanism Dwork & Roth (2014)). For ¢ > 24/log(1/6), the
Gaussian Mechanism with parameter o > c¢- GSa(f)/€ is (¢, §)-differentially private.
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E.3 FUNCTION APPROXIMATION

Definition E.8 ((e, §)-approximation). For a pair of functions f(x) and g(x), we say f is
an (€, §)-approzimation of g if for any x

Pr(|[f(z) = g(z)[l2 > €] < 6.

E.4 PROOF OF THEOREM E.2

Proof. Sketch.

The proof can be splitted into two parts. We use A € R™ to denote the weight matrix
after magnitude pruning, and A = A — A € R™*¢. We define vector e € R™ as follows

e = Lap(1,0)™ o (Az).

1. Let B(z) = f(z) + e € R™, then B(x) is (eqp, dap )-differential privacy.

2. Pr[\/%He — Azl]y > €ap] < Gap, as long as m = Q(poly (e, 10g(1/0ap), a/oa, 004)).

Part 1.

p(y—f(x1))
p(y—f(x2))
where p(-) denotes probability density, because once the densities are bounded, integrating

p(+) yields the requirement for differential privacy as defined in E.2.
Since e; ~ Lap(1,0) - (Az);, then p(t : 0) = 5= exp(—|t/(Az); — 1| /o)

Let y € R™ and 1, x5 be neighbouring inputs. It is sufficient to bound the ratio

ply — f(x1)) _ T, 55 exp(—|(yi — f(ffl)z)/({lxl)z —1[/0)
ply — f(@2))  TTL, 95 exp(—|(ys — f(22)i)/(Ax2); — 1|/0)
_exp(= 30 [(i — f@1)i)/(Ax)i — 1]/0)
exp(— 200 [(yi — fw2)i)/(Axa)i — 1] /0)
_ 1=y — f(21)i yi — f(x2)i
- OXP ; ; (A,:El)z B 1‘ B (AJ:Q)Z B 1D
1~y — flaa)i v — flaa)s
g xp ;Z (1‘_1131)1 B (14_1302)1 )

S 1
22 o min;em{|(Az1)i, [(Azz);|} |f(22)i — f(xl)L|>
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exp (20m + 4y log"(md/8))/7(1/6 - (a/7a)? ~ 1/5 - (a/7.) ¥ log(m/3uy)
where the first equality is because the noise is independent for each coordinate, and the

first inequality is triangle inequality. The third inequality holds because of the definition of
GS1(f), and the fourth holds because of Lemma B.5. holds with probability 1 — dqy,

According to Lemma D.2,

Pr [GSl( f) < oam +doav/m 1og1~5(md/5)} >1-4.

Part 2.
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Let z; = (e; — Ax;)?, thus z; ~ Lap®(0,b;), where b; = o(Az); We first calculate E[2?]

<1
E[2?] = / — exp(—|z|/b;)z*dx
2,

1
= / — exp(—xz/b;)ztdx
o bi

= b} (—exp(—z)z* — / —4exp(—x)zidr)
0 0

= b - (—exp(—a)a® + 4(— exp(—2)2® — 3(exp(—x)z” — 2(— exp(~z)x — exp(~)))))|¢°

= 24b?
< 240t - (10a(\/a/o 4 + 1) log(m/5))?,

where both the third step and the fourth step follow integration by parts. The fifth step
follows by plugging in the limits of integration, and the last step follows by Lemma B.1.

Next, we want to bound max(z;), since z; = €2 ~ Lap*(0, b;)
Pr[z; > t?] = Prl|e;| > ] t>0
=2 1 exp(—1/b)
= exp(—t/bi),

where the second step follows by plugging the cumulative distribution function of Laplace
distribution.

Take ¢t = b;log(m/0), then for each fixed i € [m], we have Pr[z; < y/b;log(m/d)] = §/m.
Thus, with probability 1 — §, we have for all i € [m],

% < max Vbilog(m/6) < \/aPa /o4 -log(m/5) := M,
elm

where the second inequality follows by (Ax);’s upper bound in Lemma B.2.

Using Bernstein inequality, we have

1i< ~E[a)| 2 t] <exp (- s Ei;ﬁ - /3)

§exp(—

Pr

t2/2

Since Mt/3 is dominated by > ;" E[zZ], we choose

7f:7n627

then as long as

m > e *log(1/6) (48 -(10a/oa(/ajon +1) 10g(m/5))4) (%o’ + 002),

we have
Pr 7’ i(zl - E[zi])’ > 62] <6
i=1
which is
Pr L/lm|e — Azl > e} < 4.
Note that we need to pick o = m, then we need to pick o4 = 1/m. O
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F  EXPERIMENT DETAILS

F.1 PRUNING ALGORITHM

Algorithm 1 describes the full process of magnitude-based pruning.

Algorithm 1 Stochastic Gradient Descent with Magnitude-based Pruning

1: procedure SGDMAGPRUNE({Z;, i }ic[n], @, )
2: > Loss function £ : R% x R% — [0,1]
3: Let W denote a random initialization of neural network’s weights, and f (W, x)
denotes the neural network.
4 Let D= {(z1,91), -, (Zn,yn)} C RT x R%
5 for t =1 — Tipain do > Training stage
6: Sample (z,y) ~ D uniformly at random
7 WD Wt . aﬁ(fé%w),y) [P—
8 end for
9 for ¢t = Ttrain — Ttrain + Tprune do > Pruning Stage
0: Sample a data (x,y) from D uniformly at random
11: W® < THRESHOLDPRUNE(W ®), a(®))
i AL(f(W,z),
19 WD) = WO — . (féW:c) y) [
13: end for
14: Tond < Tirain + Tprunc
15:  WTena) « THPRUNE(W (Tena) q(Tena))
16: end procedure
17: procedure THPRUNE(W, a)
18: for [ €[L] do

19: for i,j do
w Wiy, 1 [(W)ij| > a;
20: Wi ’ ’
(We)ig {O, otherwise .
21: end for

22: end for _
23: return W
24: end procedure
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