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A Experimental Settings

Datasets and Architectures In the experiments, we use three datasets: MNIST, CIFAR-10 and
SVHN and model architectures (Small, Medium, and Large) in Gowal et al. [15] and their variants
(Small* and Large™) as follows:

» Small: Conv(-,16,4,2) - Conv(16,32,4,1) - Flatten - FC(-,100) - FC(100,c)

e Small*: Conv(-,16,4,2) - Conv(16,32,4,2) - Flatten - FC(-,100) - FC(100,c)

* Medium: Conv(-,32,3,1) - Conv(32,32,4,2) - Conv(32,64,3,1) - Conv(64,64,4,2) - Flatten -
FC(-,512) - FC(512,512) - FC(512,c)

» Large: Conv(-,64,3,1) - Conv(64,64,3,1) - Conv(64,128,3,2) - Conv(128,128,3,1) -
Conv(128,128,3,1) - Flatten - FC(-,512) - FC(512,c)

« Large*: Conv(-,64,3,1) - Conv(64,128,3,2) - Conv(128,128,3,1) - Conv(128,128,3,1) -
Flatten - FC(-,512) - FC(512,c)

where Conv(cy, co, k, s) is a conv layer with input channel ¢;, output channel co, kerner size k, and
stride s, and FC(dy, d3) is a fully-connected layer with input dimension d; and output dimension ds.
All layers are followed by ReL.U activation except for the last layer and the flatten layer (Flatten).

Loss and training schedules For general training schedules, we refer to Appendix C, D of Zhang
et al. [46] with a single GPU (Titan Xp). We use the following mixed cross-entropy loss as in Zhang
et al. [46]:

KL (f(2;0)) + (1—r)L ((1 — B)S™" (x;0) + M (2;9)) (8)

where « is the mixing weight between the natural loss and the robust loss, and 3 is the mixing weight
between the two bounds obtained with IBP and given relaxation method (e.g. CROWN-IBP).

A.1 Settings in Section[d.1]

Figure [1] (Left) We conduct the experiment in Figure [I] on CIFAR-10 dataset with Medium
architecture over all four methods. We train the model with €,.;, = 8/255 for 200 epochs using
€;-scheduling with 10 warm-up epochs and 120 ramp-up epochs. We use Adam optimizer with
learning rate 0.001. We reduce the learning rate by 50% every 10 epochs after €;-scheduling ends.

To demonstrate the instability of each training, we describe the variation of the loss along the gradient
direction as Santurkar et al. [30]. We take steps of different lengths in the direction of the gradient and
measure the loss values obtained at each step. For the sake of consistency, we fix a Cauchy random
matrix when evaluating CAP to obtain deterministic loss landscapes, not introducing randomness.
The loss variation is computed with

L(6([0,5])) where O(\) = 0; — AnV oL (6;), )

where 6, is the current model parameters and 7 is the learning rate. For the step of length A, we
sample ten points from a range of [0,5] on a log scale.

Figure[T] (Right) We plot the /5- and cosine distance between two successive loss gradient steps
during training as follows:

Grad Difference (Middle) = ||V L% (0;) — VoL (0:4+1)]| and
Cosine Distance (Bottom) = 1 — cos(VgL(0;), VoL (0:+1)),

where cos(vy, vs) is the cosine value of the angle between two vectors v; and v5 .

A2 Settings in Table[l]

For MNIST, we use the same hyper-parameters as in Appendix C of Zhang et al. [46]. We train for
200 epochs (10 warm-up epochs and 50 ramp-up epochs) on Large model with batch sizes of 100.
we decay the learning rate, 0.0005, by 10% in [130,190] epochs. As mentioned in Zhang et al. [46]],
we also found the same issue when training with small e (see Appendix [K]for details). To alleviate
the issue, we use €;rqin, = min(0.4, €ze5¢ + 0.1) for each €4 as Table 2 of Zhang et al. [46].
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For CIFAR-10, we train for 400 epochs (20 warm-up epochs and 240 ramp-up epochs) on Medium
model with batch sizes of 128. We decay the learning rate, 0.003, by 2x every 10 epochs after the
ramp-up period.

For SVHN, we train for 200 epochs (10 warm-up epochs and 120 ramp-up epochs) on Large model
with batch sizes of 128 (OURS with batch sizes of 80 to avoid out of memory). We decay the
learning rate, 0.0003, by 2x every 10 epochs after the ramp-up period. Only for SVHN, we apply
normalization with mean (0.438, 0.444, 0.473) and standard deviation (0.198, 0.201, 0.197) for each
channel.

In Table[I] we use x-scheduling from 1 to 0. For the corresponding results of x-scheduling from 0 to
0, we refer the reader to Table 4]

We modify the source code for CAPF_-I to match our settings. For example, we introduce the warm-up
period and linear e-scheduling. We avoid using the reported results in the literature and aim to make
a fair comparison under the same settings with only minor differences - for example, because CAP
does not support the channel-wise normalization, we could not use the input normalization. Also, due
to the memory limit of CAP, we use a smaller batch size of 32 and try other smaller architectures. We
found that it often achieves better results with smaller architectures (similar to the results in Table 3 of
Wong et al. [4Q]]). Thus, we present the performance with Large*, Medium, and Small* on MNIST,
CIFAR-10, and SVHN, respectively. Throughout the experiments, CAP uses the fixed x = 0.

B Interval Bound Propagation (IBP)

IBP [13] starts from the interval bound Z(¥) = {2z : I(®) < z < u(9)} = B(z, ¢) in the input space
with the upper bound u(?) = z + €1 and the lower bound () = z — €1 where 1 is a column vector
filled with 1. Then we propagate the interval bound Z(*~1) = {2 : 1(*=1) < 2 < u(*~1} by using
following equations iteratively:

u® = pk) (u(kfl)) and 1P = p(F) (l(kfl)) (10)

for element-wise monotonic increasing nonlinear activation h(*) with the pre-activation bounds
w®=1) and 15~ and

k-1 k—1 k—1 k-1
ult) = wk (U( '+ )> + W) <u( il )) +b%) and

2 2
k—1 k—1 k—1 k—1
10—y (BRI g (D SO
2 2
for linear function h*) (k = 1,--- | K). Finally, IBP uses the worst-case margin 3 = u(%) to

formulate the objective in (T)) for certifiable training.

"https://github.com/locuslab/convex_adversarial
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C Details on Linear Relaxation

C.1 Linear relaxation explained in CROWN [45]

To make the paper self-contained, we provide details of linear relaxation given in the supplementary
material of CROWN [435]]. We refer readers to the supplementary for more details. Given a network
hl*], we want to upper bound the activation hgk]. We have hgk] (') = Wi(f)h(kfl)(h[kfm (') +
b" = W Rk (2-2") 4 b where 2(*~2)" = hlk~2I(a"). With the linear function bounds
of B and A =1 on the activation function 2*—1), we have

hEk] (w/) :W-(]_C)h(k_l)(z(k_m/) + b(k)

k—1) (k 1) —2y k

< > wEIRTIEE YW, (272" + b
W.<’?)<0 W.“%)zo

Z (k 1) (k 2)’ + Z W (k 1)z](_k72)’
Wf,';)<0 Wj’j>zo

(k) p(k=1) | (k)7 (k=1) | o (k)

+ Z Wb Z Wb, + b;

w <o w>o0

WP 52" p)
:Wi(,]f)h[k_m(sc’) + 5

:Wi’f) (W(k—2)(h[k—3] (@) + b(’f*2>) n ng)
:Wisl:c—mh(kfs) (z(’“?’)') + ng—z)’

where W ¥ = W D¢~ with the diagonal matrix D'*™" = o{* " for j satistying

j

Wl(];) < 0 and D(.k.’l) = a(.kfl) for j satisfying WZ(I;) >0, ng) = ZW.@)@ W/i(‘];)bg-kfl) +
1,7 7

ZWW>0 W(k)b(k 1) + b( ) W(k 2) W(k)W(k_g), and ngfz) = VViEi“)b(k_Q) + I;Z(-k). Ap-

plying similar method iteratively, we can obtain g and b in (2) for the linear relaxation of hEk].

C.2 Dual Optimization View

We first modify some notations in the main paper and use the notations similar to Wong and Kolter
[39]. We use the following hat notations: 2(*t1) = Wkt z(k) 1 p(k+1) and 2(F) = p(F) (2(k)
where h(¥) is the k-th nonlinear activation function. We can build a primal problem with T = Cp.:
as follows:

max ¢ 2(5) (11)

such that

x—el < z(O),
20 <x+el,

s(k+1) — pyr(k+1) (k) 4 p(k+1) (k=0,---,K —1),and
2k — h(’f)(ﬁ(k)) (k=1,--- K —1).
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Note that our c is negation of that of Wong and Kolter [39]]. Now we can derive the dual of the primal
(TT) as follows:

+m1n sup T2 e T (@ — el —20) + 7T (20 —x —e1)
€56 20200 20

K-1 K—-1
+3 v, (£(k+1) — (WD (k) | 1)y ) +3 9 (zm _ h<k>(2<k>))
k=0 k=1

K-1
= (c+vg) 250 4 (7 — ¢ —wOTy) T2 4 Z ~WEDTy 4 i) 2R
=1

K-1
+ Z ol h®) (2 T2k (12)

1Tb(1) gz —cllg]lr-

Itleadsto c+vyg = 0,61 —& —WHTy, = 0,and - WFEHD Ty 40, =0 (k=1
Alternatively, they are represented as follows:

e K1),

Vg = —C,
U, = W(k+1)Tyk+1 (k=K-1,---,1), and
£E=1.

Now we need relationship between ;, and vy, ie., vy = g(Dy). With the further relaxation
v, = oy O U, we have a relaxed problem as follows:

K—-1
min sup > (DWW (2W) = p[2W) — b — ¢Tx — €]ig]] (13)
Ok (0,2 1T
such that
Vg = —C,
—WEDTy, (k=K —1,---,1),
Vk:akQI/k (k‘—K—l,H' s ), and
£ =1.

We decompose the first term in , and ignore the subscript k as follows 7 h(2) — (a ©® D)7 2
Further, we decompose this for each element, 7h(2) — avZ = 0(h(2) — a2). If the pre-activation
bounds for h are both positive (active ReLU), then « should be 1 not to make the inner supremum
> (. Similarly, if the pre-activation bounds for / are both negative (dead ReLLU), then « should be 0.
In the case of unstable ReLU (I < 0 < w), if & < 0, then we need to solve max,, inf; h(Z) — aZ. The
inner infimum is 0 for 0 < o < 1, and is < 0 otherwise. On the other hand, if 7 > 0, then we need to
solve min,, supz h( ) — ad. The inner supremum is max{u — au, —al}, and thus the optimal dual

variable is o = -5 which yields the optimal value (multiplied by ©) as U(u — -*qu) = — 50

which is equivalent to using linear relaxation with@ ® z +b = %7 © (z —1). We can represent it as

aoz+b= p= +l, ©® (z = 17) to include the case of active/dead ReLU. For the lower linear bound
h(z) = a ® z + b in case of unstable ReLU, we can use any 0 < @ < 1 and b = 0 according to the
dual relaxation with . While CAP and CROWN-IBP use a dual feasible solution like ¢ = fn, or

a = 1[u™ 41~ > 0], our proposed method aims to optimize over the dual variable c or equivalently
optimize over 0 < a < 1 to further tighten the upper bound on the loss.
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D Illustration of Linear Relaxations

Figure E| provides some illustrations of linear relaxations used in IBP, CAP, CROWN-IBP, and the
proposed method. CROWN-IBP adaptively chooses the relaxation variable so that the area between
h and h is minimized. However, the smaller area does not necessarily imply the tighter bound, and
the proposed method achieves tighter bounds than CROWN-IBP relaxation as shown in Figure[3]

1 0 u

(d) CROWN-IBP
wr+17 >0

(b) IBP (u,l > 0)

=
o

(e) CROWN-IBP
wr+17<0)

Optimized over a
h(z) = az

(f) The proposed method

Figure 4: Illustrations of linear relaxation methods. Except for (b), they illustrate the relaxations
when [ < 0 < u (Unstable ReLLU). (b) Illustration of the relaxation of IBP when u,l > 0 (Active

ReLU).
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E Learning curves for variants of CROWN-IBP

We find that 0.5/1 and 1/1 have less smooth loss landscapes than CROWN-IBP (as shown in Figure
where p/q denotes the variant with sampling ¢ € {0,1} with P(a = 1 | |I| > |u|) = p and
P(a=1]]l| < |u|) = ¢ for unstable ReLUs. On the other hand, 0/0, 0/0.25, and 0/0.5 have more
smooth loss landscape as in Figure[5] but they have looser bounds than CROWN-IBP.

Learning Curves
3x10°

0/0

0/0.25

0/0.5

0/1, CROWN-IBP (B=1)
0.5/1

171

CAP-IBP

OURS

A
\ e L

il

100 150

Epoch

200

Figure 5: The learning curves for the scheduled value of ¢ with the loss variation along gradient
descent direction (equivalent to Figure E[) As a becomes sparse, the loss variation is narrower.

Learning Curves

2.20

0/0

2.15 A

n
8 2.05
4

ini

0/0.25

0/0.5

0/1, CROWN-IBP (B =1)
0.5/1

1/1

CAP-IBP

OURS

Epoch
Figure 6: A zoomed-in version of Figure for epochs 100-200.
Table 3: Performance (in terms of errors) of the variants of CROWN-IBP (3 = 1). Note that 0/0.25,

0/0.5, and CAP-IBP start with looser bounds but they have more smooth landscape, which leads to a
better performance than CROWN-IBP (3 = 1) (highlighted with underline).

0/1

Model 0/0 0/0.25 0/0.5 CROWN-IBP (3 = 1) 0.5/1 1/1 CAP-IBP OURS
Standard | 70.66  64.50  62.72 63.24 70.69 7141 60.36 57.14
PGD 73.84 7267 7142 71.70 76.68 77.03 69.46 66.88
Verified | 77.60 74.47 74.92 75.72 78.38 78.73 74.29 71.45
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F Proof

Theorem 1. With gradient descent using a step size within an interval I; during the ramp-up period
(0 < ¢; <€), the loss L€ for the target perturbation € is reduced with

L9(Br41) <L(6:)(1 = 5 cos”(¢0) | Hfuel| ) 4)
L (0, L2 T ct € .
for uy = ng?tgetgﬂ where 0 < p < %, cos(¢y) = % and H; satisfies

£6(0t+1) = ﬁe(et) + VQ,CE(Bt)TAt + %A;‘THtEAt and A;THteAt > 0 with At = 0t+1 — 0t.
Proof.
1
LE(O1s1) =L(0,) + VoLl (0,)TA, + fATHEAt

=L£(0,) — ntV‘gEe(Bt)TVQEQ(Gt)—&— 5 2NVo L (0,)" HfV oL (6;)
1 (Vgﬁe(at)TVQES‘(et))

SO = VLo (8 TH VoL (6)

=L(6 )(1—a(veﬁe(ng);(vgif&(et)) Vgﬁﬁt(et)TIlffveﬁe‘(et))
~ce0 L T )

<L9(8:) (1 — £ cos (¢t);%m)

<L°(0) (1~ gcos (0| Hy || 7)

for any o > 1 where in the first inequality a learning rate n, € I, = [(1 — /1 — 2)n;, (1 +

/1 — é)ﬁf] is used with n} = vevgfz é?)tf;{véevi;(:zét). And the last inequality comes from the

Cauchy-Schwarz inequality. Using o = 2, we can derive the final inequality (@).
O

To prove Theorem 2] we first prove the following proposition. We note that 8 and g are vectorized
and the matrix norm of Jacobian is naturally defined - for example, ||Vg]|| is induced by the vector
norms defined in X" and ©.

Proposition 1. Given input x € X and perturbation radius ¢, let M = max{||2’|| : ' € B(x,¢€)}.
Then, for the upper bound 5(; 0) = maxX, cp(a,e) g(x; 0)7 @' +b(x; 0) with b satisfying Assumption
1(1), we have

IVos(x;61) — Ves(x; 0)|| <2€|[Vog(w; 012)[| + M||Vog(x; 01) — Vag(a; 02)|| + Lg|101 — 05|
(14)
for any 01,03, where 01 5 can be any of 61 and 05.

Proof. Say f(x';0) = g(x;6)"x' 4 b(x; @) and the maximizer &} = arg Max, cp(y.o) f(€'; 0;)
for each 8; = 61, 65. Then, we have

IVe3(x; 01) — Veos(x; 02)|| =[|Ve f(27;61) — Vo (a3; 62|
=|IVof(x7;61) — 7($2791)+V0f(w2,91) Vo f(@3;62)|l
<|IVef(x1;01) — Vo f(x3:61)|| + Ve f(x3;01) — Vo f(a3; %gl)l

The first term on the RHS can be upper bounded as follows:

Ve f(z};01) — Vo f(xs:61)|| =||Vo(gi" &} — 1" &5)|| =||Ve(g: zf — g1" x3)|]
=[|Vogi(z] — z3)||
<2¢||Veg1l,
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where g; = g(x;6;), b; = b(x;0,), g1 = [g];b;] and 27 = [xT;1]. And the second term on the
RHS can be upper bounded as follows:
IVof(23:01) — Ve (x3:0:)l| =||Ve(gr @5 — go” @)l
=|[Ve(g1 — g2)5|
<IVe(g1 — g2)lll[@z]] + [[Vo (b1 = b2)]]
<M||Vo(g1 — g2)I| + Lgol61 — 62|,
Therefore, we obtain
IVo5(: 61) — Vos(x: 02)|| <2€||Vogi| + M||Ve(gr — g2)l + Ll |61 — 82|
=2¢[|Vog(a; 01)|| + M||Veg(x; 61) — Veg(;62)|| + Lgo||61 — 02]].

Note that 6, in the first term is arbitrarily chosen in (I5). Therefore, this leads to the final inequality
(T3). 0
Theorem 2. Suppose x € X is bounded ||z| < M with some M > 0. For a linear relaxation-based

method with the upper bound 5, (x; 0) = MaXy cp(z,e) gém) ()T’ + bém)(ac), if each bfgm) and
Pps satisfies Assumption 1, then

VoL (62) — VoL (61)]|
< E(py) [ max (‘kll%gem( )|+ M||Vogy! (x) — Vegy" (z)|| + L™]62 — 61])]  (6)

for any 01, 05, where L("™) = Lg(;) + LE||Ves(w; 01 2)|| and 61 5 can be any of 01 and 0.

Proof. We start with the fact that the norm of the expected value of a random vector is smaller than
expected norm of the random vector.

IVeL(02) — Vo L(61)]| =[|VOE @,y [L(5(w; 02)] — VoE (o) [L(5(x; 01)]]]
<Koy [[IVoL(5(x;62) — Vo L(s(x;01)]]].
We simplify the notation ps as p. Then we have
IVeL(s(;601)) — VoL(s(x; 65))]]
=||Ves(x;01)VsL(S(x;01)) — Ves(x;02)VsL(S(x;02))|]
=Y Vo5 (@;01) (P (@; 01) = Sym) — VoS (; 03) (P (@; 02) — Sy

m

=|IVo3(x; 01)(p(w; 61) — e¥)) — Vg3(w; 62) (p(a; 62) — ™))

=||Ves(x; 01)p(w; 01) — Vos(x; 62)p(w; 02)||

=||Ves(x;01)p(x;01) — Vos(x;01)p(x; 02) + Ves(x; 01)p(x;02) — Ves(x;02)p(x; 03)]]
=||Ves(x; 01)(p(w; 01) — p(w; 02)) + (Vos(w;01) — Vos(x; 62))p(x; 02|

<|[Ves(z; 01)[|lp(z; 61) — p(x; )| + max||Vesm(x; 01) — Vos(z; 62)]|

<|IVo3(x; 61)| L5601 — 6:|| + max || VoS, (w; 1) — VoS (w; 65|

< max (2¢||Vag™ (z;012)|| + M||Vog™ (z;01) — Vog'™ (x;60:)|| + L™]|0; — 62])).
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G Mode Connectivity

In this section, we check the mode connectivity [13] between two models that are trained using
certifiable training methods. Mode connectivity is a framework that investigates the connectedness
between two models by finding a high accuracy curve between those models. It enables us to
understand the loss surface of neural networks.

Let wg and w; be two sets of weight corresponding to two different well-trained neural networks.
Moreover, let ¢g_(t) with ¢ € [0,1] be a continuous piece-wise smooth parametric curve with
parameters 6. such that ¢g_(0) = wp and ¢, (1) = w;. To find a low-loss path between w, and
w1, Garipov et al. [[13] suggested to find the parameter 6. that minimizes the expectation of a loss
¢(w) over a distribution gg_(t) on the curve,

L(6:) = Eigy_ (1) [€(00, ()]

To optimize L(6.) for 6., we use uniform distribution U[0, 1] as gg, (t) and Bezier curve [12] as
¢e, (t), which provides a convenient parameterization of smoothness on the paths connecting two
end points (wg and w1 ) as follows:

bo. (1) = (1 — t)2wo + 2t(1 — )8, + t*w;,0 < t < 1.

A path ¢g, is said to have a barrier if 3¢ such that ¢(¢g,_(t)) > max{f(wy), {(w;)}. The existence
of a barrier suggests the modes of two well-trained models are not connected by the path in terms of
the given loss function ¢ [49]].

We test the mode connectivity between the models trained with IBP, CROWN-IBP, and OURS. For
example, to check the mode connectivity between two different models trained with CROWN-IBP and
IBP, we use the loss function used on each model as a user-specified loss for training the parametric
curve ¢g_ . Therefore, we can obtain two curves as depicted in Figure and [9] for each pair of
models. Here, we use the identical settings in Appendix

Figure [7|shows the mode-connectivity between CROWN-IBP and IBP. We use CROWN-IBP loss as
user-specific loss in Figure[/ajand IBP loss in Figure In this figure, we find that using CROWN-
IBP loss (7a), there exists a barrier between the two models. This suggests they are not connected by
the path in terms of CROWN-IBP loss. However, with IBP loss, there is no loss barrier separating the
two models. This indicates that using CROWN-IBP, it is hard to optimize the parameters from w to
w1, but IBP can.

Figure 8| shows the mode-connectivity results on IBP and OURS. We find that two models are not
connected to each other using either IBP bound or OURS bound, since there exists a barrier in both
curves. In this figure, we can also notify that OURS has tighter bounds than IBP because the value of
the loss function using OURS is lower than that of IBP.

Finally, FigureJ)illustrates the mode connectivity between CROWN-IBP and OURS. Using CROWN-
IBP as a user-specified loss function, we can find that the robust loss on the curve is higher than
that of the end points. However, when OURS is used as a loss function, the robust loss generally
decreases as the ¢ increases. It shows that OURS has much favorable loss landscape compared to
CROWN-IBP. In addition, we can find that OURS has a tighter bound than CROWN-IBP, since the
value of the robust loss using OURS is lower than CROWN-IBP.
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Figure 7: Mode connectivity between CROWN-IBP and IBP, where w, and w; are well-trained
models using CROWN-IBP bound and IBP bound, respectively. .. is trained using CROWN-IBP

(7a) and IBP (7b), respectively.
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Figure 8: Mode connectivity between IBP and OURS, where wg and w; are well-trained models

using IBP bound and OURS bound, respectively. 6. is trained using IBP (8a) and OURS (Bb),
respectively.
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Figure 9: Mode connectivity between CROWN-IBP and OURS, where wg and w; are well-trained
models using CROWN-IBP bound and OURS bound, respectively. 8. is trained using CROWN-IBP

(Oa) and OURS (OB, respectively.
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H ReLU

In this section, we investigate how pre-activation bounds u and [ for the activation layer change
during training. For each activation node, it is said to be "active" when the pre-activation bounds are
both positive (0 < I < u), "unstable" when they span zero (I < 0 < u), and "dead" when they are
both negative (I < u < 0).

Figure [I0] shows the ratios of the number of active and dead ReLUs during the ramp-up period.
Notably, we find that CROWN-IBP has more active ReLUs during training compared to the other
three methods. Simultaneously, CROWN-IBP has the lowest ratio of dead ReL.Us.

Figure [TT]shows the numbers of active, unstable, and dead ReLUs during the ramp-up period. We
find that in CROWN-IBP, the number of unstable and active ReLLUs increases as the number of dead
ReLUs decreases. This indicates that a number of dead ReLUs change to unstable ReL.Us as the
training € increases. However, in the other methods, the number of unstable ReL.Us is consistently
small, while the number of active ReLUs decreases as the number of dead ReLUs increases.

Figure [12|depicts the histograms of the distribution of the slope u+“jl_ of the unstable ReLLUs during

the ramp-up period. In the early stages of CAP training, the slope distribution is concentrated around
0.4. However as the training progresses with a larger e, the histogram distribution moves to left,
which indicates unstable ReL.Us change to dead ReLUs. It is consistent with the results in Figure
On the other hand, in the case of CROWN-IBP, the histogram distribution moves to right during
training. It is the same with the results in Figure[TTb which shows that number of active ReLUs
increases during training.

IBP

CROWN-IBP (B=1)
CAP

OURS

[=]
o
S]

10 20 30 40 50 60 70 80 90 100 110 120 130
Epoch

Figure 10: The ratio of the number of active (top) and dead (bottom) ReLLUs during the ramp-up
period.
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Figure 11: Number of active (Green), unstable (Orange), and dead (Red) ReLUs.
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I (- and k-schedulings

Table[d]shows the evaluation results of the models as in Table[I|but trained with different x-scheduling
(from O to 0). Table[5]shows the evaluation results of the proposed models trained with different «-
and (-schedulings.

Table 4: Test errors (Standard / PGD / Verified error) of IBP, CROWN-IBP (3 = 1), CAP, and OURS
on MNIST, CIFAR-10, and SVHN. See Appendix@ for all the other settings, same as in Table E}

Bold and underline numbers are the first and second lowest verified error.

Data e(loo) IBP CROWN-IBP (3 = 1) CAP OURS
e=0.1 1.25/2.31/3.10 1.23/2.19/2.75 0.80/1.73/3.19 1.09/1.86/2.28
st | €= 02 195/2.95/6.28 2.89/5.32/7.61 3.22/6.72/11.06 1.70/3.37/4.78
=03 | 3.67/555/9.74 6.11/1133/1751  19.19/35.84/47.85  3.39/4.85/9.12
=04 | 367/655/1655  6.11/15.34/26.72 - 3.39/5.88/15.04
€ =255 | 43.60/52.62/56.58  32.15/42.67/49.36  28.80/38.95/48.50 32.04/43.13/49.62
CIEAR €= /2% | 5389/6258/65.14  45.05/56.46/63.04  40.78/52.62/61.88  43.15/54.85/61.31
Lo €=/ | 6137/6864/70.82  5387/65.03/71.08  49.20/60.85/69.03 5099/6223/67.59
€=8/255 | 64.11/70.68/72.99  60.96/70.52/75.68  56.77/66.78/73.02 56.35/67.06/70.56
€ =16/255 | 69.74/76.66/79.86  79.14/83.64/84.36  75.11/80.67/82.07 66.96/75.63/78.08
SVHN | ¢=0.01 | 20.19/34.57/4425 16.66/30.05/38.15  16.88/30.16/37.09  15.46/29.34/38.57

Table 5: Test errors of OURS with different - and x-scheduling on MNIST and CIFAR-10.

Data () OURS; 1 (k=1—0) OURS; ;o (k=1—0) OURS 1 (k=0—0) OURS; o (k=0 —0)
Standard PGD  Verfied | Standard PGD  Verfied | Standard PGD  Verfied | Standard PGD  Verfied

e=0.1 1.09 1.77 2.36 1.29 2.29 3.58 1.09 1.86 2.28 1.15 2.03 3.53

€e=0.2 1.70 3.44 4.34 1.61 3.09 5.71 1.70 3.37 4.78 1.64 2.57 5.43

MNIST

€e=0.3 3.49 5.59 9.79 242 4.37 7.84 3.39 4.85 9.12 2.44 441 8.00

e=04 3.49 6.77 15.42 242 5.68 13.72 3.39 5.88 15.04 2.44 5.29 13.84

€= 2/255 3149 4273 4942 37.77 4830 5443 32.04 4313 49.62 38.58 48.59  54.63

ClmR € = 8/255 56.01 66.17  69.70 58.87 67.76  71.50 56.35 67.06  70.56 58.90 67.81  70.99
1 € =16/255 65.39 7539  77.87 66.24 74.69  78.66 66.96  75.63  78.08 66.76 75.17  77.99
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J one-step vs multi-step

To get a tighter bound, we propose multi-step version of (/) as follows:

a; 1 = H[O,l]n (Qt - aSign(Vg£(§<wa Y, €0, ¢)a y))) :

We compare the original 1-step method (o > 1) to 7-step (¢ = 7) method with o = 0.1. The results
are summarized in Table[6] We found no significant difference between two methods even though
multi-step takes multiple times with multi-step. Therefore, we decide to focus on one-step method.

(16)

Table 6: Test errors of OURS with different numbers of gradient update steps in (16) on CIFAR-10.
Here, we use constant x = 0.

Data (lo) OURS (1-step) OURS (7-step)
oo Standard PGD  Verfied | Standard PGD  Verfied
€ = 2/255 32.04 43.11  49.62 31.40 4230 49.20
CIFAR-10 € = 8/255 56.35 67.03 70.56 54.44 66.29 71.53

K Train with Etrain > Etest

K.1 Etrain > E€test ON MNIST

[46] and [[15] observed that IBP performs better when using €,qin > €test than €pqin = €rest. Figure
shows the results with different €;,.4;,,’s for each €;.;. The overfitting issue is more prominent in
the case of IBP and CROWN-IBP; _, than the proposed method and CROWN-IBP; _,;. However,
using larger perturbations compromises the standard accuracy, and thus it is desirable to use smaller

€train-

Table 7: Comparison of the performance (Standard / PGD / Verified error) depending on various
€train- Here, we use constant Kk = 0.

Data | €est | €train IBP CROWN-IBP,_,; OURS CROWN-IBP, _,,
02 | 1.25/339/7.77 123/348/7.64 1.09/3.17/629 | 1.13/2.85/5.89
02 [03 | 1.95/2.93/628 289/532/7.61 1.70/337/4.76 | 1.48/2.73/4.79
MNIST 04 | 3.67/477/636  6.11/9.08/12.71 3.49/4.72/6.36 | 2.37/3.26/4.64
03 |03 [ 195733171290 289/735/1497 1.70/482/9.20 | 148735279.40
: 04 | 3.67/555/9.74 6.11/11.33/17.51 3.49/559/9.79 | 2.37/3.63/7.22

K.2  €trgin = 1.1€405: on CIFAR-10

As mentioned in Gowal et al. [15]], we also train with €;,gin = 1.1€zs¢ 01 CIFAR-10. The results are
shown in Table They attain slightly improved performances in 2/255, but not in 8/255 and larger e.

Table 8: Comparison of the performance (Standard / PGD / Verified error) of the models trained with
€train and 1.1€4,.4;n,. Here, we use constant £ = 0.

Data | €iest | €train IBP CROWN-IBP, _;; OURS CROWN-IBP,
2/255 2/255 | 43.6/52.71/56.58  32.15/42.67/49.36 32.04/43.13/49.62 | 37.25/47.19/52.53
CIFAR 2.2/255 | 44.78/52.62/55.78 33.23/43.11/49.18 33.04/43.70/48.60 | 38.42/47.80/52.53
10 8/255 8/255 | 64.11/70.68/72.99 60.96/70.52/75.68 56.35/67.06/70.56 | 56.95/67.89/70.43
8.8/255 | 64.54/70.30/72.40 61.48/70.58/75.17 58.28/67.50/70.52 | 59.37/68.51/70.71
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L Training time

All the training times are measured on a single TITAN X (Pascal) on Medium for CIFAR-10. We
train with a batch size of 128 for OURS, CROWN-IBP;_,; and IBP, but with a batch size of 32 for
CAP due to its high memory cost. For CAP, we use random projection of 50 dimensions.
* OURS: 115.9 sec / epoch
* CROWN-IBP;_,;: 51.68 sec / epoch
IBP: 14.85 sec / epoch
* CAP (batch size 32, 1 GPU): 751.0 sec / epoch
* CAP (batch size 64, 1 GPU): 724.6 sec / epoch
CAP (batch size 128, 2 GPUs): 387.9 sec / epoch
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M Loss and Tightness violin plots

We plot the equivalent tightness violin plots in Section[6 for models trained with other methods. The
proposed method achieves the best results in terms of loss and tightness followed by CROWN-IBP,
CAP-IBP, and RANDOM. Figure@ (a)-(b), (c)-(d), and (e)-(f) show the tightness evaluated on the
model trained by CROWN-IBP; _, 3, CROWN-IBP; _,; and IBP, respectively.
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Figure 13: Violin plots of the test loss (Left Column) and of tightness (Right Column) for various
linear relaxations same as in Section@ Lower is better.
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N Comparison with CAP-IBP

As in section[E] we train a model with CAP-IBP and compare with the proposed method and CROWN-
IBP (8 =1). Figureshows that CAP-IBP has gradient differences larger than the proposed method
and smaller than CROWN-IBP (8 = 1), which leads to a performance between the proposed method
and CROWN-IBP (3 = 1) (see Table[3). CAP-IBP has looser bounds than CROWN-IBP (5 = 1) as
shown in Figure 3]and Figure [I3] but with a relatively more smooth landscape, it can achieve a better

performance than CROWN-IBP (3 = 1).
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Figure 14: (Top) Loss variations along the gradient descent direction, (Middle) /-distance between
two consecutive loss gradients and (Bottom) the cosine distance between them during the ramp-up

phase.
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O ReLU Stability

To see the effect of unstable ReL.Us on smoothness, we adopt the ReLU stability loss (RS loss)
Lrs(u,l) = —tanh(14wu-1) as aregularizer [42]. We use L+ L gg as aloss and run CROWN-IBP
(8 = 1) with various X settings. We plot the smoothness and the tightness in Figure|15|and Figure
on A =0, \A=0.01, A = 10.

We found that small )\ suggested in Xiao et al. [42] has no effect on reducing the number of unstable
ReLUs, and thus not on improving the smoothness as shown in Figure [T} By increasing A, we
observed that RS successfully reduces the number of unstable ReLUs with A = 10. Figure [13]
shows that large A leads to a smaller loss variation and gradient difference. This supports that
unstable ReLLUs are closely related to the smoothness of the loss landscape. However, as Xiao et al.
[42] mentioned "placing too much weight on RS Loss can decrease the model capacity, potentially
lowering the provable adversarial accuracy", the models trained with a large A > 1 couldn’t obtain a
tightness of the upper bound and significant improvement on robustness as illustrated in Figure[16]
The test errors (Standard / PGD / Verified) are 0.6278 / 0.7189 / 0.7634 on A = 0.01 and 0.6090 /
0.7085/0.7600 on A = 10.
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Figure 15: (Top) Loss variations along the gradient descent direction, (Middle) /-distance between
two consecutive loss gradients and (Bottom) the cosine distance between them during the ramp-up
phase on CROWN-IBP (8 = 1) with A = 0, A = 0.01, A = 10 and OURS.

Figure 16: Robust loss of CROWN-IBP (8 = 1) with A = 0, A = 0.01, A = 10 and OURS during
training.
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P CBP,_,, and the smoothness
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Figure 17: The success of CBP;_, is also due to the smoothness. See the Figurecaption for more
details.
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