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Abstract

This paper studies federated linear contextual ban-
dits under the notion of user-level differential pri-
vacy (DP). We first introduce a unified federated
bandits framework that can accommodate vari-
ous definitions of DP in the sequential decision-
making setting. We then formally introduce user-
level central DP (CDP) and local DP (LDP) in
the federated bandits framework, and investigate
the fundamental trade-offs between the learning
regrets and the corresponding DP guarantees in
a federated linear contextual bandits model. For
CDP, we propose a federated algorithm termed as
ROBIN and show that it is near-optimal in terms
of the number of clients M and the privacy budget
¢ by deriving nearly-matching upper and lower
regret bounds when user-level DP is satisfied. For
LDP, we obtain several lower bounds, indicating
that learning under user-level (e, §)-LDP must suf-
fer a regret blow-up factor at least min{1/e, M}
or min{1/,/z, /M } under different conditions.

1. Introduction

Federated learning (FL) (McMahan et al., 2017a) has be-
come a trending distributed machine learning paradigm
where numerous clients collaboratively train a prediction
model under the coordination of a central server while keep-
ing the local training data at each client. FL is motivated by
various applications where real-world data are exogenously
generated at edge devices, and it is desirable to protect the
privacy of local data by only sharing model updates instead
of the raw data.

While the majority of FL studies focus on the supervised
learning setting, recently, a few researchers begin to ex-
tend FL to the multi-armed bandits (MAB) framework (Lai
& Robbins, 1985; Auer et al., 2002; Bubeck & Cesa-
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Bianchi, 2012; Agrawal & Goyal, 2012; 2013), and have
proposed several federated bandits models and learning al-
gorithms (Shi & Shen, 2021; Shi et al., 2021; Dubey &
Pentland, 2020; Huang et al., 2021; He et al., 2022a). Under
the classical MAB model, a player chooses to play one out
of a set of arms at each time slot. An arm, if played, will
generate a reward that is randomly drawn from a fixed but
unknown distribution. With all previous observations, the
player needs to decide which arm to pull in each time in
order to maximize the cumulative expected reward. MAB
thus represents an online learning model that naturally cap-
tures the intrinsic exploration-exploitation tradeoff in many
sequential decision-making problems. Under the new realm
of federated bandits, each client is facing a local bandits
model with shared parameters. While classical MAB al-
lows immediate access to the sequentially generated data
for decision-making, in federated bandits, local data streams
are generated and analyzed at the clients, with periodic infor-
mation exchange among clients. Such a model is naturally
motivated by a corpus of applications, such as recommender
systems, clinical trials, and cognitive radio, where the se-
quential decision-making involves multiple clients and is
distributed by nature.

Meanwhile, user-level differential privacy (DP) has emerged
as a stronger but more realistic notion of privacy, which
guarantees the privacy of a user’s entire contribution of data
instead of individual samples. Roughly speaking, user-level
DP requires that the output of an algorithm does not signif-
icantly change when a user’s entire contribution has been
changed. While user-level DP has been studied in applica-
tions involving static datasets, such as discrete distribution
estimation (Acharya et al., 2022; Cummings et al., 2021),
learning (Levy et al., 2021; Ghazi et al., 2021), and federated
learning (Girgis et al., 2022), to the best of our knowledge,
it has not been studied in the online setting, where data is
generated sequentially as decisions are made and outcomes
are observed.

In this work, we take an initial effort to incorporate user-
level DP into the framework of federated bandits, where M
clients work collaboratively to learn a shared bandits model
through a central server. We note that ensuring user-level
DP in federated bandits setting is extremely challenging,
mainly due to the following reasons. First, due to the inter-
active sequential decision-making nature of bandits, we do
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not have static datasets at clients. Rather, each local sample
is generated online accordingly to the federated learning
mechanism adopted by the system. As a result, its distribu-
tion depends on not only the historical data at the client, but
also the entire history across all clients and the server. Such
intricate dependency makes the definition of user-level DP
elusive in the federated bandits setting.

Second, due to the bandit feedback, only the reward of
the pulled arm is observed, where the arm-pulling decision
depends on history and the DP mechanism. Thus, the local
samples are non-independent and identically distributed
(non-IID), which is in stark contrast to the IID assumption
usually adopted in the literature of user-level DP.

Third, in the federated bandits setting, multiple clients
jointly learn the shared bandits parameter collaboratively. In
general, the number of data samples contributed by a single
client grows linearly in time horizon 7', which is unbounded.
Thus, to achieve user-level DP, vanilla noise-adding DP
mechanisms may require the corresponding noise variance
scale in the same order. On the other hand, in order to obtain
sublinear learning regret, it requires that the estimation error
in the estimated model parameters decays fast in time. Thus,
it is unclear whether it is possible to still achieve sublinear
learning regret while guaranteeing user-level DP.

We tackle those aforementioned challenges explicitly in this
work. Specifically, our main contributions can be summa-
rized as follows.

First, we formally introduce a DP oriented federated ban-
dits framework, which provides a principled viewpoint to
capture and characterize potential privacy leakage in online
decision-making problems. Our general framework can ac-
commodate all previously introduced differential privacy
notions in the bandits settings, such as joint DP (Shariff &
Sheffet, 2018; Dubey & Pentland, 2020). We then specialize
the framework to capture user-level DP, and introduce both
central and local user-level DP.

Second, we investigate user-level central differential pri-
vacy (CDP), and study the fundamental trade-off between
learning regret and DP guarantee. Under standard mar-
gin condition and diversity condition studied in conven-
tional linear contextual bandits (Hao et al., 2020; Papini
et al., 2021), we propose a near-optimal algorithm termed as
ROBIN with user-level (e, §)-DP guarantee. ROBIN enjoys

a regret of 0 (max {1, dﬁf;} Cydlog T) , where C is a

margin parameter, d is the dimension of the features, M
is the number of clients, and 7 is the time horizon. The
near optimality is established by obtaining a minimax lower
bound Q2 (max {1, 7 } Codlog T') under the same CDP
constraint and the diversity and margin conditions. Fur-
thermore, we also investigate the lower bound without the
margin condition. Compared to the non-private counter-

part, our results indicate that when ¢ = O(1/v M), the
regret suffers a blow-up factor of at least min{ M, ﬁ} or

min{v M, ﬁ }, depending on whether the margin condi-

tion is imposed or not. When ¢ = (1/v/M), imposing the
user-level CDP constraint does not affect the hardness of
the federated linear contextual bandits problem, regardless
of whether the margin condition is satisfied.

Third, we study user-level local different privacy (LDP) un-
der several settings and conditions. When ¢ = O(1/M),
the minimax regret lower bound is either (M log T') un-
der the margin condition or Q(M+/T) without the margin
condition, suggesting that the best policy is to have the
clients independently make arm-pulling decisions based on
their own local datasets without information sharing. When
e = Q(1/M), we obtain a minimax lower bound in the
order of Q(Cydlog T /e) under the margin condition and
Q(y/dMT /e) without the margin condition, indicating that
any federated linear contextual bandits algorithm satisfying
user-level LDP suffers a regret blow-up factor of at least
1/+/€ without the margin condition, or 1/¢ with the margin
condition. Thus, the user-level LDP constraint makes the
learning problem strictly harder than the non-private case.
Moreover, we also develop a tighter lower bound for pure
LDP, i.e. 6 = 0, which can be obtained by replacing ¢ in
the CDP lower bound by ¢/ VM. A summary of our main
results is shown in Table 1.

2. The Private Federated Bandits Framework
2.1. Notations

For any M € N, we denote [M] := {1,..., M}. For any
vector = and symmetric matrix V', we denote ||z|| as the /5
norm of z, ||z|lv := V& TV, and Apin (V), Amax (V) refer
to the minimum and maximum eigenvalues of V, respec-
tively. For any matrix X, we use || X || to denote its spectral
norm, and use X T to denote its pseudo-inverse. For any set
A, we denote A" as its n-fold Cartesian product. For two
probability measures PP, Q, we use dry (P, Q) and KL(PP, Q)
to denote their total variation distance and Kullback—Leibler
distance, respectively. We denote g<; := {q1,...,q}. We
use F(S1, S2) to denote the set of all possible measurable
functions from set S to another set S5. O( f) hides the
logarithm term of f, i.e. O(f) = O(f]log f|).

2.2. The Federated Bandits Framework

We consider a federated linear contextual bandits setting
captured by tuple ([M], A,C, ¢, P, d), where [M] is the set
of clients, A is the set of arms, C is the set of contexts,
P := {pi}ic|a is a set of distributions over context set C,
and ¢ : C x A — R?is the feature mapping.

At each time slot ¢, each client ¢ observes a context ¢; ; € C
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Table 1: Regret Bounds of Linear Contextual Bandits under Different (e, §)-DP Constraints.

ALGORITHM AsM.3.2 MODEL CONSTRAINT REGRET
LOWER BOUND (HE ET AL., 2022B) X SING ITEM-LEVEL JDP Q (\/dT + d/a)
~ 1
FEDUCB (DuBey & PENTLAND, 2020) X FED ITEM-LEVEL JDP 0] (d3/4M3/4 \/ T/é‘)
P-FEDLINUCB (Zrou & CHowbHURY, 2023) X FED ITEM-LEVEL CDP O (d3/4 T/e +dvVM )
ROBIN (THEOREM 3.3) v FED USER-LEVEL CDP O (min {M,max {1, dlif;fT }} Codlog T)
v FED USER-LEVEL CDP (min { M, max {1, }} CodlogT)
LOWER BOUND X FED USER-LEVEL CDP Q (mln {M max \/ = }\/ dT
(THEOREMS 4.5 AND 5.3) .
v FED USER-LEVEL LDP Q (min {M, 1/5} CodlogT)
X FED USER-LEVEL LDP* Q (mln {M, Vi /5} vV T)

Co: parameter of Asm 3.2, d: dimension of model parameter, M : number of client:

s, T': time horizon. SING and Fed stand for single-client and multi-client settings,

respectively. JDP stands for jointly differential privacy. The standard non-private lower bounds are Q(v/dMT') and Q(Cod log T'), without or with Asm 3.2, respectively.
#: The result for user-level (e, 0)-LDP is presented in Corollary 5.5. {: We adopt the result in Zhou & Chowdhury (2023).

drawn according to distribution p; € P. Then, client ¢ pulls
arm a;; € A and receives areward 1, ; = @(c; ¢, a;)T0* +
ni.» where 6* € R? is an unknown parameter vector shared
among clients, 7); ; is a random noise, and ¢(c; ¢, a; ) € R¢
is the feature vector associated with arm a; ; and context
¢; . For simplicity, we denote ¢(c; ¢, a) as ;4 4. We as-
sume ||¢(c,a)2 < 1, |#*]|2 < 1, and 7, ; is an IID stan-
dard Gaussian random variable, i.e., 1; ; ~ N(0,1). Such
assumptions are standard in the linear contextual bandits
literature (Abbasi-Yadkori et al., 2011; Chu et al., 2011).

We assume there exists a central server in the system, and
similar to FL, the clients can communicate with the server
periodically with zero latency. Specifically, the clients can
send “local model updates™ to the central server, which then
aggregates and broadcasts the updated “global model” to
the clients. (We will specify these components later.) We
also assume that clients and server are fully synchronized
(McMabhan et al., 2017a).

For federated linear contextual bandits, the utility of primary
interest is the expected cumulative regret among all clients,
defined as:

"))

where a] , € A is an optimal arm for client ¢ given context
,
L. * T * T *
ci: Vb # ary xm,a;tH miyt’bQ > 0.

T
i,t,a4,¢

Regret(M,T) = E {Zi\il i (sz,t,a.* 0" —x

2.3. User-level Differential Privacy

In order to formally introduce user-level DP into the fed-
erated bandits framework, we consider a federated algo-
rithm that consists of 2M + 1 sub-algorithms denoted as
Alg := (Ro,Alg,Ry,...,Alg,,,Rar), where Alg, is an
online decision-making algorithm adopted by client ¢, R;
is a channel that shares the information from client i to

the central server, and Rg is a channel that broadcasts the
aggregated information from the server to all clients.

Mathematically, let H; ; be the local historical observations
and actions of client ¢ before it makes decision at time ¢, i.e.
H;, ={cir air, r”}t;:ll, and g;,; and ¢, be the outputs
of R; and Rg at time ¢, respectively.

With a specified Alg, at each time step ¢, the learning pro-
cedure proceeds as follows. First, the server aggregates
up-to-date local updates from the clients and broadcasts the
aggregated information to all clients through channel Ry, i.e.,
Ro : {¢ <¢}i — g Upon receiving the broadcast informa-
tion, each client performs local online decision-making by
executing Alg; : {¢;:} U H; U {q<t} — a;, and obtains
r; . Finally, each client generates a local update and uploads
it to the server through channel R; : (H; 141, 9<t) = Qi 1+1-

We note that the general federated bandits learning frame-
work can accommodate various bandits and communication
models. For example, depending on whether communica-
tion happens in a step ¢ or not, we can let ¢; ; = 0 to indicate
that client ¢ does not upload any information at time ¢, and
g+ = 0 if the server does not broadcast at time ¢.

Based on the specified federated bandits learning frame-
work, we then introduce the user-level DP notions as

follows. Let H; = {H;;}iep) be the entire his-
tory across all clients. Note that H; is a streaming
dataset, i.e. Hy C H; for any ¢ < t. Due to

the online setting, we follow the definition of differen-
tial privacy under continual observation (Dwork et al.,
2010ay). For simplicity, we denote R;({ H; -, ¢r—1}r<t) :=
(Ri(Hi,la qO)7 - ,Ri(Hiﬂg, qSt_l)),VZ' S [M] With a
little abuse of notation, we denote Ro({H-}r<:)
(Ro({gi,1}ieinn)s - - - »Ro({i, <t Fie(pr))) to indicate the end-
to-end relationship between the entire history { H, } ;< and
the global information {qy, ..., ¢} produced by Ry. With-
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out loss of generality, we use Q to denote the range of
channel R; for any ¢ € [M] U {0}.

Definition 2.1 (i-neighboring datasets). We say H; =
{Hjt}jemn is i-neighboring to H; = {H}}jecn if
Hj, = Hj, forall j # .

Definition 2.2 (User-level central DP). Consider a
time horizon 7. A federated algorithm Alg =
(Ro,Alg,,Rq,...,Alg,,, Ry) is (e, d)-central user-level
differentially private if for any -neighboring streaming
datasets {H, },<7 and {H/},<r, and any subset Q<7 :=
(Q1,...,Qr) C QT, we have

PRo({H:}i<r) € Q<r] < e PRo({H{}i<r) € Q1]+

Besides the user-level central DP and local DP (to be intro-
duced in Section 5), we note that the proposed federated
bandits framework can accommodate various DP notions,
as elaborated in Appendix A.

3. Algorithm Design and Analysis for CDP

In this section, we aim to design a collaborative learning
algorithm for the federated linear contextual bandits that
achieves sublinear learning regret under user-level CDP.

3.1. Challenges of Adopting Gram Matrix in Algorithms

To gain a better understanding of our algorithm design,
we first elaborate the difficulties encountered by prevalent
Gram-Matrix (GM)-based approaches in federated linear
contextual bandits when user-level CDP is taken into ac-
count. It is worth noting that all current privacy-preserving
algorithms utilized in federated linear contextual bandits
rely on GM-based approaches. Specifically, we focus on the
prominent challenges associated with the widely adopted
upper confidence bound (UCB) methods.

The fundamental task in the design of bandits algorithms
is to balance the exploration-exploitation trade-off. UCB-
type algorithms achieve this through constructing an upper
confidence bound of the estimated reward of each arm, and
then picking the arm with the highest UCB in each step ¢. In
the linear contextual bandits setting, such UCB is usually in
the form of 270 + ||z 71, Where z is the feature vector
associated with individual arms and the incoming context,
0 is the estimated model parameter, « is a constant, and
Vi=1I;+ >or < Trx] is the matrix defined by the encoun-

tered feature vectors that are used to estimate . Roughly
speaking, V; captures the uncertainty in the estimate 0,ie.,
16— 6% v, = O(+V/d). By selecting the arm associated with
the highest UCB, it ensures that the directions along which
V; has small eigenvalues can be sufficiently explored, thus
reducing the uncertainty in 6 efficiently.

In the federated setting, each client 7 collects

{(%s,r,a.+7i-)}r locally and exchanges information
with the server for expedited estimation of #*. Under
the UCB-based framework, in order to characterize
the estimation uncertainty and facilitate efficient explo-
ration in subsequent time steps, it in general requires
the server to collect and aggregate the Gram matrices
Vit =2 rer xi,t,ai,ﬂlt,ai,t’ where 7T () is a subset of
[t] determined by the specific algorithm design, and then
broadcast the privatized aggregated Gram matrix f/[l to all
clients, along with the privatized estimate 0.

According to Definition 2.2, in order to achieve user-level
CDP, it is necessary to ensure that if V;; is replaced by
another Gram matrix V;,, the broadcast information would
remain similar. Standard additive noise mechanisms require
that the variance of the additive noise in each dimension
scales in sup [|V; ; — V/; ||, which, without any additional
assumption, scales in Q(¢) in general. If a noise with (¢)
variance is added, the corresponding UCB, denoted as 2T+
al|z|| y~1» would be largely different from its non-privatized
counterpart, resulting in wrong arm-pulling at clients and
linear regret.

3.2. Additional Assumptions

The aforementioned challenges in balancing user-level CDP
and regret faced by UCB-type algorithms motivate us to
strive for a possible approach where local Gram matrices
are not required for collaborative parameter estimation in
the federated linear contextual bandits setting. Towards that,
we introduce the following two standard assumptions in the
literature of linear contextual bandits.

Assumption 3.1 (Context diversity (Hao et al., 2020)). For
any client , let a}, = arg max, ¢(c;,a)T0" be the optimal
arm under context ¢;. Then,

)\min (ECiNPi [¢(Ci7a:i)¢(ci7 azl)T]> > /\O > 0.

Assumption 3.1 essentially indicates that the minimum
eigenvalue of the expected Gram matrix under the opfi-
mal policy is bounded away from zero. Thus, it ensures
that with high probability, every possible direction in the
parameter space can be adequately explored under the op-
timal policy for each client 7. Intuitively, if the optimal
policy were known beforehand, each client could collect
sufficient information in each dimension of the parameter
space and obtain an estimate of § with favorable accuracy
guarantee in each dimension. Therefore, such estimates can
be directly aggregated at the server with certain accuracy
guarantee even without knowing the corresponding Gram
matrices. This could potentially avoid adding strong noises
to the Gram matrices and degrading the regret performance.
Besides, as we discuss in Appendix D, Assumption 3.1 is
actually necessary in order to achieve sublinear regret for a
broad class of algorithms in the federated linear contextual
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bandits setting.

We remark that Assumption 3.1 does not guarantee that the
distributions of local datasets collected by the client are
identical or even close in terms of total variation distance,
since the covariance matrices still depend on how the clients
are making decisions. Even if they focus on the optimal
arms, the matrix E[¢(c; 1, a, ,)¢(ci e, az, ,)7] can still vary
drastically across clients, as different clients can potentially
have very different context distributions. This fact is in stark
contrast to previous user-level DP works, e.g., Levy et al.
(2021), and makes our problem more challenging.

Assumption 3.2 (Margin condition (Rigollet & Zeevi, 2010;
Reeve etal., 2018)). Let a}, = argmax, ¢(c;, a)T60* be the
optimal arm under context c;. Then, there exists a constant
Cy such that, for any ¢ > 0 and any i € [M],

Pe,np; [Va #ay, [0(ci,ay,) — d(ci,a)]T0" < e] < Cpe.

Roughly speaking, Assumption 3.2 ensures that for a ran-
domly generated context, the expected reward under the
corresponding optimal arm and that under any sub-optimal
arm are statistically well separated. This is a standard as-
sumption for instance-dependent analysis of linear contex-
tual bandits. Similar to the minimum reward gap between
the optimal arm and any sub-optimal arm in the stochastic
MAB setting, Cy controls the hardness of the problem: the
larger C is, the more challenging to distinguish the optimal
arm and the second sub-optimal arm under a given context.
In the following, we investigate upper bound with Assump-
tion 3.2 and lower bounds with and without Assumption 3.2.

3.3. The ROBIN Algorithm

In this section, we propose a gReedy explOitation Based
prlvatized averagiNg (ROBIN) Algorithm under the feder-
ated linear contextual bandits setting. Our objective is to
leverage Assumption 3.1 and Assumption 3.2 to achieve
sub-linear learning regret and guarantee user-level CDP at
the same time.

ROBIN works in phases. In total, it has P phases, and each
phse p € [P] contains 27 time indices. Denote 7, as the set
of time indices in phase p. Then, it proceeds as follows.

LinUCB-based Initialization: In the first U phases, each
client performs the classical LinUCB algorithm (Abbasi-
Yadkori et al., 2011) locally. Specifically, at the beginning,
client 7 initializes an all-zero matrix V;; and an all-zero
vector Y; 1. Then, at each time ¢ in phase p € U, upon
observing a context ¢; ; and the corresponding decision set
D+ = {¢(cit,a) : a € A}, the client i chooses action
Tit,a;,, according to

Tit,a;, — arg ng%X xTei,t + aHx||(1d+%‘t)7l’ (D
it

where é,f = (I4+ Vi)~ 'Y+, and « is a parameter to be
specified later. After receiving a reward r; ;, each client
updates matrix V; ; and vector Y; ; according to

_ T
{Vi,tﬂ = Vit + Tita, T4 q, @

Yierr =Yie + it a;,Tit-

The benefit of such initialization is that the minimum eigen-
value of V; ; can be guaranteed to grow linearly in ¢.

Local Greedy Exploitation: For any phase p > U after
the initialization phase, each client receives a private global
estimate 67 from the central server at the beginning of phase
p. We will specify how to construct such a global estimate in
the next several paragraphs. Meanwhile, each client resets
matrix V; ; and vector Y; ; to be zero. Then, for allt € 7,
each client greedily takes actions with respect the global
estimate, i.e. a; ; = argmax, ¢(c; ¢, a)Tép, and collects a
reward r; ;. Again, V; ; and Y; ; are updated according to
Equation (2).

Upload Channel R;: At the end of each phase p such
that p > U, each client constructs a local estimator 6; , =

Vifpf/;p based on the ordinary least squares method, where

Vi p and Y; , are copies of statistics V; ; and Y; ; at the end
of phase p. These local estimators are then sent to the central
server for privatized aggregation.

Privatized Aggregation R, at the Server: Once the local
estimates {éi,p}ie[ ) are received at the end of phase p, the
server needs to aggregate those local estimates and obtain a
global estimate é”“, which will be broadcast to the clients
to facilitate their decision-making in phase p + 1. There are
two objectives for this aggregation step: One one hand, due
to the user-level CDP constraint, the corresponding aggrega-
tion needs to ensure that 6P +1 does not change significantly
if 0; , is replaced by another possible local estimate 6; , for
any ¢ € [M]. On the other hand, in order to achieve low
learning regret, it requires that 6P+l is sufficiently close to
the ground truth parameter 6*. In particular, it is desirable

to have ||#Pt1 — 6*| scales in O (1/\/M|7;)|) with high
probability as p increase.

However, in general, the sensitivity of ﬁ Zi 51-7,) scales
in O(1/M). This is because 6;, is a random variable,
whose distribution expands the entire parameter space
{0 : ||#]] < 1}. Thus, if a vanilla additive noise mecha-
nism is adopted, the variance of the noise should scale in
Q(1/M). As a result, ||[#PT1 — 0*|| scales in Q(1/v/M),
which cannot provide the desired estimation accuracy in
order to achieve sublinear regret.

To overcome this challenge, we aim to leverage the concen-
tration property of 6; ;, to have a more delicate analysis of
the sensitivity of 57 >, 6; ,. The intuition is, under assump-
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Algorithm 1 The ROBIN Algorithm
1: Input: P, 3, c1, 00 = 6/(2P), e0 = /1/6Plog(2/9).

2: while not reaching the time horizon 7" do

3 if p < U then
4 >Initialization phases
5: D, =10
6: for each client ¢ and ¢ in Phase p do
7: Observe ¢; ¢
8 Choose Tit,a; according to Eqn. (1), and receive r; ¢
9: Update V; ; and Y; ; according to Eqn. (2)
10: end for
11:  else
12: > Greedy exploitation
13: for each chent i do
14: Receive 6 from the server
15: Set ‘/z,t = O,K,t =0
16: for ¢ € Phase p do
17: Receive decision set D; ¢ = {Zi t,a facA
18: Pull arm 2;,¢,0, = arg maxzep, , 2TH®
19: Receive reward 7; ¢
20: Update V; ; and Y; ; according to Eqn. (2)
21: end for
22: end for
23:  endif
24:  if p > U then
25: for each client 7 do
26: > Upload channel: R;
27: 0 p — V Y
28: Send 0; ip to the server
29: end for
30: >Privatized aggregation: Rg
31: 6P+ = wMHD ({Hi,p}ie[M], ﬁ,wip,a‘oﬁo)
32:  endif

33: p+p+1
34: end while

tion 3.1, éi,p_'_l will be concentrated in a ball centered at 0*
with radius O(1/+/]7,]) with high probability. Therefore,
if we are able to leverage such concentration property and
reduce the sensitivity of ﬁ Do éiyp, we will be able to adap-
tively reduce the variance of the additive noise in the DP
mechanism and achieve sublinear regret.

Motivated by this intuition, we adopt the WinsorizedMean-
HighD (WMHD) Algorithm from Levy et al. (2021) for the
private aggregation at the server. Roughly speaking, WMHD
projects local estimates {éi,p}ie[ ) into a privatized range
in the parameter space and then adds noise accordingly. By
properly choosing the size of the range and the noise level,
it outputs a privatized average of {6; , };c[as) With sufficient
estimation accuracy and CDP guarantee. The details of
WMHD can be found in Algorithm 4 in Appendix B.

The ROBIN algorithm is summarized in Algorithm 1.

3.4. Regret Analysis

Theorem 3.3. Fix g €

44/2d1og(16d(M+1) P/)
)\0 :

and 3.2, when £ > Q(fl(}\‘cf[ L, Algorithm 1 (i) satis-
fies user-level (e, )-CDP, and (ii) with probability at least
1 — 5, achieves a regret upper bounded by

o 5 dlog T'log(} )log( ) C’odlog( )logT
max = /\(2) .

(0,1) and let ¢ =

Then, under Assumptions 3.1

Proof of the user-level CDP guarantee: Since 7 is a
(€0, 0o )-differentially private estimation (Theorem 2 in Levy
et al. (2021)), and there are total P phases, by the advanced
composition rule (Lemma G.1), we conclude that the entire

algorithm achieves user-level (g9/6.P log(1/4"), '+ P)-
CDP for any ' > 0. The proof is finished by noting

that 5o = 6/(2P), 9 = ¢/+/6Plog(2/0) and choosing
& =4/2.

Proof sketch of the regret upper bound. To upper bound
the regret, we need to characterize the estimation error of
the global estimator or forp > U. We inductively show
that the following two claims hold with high probability.

e Claim 1: Amln( zp) > Q(|TD

« Claim 2: ||§P+! —

0% < O 1 L .
I'< (EM\/ITPI * \/Mlm)

If Claim 1 holds, it is straightforward to conclgde that each
local estimator is sufficiently accurate, i.e. ||6;, — 0*| <

0 (1/w/|7;|) . Then, due to Theorem 2 in Levy et al.

(2021), WMHD guarantees that 6PF1 is “close” to the average
of local estimators {0; ;, }ie[as]- Specifically, we can show
that with high probability,

jr+1 _ L 9. o —L
Hep MZie[M]ozvf’HSO<sM |7;|)'

Thus, Claim 2 follows by applying Claim 1 on the average
estimator, i.e. || & 32, 0;, — 0] < O <1/\/M|7;,\) .

If Claim 2 holds, combining with Assumption 3.2, with high
probability, the covariance matrix ZteT Tita; T4 4 aiq 18

close to [T, |Ec,~p, [0(cisal )d(ci,al )T ] Hence, Claim 1

follows directly from Assumption 3.1.

Finally, the LinUCB algorithm in the first U phases guar-
antees that Claim 1 holds with high probability, and by
induction, both claims hold for all phases p > U. Therefore,
the regret can be upper bounded by the product of estima-
tion error and the probability of playing sub-optimal arms.
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Due to Assumption 3.2, the probability is again controlled
by the estimation error, and thus the regret upper bound is
O((1+1/(Me?)logT). O

The full proof can be found in Appendix C.

Remark 3.4. In general, the difficulty of deriving regret
upper bounds without Assumption 3.2 is due to the weak
diversity Assumption 3.1, where we only require the co-
variance matrix associated with the optimal arm to be suf-
ficiently diverse. Therefore, without Assumption 3.2, if
the sub-optimal gap is too small, it is highly likely that the
feature vector associated with the decision of the agent is
very different from the optimal feature vector, although the
corresponding reward (inner product of the feature vector
and 0) is close to the optimal reward. If this is the case, then
the agent cannot leverage Assumption 3.1 to construct an
accurate estimation of 6, as Assumption 3.1 only applies to
the feature vectors associated with the optimal arm.

4. Lower Bounds under CDP Constraint

In this section, we present regret lower bounds for any user-
level central differentially private federated algorithms. All
proofs in this section can be found in Appendix E..

To be more precise, we separate the federated algorithms
into two categories: almost-memoryless algorithms and
with-memory algorithms. Without additional assumptions,
the general framework defined in Section 2.3 is a with-
memory algorithm, where the decision-making algorithm
Alg, depends on both the local history and the global infor-
mation g<;. If the available information is restricted, we
define almost-memoryless algorithm as follows.

Definition 4.1 (Almost-memoryless algorithm). A feder-
ated algorithm (R, Alg,,R1,...,Rps) is almost memory-
less if there exists a constant u = o(T") such that for any
time step ¢ > u, the decision-making does not depend on
local history data, i.e. Alg,(H;:, q<:) = Alg;(g<¢), for
any ¢ € [M] and H; ;.

We note that a typical memoryless algorithm is phased elimi-
nation type of algorithms (Shi & Shen, 2021; Shi et al., 2021;
Huang et al., 2021), where the policy in a single phase does
not change and only depends on the information broadcast
from the last communication round. Moreover, Algorithm 1
proposed in this work is also almost-memoryless.

Theorem 4.2. Ife < log2, § = O(ﬁﬁ)
a federated linear contextual bandits instance satisfying
Assumptions 3.1 and 3.2, such that any almost-memoryless
federated algorithm satisfying user-level (¢, 6)-CDP must
incur a regret lower bounded by

then, there exists

Q (max {1, ﬁ} CodlogT + e_MEC’OMT) .

Remark 4.3. First, we note that in the regime ¢ =

Q %) considered in Theorem 3.3, the first term of

the lower bound dominates the other. Thus, the regret upper
bound under ROBIN nearly matches with the lower bound,
indicating that ROBIN is near-optimal in terms of M and €

in this regime. On the other hand, when € = 0) (%) s

the second term e ~*¢Cy M T dominates the first term and
grows linearly in 7'. Thus, it is impossible to achieve sub-
linear regret for any almost-memoryless algorithm in this
regime. Since ROBIN is an almost-memoryless algorithm,
it arguably achieves the best we could hope for among all
almost-memoryless algorithms.

The lower bound also indicates the number of samples
contributed by each client (i.e., T) cannot be arbitrarily
large (i.e., cannot scale faster than O(e¢ /M)) in order to
achieve sublinear regret for any almost-memoryless algo-
rithm. A similar phenomenon in offline supervised learning
is also observed in Levy et al. (2021), which states that
learning with user-level DP cannot reach zero error when
the number of clients is fixed.

The proof of Theorem 4.4 is built upon a generic lower
bound developed by He et al. (2022b), as informally stated
in Theorem 4.4, and the fingerprinting lemma (Kamath et al.,
2019; Bun et al., 2017).

Theorem 4.4 (Informal). Let 07 be uniformly sampled from
a two-dimensional sphere © = {z € R? : ||x|| = r}. Then,
there exists a federated linear contextual bandits model such
that the total regret is lower bounded by

Q (Zie[]\,{Lte[T] infﬂi,té]—'(Ii,G) %]Ev {HQT - ai,tHﬂ) 3

where I; is a set of available information provided for client
i(e.g, (Hig q<t)).

Proof sketch of Theorem 4.2. Theorem 4.4 states that the
regret is lower bounded by the performance of estimat-
ing the “direction” of the true parameter 8*. Note that
in general, the error of estimating direction cannot be di-
rectly lower bounded by the standard estimation error, es-
pecially when the norm of parameters are 2(1). How-
ever, under the margin condition in Assumption 3.2, the
norm of 6* is in general O(1). Hence, to lower bound
the estimation error of the direction, we follow an alter-
native approach that re-parameterizes 67 by its angle
and provide an upper bound of the expected inner product
E,[0], ,0%]. By leveraging the fingerprinting lemma, we

show that if 0; ; ; is a private estimator, then, E, [0, 7] <

O(eM\/(t — 1)E,[[|0 — 6,1 ,]?]). Combining with the
fact that E,[[|0% — 0;]°] = 2 — 2E,[0], 0], we con-

clude that E,,[||6% — 6”,5”2] > Q(l/(52M2(t - 1)+ 1)).
Taking the summation over ¢ and ¢, and by Theorem 4.4, we
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obtain a lower bound Q(log T'/(Me?)). The second term
e~ MeCyMT can be derived by calculating the estimation
error under the case when all clients collect dummy infor-
mation (e.g. %;q, = 0). The final result then follows
by taking the non-private regret lower bound Q(log T') into
consideration. O

Our results can be generalized to obtain minimax lower
bounds for the with-memory algorithms by optimizing the
norm 7 of the true parameter or separately analyze the infor-
mation contained in local datasets. The results are summa-
rized as follows.

Theorem 4.5. Fix any ¢ € (0,log2), § = O (M%/f) ,

T > d2. Then, there exists a federated linear contextual
bandits instance satisfying Assumptions 3.1 and 3.2 such
that any with-memory federated algorithm satisfying user-
level (g,0)-CDP must incur a regret lower bounded by

. 1
Q (mm{M,maX{l, W}}CodlogT) .

If Assumption 3.2 is not satisfied, then the minimax regret
lower bound becomes

Q (min { M, max { V1, L} } VaT)

Remark 4.6. Since with-memory algorithms encompass
almost-memoryless algorithms as special cases, the first part
of Theorem 4.5 verifies that ROBIN is nearly optimal com-

pared to any algorithms when € = () (%). In fact,

ROBIN can be easily adapted to a with-memory algorithm
to remove the constraint on the parameters. Specifically,
if at the beginning of the entire algorithm, ROBINis al-
lowed to adaptively decides that clients follow Algorithm 1
when ¢ = Q(%), or independently adopt LinUCB

1.5
without sharing any information when & = O(%),

then, the algorithm achieves an upper bound that nearly
matches with the lower bound in terms of M and ¢ for
any ¢ € (0,log2). In addition, this adaptation preserves the
user-level CDP guarantee, since performing LinUCB locally
without information exchange guarantees zero information
leakage.

Theorem 4.5 also indicates that, when ¢ = Q(ﬁ), the
lower bound reduces to (Cyd log T') with Assumption 3.2
and Q(v/dMT) without Assumption 3.2. This suggests that
imposing user-level (¢, §)-CDP constraint does not increase
the hardness of learning compared with its non-private
counterpart for the general with-memory algorithms in this
regime. However, when ¢ = O(ﬁ) imposing the CDP
constraint incurs a blow-up factor at least min{M, =}
with Assumption 3.1 or min{+/M, ﬁ} without Assump-

tion 3.1, indicating the hardness of learning strictly in-
creases.

5. Lower Bounds under LDP Constraint

In this section, we present regret lower bounds under the
non-interactive local differential privacy constraint, which
provides an initial view of this more challenging problem.
The full proofs in this section can be found in Appendix F.

Definition 5.1 (Non-interactive upload channel). The
upload channels R; of a federated algorithm Alg =
(Ro, Algy,Rq,...,Alg,,,Ry) is non-interactive if R; does
not depend on global information g<;—; conditioned on the
local history Hi,t, i.e. R; (Hi7t7 qSt_1> =R; (Hi7t>-

We note that existing phased elimination-based federated
bandits algorithms are non-interactive (Shi & Shen, 2021;
Shi et al., 2021; Huang et al., 2021). In contrary, UCB-
type algorithms are interactive and with-memory (Dubey &
Pentland, 2020; Li & Wang, 2022b; Li et al., 2020).

Definition 5.2 (Non-interactive user-level local DP). Con-
sider a time horizon 7. A federated algorithm Alg =
(Ro,Algy,Rq,...,Alg,,,Ryr) is user-level (g,0)-locally
differentially private if for any ¢-neighboring streaming
datasets {H,};<7 and {H]};<r (see Definition 2.1), and
any subset Q; <7 = (Qi.1,...,Qi7) C QT, we have

P[R;({Hy,t }e<1) € Qi <7
< ePR;({H] , }1<7) € Qi<1] + 6.

We focus on the with-memory setting, since any lower
bound of with-memory algorithms must be a lower bound
of memoryless algorithms.

Theorem 5.3. If ¢ € (0,log2), § = O(1/M~T), there
exists a federated linear contextual bandits instance satisfy-
ing Assumptions 3.1 and 3.2 such that any with-memory
federated algorithm satisfying user-level (¢,6)-LDP must
incur a regret lower bounded by

Q (min{1/e, M} CodlogT).

If Assumption 3.2 is not satisfied, then the minimax regret
lower bound becomes

Q(min{m,M}ﬁ).

Remark 5.4. We note that when ¢ = O(1/M), the regret
lower bound is either (M log T') under Assumption 3.2 or
Q(M~/T) without Assumption 3.2, suggesting that the best
policy is to have clients independently make arm-pulling de-
cisions without information exchange. When ¢ = Q(1/M),
the lower bound becomes Q(Cyd log T'/¢) under Assump-
tion 3.2, or Q(1/dMT/e) without Assumption 3.2. This
indicates that under the (e, §)-LDP constraint, as long as
e € (0,log 2), the regret of any federated algorithm must
suffer a blow-up factor at least min{1/+/z, v/ M} without
Assumption 3.2, or min{1/e, M} with Assumption 3.2,
compared with the optimal regrets in the non-private set-
ting.
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For completeness, we also investigate the regret lower bound
under user-level pure LDP constraint, i.e. § = 0.

Corollary 5.5. Forany ¢ € (0,log?2), there exists a feder-
ated linear contextual bandits instance satisfying Assump-
tions 3.1 and 3.2 such that any with-memory federated al-
gorithm satisfying e-LDP must incur a regret lower bounded
by

Q (min {M, 1/62} CodlogT) .

If Assumption 3.2 is not satisfied, then the minimax regret
lower bound becomes

Q (min{M,\/M/E} \/cﬁ)

Compared with the results in Theorem 4.5, we note that the
regret lower bound under pure LDP constraint is generally
higher than that under CDP constraint. Specifically, the
results in Corollary 5.5 can be obtained by replacing ¢ in
Theorem 4.5 by £//M".

6. Related Work

Differential Privacy in Bandits. There is a line of research
focusing on differentially private multi-armed bandits (DP-
MAB). Mishra & Thakurta (2015) first introduce the prob-
lem of DP-MAB with algorithms that achieve sublinear
regret. Later, Tossou & Dimitrakakis (2016); Sajed & Shef-
fet (2019); Azize & Basu (2022) improve the analysis and
propose several different algorithms that enjoy the optimal
regret. In addition, Hu & Hegde (2022) achieve similar
near-optimal regret based on a Thompson-sampling based
approach, Tao et al. (2022) consider heavy-tailed rewards
case, and Chowdhury & Zhou (2022a) provide an optimal
regret in distributed DP-MAB. Local DP constraint is also
studied by Ren et al. (2020) in MAB and by Zheng et al.
(2020) in both MAB and linear contextual bandits. Shariff
& Sheffet (2018) propose LinUCB with changing perturba-
tion to satisfy jointly differential privacy. Later, Wang et al.
(2020a) consider pure DP in both global and local setting.
Wang et al. (2022b) propose an algorithm with dynamic
global sensitivity. Other models including linear and gen-
eralized linear bandits under DP constraints are studied by
Hanna et al. (2022) and Han et al. (2021). The shuffle model
has also been addressed by Chen et al. (2020); Chowdhury
& Zhou (2022b); Garcelon et al. (2022); Tenenbaum et al.
(2021).

Federated Bandits. There is a growing body of research
studying item-level DP based local data privacy protection
in federated bandits. Li et al. (2020); Zhu et al. (2021) study

! Another lens to see this phenomenon is the privacy amplifi-
cation by shuffling (Feldman et al., 2022). Loosely speaking, an
(e/v/'M, §)-CDP lower bound leads to an (&, §)-LDP lower bound,
when ¢ is sufficiently small (Acharya et al., 2022).

federated bandits with DP guarantee. Dubey & Pentland
(2022) consider private and byzantine-proof cooperative
decision making in multi-armed bandits. Dubey & Pent-
land (2020); Zhou & Chowdhury (2023) consider the linear
contextual bandit model with joint DP guarantee. Li et al.
(2022a) study private distributed bandits with partial feed-
back.

Federated bandits without explicit DP constraints have also
been studied by Wang et al. (2020b); Li & Wang (2022a);
Shi & Shen (2021); Shi et al. (2021); Huang et al. (2021);
Wang et al. (2022a); He et al. (2022a); Li et al. (2022b).

User-level DP. First introduced by Dwork et al. (2010b),
user-level DP has attracted increased attention re-
cently (McMabhan et al., 2017b; Wang et al., 2019). Liu
et al. (2020); Acharya et al. (2022) study discrete distri-
bution estimation under user-level DP. Ghazi et al. (2021)
investigate the number of users required for learning under
user-level DP constraint. Amin et al. (2019); Epasto et al.
(2020) study approaches to bound individual users’ contri-
butions in order to achieve good trade-off between utility
and user-level privacy guarantee. Levy et al. (2021) con-
sider various learning tasks, such as mean estimation, under
user-level DP constraint. To the best of our knowledge, user-
level DP has not been studied in the online learning setting
before.

7. Conclusions

In this paper, we investigated federated linear contextual ban-
dits under user-level differential privacy constraints. We first
introduced a general federated sequential decision-making
framework that can accommodate various notations of DP in
the bandits setting. We then proposed an algorithm termed
as ROBIN and showed that it is near-optimal under the user-
level CDP constraint. We further provided various lower
bounds for federated algorithms under user-level LDP con-
straint, which imply that learning under LDP constraint is
strictly harder than the non-private case. Designing feder-
ated algorithms to approach such lower bounds under LDP
constraint would be an interesting direction to pursue in the
future.
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A. Relationship with other DP Notions in Bandits

We use Figure 1 to demonstrate all existing DP channels in the bandits literature.

"
Ry (s
R
Ro @

Figure 1: Graphical structure of all possible private channels in a bandits model. We assume that Alg, produces some
intermediate random variable A; which determines the action.

Recall that H; , = {c¢; 7, ai r, 7+ tT_:ll We separately discuss different DP mechanisms in single-client and multi-client
settings.

Single-client. In this case, the federated bandits framework defined in Section 2.3 reduces to the upper half of Figure 1.

* A single-client bandits algorithm is called locally differentially private (Ren et al., 2020; Zheng et al., 2020), if the
red arrow from 7 ; to the dataset H ;41 is a DP channel. Mathematically, for any two rewards 7; ; and 7"’1,157 and any
measurable set S containing H; ;1, we have

P(Hl,t+1 € S|7”17t) S eslP’(HLt_H S Sl’l“ll’t) + 0.

* A single-client stochastic multi-armed bandits algorithm is called globally differentially private (Tossou & Dimi-
trakakis, 2016; Azize & Basu, 2022), if the red arrow from H; ; to A; is a DP channel with respect to rewards. More
precisely, for any ¢'-neighboring dataset H, ; and Hj , satisfying 7y ¢, = rq , forall ¢g <t exceptatty = t', and any
measurable set S containing A;, we have

P(Ay € S|Hiy) < eP(4 € S‘Hi,t) +4.

* A single-client linear contextual bandits algorithm is called jointly differentially private (Shariff & Sheffet, 2018), if
the red arrow from H; ; to A; is a DP channel with respect to one datum. More precisely, for any ¢'-neighboring dataset
H, ; and Hit satisfying (¢; io, @i 1o, T1,60) = (c;,to,ag’to, 7"17150) for all ¢y < ¢ except at tg = t’, and any measurable
set S containing A;, we have

P(Al € SlHl,ta Ci,t) < eEIP’(Al S S‘H{’t, Ci,t) + 6.
Multi-clients. In this case, we focus on the red arrows between clients and the server, i.e. R; and Ry.

¢ A multi-client bandits algorithm is called item-level locally (jointly) differentially private (Dubey & Pentland,
2020), if the red arrow R; from H; ; to g; <; is a DP channel, and each client can fully rely on its own local dataset
(with-memory setting). More precisely, if for any client ¢ and ¢/, H; ; and H, i”t only differ in one datum at time ¢/, i.e.
(Cirtoy Witor Tirty) = (Cipy> @h 45 Th g, ) fOr all g < t except at to = t', and for any measurable set containing ¢; ;, we
have
P(git € S|Hi ) < e“P(giy € S|H; ;) + 0.

We close this section by noting that there are many other types of DP that can be deduced from Figure 1. We list several key
ingredients that form a DP type, such as whether it is item-level, whether it is locally differentially private, whether it is

jointly differentially private, and whether it is memoryless.
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B. DP Algorithms

In this section, we list all the differentially private mechanisms that are used in Algorithm 1 and provide their guarantees.
First, we introduce the formal definition of (r, 3)-concentration.

Definition B.1 ((r, 3)-concentration). {z;}; C R s (r, 3) concentrated if there exists € R such that P(Vi, |lz; — pl| >

r) <.

The PrivateRange algorithm outputs a private interval with length 4r if the input dataset is (r, 3)-concentration such that the
dataset falls into this interval with high probability.

Algorithm 2 PrivateRange({x; } <[, €, 7, B) (Feldman & Steinke, 2017)

: Input: {z;}iciar € [~ B, B]™, r: concentration radius, e: privacy parameter.

: Divide interval [— B, B] into £ = B/r disjoint bins, each with length 2r. Let S be the set of middle points of those bins.
: Fori € [M], let z; = arg minges |x — ;| be the point in S closest to ;.

: Forany z € S, define cost function

B W =

c(z) =max {|i € [M]: x; < z|,|i € [M]:a} > z|}.

5: Sample Z € S from the distribution:
exp(—ec(x)/2)
Dwesexp(—ec(a’)/2)”

P(z =12) =

6: Return [Z — 2r, T + 2r].

Lemma B.2. PrivateRange({x;}ici), €, 7, B) is (¢, 0) differentially private.

Algorithm 3 WinsorizedMean1D({; };car, 7, 8, €, B) (Levy et al., 2021)

1: Input: {x:};cia € [-B, B] M r: concentration radius, : concentration error probability, €, §: privacy parameter.
2: [a,b] = PrivateRange({z:}i,e/2,r, B), where b — a = 4r.
3: Sample & ~ Lap(0,8r/(Me)) and return

M
F=¢4 % ;max{a, min{b, z;}}.

Lemma B.3 (Theorem 1 in Levy et al. (2021)). WinsorizedMeanlID is (e, 0)-differentially private.

We slightly modify a constant in the following WinsorizedMeanHighD (WMHD) algorithm. Compared to the original version,
this modification is due to a tighter parameter choice in the advanced composition rule G.2.

Algorithm 4 WinsorizedMeanHighD({; };c(ar, 7, 3, €, 6) (Levy et al., 2021)

1: Input: {z;}icin C S1 C R¢, r: concentration radius, ~: concentration error probability, £, §: privacy parameter.
2: Let D = diag(wx, . . .,wq), where w, are sampled independently and uniformly from {1, —1} for all s € [d].
3: SetU = idHD, where H is a d-dimensional Hadamard matrix.
4: Foralli € [M], s € [d], compute
Yi,s = e;r UXZ‘.
5: Lete' = 7—“1;(1/5)77“’ = 1074/ 71°g(dg{/5).

6: Forall s € [d], compute
Y, = WinsorizedMeanlD({yi,s}iG[M],r/, B,¢, B\/&)

7: LetY = (Y1,...,Yy)T and return
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Theorem B.4 (Theorem 2 in Levy et al. (2021)). If 6 € R? is the output of WinsorizedMeanHighD({0,};,r, B, ¢, 0, B), then
0 is (g, 0)-differentially private. Moreover, let each coordinate of & € R? be independently sampled from Lap(8r' /(Me"))

and 0 =Y, 0;/M be the sample mean, where &' = \/ﬁw and v’ = 10r\/(log(dM/B))/d. Then, we have

d*B ox (_ Me )
(Qog(@1/3)  \ 8/6dlog(1/0) )

drv (B (10— 01[{6:}:) P (I€l1|{0:}:) ) < 8+

Corollary B.5. Under the same setting as in Theorem B.4, we have

b (H 5 g > B0rlos(d/3)/6Tog(dM /B g (1) 2B

Me ) =3+ 10r+/(log(dM/B)) p( 8\/6dlog 1/9) )

Proof. By the definition of (r, 5)-concentration, we have

P({6;}; is not (r, 0)-concentrated) < f3.

Therefore,
. ( i_g) s S log(d/ﬁ)\/(id]i;f(dM/ﬂ) 1og<1/5>>
<P <||é _4) > 80r log(d/B) \/Gd;;)f(dM/ﬂ) log(1/9) '{01}2 is (r, 0)-concentrated> P ({6;}. is (r,0)-concentrated)

P ({0} is not (r, 0)-concentrated)

(@) d’*B Me 80r log(d/B)+/6dlog(dM/B) log(1/0)
= 26 (Qog(dM/B) ¥ <_8 6d10g(1/5)> ¥ <|§|| = Me )
_ d’B 8r \F
=¥+ 10r+/(log(dM/5)) P ( 8\/6d1 (1/6) ) <||£H = Mo d/6)>
(%) 36 + &5 exp ( )

1074/ (log(dM/53)) 8\/6dlog 1/9)

where (a) is due to Theorem B.4, and () follows from the tail bound for Laplace random vectors developed in Lemma G.3.

O

C. Proof of the Regret Upper Bound of ROBIN

In this section, we provide the analysis for the upper bound of the regret of Algorithm 1. The key idea is to show that the
global estimator is sufficiently accurate.

Outline of this section: In Step 1, we first develop Lemma C.2 aided by Lemma C.1, and show the minimum eigenvalue of
the Gram matrix V; i at the end of the initialization phase U scales linearly in | 7;7|. Then, in Step 2, Proposition C.3 shows
that linearly growing minimum eigenvalues implies accurate global estimators and vice versa, which inductively verifies that
the estimation error of #”t1 decays in the order of O(1/+/M]|T,|). Finally, with the accurate global estimator, Theorem C.6
in Step 3 presents the regret upper bound.

Recall that the Gram matrix of client ¢ at the end of phase p is

/ _ § : . T
Vi p xl,"’yai,q—xi,ﬂai,,—'

TE€ETY

Step 1: Bound the Minimum Eigenvalue in the Initialization Phase.
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This step is akin to Lemma 12 and Lemma 13 in Papini et al. (2021) and consists of two parts. The first part states that when
the sub-optimal gap is larger that A, the number of times that LinUCB does not choose the optimal arm is upper bounded by
O(1/A).

Lemma C.1. Given any 8 € (0, 1), with probability at least 1 — 3, and for any A > 0, the following inequality holds for
any client i.

- 2ai/d| Ty | log | Ty | 3)

E < A )

> i {aw #ac; Vb #ag, (d(cir,ac, ) — ¢lcir,b))T0" > A}

T€TU

where o = 1+ /21log(M/ ) + dlog | To|.

Proof. By Theorem 20.5 in Lattimore & Szepesvari (2020), if éi,t is the local estimator in the initialization phase (t € Ty),
we have for each client 4, and any 5 > 0,

P (Vt € Tu, 0ie — 0%l 14+v,, <1+ +/2log(1/B) + dlog |TU|) >1-p.

By rescaling 3 to 8/M and taking the union bound, we have

P (Vi [M]te T, |fis—0rv., <1+ /21og(M/B) + dlog [Tol) = 1 - B,

where (3 is any positive number.

Let o = 1+ y/2log(M/B) + dlog | Tr|. Hence, the instantaneous regret can be upper bounded by
(¢(ci,‘r7 a:i_ﬁ.) - ¢(Ci,7'7 ai,T))TG*
)T(@* - éi,‘r) - ¢(Ci,‘r; ai,‘r)T<9* - éi,T) + ¢(Ci,77 a:i,,)Téi,‘r - ¢(ci7‘f'7 ain')Téi,T

= ¢(Ci)7—,a*
< Ngleirsag, Iirevin-1 107 = Oirllivve, + 16(cirs aie)llravi -1 10 = bie ity

cir

+ o(cir, a:iyf)Téi,T — ¢(Cirsair)T0ir
<ol a, llraviy-r +alléleir ai)l vy + dcir as, )0ir — dlcir, air)T0;

< 20|p(Cirs i)l (14 vi 0 )1

Due the boundness assumption, we can conclude that

(¢(cirrag, ) — ¢(cir, air))T0" < 2min {allo(cirair) | (14vi)-151} -

Therefore, we can bound Equation (3) as follows:

E lz 1 {a“ + ac;T,Vb #ag, (p(cir, aZM) — ¢(ci -, b)T0" > A}

T€TUy

) Z - 1,7y Wi, T 9*
<B| S 1 2 W0 £l Bleimal,) — i )0 > A} DEm o) = Hen du )T ]

LreTu A
[ 2min{a||; r.a, AR |
SE Z l{ai,r 7&ac:T,Vb#aziT,(¢(Ci,77a:iT)_¢(Ci,Tab))T9* ZA} { H 5T Xll(]"l‘vz,r) 1 }‘|
LreTu
[ 2min{e|zra, , (14v; -1, 1}
<F T, ivr
<E| ) A
LT€Tu
(2) 20\/d| T | log | Tu |
— A Y
where (a) follows from the elliptical potential lemma in Lemma G.5. O
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Based on Lemma C.1, we prove the second part that the minimum eigenvalue of the Gram matrix f/i,U scales linearly in
|7t7| with high probability.

Lemma C.2 (Guarantee in the first U phases). If U satisfies

12(dCo + Ao) /| Tu|log(2d M/ B) log | Tu | < &‘TU‘
Ao — 4 ’

then, for any 3 € (0,1), with probability at least 1 — [3, the Gram matrix of any client i at the end of phase U has full rank,
and

Vi€ [M], Amin (Vi,,U) > %|TU|-

Proof. We analyze the expectation of the Gram matrix ‘ZU as follows.

E[Viu] =E Z xi*T’“"*’x’T’T’“”]

LTeTu

>E Z (b(ci,ﬂ ai,'r)d)(ci,ﬂ ai,T)T]]-{ai,T = ac;‘YHVb 7£ a:

LTeTu

=E| Y dleiral, )olcir al, ) Hair = ac Vb #al, | ($lcir af, ) = ¢(cir,0)T0" > A}

LTeTu

=E| ) ¢<cz-,ﬂa;ﬁ)¢<ci,7,azmw]

LTeTu

) (¢(Ci,7'7 azi,-r) - d)(ciﬂ" b))Ta* > A}

i,

—E l Z o(cirsap, )P(cir az, JTU{Eb # ag, |, (¢(cir ag, ) — d(cir,b))T0" < A}

T€Tu

—-E l Z d)(ci.,'ra aziﬂ.)d)(ci,'r; G:LT)T]].{GLT 7é acfﬂ_;Vb 7& a:m.a ((ﬁ(ci,ﬂ azi‘f) - d)(ci.,'r» b))TQ* > A}

TETU

(a)
> (/\0 — COA)|TU|I(1 — I;E l Z ]l{a“ 7& ac;T,Vb # az“_, (¢(Ci,r, a* ) — ¢(Ci7‘r7 b))TG* > A}

Ci, 1
TE€TU
(®) 2a4/d 1
> (Ao — CoA)|Tully — ay/d|Tu|1og || 14, with probability at least 1 — S,

A

where o = 1+/21og(M/ o) + dlog |Tis], (a) is due to the diversity condition in Assumption 3.1 and the margin condition
in Assumption 3.2, and (b) follows from Lemma C.1.

Now choose A = 2’\700 We have, with probability at least 1 — 3y,

3 T log [To|
E[iy] > <A0|TU| _ AaCoy/dTollog[Tol ) |

5 -

2 Mo

Consider the difference f/uj fIE[VzU] which is a summation of zero-mean matrices. Thus, we can apply matrix concentration
inequality in Lemma G.4 to obtain that, for any §; > 0, with probability at least 1 — 8; — By, we have

)\min(‘z,U) = AInin (‘ZL,U - ]E[‘;;,U} + ]E[‘Z,U})

> Amin (EIVi0]) = Amax (Vi — E[Vi0])

Mo|To|  4aCo\/d[ T log [To|
< do[Tu| _ 4aCo |/\;f| o8 |Tul _ 2[Tu|log(d/p1) —2/3.

- 2
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Choosing 51 = 1/(M fp) and taking the union bound, we have, with probability at least 1 — 23,

i) 2 2070 12000+ o) /T Thog M o) o 7o
0

R 2

We finish the proof by choosing 3y = /2 and noting that

12(dCy 4+ Xo)+/|Tu | log(2d M/ B) log | Trr| < &‘TU‘
Ao 4 '

Step 2: Inductively Bound the Minimum Eigenvalue and Global Estimation Error after Initialization.

44/2d1og(16d(M+1) P/B)
Ao

Proposition C.3. Fix 5 > 0, g9, 6o, and ¢; =
consider the following events:

as defined in Algorithm 1. If there are total P phases,

£ = {w e(MpelU:Pl, Vip> *0'47?'@},
A 02
E9={peU+1:P) ||op—e*||s},
{ VAT,

where the parameters are set as

|Tp| = 27,Vp € [P],
_ [max {log2 (64 10g(2dMP/ﬂ)> log, (144dU2(CO + Xo)?log(2dM P/B) logQ) H

A3 )
4+/2d1og(16d(M + 1)P/B) [ 80log(16dP/f)\/6dlog(16dM P/3)log(1/d)
Cy = + 1 )
Ao VMg,
2 2.2
M > max 8+/6d1og(1/d) log 4d*>P/|Tp| ,32200% '
€0 108¢1+/log(16dM P/B) |~ X5|Tu|

Then, Algorithm I guarantees that

P(Ev&) >1—p.

Proof. Let us divide &y and &y into disjoint sub-events:

Evy = {\ﬁ eM], V> AO'Z'P'Id},

Eop = {W € [M], |67+ — 6% < 62} ’

VM[Ty|

such that & = N,>p v,y and &g = N>y &y p. We aim to verify the following two claims.
Claim C.4. Under event Ev,p, for any B > 0, we have P(Eg ,) > 1 — B/(2P).

Claim C.5. Under event &g , for any 3 > 0, we have P(Ey,p11) > 1 — B/(2P).

Proof of Claim C.4:
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We recall the definition of local estimators éi,zﬂ
Oip =V, | D wirarrie | =V D tiran, i+ 27, 07) ],
TE€ETY TET,

where n; , = 1; ; — :viTT a TH* is the IID Gaussian noise. Since £y, asserts that the covariance matrix V; , is full rank, we
have
G0 =7 [ S wir
P - Vip 7'77—7”'1',7'77117— ?
TET,

which is a summation of independent o _-sub-Gaussian random variables conditioned on V; ,,, and

~ 1 16
2 < IVlza 1P < _ < _
Oir = ” ©p xz,‘r,al,q—” = Amin(Vi,p)Q > )\8‘7;|2

Due to the independence of {7; -}, conditioned on {z; , }, we have that éi,p — 0* is a 02-sub-Gaussian random vector with
2= _A5  Thus, for any 1 > 0, we have with probability at least 1 — 31,

o° =
- 4y/2dlog(2d/BL)
b;p— 0% < .
|| p H )\Om

I Tol

In addition, note that

1 . 1 e
M Z (ei,p - 0*) = M Z V;;ml (xi,'r,aijni,'r) ’

which is a sub-Gaussian random vector conditioned on covariance matrices {V; , };. Following the same argument, we have
< 41/2dlog(2d/B1)

: ( 37 2 =) Noy/MT,)

So far, by rescaling 51 to 81/(M + 1), we have verified that for any 8; > 0, under event &y, = {Vi, )\min(f/i,p) >
Ao[Tpl/4},

> 2 1_ﬁ17v61 > 0.

4y/2dlog(2d(M + 1)/

Ao/ [Tyl

), and

- 1 .
P Vi, [|6;p—0% < — Oip— 0"
(z 161 = 6 37 2 (Oin =) N /AT

. 4,/2dlog(2d(M + 1)/31)> .

4)

Let ¢; = 4+/2dlog(2d(M + 1)/B1)/Ao. Then, {éi,p}iE[M] are (c1/+/|7Tp|, B1)-concentrated. By the design of Algorithm 1
and Corollary B.5, we have
- 1 ~ 80cy log(d 6dlog(dM log(1/4,
1 - =300, > c1log(d/B1)/6dlog(dM/B1) log(1/d0)
M i Me V |7;7‘

s & \/TT;] ))exp< Mso>

N 10¢1+/(log(dM /By 8 6dlog(1/0)

Combining with Equation (4), we conclude that, under event &y,

i1 ey < S0cilog(d/B1)/6dlog(dM /(1)) log(1/d0) 1
P(II(H 0| > N + T%I)
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<46 + Vi ) exp < Meo ) )

10¢;+/(log(dM/B; ~8,/6dlog(1/d,)

where ¢; = 1y Zdlog(ii)MH)/ 2 , and [ is an arbitrary positive number.
Let

B = B/(16P),

B 4\/2d10g(16d(M +1)P/B)
1 = )\0 )
801log(d/B1)+/6dlog(16dM P/3)log(1/0)
Co = C1 +1].
vV MEO

Note that

4d*P.\/|T,
Meg > &/Wlog (10501 log(\1/6|di?\|/fp/5)> .

We simplify the result as follows. Under event £y,

Pl -0 > —2— ) < 2,
MT,|) 2P

which completes the proof of Claim C.4.
Next, we prove Claim C.5.
Proof of Claim C.5:

Recall that at each time slot ¢ € 7,1, client ¢ greedily chooses an arm a; ; with respect to the estimator 6P+ under context
¢, drawn from p;. We consider the matrix E., ,~,, [#(ci.¢, @i,0)d(cit, a;¢)T] under the assumption that £ ;, holds. We
have

Ee; ,np [0(Cits i) P(Cirty i) T]
=3 Eep [ dle,a)(e, )71 {V0 £ a, (9(c,a) - 6(c,b) 0" = 0}

acA
= 3" Eenp [9lc,0)(c,a)TE {0 £ 0, (6(c;a) = 6(c,0)T0" = (e, ) — 6(c,b)T (0" = 07) ]
acA
(@) 2c9
E | ¢(c,a)d(c,a)Tl < VDb # a, c,a) — ole,b))T0" > ——
Z; [(Iﬁ( )o(c, a) { # a, (¢(c,a) — ¢(c,b))T0" > MW;H
262
= E |¢(c,a)p(c,a)Tl < Vb # a, c,a) — d(e,b))T0* > ———
e |stcatens {w f o e sty > 2]
262
=E |[¢(c,al)p(c,al) T Vb # af, (d(c,al) — ¢, b))T0" > —=
p(c, ag)d(c, az) { # ac, (o(c,az) — d(c,0))70" > M|7;)|H

=E[b(c,al)p(c,al)T

—E |¢(ca0)d(c, ac)TL {35 # ac, (9(c,al) = ¢(c,0))T0" < QCQH

VM|T|

* *\ * 202
> Aol — IP (ab;éac, (Blc,a%) — B(c,5)T6 <m>
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® 2C
> (hg - 222 Ia,
VMIT,|
where (a) follows from & ,,, and (b) is due to the margin condition in Assumption 3.2.

Therefore, for any p > U, we have

~ 2CHc 2|7,
E |:‘/i,p+1:| > Xo|Tpt1] = | Tp1l \/% @ Ao|Tpt1] = 2Cocay %»

where (a) is due to | 7,11 = 2PT1 = 2|T,|.

Thus, we can apply the matrix concentration inequality Lemma G.4 on the martingale difference ¢(c; ¢, a;¢)P(¢it, ai )T —
Elp(ci i, ai)P(ciy,ai)T] for t € T,/Tu to make the following conclusions: With probability at least 1 — 5j, where
Bo > 0 is any positive number, we have

)\min(f/i,gﬂ—l) - )\min (‘72',17—&-1 - ]E[f/i,p-‘rl] + E[f/i,gﬂ—l])

Z )\min (E[‘Z,p—i—l]) - Amax(f/i,p-‘,-l - E[f/i,p-&-l])

2|7;+1

> Xo| Tp+1| — 2Coc2 \/2|7;+1| log(d/Bo) —2/3.

Now, set B9 = 8/(2M P), and take the union bound over all clients. Then, with probability at least 1 — 3/(2P), for all
i € [M] the following holds.

\7;+

Amin(Vip1) = Aol o1 — 2Coes L /2Tl log(2dM P/B) — 2/3,

where ¢y =

8+/2dlog(16d(M+1)P/B) ( 80log(16dP/B)+/6dlog(16dM P/B)log(1/d0) 1
Ao vV Meg + '

Note that p > U, and |7/ | satisfies the following inequality:

V20 To log(2dM PJB) + 2/3 < Ao\’fu\

In addition, due to p > U, we have that

Ao/ M
2v2Ccs < Ofw

holds for any p.

Thus, we conclude that, under event &y j,

HD (VZ S [M]7 >\min(‘~/i,p+1) Z >‘0|7dp+1> 5

which finishes the proof of Claim C.5.

Then, based on Claim C.5 and Claim C.4, combining with Lemma C.2, we conclude that

P (5\/59) =P (( Np>U 5\/’1,) n (ﬂPZU ge)p)) >1-7.

Step 3: Upper Bound the Regret.

Now, we are ready to provide the final result on the upper bound of the regret of Algorithm 1.
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Theorem C.6 (Regret). Under the parameter setting in Proposition C.3, with probability at least 1 — (3, the total regret of
Algorithm 1 is upper bounded by

3
a7 <. (s (3, D06 Do) ) Coet 1/ 6T
0

Proof. Consider a phase p > U. Under the events £ and &y defined in Proposition C.3, we have
E[r;, —rits) =E [(¢(Cz‘,t, ag, ) — ¢(cit, a'z‘,t)>T 9*}
=E {]l {aiyt % azi’t} (gb(cm7 azivt) — P(Cig, ai’t))T 0*]
<E []1 {ai,t # aZi,t} (¢(Ci,t7 ag, ) — d(cit, ai,t))T (0" — é(p))}

(a) 202
<E |14a, a, , ¢ ———
=~ { t 7é iy } /M|7;_1|‘|
262 . .
= ——=P(a; is not optimal
M, ] oot 1ot optmat)
2¢o « \\TAD)
= —=P it Qi) — P(Cit, Qg 0% >0
e ((0lciasaun) = oleins3,) )

202

= \/WP (0 > (¢(Ci,t, ai,t) - ¢(ci,t7 a:i,t))Ta* > (¢(Ci,t7az‘,t) - ¢(Ci,t, a:m))T(@* - é(p)))

—
=
=

202
VM| Ty
(;) 4000% ’

M| Tp-|

IA

P (0 < (¢(Ci,t,a2i,t) — ¢(cis ai,t))T9* < 202)

where (a) and (b) follow from event £y, and (c) is due to the margin condition in Assumption 3.2.
Therefore, with probability at least 1 — f3,

Regret(M,T) Z Z Elrie — rid]

pE[P]i€[M] tET,

40002
< M|T, M|T¢
g;] | 7pl - M\T N + M|Ty|

=Y 8Cocs + M|Ty|

p>U
=8CyciP + M|Ty|.

We complete the proof by noting that

P=0(ogT),

c0 =¢/VP,

U = O(logloglogT),

44/2dlog(16d(M + 1)P/B) [ 80log(16dP/B3)\/6dlog(16dM P/3)log(1/do) 41
Ao VMeg

_ o[ VA0s(1/B) (| log(1/8)\/dlogTlog(1/B)log(1/0)
Ao ’ evV/M '

Co =
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D. Necessity of Diversity Assumption for Memoryless Algorithms under User-level CDP
Constraint

In this section, we prove that the diversity condition in Assumption 3.1 is necessary for achieving sublinear regret when
adopting almost-memoryless algorithms under the user-level CDP constraint.

Proposition D.1. Ife < 0.1 and § < 0.001, then, there exists a federated linear contextual bandits instance not satisfying
Assumption 3.1 such that any almost-memoryless algorithm must incur a regret lower bounded by Q(T).

Proof. We consider a federated linear contextual bandits with two arms {1,2} and M clients, where the context is fixed for
each client. For each client i € [M], let features ¢;(c, 1), ¢i(c, 2) € R? be defined as follows. For the first client (i = 1),
¢1(c,1) = (0.5,0)T and ¢1(c,2) = (—0.5,0)T. For any other client (i > 1), ¢;(c, 1) = (0,0.5)T and ¢;(c,2) = (0, —0.5)T.
Let the model parameter 6* € © = {£1} x {£1}, and the reward r; ; ~ N (¢;(c, a; )7 0%,1).

We note that the feature distribution does not satisfy the diversity assumption (Assumption 3.1), since the smallest
eigenvalue is 0 for each ¢;(c, 1) and ¢;(c, 2), while it satisfies the margin condition (Assumption 3.2) with Cy = 1.

To reduce the dependency between each client, we again consider the extended history similarly in Appendix E.1. Let
H;,y={ca;r, 7“1‘,_7}7<t be the history of client 4, and H; ; = {c,a={1,2},7; +o}r<t D H; be the extended history of
client 7 at time ¢. H; ; is independent of H; ; conditioned on model parameter 6*.

Note that the total regret is lower bounded by the regret of the first user, and the regret of play sub-optimal arm is 1. Then,
we have

Regret(M,T) > Z P(ay ¢ # e]0%)
te[T]
> i To* £ 0, (g ) ,
- Z él,te]-‘iril,f;l,fl}) P (610 7& el’t(qgt)
te[T] {RiYielo, M)

Now we aim to show that due to the user-level DP constraint, the estimation error cannot be too small for client 1.

Consider 6* and ¢, such that eT6* = —eJ¢’ = 1, and e]#* = e]6’. We construct a coupling between G<;|0* and G<;|6.
Specifically, if we flip the distribution of 71 ; 1 from N (0.5,1) to N (—0.5, 1), and r; ¢ 2’s distribution from N (—0.5, 1)
to N (0.5,1), we have changed the distribution from H ;|6* to H; ;|6" while keeping the other H;;(j # 1) unchanged.
Furthermore, the expected Hamming distance of this coupling is 1, since only client 1’s data has been changed.

By leveraging the private Le Cam’s method (Theorem 1 in (Acharya et al., 2021)),

~inf P (eIH* # 9A1,t((7<t)> > 0.9¢™° — 104.
01 1€F(Z,0) =
{Riticjo, M)

Therefore, we have

Regret(M,T) > T (0.9¢~¢ — 106) .

If e < 1 and 0 < 0.001, we conclude that Regret(M, T) = Q(T).

E. Proof of the Regret Lower Bounds Under User-level CDP Constraint

In this section, we provide the full analysis for CDP lower bounds. The first subsection describes a hard instance of linear
contextual bandits model that will be used in the proofs. The remaining subsections provide the proofs of Theorem 4.2 and
Theorem 4.5.

E.1. General Setting of Hard Instance

First, we introduce the notation of truncated Gaussian distributions. If a Gaussian random variable X ~ N(0, I;) is
truncated to {x : ||z||2 < r}, then we denote the truncated Gaussian distribution of X as N (0, I4|r).
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In the lower bound analysis, we follow the setting in He et al. (2022b), as specified below.
Arms and Dimension: There are 2 arms: {1, 2}, and the dimension d is an even number.

Feature Vectors and the Context Distribution: The feature vector of the second arm is always 0. For the feature vector of

the first arm, let the distribution of the context ¢; for any client 7 satisfy ¢(c;,1) = (0,..., 2] ,...,0)T with s uniformly

174,870

distributed over [d/2], and {2; s };.s C R? independently sampled from a truncated normal N (0, I2|1).

Model Parameter and Its Distribution: The model parameter 0* = (617, ...,0,7,)T € R? with each §* € R? sampled

independently and uniformly from a sphere S, = {z € R? : ||z| = r}, where r € [0, 1/+/d]. The constraint on r is due to
the boundness assumption that ||§*|| < 1. Moreover, the parameter Cy defined in Assumption 3.2 satisfies Cp = Q(1/7).

Notations of Available Information Used to Make Decisions: Recall that H; ; = {c¢; -, @i r,7i - } r<: i8 the history of
client i. Note that r; ; is sampled from a Gaussian distribution with mean ¢(c; ¢, a; ;) T6* and variance 1, if the true model is
6*. We further denote that ¢(c; ¢, a) = ;1.4

To reduce the dependency between histories of different clients, we define H; ; = {c;-,a = {1,2},7ira}tr<t D Hiy
to be the extended history of client ¢ at time ¢, where r; ; , is the (virtual) reward sampled from (un-played) pulled arm,
such that H. i,t provides full information. It is worth pointing out that H 4,¢ 1s independent with H ;,¢+ conditioned on model
parameter §*. With these notations, we introduce ¢; <; and g<¢, which are outputs from the “extended” DP channels R;
and Ro with inputs H; ; and {; + };c[a1)» respectively. Here, “extended channels” implies that R;(H; ) = R;(H; ) and
Ro({gi,<¢}i) = Ro({gi, <t }i)-

With the general setting described above, we present the generic regret lower bound modified from Proposition 3.5 in He
et al. (2022b). Note that while the original result holds for the single-client setting, it is straightforward to extend the result
into the federated setting.

Theorem E.1. For the hard instance described in Appendix E.1, the total regret of M clients can be lower bounded by

1 )
0 inf R, [16: - 6:0.07] |
> inf {165~ O

) 0;.¢,5s€F (Z;,5r)
i€[M],te[T],s€[d/2] {RiYicro )

where I; is a set of all possible information (I_{m, J<t) provided to client i.

Note that 7 are independently and identically distributed, and {Hi_yt”g}s are from the same set of measurable functions.
Without loss of generality, it suffices to lower bound the estimation error for the first parameter 67, which leads to the
following corollary.

Corollary E.2. Under the same setting in Theorem E.1, the total regret of all clients can be lower bounded by

. 1 * 2
ol 3, nf 5B [16r =0l |,

i€[M]E[T] (RiYici0,m)

where r € [0,1/V/d).

Corollary E.2 suggests that it suffices to lower bound the estimation error for each single time step ¢ and client ¢, where the
estimator 6, ; is constructed from both the local data Hi,t and global information g<;. Since g<; is a private output from
an (e, §)-CDP mechanism, by the post-processing property, 6; ; is also an (e, §)-CDP estimator. However, we have to be
cautious that it is differentilly private only with respect to client j’s local data, where j # i. Mathematically, for any subset
S C S, and j-neighboring dataset Hy;, H,, where j # i, we have

P(Gi’t € S|Ht) S e P (gi,t € S|H£) +5

E.2. Proof of Theorem 4.5

Equipped with Corollary E.2, we are able to lower bound the regret by the estimation error.
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Note that both true parameter and the estimator are two dimensional vectors with constant norm. We point out that our
setting is different from other works on lower bound of estimation error where each coordinate of the true parameter is
sampled from an interval independently (Levy et al., 2021; Kamath et al., 2019). Hence, we re-parameterize 67 by its angle,
i.e. 07 = r(cosvy*,siny*)T, and +* is sampled uniformly from the interval [0, 27). We further denote e; = (1,0) and
ea = (0,1) that form the canonical basis of R2.

Proof Outline: Step 1 is to decompose the estimation error to the expectations of M random variables { Z; }; which capture
the covariance of the global estimator and local data of each client ¢. Step 2 upper bounds E[Z;] for all ¢ € [M] under the
CDP constraint, indicating that the estimation error is bounded from below. Step 3 combines the previous steps to prove the
final regret lower bound.

To simplify notations, in Step 1 and Step 2, we fix a time step ¢ and a client 7y, and aim to bound the estimation error
112
E U o — eH ]

Step 1: Decompose the Estimation Error.

A2 ~
07 — 9” } , where ¢ is the optimal solution of inf g 7z, s, E U

{Ritielo, M

We note that similar result is obtained when each coordinate of 6* is independently sampled. (See Lemma 6.8 in (Kamath
et al., 2019) and Lemma 3.6 in (Bun et al., 2017).)

Lemma E.3 (Fingerprinting Lemma? ). Define random variables Z; for each i as follows.
Zi = (6 — 05)T(—ey siny* + e cosy*)(—ey siny* + e cosv*)TV;(6; — 0%),

where V; = Y oret Tiea ], and 0, = ViT (ZT<t xi,T’lriml), and recall that r; ; 1 is sampled from N (x] _,07,1).

1,7,17
E U

Proof. Due to ||0F]| = ||| = r, it suffices to analyze the term E {HATHT} . Note that 67 = r(cos~y*,sin~y*)T. Then, we have

Then, we have

o — éHQ] =2 — 2 ) B[],

27

4 eTE[0]y*] cosv* + eIE[0]y*] sin~y*dv*

E {éwﬂ r
27 0
r ) R v =27
_ T S * T * *
=5 (elE[ﬁh |siny* — eIE[0]|v*] cos vy )

21
r ; 0

S 2m J, elav*

v*=0

32* E[0]y*] cosy*dy*

Efi]]

E[f|y*]siny" + €]

0
oy*

=7rE,- |:(61 siny* + eg cosy*)T

For the derivative, it is worth noting that E[f|y*] = E [E {é|{ﬁi,t}i€[M]} h*} . We have

O Ridin] — o\ H. . 1 9 1 , T p*
a,y*E[eh/ ] - /{ﬁ”}7 E [9‘{Hz,t}z] (271')M(t_1)/2 8’7* €exXp _2 Z (’l"z,‘r,l - ximle )

1€[M],7<t

2

=rE |E {é\{f[“}l} (—eq siny* + ey cosy*)T Z Tir1(Tir1 — xiT’TylH*) 0*

1, T<t

= 1E [6(—eq sinvy* + eg cosy*)T ZVZ(@ — 0*)|9*1 .

2We adopt the fingerprinting lemma rather than DP Assouad’s method (Acharya et al., 2021), because in general, the lower bound
obtained by DP Assouad’s method has an additional blow-up factor v/d compared to that obtained from the fingerprinting lemma.
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Combining with the fact that E[V;(6; — 6*)|6*, V;] = 0, we have
E [éTGﬂ =r’E [(—el siny* + eg cosy*)T (9 - 9*) (—ey siny* 4 ey cosy™)T Z Vi(0; — 0%)

=72 ZE[Zi].

Therefore,

E |

o — ém — 22 _9F {ém;] — 92 92 ZE[Zi],

which completes the proof.

Step 2: Upper Bound Each E[Z;] under the CDP Constraint.

Lemma E.4. Under the same setting as in Lemma E.3, if the federated algorithm satisfies user-level (e, 9)-CDP, we have

H%&s@@—n¢“ﬁ;”EMé—ww}+&ﬁ¢%v—nmgua,VJ¢m, )

(2] < /2D [16 - 2], ©)

Proof. Recall that

Zi = (6 — 01)T(—ey siny* + €3 cosy*)(—ey siny* + eg cosy*)T inml(riml — ] ,07),
T<1

where 7; ; 1 is sampled from N(z{_,07,1),and %; ;1 = (0,..., 2 7, .. .,0) with probability 2/d, and z; . s is sampled
independently from a truncated normal N (0, I3|1).

We have

2
E[Zio]2 <E {Hé - 9TH2} E (( —e1siny” + e COS“/*)T in,r,1(7“i,r,1 - xlT,le*))

T<1

—E (16 - 6;)2] E

Z (( — ey siny™ + es cos 'y*)Tximl)Z]

T<t

= 2 g 15— o]

which verifies the second Equation (6) of Lemma E.4.

To prove the first part of Lemma E.4, the approach is akin to Kamath et al. (2019). We introduce a statistically indistinguish-
able random variable Z; for each Z;, j # i. Let H ]’<7t be sampled independently and identically with H ;, and 67 be the
estimator constructed from { . ity U H ]’t By the definition of CDP, 67 is statistically indistinguishable compared with

0. Then, define

Z; = (é_j —07)T(—e1 siny* + ez cosy*)(—ey siny* + eg cosy*)TV;(6; — 6%). @)

We have several properties about Z ;. First, due to the independence between H; ; and H §7t, the expectation of Z ;18 0, 1.e.

E[Z,] = 0.
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Second, the variance of Z ; 1s upper bounded by the estimation error, because
E[Z2] Yy [He 7 07|12 ((—e1 siny* + e3 cosy*)TV; (8 — 9*))2]

b)E[ H9 77| ] [((—61 siny* 4 ez cosy*)TV;(6; — 6%)) } QT}

<2 g1 -aye].

where (a) follows from the Cauchy’s inequality, and (b), (c) are due to the fact that H’ , and H; ; are IID sampled
;] as follows.

Then, by choosing a threshold Z > 0 which will be specified later, we can bound E[Z

6. {H}HH

@ g [11«: Uom (2; > 2|{H;}:) - (zj > z|{Hi,t}i,H;,t)} dz

E[E VO (2; < 2|{H; . }:) - (Zj <z|{fli7t}i,f{]’.7t)}dz
9T7{Hi,t}i»HJ/-,tH

1 {Hiki, Hét”

oo

E /OZ P(Z; > 2| {His}i) — (Zj >z|{]EIi7t}i,H]’-_’t)}dz

<E
+o0 ~
+E E / IP)(Z > Z|{Hi,t}i) dz 9;,{Hz’t}z:|:|
L Z
© ) ) ) ) )
+E|E / [IP’( < z{H;}i, H;,t) -P(Z; < z|{Hi,t}i)} dz|07, {H; + )4, H;,tH
L Z
- Z - ) 7
+E|E / P(Z; < 2/ Hibi, 1], ) 201, {HM}“HJ’#H

T AH i, H;,t] ]

A
E / P (Zj > Z|{Hi,t}z‘7 H},t) dz
0

o1, ()|

(b)
< Zo+(ef - 1)E

- oo
Z

i 0
—I—Z(5+(1—676)E |:]E |:/ ]P(Z <Z|{Hzt}z; )dZ 01’{Hzt}lv :|:|
—Z
oy ) ] ) ) )
+E|E / P (Zj < Z|{Hi,t}i>HJ/yt) dz|07, {Hii}i’HJ/‘,tH

© 225+ (¢~ E [|Zj|]

/_Z]P’(Z<z>dz9fH

+E :]E :/Zmp(zj > 2)dz 9;” +E|E
@ (e =12 g 10— o7)2] + 220
E {E [/;oop(zj > 2)de 9;” +E|E [/_zp(z <z)ds 9;” ,

P(X > z)dz — fi}o P(X < z)dz, (b) follows from (¢,4)-CDP, (c) is due to

where (a) follows from E[X]
1—e7¢ <ef —1,and (d) is due to the Cauchy’s inequality.
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For the term f;oo P(Z; > 2|0}) dz, we can bound it as

>z

+o0 +oo
/ P(Z; > 2|07)dz < / P (2r|(—ey siny* + ez cosy*)TV;(6; — 6%) 0*) dz.
z

Z

Note that V;0; ~ N(V;65,V;) conditioned on (65, V;). If we denote W; = (—ey siny* + ez cosy*)TV;(0; — 6*), then
Wj ~ N(0, [[(—eq1 siny* + ez cos v*)||? ) and is conditionally independent with other 6;, where 7 # j. Hence,

E {E [/;OOP (Z; > 2|{V;}) d= 9*”

+oo
<E [/ P (QTW]' > z|0*,‘7¢) dz]
1

Z

+oo +oo
/.

Nor exp (—2?/2) dedz

z
2r[[(—ey siny*+eg cos 'y*)ij

2r||(—eq siny* + eg cosy*)||v. - x
r ey ol
V2T

Z
F(—e1sm 7" reg eos 7Ty

72
- 872||(—e1 sin y*+ea cos 'y*)H%/ )
f]

2r|(—e1siny* + ez cosv*) ||y, exp(

=F
V2T

< QTWGXP < Zz) :

S 8r2(t—1)

where the last inequality again follows from || — e1 siny* + ez cosy*||y, < vVt — L.

Following the same reason, we also have

/_ZIP’ (Z < z) dz < QT\/mexp (&252_1)> .

— 00

Thus, we conclude that

sl 1)\/Q(t; s (10 = 6;12) + 220 + ar /T = 1) /mexp (ST“’?—U) .

We finish the proof by choosing Z = 2./2(t — 1)rlog(1/4).

Step 3: Lower Bound the Total Regret.

Theorem E.5 (Restatement of Theorem 4.5). Fix any € € (0,log2), § = O ( JVI{/T) , T > d2. Then, there exists a

federated linear contextual bandits instance satisfying Assumptions 3.1 and 3.2 such that any with-memory federated
algorithm satisfying user-level (g, 5)-CDP must incur a regret lower bounded by

. 1
Q <m1n{M,maX{1, W}}C’gdlogT> .

If Assumption 3.2 is not satisfied, then the minimax regret lower bound becomes

Q (min { M, max { VAT, 1} } VaT)
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Proof. Combine Step 1 (Lemma E.3) and Step 2 (Lemma E.4), we have,

2% = (|0 - 0" 2] + 22> E[2]

<E [||é - 9*||2] +2((eF —1)(M —1)+1) r2\/2<’5d_1)1@ [||é - 9*||2] +12r%6 M \/2(t — 1) log(1/9).

JT

m, we further have

Consider the case when ¢ < log 2, § <

20t —1)
d

P2 <E [||é - 9*||2} F2r2(e(M — 1) + 1)\/ E [Hé — G*HZ]-
Therefore,

r2

8r2(e(M — 1)+ 1)2(t—1)/d + 4

E (16 - 0%]2] >

Substituting the above result into the generic lower bound Corollary E.2, we conclude that

1 r?
Regret(M,T) > Q -
ceret(M,T) 2 1| 2 r32r2 max{e2M?, 1}(t — 1)/d + 4
1€[M],te[T]

dM
>l ————————1 1 2 2M2.1YT7/d) ) .
- (rmax{52M2,1} og (1 +r° max{e AT/ ))

The rest of the proof consists of two parts, in which two suitable r’s are chosen such that we can obtain the desired regret
bounds.

First, under the margin condition, note that our setting indicates Cy = €2(1/7). Thus, under the margin condition in As-
sumption 3.2, we have

) 1
Regret(M,T) > Q (mm {M, 62]\4} Codlog T) .
Thus, the first lower bound is obtained by combining the regret lower bound 2(Cydlog T') of non-private case (Proposi-

tion G.6).

Vd

Then, we select r = W’

where we require that T > d?. We obtain a worst-case lower bound as follows
1
Regret(M,T) > Q (min {M, 5} vd ) . (8)

We finally finish the proof by combining with the non-private regret lower bound Q(v/dMT).

E.3. Proof of Theorem 4.2

In this section, we leverage the previous analysis to prove the result for regret lower bound under the CDP constraint,
almost-memoryless setting, and the margin condition in Assumption 3.2.

The hard instance is defined the same as that in Appendix E.1. We point out that the only difference of memoryless case is
that the estimator 0; ; is a private estimator with respect to all clients, including itself.

Theorem E.6 (Restatement of Theorem 4.2). Ife < log2, 6 = O(ﬁ) then, there exists a federated linear contextual

bandits instance satisfying Assumptions 3.1 and 3.2, such that any almost-memoryless federated algorithm satisfying
user-level (,0)-CDP must incur a regret lower bounded by

Q (max {1, ﬁ} CodlogT + e_MEC’OMT) .
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Proof. According to Corollary E.2, and Definition 4.1 of almost-memoryless algorithms, it suffices to analyze the estimation
error

inf By {1165 01,0l

0i0,t EF(T,5r)
{Ritic[o, M)

for a “memoryless” time ¢ and client iy, where Z is the set of all possible g<+. By the post-processing property, §; ; is a
(e, 6)-CDP estimator. Mathematically, for any subset S C S, and j-neighboring dataset H;, H{, where j € [M], we have

P (0,1 € S|Hy) < eP (05, € S|Hj) + 6.

The proof follows the same argument as in Appendix E.2, where we have three steps. The first step remains the same, where
we construct M random variables {Z;} (defined in Lemma E.3), and show that

E[|§ - 671°] = 2 — 2r* Y E[Zi],

N ) 5
where 0 = arginf,, ,cr@zs. Ey [HGT — Oig |l }
{Ri}ieo, M)

The second step is almost the same as in Lemma E.4, except that we can upper bound E[Z; o] using the same inequality in
Equation (5).

Therefore, we obtain,

2% = (|0 - 0"2] +2r2 > E[Z]

<E 18- 0"2] +2(e - 1)Mr2\/2(t; Vg (10 = 0°112] + 1260 /22 = 1) log(1/6).

1

By choosing € < log2, and § < 127 M~/2T log(1/3)

, we have

r2

> .
T 8r2e2M2(t—1)/d+ 4

E[l6 -6

Substituting the above inequality into the generic lower bound in Corollary E.2, and noting that r = O(1/Cj), we conclude
that

1
Regret(M,T) > Q (COdOgT) .

e2?M
To derive the second term e =™ MT in the regret lower bound, we directly analyze the estimation error as follows

B0 - 0] = E [ / e (16 - 672 > z|{Hi,t}i)]

(a)
> 671\46]}3

4r?
/ P (”9 - 9*“2 > Z|{H17t}l = {xi,T,a - 07ri,f,a - O}’L,T>‘| - 4T2M5
0

— MR [||90 - o*||2} — 42 M5,

® i
> e Me (12 - 2E[0710;]) — 4%

= e Mep2 42 M5,
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where (a) is due to the CDP constraint, §° is the output from a fixed “zero” dataset, which is independent with 6*, and (b)
follows from the independency, and E[6*] = 0.

Note that 7 = O(1/Cy). By choosing § < O(7727), we have
Regret(M,T) > Q (e"MCoMT —1).

We finish the proof by noting that the non-private regret lower bound is (Cyd log T') under the margin condition, according
to Proposition G.6.

O

F. Proof of the Regret Lower Bounds Under User-level LDP Constraint

In this section, we provide the proof for regret lower bounds under the user-level LDP constraint. It consists of two
subsections. The first subsection lists several general lemmas, which are used to bound the total variation distance between
multivariate distributions. The second subsection provides the full proof of the lower bounds.

F.1. Useful Lemmas for the Proof of Theorem 5.3

We first introduce a lemma that bounds the divergence of the output distributions from a DP channel with different input
distributions.

Lemma F.1 (Adapted from Lemma 2 in Asoodeh et al. (2021)). If ¢; <, is the output of an (¢, §)-LDP channel R; with
input H; 4, and H; , follows a prior distribution parameterized by 0, then, for any two different 6,0, let P(¢; <;|0) be the
marginal distribution of q; 4, and we have

KL(P(g5,<¢|0), P(qi,<e|0")) < (1= e™°(1 = 8)) KL (P(H;.|0), P(H;,]0"))

dry (P(qi,<e]0), P(qi,<e]0")) < (1 — (1 = 8)) drv (P(H;]0), P(H;]0')) -

In the following, we give a tighter bound on the total variation distance of two multivariate distributions. It is crucial since
the policy depends on both local data H; ; and global information g<;. While g<; is from a DP channel, H; ; is a non-private
information and should be analyzed separately.

First, we introduce the notion of coupling and relate the total variation distance with an error probability.
Definition F.2 (Coupling (Den Hollander, 2012)). A coupling of two random variables X, X' is any pair of random variables

(X, X") such that their marginals have the same distribution as X and X, i.e. X 2 X,and X' 2 X'. The law P of (X, X")
is a coupling of the laws P and P of X and X".

Lemma F.3 (Theorem 2.4 & Theorem 2.12 in Den Hollander (2012)). For any two probability measures P and P’ on the
same measurable space, any coupling P satisfies

drv (P,P') < P(X # X').
Moreover, there exists a coupling I@’O such that

dry (P,P') = Po(X # X').

Equipped with the coupling method, we are able to upper bound the total variation distance of two multivariate distributions,
as shown in the following lemma.

Lemma F.4 (Total variation distance of two multivariate distributions). Let P and Q be two multivariate distributions
defined on X x Y, and suppose P(X,Y) = P1(X|Y)P2(Y), Q(X,Y) = Q1(X|Y)Q2(Y). Then, we have

dry (P-Q) <1- (1 - m3XdTV (]P’1(-|y),Q1(-|y))> (1 —dry (P2(Y), Q2(Y))) .
Proof. By Lemma F.3, we can find couplings Py (X, X'|Y,Y”) and P5(Y, Y”) such that
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« Py(X,X’'|V,Y")is a coupling of P (X|Y) and Q; (X’|Y"). Moreover,
By(X £ X'V, V') = dpv (B2 (1), Q1Y)

« Py(Y,Y") is a coupling of P5(Y) and Q5 (Y). Moreover,
Py(Y #Y') = drv (P2, Qs).

Then, if we define I@’(X, XY, Y’) = ]f”l(f(, X’|}7, Y’)I@’g(f’, Y’), it can be verified that ]f”(f(, XY, Y’) is a coupling of
P(X,Y) and Q(X,Y), since

/A ) I@(X,X',Y,Y/'):[ / Py (X, X'|V,Y")Py(Y,Y")
X/7Y/ 7 ’

Then, by Lemma F.3, we have

<1- <1 - mzjiXdTV (1P’1(-|y),<@1(~|y))) (1 —drv (P2,Q2)),

which completes the proof.

F.2. Proof of Theorem 5.3

We follow the same setting defined in Appendix E.1. Hence, it suffices to lower bound the estimation error

inf K, |07 — 0l
0; t€F(Z;,5r)
{RiYieo, M)

for each single time step ¢ and each client 7. We emphasize that 6; ; is an LDP estimator with respect to all clients j # 1.
Therefore, without loss of generality, we assume G<; = {g; <}, i.e. Ro is an identical map that does not perform any
operation on the aggregated information.

Proof of Theorem 5.3. Recall that the DP mechanism R; is non-interactive, i.e. g; <; is independent with other client’s data
conditioned on the client ¢’s own data.

Moreover, the full information data set H, it (H 4,¢ contains rewards sampled from all un-played arms) is independent with
the global information g<; conditioned on ;. Thus, for any 6 and ¢,

KL [P(Hi,tw,QSt)”P(Hi,t

P (H;.0")

0/7 QSt):I

=E |log
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t—1

_ Z E |:10g I}[I:(CLT7OHT’L',T,G|9) :|

. . /
reft—1],ae{1,2} (Cirs 0, 7i,7,06)

(i) Z E [log P(Ti,7,1|071'i,~r,1):|

. Y
TE[t—1] P (’I"l’-,-’a 0 axz,r,l)

®) /112
< [|o =07t = 1)/d,

where (b) follows from that only the reward of the first arm depends on the model parameter, and (a) is due to the fact that
the KL-divergence of two Gaussian random variables is upper bounded by the squared difference of their expectations.

Similarly, due to 6" — {H; ;};cia) — {g<¢}, we have
KL [P(Hy g, ..., Har o |0)|P(Hy gy oo, Harg|0)] < 1|6 — 0> M (¢ — 1) /d.

Then, we apply Lemma F.1 and the chain rule of KL-divergence on the total variation distance between P(G<;|f) and
P(q<:[0).

drv (P(3<t]0),P(q<:16"))

€ /1~ exp (KL [B(gr|6) [B(g<|o"))

= |1—exp | = > KL[P(G <|0)IP(qi<0)]
i€[M]

< 1—exp [~ —es(1-6)) S KL [P(H;.<0l6)[P(, <0/6")]
1€[M]
< % ~ exp ( (1= e=(1 — )Mo — 0']12(t - 1>/d),

where (a) is due to the Bretagnolle-Huber inequality.

Lete’ = (1 —e (1 — §)). Based on Lemma F.4, we characterize the total variation distance of the joint distribution of
local data H; ; and global information g<; as follows.

dry (P(H;y, G<t]0), P(H; 1, G<¢]0'))
<1- (1 —drv (P(Hi7t|9), P?“(Hmwl))) (1 —dry (P(Q§t|9),P((]§t’9/)))
<1- (1 —V1- e—2ll9—9’\|2(t—1)/d> (1 —Vi- 6—280H0—9’H2M(t—1)/d) )

Now, applying the technique in Proposition 4.1 in He et al. (2022b), we have for any 6,6’ € O,
* 1 4 *
(167~ 6l = 110 - 1316”0
> = (1 —drv (P(Hix, q:|0), P(Hie, q:|60")))

(1 V1= efs'uefe'wM(tfl)/d) (1 _ V1= efuofe'n%tfl)/d) ,

>

N = N =

Therefore, if t > 1, we have

2

/ " (1= VI= e 07) (1 - /1= e a0 dg
0

E[|[0 — 0.]°] >

N =

33



Federated Linear Contextual Bandits with User-level Differential Privacy

;/m{u} (1_\/§m) (1—@@)
0

r? (1 +72/2 - ﬁr(l + Me')\/t— 1) , ifr? <min {1, ;- } 1%,

Y

=4 2-VMe) L, ife'M <1,7%> 4,
(2 — 1/\/ ME/)ME’EItfl)7 ifElM > 177"2 > m

Thus, the regret is bounded below by

1
Regret(M,T) > Q - ZtE[H@ — 0]

Q (rM (T+Tr2/2 - ﬁr(l + ME')T3/2)) . ifr? <min {1, 35} 4,
Q(CodMlogT), ife’'M <1,r=0(1/Cy),

o(243e7) 0100/

Y

By selecting r = O(min{1,1/vMe’})+/d/T, and noting that ¢’ = O(e) when £ < log 2, < 0.1 we obtain two lower
bounds:
Q (min {M , %} vV dT) ,  without Assumption 3.2,

Regret(M,T) >
Q (min {M, 1} CodlogT), with Assumption 3.2.

F.3. Proof of the Regret Lower Bounds Under User-level Pure-LDP Constraint

Corollary F.5 (Restatement of Corollary 5.5). For any ¢ € (0,log2), there exists a federated linear contextual bandits
instance satisfying Assumptions 3.1 and 3.2 such that any with-memory federated algorithm satisfying e-LDP must incur a
regret lower bounded by

Q (min {M, 1/e?} CodlogT) .

If Assumption 3.2 is not satisfied, then the minimax regret lower bound becomes
Q (min {M, \/M/z-:} \/dT) .

Proof. We follow nearly the same argument in Appendix F.2, except the upper bound of dy (P(G<:|6),P(g<|0’)). Since
we are under the e-LDP constraint, we have

drv (P(G<:10), P(G<:16")) ©)
< /1~ exp (KL [P(g1]0) [P(g<1/6")]) (10)
= |1—exp | = > KL[P(Gi <|0)P(<0)] (11)
€[ M)

(a) _ _

< |1—exp | —4e2 Z A2y [P(H; <4 |0)|P(H; <0|6)] (12)
1€[M]

(b) _ _

< [1—exp =22 Y KL [P(H; </[0)[|P(H; <|0")] (13)
1€[M)]
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< \/l—exp(—252M||9—9’|2(t—1)/d), (14)

where (a) is due to Theorem 1 in Duchi et al. (2013), and (b) is due to the Pinsker’s inequality.

Following the same argument, we can conlude that under the user-level e-LDP, we have

Q0 (min {M7 @} \/dT> . without Assumption 3.2,

Regret(M,T) >
Q (min {M, E%} Cydlog T) ,  with Assumption 3.2.

G. Auxiliary Lemmas

This section present lemmas that are commonly used in both bandits literature and differential privacy works, including
concentration inequality, composition rule and elliptical potential lemma.

The first is the advanced composition rule, which allows us to reduce the dependency on £ for a k-fold composition
mechanism.

Lemma G.1 (Advanced composition rule, Theorem 3.20 in (Dwork et al., 2014)). For all €,6,8' > 0, the class of
(e, &)-differentially private mechanisms satisfies (', kd + 8')-differential privacy under k-fold composition for

e’ =e\/2klog(1/d") + ke(e® — 1).

By noting that e* — 1 < € when € < log 2, we have the following corollary.

Corollary G.2. Under the same setting in the advanced composition rule, when ¢ < 1/ VEk < log?2, we must have
g’ < \/6klog(1/d").

Then, we provide several probability bound random vector and random matrices.

Lemma G.3. Let X1,..., X, be d IID random variables following distribution Laplace(0,b). Then, for any > 0, we
have

d
S X2 > bvdlog(d/B) | < B.

s=1

Proof. We note that

d
=P (Z X2> t2>
s=1

< P(max X2 > t?/d)

—~
S

M=

'SP > 1/vd)

s=1

—~
o
=

‘~

e b

IN
N
3

)

where (a) is due to union bound, and (b) follows from the fact that the density of Lap(0, b) is e~1*!//(2b). Setting
t = bv/dlog(d/B), we complete the proof. O

Lemma G.4 (Matrix concentration lemma, Theorem 1.2 in (Tropp, 2011)). Consider a martingale difference sequence of
symmetric random matrices { Xy }+ with filtration {H; }+. Suppose E[X;|H:] = 0 and Amax (Xt) < R almost surely. Then,
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T 2

2 2 —n*/2

P )\max <Z Xt) Z n, and Z E [Xt] S g S deXp (0‘2—|—_Rn/3> 5
t=1 te([T]

where || X || is the spectral norm of a matrix X.

The following lemma is widely used in the linear bandits literature.

Lemma G.5 (Elliptical potential lemma, Proposition 1 in Carpentier et al. (2020)). Let {z};>1 C R? be an arbitrary
sequence of d-dimensional vectors such that ||z,|| < 1forallt > 1. If V; = M; + Ztr_:ll x,xl, then

T
T+ dA
> llwelly-+ < y/dTlog — == (15)

t=1

Finally, we provide the regret lower bound under the non-private setting and the margin condition for completeness.

Due the margin condition in Assumption 3.2, we choose » = O(1/Cj) in Proposition 4.1 in He et al. (2022b). Then, we
have the following non-private regret lower bound under the margin condition.

Proposition G.6. There exists a federated linear contextual bandits instance satisfying the diversity (Assumption 3.1) and
the margin (Assumption 3.2) conditions such that any non-private federated learning algorithm must incur a regret lower

bounded by Q(CodlogT).
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