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A APPENDIX

Theorem 4.3. Assume assumptiond.1|holds, and the attacker applies (3)) to perform attack. Then
there exists a constant M > 0 such that the expected number of target arm selections satisfies

E [Nr(a')] > T — MT*/p, and the expected cumulative attack cost satisfies E [Cp] < MT*/p.

Proof. Note that under attack, the bandit player is equivalently facing a new environment with loss

function £,. Also note that the target arm o is the optimal arm with respect to L,, thus the regret of
the bandit player is

T T
Rr=E ;Et(at) —Hzin;&(a)
—E i (Lolar) — £:(ah))
—E -in la; # a] ([ﬁt(at) — iﬁt(cﬂ)ﬂ (4
> pE ;]1 [a; # aT]]

=p (T = E [Nr(a")])

where the second-to-last inequality is due to assumption [4.I] On the other hand, since the player
applies some no-regret algorithm, we must have Ry < MT'* for some constant M. Therefore, we
have

p(T - E[Nr(ah)]) < MT*, (14)
which gives E [Ny (a®)] > T — MT?/p.

Next we upper bound the expected attack cost. We have proved that under attack, the target arm a'
will be selected in 7' — MT“/p rounds. Then note that by our attack design (3, the attacker only
incurs attack cost when non-target arm is selected. Therefore, we have

T
E[Cr] =E | Y [£(ar) — L(as)|

=E | 1[a #al]|L(ar) - ﬁ(at)]

Li=1 (15)
rr
<E Z]l [at # aﬂ]
Li=1
=T —E [Ny(a")]
< MT®/p
where we have used |£(a;) — L£(ay)| < 1. O

Theorem 4.6. Assume the attacker applies (6)) to perform attack. Then there exists a constant M > 0
such that the expected number of target arm selections satisfies

1

E [Np(ah)] > T — T — MT e 7
[Nr(a)] 2T - —— : ™)
and the expected cumulative attack cost satisfies
1 1
E[Cr] < —TV 4+ MT ¢ 4 ——T°F, (8)
a+e€ a+e€
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Proof. Under attack, the bandit player is equivalently facing loss sequence L1.7. Note that a is the
optimal arm with respect to £1.7, thus the regret is

Rr=E -ET: (Et(at) - [:t(aT)>‘|
=E Z]l [at # aT] (Et(at) - Zt(ai)ﬂ
L (16)

T
>E | ) 1 [a #al] t‘”“] ,

where we have used that Et(ai) < 1 —t**<=1 Now note that since ¢ < 1 — a, t*¢71 s
monotonically decreasing as ¢ grows, thus we have

T T
1 [at 7& aT} taJrefl > Z taJrEfl
t=1 =Nrp(at)+1
t r(at)+ (17)
T Nr(at)
— Ztohtefl _ Z toz+efl.
t=1 t=1
Next, by examining the area under curve, we obtain
T T
Tote 1
D et > / Y e — (18)
=1 1 [0 + €
Similarly, we can also derive
Nz ( T) NT(aT) N Fyyate
Z toz+e—1 S/ toc+e—1dt: ( T(a )) ) (19)
=1 0 [0 + €
Therefore, we have
L 1 + 1
1 t ta-i—e—l > (Ta—i-e — (N )& 6) _
; [at#a] T ate ( T(a)) o+e€
Ca+e T a+e (20)
Tt T — Np(al)
> _
T a+e T (ate) a+e€
1
_ TOtJrE o Ta+€71N y )
T(a ) o+ €
The inequality follows from the fact (1 — z)¢ < 1 — cx for z, ¢ € (0,1). Plug back in we have
1
Rp > E |79t — 1o IN(al) —
o+ €
1 (21
= Tote — 7ot 1E [Np(ah)] — .
[ T(a )] o+ €
Then note that Ry < MT'“, thus we have
l—a—e
E [Nr(ah)] >T - — MT'. (22)
[ T(a )] - a—+e
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We now analyze the attack cost. Note that when a; # af, the per-round attack cost is |£;(a;) —
L(a¢)| < 1. On the other hand, when a; = a', the per-round attack cost is

|Li(at) — Lo(al)] < tote? (23)

Therefore, the expected attack cost is

E[Cr] = E

D 1L(ar) = Li(as)]

t=1

T
Z]l at#a

T

T
E Zta+€—11
t=1 t=1 (24)
<T—E [Np(ah] + th—l
Tlfafe 1
< 4 MT17€ =+ 7Ta+e7
o+ € o+ €
where we have used (22). O

Theorem 4.9. Let p € (0,1] be any constant. Define T, = {t | Li(a') > 1 — p}, i.e., the set of
rounds where L (a') is within distance p to the maximum loss value. Let | T,| = 7. Also assume that
the attacker applies (0)) to perform attack, then there exists a constant M > 0 such that the expected
number of target arm selections satisfies

E [Nr(ah)] > T — ps#e=1 — 7 — MT* /), 9)
and the cumulative attack cost satisfies
E [Cr] < poveT + 7+ MT/p. (10)

Proof. Letty = par< and define Ty = {t|t>toandt ¢ T,}. Note thate < 1 — v, thus t*F<~!
is a monotonically decreasing function of t when ¢ > 1, thus we have

totel < p vt e T (25)

Therefore Vt € T, 1 —t*T<~1 > 1 — p. Furthermore, note that V¢ € 7y, we must have ¢ ¢ 7,,, which
means L;(a’) < 1 — p, thus the loss function prepared by the attacker (6)) satifies

N Liah)<1—p ifa=ad
vt € To, Li(a) _{ 1t<a )< g :)tlclberw?se’, (20)

As aresult, V¢ € Ty, whenever the bandit player selects a non-target arm a; # a', the player incurs at
least regret p. Next note that by our assumption |7,| = 7, thus

Tol = {t [t =t} =Tl 2T —to—7 27
Therefore, the total regret after attack is
rr

Ry =E |3 (Lula) - £i(ah))

Lt=1

>E Z 1 [a; # a] (Et(at) - Zt(ai)ﬂ
LteTo

=E Z 1 [at 7é CLT] (1 - ﬁt(az))] (28)
Lt€To
[ T

>E | ) 1a #al] p} (Li(ah) <1—p)

LteTo

zT:n [as #af]] :

teTo

> pE
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Since Ry < MT*“ for some constant M, we have
T

Z 1 [at # awl < MT/p.

teTo

E

Therefore,

E

Z]l [at =+ aw

t=1

<T—1|To| +E

> o o]

teTo
Sto-ﬁ-T—l—MTa/p

= pﬁ +74+ MT/p.

Thus we have
T

ZI[ [at =+ aw

t=1

E [Nr(a")| =T - E >T — patet — 1 — MT*/p.

We now upper bound the attack cost.

T
E[Cr]=E | |L(a) — L(a)|

=E | Y [L(a) — L(a)|| +E
te¢To

> 1L(ar) — L(ar)]

teTo

ST-ITI+B | 3 |La) - L) | (Lila') = Li(a))

_tGTozat;éaT

=T—|Tl+E| >  (1-Lia)

L t€To:ar#at

<ST—|Tl+E| > 1

L t€To:ar#at

T

Z 1 [at =+ aT]l
teTo

< pFFT 7+ MT® /p,
where we have used in the last inequality.

=to+7+E

(29)

(30)

€2y

(32)

O

We now derive a lower bound on the cumulative attack cost for the Exp3 victim algorithm. The Exp3

algorithm is described in Algorithm T}

Algorithm 1 The Exponential Weighted Exploration Exploitation (Exp3) Algorithm

1: Parameters: w; = (1,...,1), total horizon T', and a constant learning rate 7.
2: fort=1,2,...,T do
3 Define m; = -2
[Twellx
4:  Draw a; ~ 7y, and observe loss ¢; = L¢(ay)
5 fora=1,...,K do
6 if a # a; then
7 Wit41,a = Wta
8

else
9: Witl,a = Wi,q €xXp(—n ftta)
10: end if ’
11:  end for
12: end for
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Lemma 5.1. Assume the bandit player applies the Exp3 algorithm with parameter 1) (see in the
appendix) and initial arm selection probability 1. Let the loss functions be L1.7. Then Ya € A, the
total number of rounds where a is selected, Nr(a), satisfies

T
E [Ny(a)] > Tmi(a) =T > E[m(a)Li(a)], (11)
t=1
where my is the arm selection probability at round t. Furthermore, since m(a) < 1, we have

T
E [Nz(a)] > Tmi(a) = nT Y Li(a). (12)

Proof. The Exp3 algorithm maintains a weight w;(a) for each arm a € A, which is often initialized
as wi (a) = 1, Va. The probability of selecting any arm « in round ¢ is computed as

mo(a) = Z“’t(“) (33)

a’ wt(a’/) '

The player selects an arm a; by sampling according to ;. After observing the loss ¢; = L¢(a;), the
Exp3 updates the weights as below.

wir1(a) = we(a) exp(—nét(a)),Va, (34)

where 7) is some constant to be selected later.

P b Edad)  pg =
fle) = { 5 e :)tl(llerw?ste 35)
Note that Va € A, we have
wela) ex —TEA a
mee1(a) = t( )/ p(—7 t(A))/
> wila’) exp(—nly(a’))

_ wi(a) exp(=nfi(a)) (36)
o Za’ We (a/)
= 7¢(a) exp(—nli(a)).

Now using the inequality e~* > 1 — z, we have
w1 (a) > m(a)(1 = nli(a)). (37
Taking expectation on both sides of (37), we have
E [ri41(a)] 2 B [m(a)(1 - nfi(a)]
~ E [mi(a)] ~ 7E |mi(a)l(a)]
= E[r,(a)] — 7E [E [m(a)m(a) ﬁZEZ)) | m” %)

= E [nt(a)] — nE [E [m:(a)Li(a) | 7]
= E [r¢(a)] — nE [r(a)Li(a)]

Now by telescoping, we have Va € A

(39)
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For all a, the total number of rounds where a is selected is Ny (a) = Zthl 1 [a; = a]. We have

E [Nr(a)] = Y E [re(a)]

T t-1
>Tm(a)—n Z Z E [mh(a)Lp(a)] (40)
t=1 h=1
T
>Tri(a) —nT Z E [mh(a)Lp(a)].
h=1

O

Theorem 5.2. Assume some victim-agnostic attack algorithm achieves E [Ny (a®)] =T — o(T) on

all victim bandit algorithms that has regret rate O(T), where o € [, 1). Then there exists a bandit
task such that the attacker must induce at least expected attack cost E [Cr] = Q(T%) on some victim
algorithm. Specifically, one such victim is the Exp3 algorithm with parameter n = O(T ).

Proof. Since we want to derive a lower bound on the expected attack cost for victim-agnostic
attackers, it suffices to choose a special bandit task, and a victim bandit algorithm that guarantees
O(T*) regret, such that any victim-agnostic attacker must induce at least {2(7") expected attack cost
on the chosen task and the victim algorithm. The proof consists of three steps as below.

(1). We first construct the following special bandit task. The player has two arms s a1, as. The loss
functions are the following.

_ 0 ifa=a;
Li(a) = { 05 ifa=as 4D

The attacker target arm is a' = ay. Note that this is an easy attack scenario since £;(a’) = 0.5 <
1,Vt. Let the loss functions manipulated by the attacker be £;. Suppose the attack is successful, i.e.,

E |:NT(0,2):| =T — o(T), where N is the number of arm selections under the manipulated loss £;.

Then it must be the case that E {NT(al)} = o(T).

Using the lower bound in Lemmal[5.1] we have that for arm ay,

T
E [Nr(a)] = Try(ar) = 0T Y E [fi(a) Lular)|] (42)
t=1
where 7, is the arm selection probability under attack. Therefore, we must have
T ~
Tii(a) - 7T E [ﬁt(al)ﬁt(al)} = o(T) 43)
t=1
which results in .
- ~ Tmi(ar) —o(T
ZE [m(al)ﬁt(al)} — %
=1 ! (44)
_#i(a) o)
1 nT
Note that in the RHS of {@4), as T' — oo, we have
O(T)> <ﬁ1(a)> o(T)
= — — 0. 45
< nT / n T7(a) @
Therefore, as T' — oo, we have
- y 71(a)
> E [fula)Lia)] - 1T (46)
t=1

18



Published as a conference paper at ICLR 2023

(2). We now choose a particular victim bandit algorithm that guarantees O(7'“) regret rate. Specifi-
cally, we choose the Exp3 algorithm that uses learning rate = 87~ for some constant 8 > 0 and
o> % In the standard analysis of Exp3 algorithm, the regret bound is Ry < % log K 4 4TK. Plug

in n = BT, the regret of the chosen victim Exp3 algorithm is

1
Ry < ET“ log K + ng‘O‘K =O0(T*) +O(T'"*) = O(T*), 47)
1

where the last equality is due to v > 3 and thus O(T'~“) is negligible compared to O(T).

Therefore, the victim bandit algorithm guarantees regret rate O(7'%).

(3). Finally, we prove a lower bound on the attack cost if some victim-agnostic attacker performs
attack on the bandit task and the victim algorithm chosen above. Note that since £;(a1) = 0 and

Li(ay) > 0, thus we always have £;(a1) = |£;(a1) — L;(a1)|. Therefore, the expected attack cost is

E Z Zﬁ't(a”it(a) - Et(””]
t=1 a
>E | Y #i(a1)|Lo(ar) - Et(al)]
t=1 (48)
SN m1(a)
= ;E [ﬂt(al)ﬁt(al)} — "
_ 7~r1ﬂ(a) T = Q(T*),
where we have used (46). O
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