A Preliminaries

General Notation. We use the notations: [n] == {1,2,...,n},[a+ R] = [a — R,a+ R], and
R4 = [0,00). Given any distribution D, D" denotes the product measure where each marginal
distribution is D. Thus, if we are given n independent samples from D, we write (X1, ..., X,,) ~
D" Also, depending on the context, we may use capital Latin characters like X to denote either an
individual sample from a distribution or a collection of samples X = (X, ..., X,,). To denote the
7-th component of a vector, we will use either a subscript (e.g., X, if the vector is X') or a superscript
(e.g., X f , if the vector is X;). The convention used will be clear depending on the context. The unit
{y-sphere in d-dimensions that is centered at the origin is denoted by S%~!. Finally, we give the
following definition for distributions with bounded k-th moments:

Definition A.1. Let D be a distribution over R?. We say that D has k-th moments bounded by C' if
k
E “<X ~ E_[X] v>’ ] <O,V e st
X~D X~D

Linear Algebra Preliminaries. For a vector v € R4, v; refers to its i-th component and v_; € Rd-1
describes the vector one gets by removing the i-th component from v. We use 14 to refer to the all 1s
vector in R¥. For a pair of vectors x,y € RY, we write < y if and only if z; < y;,Vi € [n]. Given a
matrix M € R4*?, we denote the element at the i-th row and the j-th column by M;; or (M )U Also,

we denote the canonical flattening operation of M into a vector by v = M’ € R? and the inverse

operation by M = v# € R¥*? We denote its spectral norm by ||M||, == sup |Muv]|,. For
veSd—1

, which is known to be equal to the

symmetric matrices M, this reduces to || M|[, = sup |v" Mv
veSI—1

largest eigenvalue of M (in absolute value). Also, we denote the trace of M by tr (M) == > My,
i€[d]

d d
. . — _ 2 _ b .
and its Frobenius norm by ||M| . = \/tr (M TM) = 2:1 Zl M7 = | M H2 For symmetric
1=1j=
matrices, the latter is equal to the square root of the sum of the squares of its eigenvalues. Moreover,
we consider the Mahalanobis norm (with respect to a non-degenerate covariance matrix ), both for
vectors (H:L'HZ = HE*%JJH ) and matrices (HMHZ = HE’%ME*%
2
notation (-, -) to denote inner products, either between vectors z,y € R? ({z,y) := 2" y) or between
matrices A, B € R™? ((A, B) := tr (AB")). The inner product of a pair of d x d matrices A, B

can be reduced to an inner product between vectors in R via the identity (A, B) = <Ab, Bb>.

Additionally, given a pair of symmetric matrices A, B € RY, we write A = B if and only if
zT (A— B)z > 0,Vz € R? Finally, given matrices A € R"*™ and B € R***, the Kronecker
product of A with B is denoted by A ® B € R(™)*(m)  More linear algebra facts appear in

Appendix [E]

) . Furthermore, we use the
F

A.1 Privacy Preliminaries

We define differential privacy and state its closure under post-processing property.

Definition A.2 (Differential Privacy (DP) [DMNSO06]). A randomized algorithm M : X" — )
satisfies (g, §)-differential privacy ((e, §)-DP) if for every pair of neighboring datasets X, X’ € xX™
(i.e., datasets that differ in exactly one entry), we have:

P[M(X)eY]<e P[M(X')eY]+6VY CY.
M M

When § = 0, we say that M satisfies e-differential privacy or pure differential privacy.

Lemma A.3 (Post Processing [DMNSO6]). If M: X™ — Y is (¢,0)-DP, and P: Y — Z is any
randomized function, then the algorithm P o M is (g, d)-DP.

Finally, we discuss a recent technique from [ASZ21] for proving lower bounds for estimation
problems under approximate DP. It is a private version of the well-known Assouad Lemma [Yu97].
Let P be a family of distributions over X", where X is the data universe and n is the number of



samples. Let §: P — © be the quantity associated with the distribution that we want to estimate, and
let{: © x © — R be the pseudo-metric (loss function) for estimating . We define the risk of an

estimator §: X" — © asmax [ {E (é (X),0 (p))} . The minimax risk of (¢, §)-DP estimators

for a statistical task is defined as:

R(P,t,e,0) = éis?sl};»npgéa%X~%®” [Z (é (X),0 (p))] .

Let V C P be a subset of distributions indexed by the points in the hypercube &; = {—1, 1}d.
d

Suppose there exists a 7 € R, such that for all u,v € &4, £ (0 (pu), 0 (py)) > 27 - > L{u; # v}
i=1

For every coordinate ¢ € [d], define the following mixture distributions:

2 Z 2 Z
;TS — d g = — .
p+1 |(€d‘ pe an p 7 |gd| pe

eclq: e;=1 ecly: ei=—1
The DP Assouad’s method provides a lower bound for the minimax risk by considering the problem
of distinguishing between p,; and p_;.

Lemma A.4 (DP Assouad’s Method [ASZ21])). Foralli € [d], let ¢;: X™ — {—1,1} be a binary
classifier. Then we have the following:

d
.
( ) 2 ;¢i is (£,8)-DP <X~p%" kb ( ) a ] me?i" [¢ ( ) 7’5 ])
Moreover, if¥i € [d], there exists a coupling (X,Y) between p; and p_; with E [dyam (X,Y)] < D,

then:

R(Pa€a€75) >

%T - (0.9¢71%P —106D) .

A.2 Exponential Families

In this work, we make frequent use of exponential families due to their expressive power. This gives
us a unified way of dealing with multiple commonly used distributions (e.g., Gaussians, Bernoullis).
We first state the definition of exponential families.

Definition A.5 (Exponential Family). Let S C R?and h: S — R, ,T: S — R*. Givenn € R¥,
we say that the density function p,, belongs to the exponential family € (T, h) if its density can be

written in the form:
py(z) =h(z)exp (n' T (x) - Z (n)) Yz € S,
where:

Z(n)=In /h(:z:)exp (n'T (z)) dz
S

The functions h and T are referred to as the carrier measure and the sufficient statistics of the family,
respectively. Additionally, Z is known as the log-partition function and 7 is the natural parameter
vector. Finally, we denote the range of natural parameters by H C RF, which is the set of values of
7 for which the log-partition function is well-defined (Z (1) < oo)P_-]

We appeal to the following properties of exponential families.
Proposition A.6 (see [Jor10]). Let & (T, h) be an exponential family parameterized by 1 € R¥. Then,
for all n in the interior of H, the following hold:
1. The mean of the sufficient statistics is:
pr = E [T(X)]=VyZ(n).

Xan

!The definition is phrased in terms of continuous distributions, but applies to discrete distributions as well.
Indeed, p,, will be a probability mass function, whereas the integral will be replaced by a sum in the definition of
Z. We gave this version of the definition to avoid measure-theoretic notation, since it does not add much to our
results.



2. The covariance matrix of the sufficient statistics is:

Sro= E[(T(X) ) (T (X0 —n)| = V32 ().

3. Forall s € R* such that n + s € H, the MGF of the sufficient statistics is:

<, lexp (sTT(X))] = exp(Z (n+s)— Z(n)).

4. The natural parameter range H is a convex set, and the log-partition function Z is convex.

For a number of facts from probability and statistics (both related and unrelated to exponential
families), we refer the reader to Appendix [F

B Omitted Proofs from Section 2

B.1 Omitted Proofs from Section 2.2

Proof of Lemma 2.2. Without loss of generality, we assume that all the intervals I; are non-degenerate.
We have:

E [Z+1FCO)—m—m)l3| = E | > {27+ (X) = o —my))*}

X T sem
= 3" E |27 +1f(X) — (n; —my)]?]
B

JE[K]

=S B | B (2150 - oy =)
: N—3 | M5
JE[K]

(@) R?

> _J

- Znﬂi 12
JE[K]

_|IRII3
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where (a) is by a direct application of Lemma 2.1.

If there exists a degenerate interval [, we have Z7 = f; (X) — (n; — m;) = R; = 0. Thus, it
suffices to apply the same argument as before for the non-degenerate intervals. ]

B.2 Omitted Proofs from Section 2.3

This appendix is dedicated to proving Lemma 2.3 and Theorem 2.4.

To prove the former, in addition to the correlation terms defined in Section 2.1, we introduce one
more correlation term. Let X/ be an independently drawn sample from p,, and let X .; be the dataset
that is the same as X with X replaced by X/. We define:

R?
8j = Tj —(nj — mj)ﬂ (M (Xi) = (nj —my)],Vj € [k], 1)
Zi="y  s; (T (Xi) = pry). 2
JE[K]

This measures the effect that replacing an individual sample has on the output of the estimator.

Observe that, conditioning on 7, X ; and X are independent. This implies that < Il;l( o [Z] =0

and Var (Z) = E [Zﬂ Additionally, calculating the variance of Z requires us to
X, X, M X i, X, M



reason about the covariance matrix of the sufficient statistics X7, since the calculation involves terms
of the form (,T]l (Xl) - .UJTJE) (sz (XZ) - :LLTJQ) ,J1,J2 € [k]
The previous remarks are summarized in the following lemma.

Lemma B.1. Conditioning on n, it holds that:

X~i,I§Q7M [ZZ} =0,
XNY%’M (Z) N X~1:7I§Q,M [Zﬂ B XNE,E, [s"Xrs]

Proof. We start by computing the mean. We have:

Xos X5, M Xoi X,
J€E(K]
= Z M@Q,M[Sj (T; (X3) — prj)]
JE[K]
23S E [SEX }O
oM Ul X P 1.
JEk]

where (a) relies on the independence of s; = [TJ —(n; — mj)Q} [M; (X~;) — (nj —m;)] and
T; (X;) — pr,; conditioned on 7.

We now proceed with the variance:

o (Z)=_ &[]
Xiy X, M Xy X, M

= D0 D s (T (X0) = i) (T (X0) = i)

X~i7

J1€[k] j2€[R]

Z Z ]E s]l sz] ;I;: [(le (Xi) — /’LT7j1) (sz (Xi) — MTJzH

Jr€[k] j2€lk '
(@)
= Z Z E [SJ18]2} 5T 1 g

jrelk] jaell) "
= Eu > 81 2T, j1 42 5 2

J1€[k] j2 €[K]

= E [STETS] .

Xty M

where (a) is by the second part of Proposition |

Now, we show how to upper-bound XIEM [Z;] using properties of differential privacy. We appeal to

3

the definition of DP torelate E [Z;] with  E [Z} and E {Zﬂ . The proof involves
X,M iy X, M iy X, M

splitting Z; in its positive and negative components and applying the definition of DP to them. The
main steps of the proof are standard (e.g., see [SU17]]), but we include everything for completeness.



Proof of Lemma 2.3. Consider the random variables Z; y = max {Z;,0} and Z; _ = —min {Z;,0}.
These random variables are non-negative, so for any 7' > 0, we have:

E,(Z)= E [Zis]- E, 2]

X,M

)

P [Ziy >t d /]P’ ] dt
0

O/
:/ P [Zi>t]dt—/ P [Zi<—ﬂdt
X, M
0
T
0/

0
T
= P [Zi>t]dt—/]P) [Zi<—t}dt
X,M X,M
0
X,M X, M
T T

We focus our attention on the first two terms of . We consider the sets S x,,S_ x, C R:

R2
Six, =Y eRN: Y=L — (g —my)? | [V; — (0 —my)) (Ty (Xi) —prg) >t o,
jelk]
" R} >
S_x, =Y eRM: Y=L —(n; —my)? | V) — (n; —my)| (T} (X)) — pry) < —t
jelk]

By a direct application of the definition of DP on S x, and S_, XiE' for the neighboring datasets X
and X ; we have:

T
P [Z >t]dt7/ P (Z; < —t] dt
X,M X,M

0

X, M

T
/
f T
’ 0
T
/ <6 XNiv]I;(i,]\/[ [M (X~i) € St .x,] +5> dt
0

T
—/e_5< P [M(X.) eS,Xi]—5> dt
Xein Xi M
0

T T
</<ee P [Z>t]+5> dt—/e‘5< P [Z—<—t}—5> dt
Xmir Xi, M Xmin Xi, M
0 0

=(1+e7) 5T+e5/TX~i7]I)’;“M {Z > t} dt—e—E/T P {Z < —t} dt.
0 0

These are random subsets of R¥, since they depend on the random vector X; (7 is assumed to be fixed).
This does not affect the way the definition of privacy is applied.



Under the assumption that ¢ € [0,1], it holds thate® < 14+ 2cand1 > e © >1—¢ > 1 — 2e.

Combined with the above, this yields:

T T

/ P [Zi>t] dt—/ P [Zi<—t] dt
X,M X, M
0 0
T T
<25T+(25+1/ [Z >t] dt+(2571)/ P [Zi<—t] dt
XM, i M Xy X,
0 0
T
25T+25/( Z1>t}+ P [Z1<t}> dt
A ~TyAN gy

T T
:25T+25/ P {Z>t}dt+/< P [Z>t}f P [Z <tht
Xoin X, M Xiy X, M Xi X,
0 0
[e%) T
§25T+25/ P {Z>t}dt+/< P [Z—>t}f P {Z <tht
Xniy Xy M Xeiy Xiy M Xeiy Xi,
0 0
T
— 2T +2 E [2}+/< P {Zi>t} P [Z—<—tD dt
Xoiry X, M Xiy X, Xi X,
0
— 26T +2 E [2}+/< P [Z >t} P {Z<—tht
Xvi, Xi,M Xir Xi, ~ir X
0
/( P [&»ﬁ} P {Z<4>dt
Xy X, M ~iy Xy M
T

Defining Zﬁ = max {Z-7O} and Z,, = —min {Z-70}, we get:
T T
/ P [Zi>t]dt—/ P (2 < —1] dt
X, M X, M
0 0
<2T+2 {Zz |+ (X E |Zi+] - E {Z,,_D
_/(MHM 7>~ e |7 HDd
T
_ .0
<26T+2 E [Zi + E -
Xvi, Xi,M J <i,Xi,M
—/< P ['Z}>t'— P [Zi<—tD dt
Xei X, M 1 Xei  Xi,M
T
— 2T +2 E {2/< P [Z>t}f P [Z <tht &)
Xeiy Xi, M 1 Xeiy Xiy M ~iy Xy
T

where we appealed to Lemma[B.T]along the way.



Z;

[y B 2] = B b ®

Substituting (@) and (3)) into (3)), we get:

The second version of Fact for X =

Y =1, and Lemma yield:

Z;

B ul
Xniy X, M

oo

E [Z]<20T+2,| E [3T2T3]+/< P [Z >t]— P [Zi<—t]) dt
X,M Xi M X,M X,M

T
[SS)

sf(r (< B [ )a
Xy X, M Xni, X, M
T

<2T+2, | E [sTETs}+/<IP’I[Zi|>t]+ P [2
T

X, M Xoiy X, M

~is

> tD dt.  (6)

We now show how to bound each of the tail probabilities involving Z; and Z For Z;, we have:

1Zi| = Z

% —(nj — mj)ﬂ [M; (X) = (nj = my)] (T (Xs) = )

JE[K]
R: 9
<>y = (5= my)7| 1M (X) = (nj —my)[ T (X3) — prg
JE[K]
@ ||R|3,
<= DT (Xa) = py

jelk]
® |R|?
< M V& |7 (260) — ol

where () relies on the assumption |M; (X;) — (n; —m;)| < R;,Vj € [k], and (b) uses the first
version ofFactforx = Tp,y; = |Tj (X;) — prjl, Vi € [K].

I'he above yields:
/;TH”HZW >t] dt <_/}]I,' Hz (‘K) H1 H2> 3 dt (')
T ' Z T ' Z ||]{||Oo\/% .

Upper-bounding the term involving Z- in similar fashion and substituting (7)) to @, we get:

oo

E [Z]<20T+2 | E [5T2T3]+2/1P
X, M XM X;

4t
T (Xi) — prlly > ——5—=| dt
2T IRIE VE

~is

T

Now, we give the complete proof of Theorem 2.4.

Proof of Theorem 2.4. By Lemma 2.2 and (3), we have:

2
7,X,M 24



Additionally, by Lemma 2.3, we have:

E 7]

n,X,M
- i€[n] n’)IEM !
_ E[ E [zl}]

i€[n] LM
<Y E|20T+2, | E [sT5ps] +2/ 1T (X3) — prlly > # dt

25 X % RIE AV

T
<n < 20T + 2¢E E [s"Xps] +2/IP’ 1T (X3) — prll > % dt
n ~iy M 7 X ||RHOO\/E
Combining the two, we get the desired result. |

We conclude this appendix with three remarks about how Theorem 2.4 is applied.

Remark B.2. In order to apply Theorem 2.4, it is necessary for the parameter range # to have a
subset that is a (potentially degenerate) axis-aligned hyperrectangle. This is a very mild assumption,
since H is known to be convex (see the last part of Proposition[A.6). Moreover, if 7 has a subset
that is a hyperrectangle, but is not axis-aligned, it suffices to remark that, for any rotation matrix
U € Rk nTT (z) = (Un) " (UT (x)). This mapping is bijective and preserves the (5-distance
between vectors. Thus, we can re-parameterize our exponential family in a way that will make the
aforementioned hyperrectangle axis-aligned and lower bounds proven for estimating the natural
parameter vector of the new family will hold for the original one as well.

Remark B.3. The last term in the upper bound of Lemma 2.3 involves the tail of the random variable
IT (X;) — prll5. The obvious way to bound that term is:

o) 2
L2 E [IT (X)) - prl]
/ T (X3) = prlls > HR||6 3 = ' 1622 dt
T = 00 RIS~
T

RIS Kt (5r) /m (27) 7 ¢
2

T
_ RIS, ktx (Z7)
16T '

Following the steps we sketched previously, this approach leads to a range for § of the form § <
9] (7712) However, when reasoning about the cost of approximate DP for various statistical tasks, in
order to claim that a full characterization has been achieved, it is generally the case that lower bounds
must be shown for ¢ as large as O (%) To achieve this, we will apply the following strategy. First,
observe that we can approximate ||T" (X) — pu7||, using an e-net (see Definition E.1). In particular, if



N 1 isa i-net of S¥=1 of minimum cardinality, using Facts and a union bound, we get that:

o0
4t
IT (X)) = prlly > —5—=
/Xi ’ >R VE
J x|
7 1 At
<[P - sup [(v,T(X;) — pr)| > ————=
T/xi - ve/\/%|< (o) = e IR|IZ, VE
71@ sup [0, T (X:) = pir)| > —
= 5 i) — KT I T——
Xi | venr, RIS, VE
T L 4
<|v /OOP (0, T (X3) = )| > —t | at
> 1 P i) — MT T E—
t X IRIZ, V&
T
<9 [ B |07 ()~ )] > = | o
J x IRIE, V&

Now, to reason about the tail probabilities of |(v, T (X;) — ur)|, it suffices to leverage the fact that
the MGFs of univariate projections of the sufficient statistics of exponential families are well-defined
(see the third part of Proposition [A.6). This renders it possible to prove Chernoff-type bounds in
the context that we are considering. In practice, we will not have to prove our own bounds, instead
appealing to various known bounds from the literature.

Remark B.4. In the above discussion, we have largely assumed that we want to prove lower bounds

under approximate DP, corresponding to § > 0. However, applying the method becomes significantly

simpler for pure DP. Indeed, the reason we had to split R} in the intervals [0, 7] and (7', 00) in the

proof of Lemma 2.3 and work separately with each interval is because, if we applied the definition of

DP to each of XIP’M Z; > 1], XHDM [Z; < —t] while integrating over all of R, we would have to deal
(o)

with a term of the form | § d¢ = oo. This would render our upper bound on the correlation terms

0
vacuous and it would be impossible to obtain any meaningful lower bounds. On the other hand, for
0 = 0, it suffices to integrate over all of R (corresponding to 7" = co). This would eventually lead

to the bound n]]:% { ]EM [STZTS]:| > Hfgll?

~iy

C Onmitted Proofs from Section 3

C.1 Omitted Proofs from Section 3.1

The first step of the proof is to write the Gaussian A (0, ) as an exponential family. By Fact we
have that the density can be written in the form:

py (@) = h(z)exp (n' T (z) — Z (),

h(z) =1,
T (x) = —% (xxT)b,
n= (271",
d 1
Z(n) = 3 In (27) — 3 In (det (n*)) .

Observe that the natural parameter vector 1 is the flattening of the precision matrix X~. However, we
cannot use this representation, because > 1is symmetric. Indeed, this implies that the components
of 17 cannot be generated independently, as is required by Theorem 2.4. For that reason, we consider
an alternative parameterization.



Lemma C.1. Let N (0,X) be a d-dimensional Gaussian with unknown covariance ¥. Then,
it belongs to an exponential family with hg = h,nm9 = 2U°, Ty = T, Zy (n0) = gln (2m) —

1 77(?+(773#)T dxd : . . .
5In | det | =—>— where U € R*% is an upper triangular matrix with:
1 (Eil)ii’ 1=

2
Uij = (Eil)ij , Jj >
0 1>

In particular, it holds that Z (n) = Zy (no) and n" T (z) = ng To (z).
T

# #
Proof. Observe that n# = 1 =U + U = M — Z(n) = Zy (no). Additionally, we
have:

n'T (z) = <(El)b,—; (xa:T)b> = —% <271,xa:T> = —%xTZflx

= —%xT (U+U")x

1 1
= fixTUx — iﬂjTUTJ?
(2 —2'"Ux
= —<U,xacT>
1
= <2Ui’72 (sz)b>
= To (z),

where (a) used the factthatz 'UTz € R = z2'U 'z = (:cTUTx)T =z'Uxz.
Consequently, we have p, (z) = h (z)exp (n' T (z) — Z (n)) = ho () exp (ng To (z) — Zo (10)),
verifying the equivalence of the two parameterizations. ]

We now consider the following process to generate 79. Roughly speaking, modulo the parame-
terization issues mentioned above, the process consists of sampling the elements of the precision
matrix uniformly at random from intervals of width 2—1(1 For the diagonal elements, these intervals

are centered at %, whereas for the non-diagonal elements they are centered at the origin. Similar
constructions have been employed previously, e.g., in [KLSU19].

We proceed to identify some properties of the matrices generated by the above process that will help
us to prove Theorem 3.1.

Lemma C.2. Let (3, 10) € R%*4 x R be the output of Algorithm We have that:
1. T3 <2L

2. The components of ng are supported on intervals of the form:

s+ L], (=1 modd=({—1)divd

44— 4d
L={ [+L],  (¢—=1)modd> ({—1) divd
{0}, ({—1)modd< (¢—1) divd
3. The components of 1o are independent and it holds that ||R| . = % and HRH; =

1 1 1
s (1—31) =2 %
4. The vector m € R is equal to:

e = 3, fZ(kfl)d+k,forsomek€[d]
0, otherwise

10



Algorithm 1 Covariance Matrix Sampling

Input: d € IN.
Output: A pair (3, 7).

1: procedure COVSAMP(d)
2 for i € [d] do
3 forj € [d]\[i—1] do
4: if i = j then
5: Draw an independent sample (X71) - ~ U [ + L.
6 LetU;; = % (E_l)ii'
7 else
8 Draw an independent sample (Z_l)ij ~U[+54].
-1y _ (y—1
9 Let (571) il(z ),
10: Let Uij = (E )U and Uji =0.
11: end if
12: end for
13: end for
14:  Letny = 20",
15: return (X, 7).
16: end procedure
Proof. 1. By a direct application of Theorem [E.10| we get that the eigenvalues of ¥~ ! all lie

in the interval [%, 1}. Thus, we have %]I <Y Rl = <X =<2L

2. Observe that, the first of the three branches in the definition corresponds to the diagonal ele-

ments of 77# , the second corresponds to those above the diagonal, and the third corresponds
to those below the diagonal. The result follows directly from this remark.

3. The non-constant components of 7y are all independent draws from a uniform distribution,

which immediately yields the independence property. In addition to that, we have d non-
constant components taking values in an interval of length ﬁ, and @ non-constant
components take values in an interval of length 1. This implies that ||R||,, = 2 and

2 d(d—1
IRl =d- = + (2 )'dfg:%(l_zid)'

4. Observe that the non-diagonal elements of 778‘aﬁ = 2U are either constant and equal to 0 or
take values in a O-centered interval. This implies that the only non-zero elements of m are
those corresponding to the diagonal elements of (E’l)ii. This yields the desired result.

Remark C.3. Note that Theorem 3.1 holds only for « = O (1). In contrast, prior fingerprinting
lower bounds for mean estimation of product distributions and Gaussianave non-trivial results in

the low-accuracy regime o = O (\/&) (see, e.g., the results in Section . In principle, it may be

able to achieve similar lower bounds for covariance estimation in Frobenius norm, as the Frobenius
diameter of the set of matrices that satisfy I < 3 < 2 is equal to V. However, by the third part of
the above lemma, our construction only has an upper bound on this diameter of O (1). This makes
estimation trivial for any o which is larger, as one could output an arbitrary parameter vector within

the set. Thus, to prove a lower bound for all « = O (\/E) , one must consider a different construction,
and it is not merely a deficiency of our analysis.

We show that, if one has an estimator for the covariance matrix ¥, then this implies an estimator

for the natural parameter vector 7. Therefore, a lower bound for the latter problem implies a lower

bound for the former, allowing us to focus on lower bounds for estimating the natural parameter

vector. More precisely, we present an (g, §)-DP mechanism Ty, : R"*¢ — & I that satisfies
jeld?]
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the guarantee X]% | Tas (X) — (no — m)||§} < a?. Ty assumes the existence of an (g, )-DP
L M

2

mechanism M : R"*4 — R4*4 such that XEM [HM (X)-2|3] < %

Algorithm 2 From Covariance Estimation to Natural Parameter Estimation

Input: X = (X1,...,X,) ~N (0, Z)®" and a mechanism M : R**?¢ — Rx4,
Output: Ty (X) € @ I,.

Jjeld?]
1: procedure T;(X)
2 LetY = M (X).
3 for i € [d] do b5t may not be equal to any possible ¥ ! generated by Algorithm
4 for j € [d] do
5: Let i;l be the projection of (§*1> y onto the support of £ 71,
6 end for
7 end for _ o
8 Let U € R**¢ be an upper triangular matrix such that X' = U + U ",

9:  LetTy (X) =20 —m.
10: return T, (X).
11: end procedure

Lemma C.4. Let ¥ € R¥? be a covariance generated by Algorithm and X ~ N (0, Z)®n

be a dataset. If M : R"*¢ — R4 js an (¢, §)-DP mechanism with XIEM [||M(X) - Z||22] <

a? 1 : : n><d-’ ;

% < 35, then Algorithm 2| constructs an (g, 9)-DP mechanism Ty : R™*® — @ I that satisfies
JEld?]

e — (12 21
B (17 (0 = o - mlE] <02 < 4

Proof. The privacy guarantee of T, is an immediate consequence of the guarantee of M and
Lemma[A.3] Additionally, the only randomness used by T’ is that used by M. Having established
that, we focus our attention on the accuracy guarantee. By the definitions of 79 and T, we have:

5, 00— =1, [0

Additionally, the definitions of U and U yield:

Hﬁ B UH? N ; (ﬁl B Ui')2 i Z Ki_l)ii a (Z_1>“}2 * % Z l:(§_1>ij a (2_1)”]2

i€[d) i#j

1ls-1 _1?
< (|1 =X
2 F
1 -1 -1 2
<o -X ; )
2 F

where the last inequality uses the fact that the projection we perform in Line [5] ensures that

‘i;jl— (2*1)”,‘ < (zfl)ij— (=), ¥id € )

Combining (8) and (9), we get:
E [HT (X) — ( —m)||2}<2E Hi—l—z—luz (10)
X Tas M o 2] =2 |

12



Now, observe that:

S-1 ¢l . R T _1 (a) _1]|? i1l
by by =|[X72(I-%2¥""32 )X 2| < |X7¢2 I-X2x" %2
F F 2 F
® ey a1
5|
2—1
N
DIED SIED ) YD s}
D |gtst (z1 -5 mist|
by
:Hi—iéz%iflzéié .
b))
Ds -3
e i~
o[,
)
=2||Tn (X) — Xy, (11)

(c) uses LemmalE.7|for A = £~25-%, (d) is by Lemma|E.8] and (e) is by Lemma
Substituting based on (TI)) into (T0), we get:

GBI (%) = (o = m)l5] <8 B 1M (X) - S]

s

where (a) uses F (b) uses the fact that X~ < T (which holds by the first part of Lemma ,

which yields the desired result. n

An immediate consequence of the above is the following:

Corollary C.5. Let ¥ € R be a covariance generated by Algorithm and let X ~ N (0, E)® "

If any (g,8)-DP mechanism T: R™* — & I; with {HT(X) —(no — m)||§] <8a?< 1
JE[d?]
requires at least n > n,, samples, the same sample complexity lower bound holds for any (g, §)-DP

mechanism M : R — RI*? that satisfies XEM [HM (X) - 2”22] <o’

E
X.T

Having established the reduction from estimating 7o with respect to the ¢5-norm to estimating 3 with
respect to the Mahalanobis norm, it remains now to apply Theorem 2.4 to the former problem. For
that reason, we work towards bounding the various quantities involved in it.

First, in accordance with Theorem 2.4, we assume the existence of an (e, d)-DP mechanism

M:R™ — & I; such that:
jeld?]

E, 1M (0 = (o —m) ] <80 <

(12)

where we appealed to the third part of Lemma[C.2]

The next step to establishing our lower bound is reasoning about the quantity E [s"Sq,s].

To do that, we identify an expression for X7, for N (0, %) and use a result from [DKK+16]. By
Lemma|[C.I] we have Ty =T = Y7, = Y. This yields:

Sr= B |TOOTO)T| g
o [V (07) |2 (=)
_ EYNN(O)E) (vev)vey)T| - izb (=) ! (13)

13



Observe now that, based on the definition we gave for s in Section 2 and the characteristics of the
particular exponential family that we are considering here, the matrix s# € R%*? is symmetric. We
use this observation to connect our problem with the following result:

Proposition C.6. [Theorem 4.2 from [DKK" 16]]] Let Ssym = {Mb ERY: M = MT} and X ~
N (0,X). Let M be the d* x d? matrix given by M = E [(X ®X) (X ®X)T}. Then, as an

operator on Sgyr,, we have:
.
M =25%2 | (2") (2") .

Using the above, we prove the following lemma:

Lemma C.7. Let ¥ € R4 be a covariance matrix generated by Algorithm |l} and let X ~
N (0, Z)®" be a dataset. Also, let M: R"*% — & I, be an (¢, 6)-DP mechanism such that
J€ld?]
E{ 1M (X) — (no — m)||§] < 8a?. Then, it holds that:

i~}

o
X~]§M [STZTS] < i

Proof. By Proposition[C.6]and (I3)), we get that:

[(Y DY) (Y ® Y)T] s] - i E {stb (2")T s]

~is

1
E [s"%rs]== E |[s"
Kyl Ersl =g B {S YN (0,5)

1 T 1 T
I E {T (22®2+ (zb) (zb) )s} 2 E {sz (zb) s}
4 4X~7:,M
1
=3By [WS}
e [n 12 : }
2Xx 2 sl H2 H Il
@1 )
!l2®2|!2x L siz]
o 1

SIS B, [usui}

2
(c) R2
=2 E > j—(ﬁw mj)Q] [M; (Xi) = (n0,j — mj)]”
T Liela?)

_IRIL )
<=2 B IM (X)) = (00 = m)ll}]
@ IRl oo
Rl o

Oé2
:ﬁ’

where (a) is by the definition of the spectral norm, (b) is by Fact (¢) is by the first part of
, (d) is because XEM {HM (X)—=(no — m)||§} < 8a?, and the last equality is by the
third part of Lemma|[C.2] 7 |

Lemma

Now, it remains to reason about the terms involving the tail probabilities of ||7" (X;) — pr||,. Our
approach closely follows the strategy sketched in Remark [B23] The following lemma is devoted to
implementing this.

14



Lemma C 8. Let ¥ € R¥ be q covariance matrix generated by Algorlthml 1| and X; ~ N (0,%).

ForT > 3d2, we have:
T 2
N 2 < —d*“(3¢T—21n(3))
/)]?Z [HT(XZ) MTHQ > 4d t] dt < 73Cd26 ,
T

where ¢ =~ 0.036425.

Proof. SettingY := 72 X; ~ N (0,1), we observe that:
1 b 1
IT (X)) = rlly = 5 | (x:XT) = 2| =5 1%XT -2,

.
3 {(Eéxi) (z4x:) —]I} 3

2 yyT -,

F

(V]

b)
<|pyT-EpyT
F
where (a) uses Fact| m and (b) uses the assumption that 3 < 21 and the remark that, for symmetric

PSD matrices, H VIIZ]s.

Thus, we have:
o0 oo

/)]I;L_ [HT(XZ) — 'LLTHQ > 4d2t] dt < /IED |:HYYT & [YYT] H

T T
Working as we described in Remark [B:3] we get:

> 4d2t] dt.
F

P (1T (X;) — prlly, > 4d°t] dt

> 4d2t} dt
2

P <Mb, (vy7T-& [YYT])b>’ > 3d2t} dt

Py ay ~E[yTMY]| > 3d%] at

T

<9? 71@ (MY yT —E[yYT))| > 3at] at
T
/

2

- M MT M MT
— 9’ /P y MM g [YTJ;YH > 3d2t} dt (14)

where M is a matrix with | M|, = 1.

We have that Y ~ A (0, 1), and that M+TMT is symmetric, so we can apply Factto |l Since

“M+MT w <1and HM+2MT < qu+21\4T H < 1, we get:
F F
o0 o0
/ (1T (X;) — prlly, > 4d?t] dt <2- 9’ /exp (—cmin {9d4t2, 3d*t}) dt
T T

15



By our assumption that on T, we get min {9d*t?, 3d*t} = 3d?t,Vt > T. This leads to:

o0 (oo}

2
2 d? 2 2-9¢ —3cd®T
/)IE 1T (X;) = prlly > 4d*t] dt <2-9 /exp (—3cd?t) dt = 3oz © 3
T T

_ 2 o~ (3¢T—21n(3))
3cd? ’

We are now ready to prove the main result of this section.

Proof of Theorem 3.1. We assume that the process generating X is that of Algorithm[I} By the first
part of Lemma | the condition I < ¥ < 2T is satisfied. We assume that there exists an (e, §)-

DP mechanism M: R"*¢ — (@ I; that satisfies IE [HM(X) — (o —m)Hg} < 8a? < &

96
jeld?]
Combining the results of Lemmas[C.7} and[C.8] with Theorem 2.4, we get:
4 2 1 1 1
26T + 225 e~ (3¢T=21n(3)) 1—— ) >—. 15
( e T 3t T 2d) = 96 (1)

It remains to set the values of T" and ¢ appropriately so that:
4 2 1
5T > —d (3¢T'—21n(3)) d3nsT < —.
= Bed2” ANt = 992
The first of these two conditions yields:
4 2 . 2 4 1
5T > —d*(3¢T—21n(3)) — T d*(3¢T—21n(3)) > .

= 3ed2© ¢ 3ed? 6

We set T = o (2In(3) + Z; In (})). This satisfies the constraint of Lemma|C.8] Then, the above

becomes:
1 1 1\ 1 1 1 1
21 —In{=))=>-—=-.2 n(=)>3-21 d?.
3c< n(3)+ d2n(5>)6cd2 5 n<5>3 n(3)

The RHS of the last inequality is < 0 for d > 2. For d = 1, we get the constraint § < e2»(3)=3 ~
0.44. Respecting this constraint, we proceed to identify a range of values for § such that 3ndT' < 155
This is equivalent to:

§ 1 1 1 In ($) c

- (2InB)+ sIn( <))< <= 4|1 s < : 16

c( n(3)+ 3 n(5>>—192n ( o) @) S swmimEe O
The above inequality yields a constraint on §. To ensure that In (%) > 0, we need Wc(:z)né —1>

0 = 6< m We know from Lemma value of ¢ is ¢ ~ 0.036425. Thus, this last
constraint is stricter than § < 0.44.

—_—

For (T6)) to hold, we will show that it suffices to have:

5 < mi c cd?
min
- 7681n (3)n’ 768n1n(384”) ’

which trivially satisfies the previous constraint.

We set ¢ :=

33 4n so the proposed range for 6 becomes § < min {

W? m } Additionally,

(T6) can be equivalently written as:

In (%) 10
o <1 T om ) d2> ShEee {17)

21n(3)

Observe that, depending on how é compares with e~ @ determines which of the terms 1 and

1
% dominates. Thus, our strategy to verify our claim is by considering cases based on whether

the proposed range for § includes e 2 In(3)d* This yields:

16



1. min { 21n(d§)d2, 1 (?1 j } < e~2(3)d* We start by arguing that:
n 5

. ¢ ¢ —21n(3)d> ¢ —21n(3)d?
min , <e ™" = ——<e " . (18)
2@ E 1 (1) 21n (3)

The <= direction is trivial, so we focus on the — direction.

We assume that min{ } < e 2B pyp S > o=2I(B3)d” Then_ it

_ ¢ P
2In(3)d?’ 21n(3)

I (1)
must be the case that W < e 2B Setting y = 3 the above system of inequalities
can be written in the form:
&2 In(3)d?
s— > yln(y)
e2lu(3)¢12
Y > smeya
. .. . 21n(3) d2
The function yIn (y) is increasing for y > e~1. We have Sln(w > e ! ¥d > 1. Thus,

&2 In(3)d? .
fory > Sy We get:

e2In(3)d* e2In(3)d* ( e2In(3)d*

5 > yln(y) > S (3) &2 In 21n(3)d2> = In(3)d> <In(2In(3)d?).

However, the above inequality cannot be satisfied, which leads to a contradiction.

Consequently, we have shown lb Since we have assumed that min {

e—2In(3)d?

s 6
2In(3)d’ zln(;)} <

, it must be the case that —&— < ¢=2I(@3)d’,
21n(3)

We now turn our attention again to lb We remark that, for § < 234" we get

In(3)

T3 > 1. As aresult, in order to satisfy (17)), it suffices to have:

In () ¢
DB E S In(3)

7 <= dln (;) < ¢. (19)

Observe that the function J In (%) is increasing for § < e~2 n(3)d* < =1 Combined with
our previous remarks, this implies that, in order to verify for the values of § we picked,

it suffices to show that it holds for § = ﬁ So, we have to verify the inequality:
s

¢ . 21n(é) N ln(21n(é>) -1
2In (%) ¢ In ( é)
Setting z = In (é), this becomes equivalent to @ < 1, which holds for all z >
0 < In (é) >0 <= ¢ < 1. This last condition is satisfied by all ¢ such that
% < e 2 1“(3)d2, so the desired result has been established.
2. min {21115‘)3)&” 21;@)} >e 2 In(3)d* For this case, we consider two sub-cases, depending

on how § compares with e~21(3)4° We have:

e § < 7234 Ag before, we argue that it suffices to have §In (3) < ¢. Since

5
—21n(3)d? < e

0ln (%) is increasing for § < e 1, all we have to do is show that

e~2®)d* 21 (3) 42 < ¢. This is an immediate consequence of our assumption that

3 () ) —21n(3)d?
min 21“(3)d2’21n(%) >e (3)d”
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n 1 .
5> e—2n(3)d* This implies % < 1. Thus, for to hold, it suffices that:

¢
<——— <— 0 ——.
571n(3)d2 672111(3)(12

This is satisfied, because our proposed range for ¢ is § < min {mng)dQ, ﬁ }
e

We have established that our proposed values of § and 7" imply:

4 2 1
S % —d*(3cT—21n(3)) <
5T730d26 and 3ndT < 192’

while respecting all the constraints.

We substitute this to 1) and getn > ﬁ. Appealing to Corollary completes the proof. W

C.2 Omitted Proofs from Section 3.2

Proof of Theorem 3.2. First, assume that ¥ is generated by Algorithm [I](as was assumed in all of
Section 3.1). Additionally, assume that there exists an (&, §)-DP mechanism M : R"*? — R¥9 with

2

ce0,]]andd < O (mind L, — 2 1) that satisfies E HZ*% (MX)-)=3| | <
n nlog(d%) X,M 2

a® and uses n = o (d;—;) samples. Using the standard matrix-norm inequality [|All, <

VA||All,, YA € R¥* we get:

- 312] = g, [ 0reo -z

X, M

.
]

By Theorem 3.1 for @ — /da, we get that any mechanism with the characteristics of M that

E
X, M

1

<dE {HEé (M(X)-%)s%

< da?.

. . . . . . 15
estimates a Gaussian covariance matrix in Mahalanobis error v/do requires 1 > € (da—s) samples.
This leads to a contradiction, implying the desired sample complexity lower bound.

D Omitted Proof from Section

Proof of Theorem 4.1. We define the following family of distributions, such that the second moment

of each distribution is upper-bounded by 1. The loss function between the true distribution and the

estimate is the squared ¢»-distance between their means. For each v € £; = {—1, 1}d, we define the
distribution D, over R? as follows. Let¢ > 0 and 0 < p < 1. For any X ~ D,, we have:

X, - {vit, W%th probab%l%ty P ield.

0,  with probability 1 — p

Then E [X] = ptv. We show that the second moment of this distribution is upper-bounded

~D,

by pt?, that is, XE {(X —ptv,u)ﬂ < pt?,Yu € S%'. Note that, for any i € [d], we have

~D,

E [(X P — ptvi)Q] = p(1 — p) t2. We omit the subscript of the expectation when the context is clear.

18



‘We have:

d
E (X — pto,u }z (Z — ptv;) z)

i=1

2

[ — ptv;) } ui + ZE — pt;| E[X; — ptoj] usu,

i#]
p) t2u?

-2
S

(1-p)t?

< ptz.
‘We want this to be upper-bounded by 1:
pt? = 1. (20)

Next, for any u, v € £, we bound the loss function between D,,, and D,,,. As mentioned before, we
define £ (6 (D,) ,0 (Dy)) = |16 (Dy) — 0 (Dv)||g We have the following:

[0 (Du) — ||2 Zp t2 _Uz
_ p2t2 Z (Uz U1)2
i u AU
d
= 4p2t2 Z 1 {’Ui 7é ui} .
i=1
Using the notation in Lemma[A.4} we have 7 = 2p®t>. Using the same lemma, we have:
d
R(P,l,e,8) > 77 - (0.9¢719=P _105D)
d
> 77 -[0.9(1 — 10eD) — 105D
d
= 77 -[0.9 — D (9 + 106)]
d
> 77 -[0.9— 10D (= + 6)].

Setting R (P, /,¢,8) < o? and rearranging the above, we get:

1 202
D> —— - (09— —|. 21
~ 10(e +9) ( dT) @D
Now, from Equation li 7 = 2p?t? = 2p. Using this and (21), and setting p = , we have the
following.
0.04
D> . 22
- (22)

For i € [d], we define the mixture distributions p4; and p_; as in Lemma We define a coupling
(X,Y) between p; and p_; as follows. For every row X in X, if X} # 0, then Y = —X7,

otherwise Y; X; For all other coordinates k # i, Yk = Xj. k Notlce that, for all k # i,
the distributions for coordinate & for both p, and p_; are 1dentlcal because all coordinates are
independent. Therefore, by setting Y’“ = X7, ¥, these coordinates of X; and Y; have identical

distributions for all j € [n]. The coordinate 1 of X is t with probability p, and 0 with probability
1 — p. Hence, the coordinate 7 of Y} is —¢ with probability p, and 0 with probability 1 — p. This is
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true for all § € [n]. Since all n rows in both X (hence, in Y') are chosen independently at random,
the distribution of X is p,; and the distribution of Y is p_;. Therefore, (X,Y) is a valid coupling
of p4; and p_;. Next, we have to determine the value of D = E [dy.m (X, Y')]. Note that for each

j € [n], X can only differ from Y; when X J’ # 0. This can only happen with probability p. Thus,
by linearity of expectation, D = np.

Finally, using the fact that p = % andt = L and substituting this in Inequality , we have:

V2a’
0.04 — > d
n n>_————.
P=70% = 50(c +0) a2
When e > §, this gives us the desired lower bound. |

E Facts from Linear Algebra and Geometry

In this appendix we collect some results from linear algebra and geometry which are referenced
throughout this work.

Definition E.1 (s-net). Let (7, d) be a metric space. Consider a subset X' C T and lete > 0. A
subset V. C K is called an s-net of K if the following holds:
Ve e K,Jy e N.: d(z,z0) <e.

Definition E.2 (Covering Number). The smallest possible cardinality of an e-net of K is called the
covering number of K and denoted by N (K, d, ¢). Equivalently, A" (K, d, ) is the smallest number
of closed balls with centers in K and radii € whose union covers K.

Fact E.3 (Covering numbers of S~ 1). The covering numbers of the unit Euclidean sphere S*—!
satisfy the following for any € > 0:

(i)d <N (S%1e) < <1+ i)d

Fact E.4 (Exercise 4.4.2 from [Ver18]]). Let z € R% and N be an e-net on S*~*. It holds that:

1
sup [(z,9)| < llzfl; < 7—- (z,y)|.
Yy

sup |
EN. € yeN:

Fact E.5 (Spectral Norm of Kronecker Product). Let A € R"*™ and B € R¥*¢, Then, it holds that
[A® Blly = [[Ally [|B]l,:
Fact E.6 (Frobenius Norm of Matrix Product). Let M, N € R4, Then, | MN|| . < || M|, || N||p
and [|MN || < [[N]l; [[M]| -
For a proof of the first of the two inequalities, see Lemma 4.26 of [DKK™16]. The proof for the
second one is analogous but we have to work with the rows of M instead of the columns of N.

Lemma E.7. Let A, € R¥? be non-singular matrices and let X € R**<. Then, it holds that

[ X[ asaT = HA_IX (AT)_IHE'

For a proof of this statement for symmetric A (the proof does not change), we refer the reader to
Section 2.2 of [Lil9].

Lemma E.8. Let A, B € R¥? be symmetric positive definite matrices. Then, it holds that:

HA _A3BRATIBEAS

=||A—-B|,-
=lA-B,
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Proof. We have that:

2 2
|a-atptapiad| - |- Bia-tph
A F

2
=tr((H—B%A13é) )
—tr (1-2B1A"'BY 4 BLA'BA'BY)
2
@w tr (H —94"3BA"7 + (A_%BA_%) )

= tr ((HA%BAé)Q)

= - a-tpat i
F

2
= ||A - B || A
where in (a) we use the cyclic property of the trace in individual terms. |

Lemma E.9. Let ¥, Y, € R4 be symmetric positive definite matrices. If |31 — ZOHEO < % it
holds that ||£1 — Yolly;, < 2(|%1 — Xols, -

Proof. By the definition of the Mahalanobis norm, we have:

_1 _1
S T

—tr ((H— 2052120§)2>
= tr (1- 257 P25 % + 5wy e ?)
—d—2tr (55'%) + o ((551m)°) (23)
Similarly, we have:
IZ1 = B3, = d—2tr (57'%0) + tr ((37%0)) (24)

The eigenvalues of the matrix Eg >, are positive. Indeed, the previous matrix can be written as

_1 /1 1
2 (EO EDNPIN 2) 202 , implying that it is similar to the symmetric matrix X 212 * This last

matrix is positive definite, since uTEJEEl ngu = (Zafu) P Ea§u> and 31 > 0. Thus, if
A1, ..., Ag > 0 are the eigenvalues of 25121, and can be written as:

d d d
IIEl—EoH%O:d—?-ZAﬁZAQ > =17,
T
21— Solf3, =d—2- ZA +szz(i_1> .

i=1

Therefore, proving the desired upper bound reduces to the following maximization problem:

d 1 2
max ) (x1>

=1

a 2 2 1
st v =1 =1I%1 - Sollf, < 3

=1
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where we have omitted the constraint A; > 0, since we necessarily have A; > 1 — [|£1 — 5o||s,, >
%,Vi € [d]. The above problem is solvable exactly via the KKT conditions, yielding:

- 151 — Solly, vVd
T Vd— |21 - S,

for |21 — Eolly, < 3andd > 1. [ |

X1 = Xolls,

< 2% = Zollg, »

Theorem E.10 (Gershgorin Circle Theorem (see [Ger31])). Let A € R4*4. For any eigenvalue \ of
A, there exists an i € [d], such that:
A= ai| < lai;] -

J#i
F Facts from Probability & Statistics

In this appendix we collect some results from probability and statistics which are referenced through-
out this work.

Fact F.1. The Bernoulli distribution Be (p) is an exponential family with support S = {0,1} and
h(z)=1,n=1In (1;%’) T () = 2,7 (n) =In(1+e").

Fact F.2. The d-dimensional Gaussian distribution with unit covariance and unknown mean N (1, 1)
i3
is an exponential family with support S = R% and h () = ( 1) e 2o n=pT(x)=x2Z(n) =
2m) 2

lIml]
52
Fact F.3. The d-dimensional Gaussian distribution with mean 0 and unknown covariance N (0, %)

is an exponential family with support S = R? and h(zr) = 1,7 = (E_l)b T (x) =
—L(227)",Z (n) = $1n(27) — L 1n (det (y#)).
Fact F.4 (Cauchy-Schwarz). We consider the following variants of the Cauchy-Schwarz inequality:
1. Forevery z,y € R% we have |(z,y)| < |||, [|y]l,-
2. Let X,Y be random variables over R. Then:

E(xv]) <, /Blx? RV,

assuming all the quantities involved are well-defined.

Fact E.5. We denote the complementary error function by:
fo (2) = — / dt, x>0
erfc(z) = — [ ¢ ,x > 0.
NS
x

It holds that exfc (z) < e=*" Vx> 0.
Fact F.6 (Lemma 1 of [LMOQ]). If X ~ x? (k), and 3 € [0, 1], then:

P[szgmmog(;ﬂg,
]P’[k—X>2m1 < B.

Equivalently, the above can be written as:

and:

(VIF=FE-VF)?
PX >t <e” E Vit >k,
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and:
(k—1t)

2
PX<t]<e 7 Vt<k

Thus, if Y ~ N (0,1), then P [||Y||§ > d+2,/dlog (%) +2log (é)} < B.

Fact F.7 (Gaussian Hanson-Wright Inequality - Theorem 1 and Proposition 1 from [Mos21]]). Let
X € R% be a random vector with X ~ N (0,1). For any non-zero symmetric matrix A € R?*4:

2
P HXTAX _E [XTAXH > t} <2exp [ —emind ) wiso,
1415 14l

where c is an absolute constant with ¢ ~ 0.036425.

G Basic Applications: Recovering Existing Lower Bounds

We show how to use Theorem 2.4 to recover existing lower bounds from [KLSUI9]: (1) mean
estimation of binary product distributions, and (2) mean estimation of high-dimensional Gaussians.
Note that both classes of distributions are exponential families. The error metric for these lower
bounds would be the mean-squared-error (MSE), as opposed to constant-probability-error, as in
[KLSU19], but the bounds could be converted to constant-probability bounds at the cost of a log (d)
factor in the sample complexity (as was sketched in Section 1.1).

G.1 Mean Estimation of Binary Product Distributions

We start by stating the theorem for mean estimation of binary product distributions over {0, 1}d.
Theorem G.l (Product Distribution Mean Estimation). There exists a distribution D over vectors
pE [3, 5} such that, given p ~ D and n independent samples X := (X1, ..., X,,) from a binary

product distribution P over {0, l}d with mean p, for any o = O (\/ﬁ) and any (g, 0)-DP mechanism

M: {0,1}"Xd — [%, %}d withe,§ € [0,1], and 6 = O (%) that satlsﬁes NM( ) — pHg} <

a2, it holds thatn = Q (%)

Fact [F 1] establishes that Bernoulli distributions are an exponential family. Using that, we
have that the probability mass function of binary product distributions can be written as p, =

h(z)exp (n"T (z) — Z (n)) ,Vz € {0, 1} with:
h(z) =1,
T (x) =z,

n:(m(““> n(15)
P1 ’ ’ Pd

H In(1+e").

J€ld]

Our process to generate 7 involves drawing independently n; ~ U [£1n (2)]. We have that n; =
In (17 - 1) = p; = Hﬁ yielding n; € [+In(2)] <= p; € [3,2]. Thus, we have
I =[+*In(2)],R; =2In(2),Vj € [d = HR||§ =41In®(2)d,||R||,, = 2In(2),and m = 0.

We now show how to reduce estimating 7 with an ¢5-guarantee under (e, §)-DP to estimating p with
an /5-guarantee under the same constraint.

Lemma G.2. Letp € [ 3 3] be a randomly generated vector and let X ~ P®™ be a dataset drawn
12

from a binary product distribution over {0, 1}" with mean p. If M : {0,1}"*% — — [3, 2] isan (e,6)-
DP mechanism satisfying XIEM [||M (X)— p||§] <a?< g 2 then there exists a Tyy: {0,117 —

[£1n (2)]d that is also (e, 0)-DP and satisfies E {HTM( ) — || ] < 8la?
X, Tar
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Proof. We define Ty to be Ty ; (X) = In (w) V4 € [d]. Tw satisfies (g,0)-DP by

M (X
Lemma [A73] and the only randomness employed by T is that of M. Consider now the func-
tion g: (0,1) — R with g(z) = In (L —1) and ¢’ (z) = _ﬁ We have n; = ¢ (p;) and

Tar,j (X) = g(T;(X)). Observe now that, by the Mean Value Theorem, we have for some &;
between n; and M; (X) (implying that §; € [l 2})5

373
19 (M5 (X)) — g ()| = 1o’ (€)]1M; (X) ~ ps] < 3 |M; (X) ~ ]

=4 X M
the desired result. |

Applying this coordinate-wise, we get XI% [HTM (X) - 77H§} <& [HM( ) — p||§ , yielding
s 4 M

We now present a restatement of the previous lemma from the point of view of lower bounds.

Corollary G.3. Letp € [ 3 3] be a randomly generated vector and let X ~ P®" be a dataset
drawn from a binary product distribution over {0, 1} with mean p. If any (g,0)-DP mechanism
T: {0,1}™% = [+1In(2)]? satisfying XET [||T(X) - 77”3} < 8la? < 24 requires at least
n > n, samples, the same sample complexity lower bound holds for any (e, 6)-DP mechanism

. nxd 1 274 . 2 2
M: {0,1}""% — [£, 2]" that satisfies XIE-EM [HM(X) pHQ} <a

In contrast to other lower bounds proven in this work using Theorem 2.4, we do not need to study the
concentration properties of |7 (X;) — prll, = | X; — p|5. Indeed, since T (X) = X € {0, 134, it

i _ _t | =
suffices to pick a large enough threshold 7" > 0 so that )}E {HXl plly > 21“3(2)\@} =0,vt>T.

Based on the above, we are now ready to prove the main theorem of this section.

Proof of Theorem[G.1} Let M: {0,1}"*¢ — [+1n (2)]? be an (&, §)-DP mechanism with:

2 81 , In” (2)d HR||2
< — < = .
XM[”M( )= ll] < ot < = 24
By Theorem 2.4 for product distributions with n; € [£1n (2)],V; € [d], we get:
T ¢ In? (2)d
n < 20T + 2¢E E [sTXrs +2/P{Xi— > —0—\| dt } > .
A T B A L S ING .
(25)
Observe that, since we have a product distribution and 7' () = z, it holds that u7 = p and:
. 1
ET:E:dlag{pl (17p1)a"'apd(17pd)} = Zﬂa
forp; € [3,2],Vi € [d).
Thus, we have:
E [ TZ } _1 E [” ||2:| < HR”ic 2 1114 (2) o? (26)
P 7 Rt Vel Ll I e 4

3
Furthermore, we remark that ||X; — p||, < 21/d. Thus, setting T = % yields:

T t
P ||X, - ' _|at=o. 27
T/xi, {' Ple> 51 \/E} @D

Substituting (26) and (27) into (23], we get:

3 2 2
. <8ln (2)do n In” (2) oz{—:) > In (2)d'
3 2 6

so appealing to Corollary completes the proof. |

Setting § < results in n >

1
32In(2)n 12 e’
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G.2 Mean Estimation of High-Dimensional Gaussians

Our techniques also apply to recovering lower bounds for mean estimation of a Gaussian with
known covariance. By Fact[F.2] we have that this class of distributions is an exponential family with
n = wand T (z) = x (implying that up = pu, Xp = ). Therefore, we do not need to resort to a
reduction-based approach (as we did with binary product distributions).

Theorem G.4 (Gaussian Mean Estimation). Given u ~ U ([jzl}d> and X ~ N (1, )®", for
any o = O (\/E) and any (e, 8)-DP mechanism M : R"*4 — [+1]* with ¢, € [0,1], and § <

O | minq 1, \/? that satisfies E {HM (X) - ,qu} < o, it holds that n = Q ().
log ﬁ )

Before proving Theorem [G.4] we start with a lemma that is concerned with upper-bounding the
term involving the tail probability of || 7" (X;) — p7||,. The lemma does not rely on the approach of

Remark instead using the concentration properties of the x2-distribution (Fact [F.6)).
Lemma G.5. Let p € [:I:l}d, and X; ~ N (u,1). Assuming that T > 2d, we have:

oo

B i - el > ] dt < v/arde- L)

T

Proof. Since X; ~ N (u, 1), we have T (X;) — pr = X; — p. We observe that X; — pu ~
N(0,1) = ||X; — p|l2 ~ X2 (d). By our assumption that T’ > 2d —> fld >1 T > d, we can
apply Fact[F.6| with k& = d. This yields:

Z [IX plly > }dt<ZeXp 1 <\/; f) dt

%( i ‘f Q\f / 22 +/d =4
f\/z2 z—s—f

(a)
< 2v2d / e~ dz
\/ %—d—ﬁ
2

2 —d-Vd
2

O Jorge- V)

(\/TQ —2d2—\/§d)2
2mwde™ 8d ,

= V2nderfc

where (a) is by the inequality a+b < v/2v/a2 4 b2 for a = z,b = z++/d, and (b) is by Fact [ |
We are now ready to prove the main theorem of this section.

Proof of Theorem[G.4, Let M : R"*% — [+1]* be an (¢, §)-DP mechanism with:

d ||R||2

2 2
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By Theorem 2.4 for Gaussians A (i1, ) with g/ € [£1],Vj € [d], we get:

n 25T+25E[,/N (Bl +2/ [llX wlly > 7 zg. (28)

IR o _ e

‘We have:

CE L [Isl] < 29)

We assume that 7' > 2d, as is required by Lemma- IG.5] Later in the proof, when we pick a specific
value for 7', we will verify that this condition is satisfied. Substituting based on that lemma and

into (28), we get:

(\/T2—2d27\/§d)2 d
n [20T + 2ae + 2V 2wde™ 8d > 3 (30)
It remains to set the values of 7" and § appropriately so that:
(\/T2—2d27\/§d)2 d
0T > 2V 2mwde™ 8d and 3ndT < T

The first of these two conditions yields:

(V2@ -]’ 9y/9nd
Te 8d > 5

WesetT:Q\/&\/ln(;)+(,/1n(§)+\/&) Since § < 1, we have In () > 0 = T > 2d,

thus satisfying the condition of Lemma|G.5] Substituting to the previous yields:

2V 1n(§)+<m+2f> > 22
= (3 () + ) 2

— 1n< )Jrf ln< )+;(d27r)20.

Oqu

Setting x = 1/111( ) > 0, the above is a quadratic inequality with respect to z. Depending
on whether the trinomial in the LHS has any positive roots, this might imply a constraint on J.
The discriminant is A = 47 — d, so taking cases based on d, the strictest constraint we get is
§ < e ™ 5= 20 23, which is for d = 1. Respecting this constraint, we now must identify a
range of values for ¢ so that we have 3ndT < -2 15+ We have:

2
SnéTg% — 6ndVd 1n<(15)+< 1n((15>+\/&> gi

2
It holds that In (%) ( (%) + \f) ( In (%) + \/&) , so it suffices to satisfy:

6v2néVd (,/m( )+f> < e a1t mc(l%) < 72\1/%. (31)

In (%)

The previous inequality imposes a condition on §. Indeed, to ensure that

that 72[ v —1>0 < §< 72\[ , which is stronger than ¢ < 0.23.

> 0, it is necessary
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For (31) to hold, we will show that it suffices to have:

1 Vd

6 < min )

H4v2n” oee on o (7144/5")

which trivially satisfies the previous constraint.

We set ¢ == 142(‘}”, so the proposed range for § becomes § < min {\%, ; 1i( 5 } Additionally,

(3T) can be equivalently written as:

In (l) 2¢
sl1+y— ) < == (32)
Vd
To verify our claim, we consider the following two cases:
1. min {\%, . 1i(%) } < e~?. We start by arguing that:
mind & @ a0 (33)

VEa w(3) | 2,/in (2)

The <= direction is trivial, so we focus on the — direction.

We assume that mi 2 ¢ < e 4 but ¢ > e~?. Then, it must be the
mln{\/a,leln( )} = ¢ ln(i) ¢

case that % < e~ Setting iy := L, the above system of inequalities can be written in the

‘_. Sl

¢’
form: oy
{‘1 >y In(y)
y=> < 7
The function y21In (y) is increasing for y > e~ 2. We have < f > e¢~2,¥d > 1. Thus, for
y> < f we get:
o2d ) o2d ol
— 1 >—Inl—= ) = 3d<2In(d).
o) = S () <21 (0

However, this leads to a contradiction, because 3d < 2In(d) < 2d —2 = d < —2.

Consequently, we have shown (33)). Since we have assumed that min i, ¢ <
Vd 2 ln(i)

d_ it must be the case that <ed

2/im3)

—
=
N—

We now turn our attention again to || We remark that, for § < e~ ¢, we get
As aresult, in order to satisfy (32), it suffices to have:

\/ln % — 5,/111 <¢ (34)

Observe that the function d4/In ( 6) is increasing for § < e=% < e~ 3. Combined with our
previous remarks, this implies that, in order to verify (34) for the values of § we picked, it
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suffices to show that it holds for § = —2—. So, we have to verify the inequality:

(%)
2\/@ ¢ - m(i)

ln(2ﬁ)

Setting z = In (%) , this becomes equivalent to < 3, which holds for all z >

0 «<— In (é
) <€_d

2,/n(%)

2. min {\%, %} > e~ <. For this case, we consider two sub-cases, depending on how
2 n( =
¢

) > 0 <= ¢ < 1. This last condition is satisfied by all ¢ such that

, so the desired result has been established.

§ compares with e~¢. We have:

+ § < e~?. As before, we argue that it suffices to have §,/In (%) < ¢. Since §,/In (%)

is increasing for § < e < e*%, all we have to do is show that e~ %/d < ¢. This,

however, is an immediate consequence of our assumption that min 2 o L
] . {f .

—d
€ .
n 1 .
o &> e % This implies ! (d‘;) < 1. Thus, for 1; to hold, it suffices that:
2
20 < —¢ <— 6 < i.
Vd Vd

This is satisfied, because our proposed range for J is § < min {\%, Q\/ﬁ }

We have established that:

T =2Vd ln<(1$)+< ln((1$>+\/g>2and6§0 min ;\/E} :

n, [log (%)
imply: .
6T > 2\/@6_@ and 3n0T < %,
while respecting all the constraints.
‘We substitute this to li and getn > f’ig, which yields the desired result. |
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