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ABSTRACT

Adversarially robust generalization of Graph Convolutional Networks (GCNs) has
garnered significant attention in various security-sensitive application areas, driven
by intrinsic adversarial vulnerability. Albeit remarkable empirical advancement,
theoretical understanding of the generalization behavior of GCNs subjected to
adversarial attacks remains elusive. To make progress on the mystery, we establish
unified high-probability generalization bounds for GCNss in the context of node clas-
sification, by leveraging adversarial Transductive Rademacher Complexity (TRC)
and developing a novel contraction technique on graph convolution. Our bounds
capture the interaction between generalization error and adversarial perturbations,
revealing the importance of key quantities in mitigating the negative effects of
perturbations, such as low-dimensional feature projection, perturbation-dependent
norm regularization, normalized graph matrix, proper number of network layers,
etc. Furthermore, we provide TRC-based bounds of popular GCNs with £,.-norm-
additive perturbations for arbitrary » > 1. A comparison of theoretical results
demonstrates that specific network architectures (e.g., residual connection) can
help alleviate the cumulative effect of perturbations during the forward propagation
of deep GCNs. Experimental results on benchmark datasets validate our theoretical
findings.

1 INTRODUCTION

Node classification, which aims at predicting a particular class for each unlabeled node in an attributed
graph given the class labels of a few nodes, has attracted tremendous attention due to its wide real-
world applications (Zhou et al.l 2019; |Hang et al., 2021} |Cao et al.,2021). As one of the predominant
models for processing graph-structured data, Graph Convolutional Networks (GCNs) (Wu et al.|
2020) have demonstrated superior prediction performance on node classification tasks. However,
GCNs have been recently shown to be vulnerable to adversarial nodes, where the attacker injects
imperceptible perturbations into node features, leading to incorrect predictions (Dai et al.l 2018}
Zigner et al., 2020; Ju et al., 2023)). This has led to a proliferation of research aimed at enhancing
the adversarial robustness of the trained models, built upon the min-max optimization principle of
adversarial training (Madry et al.| 2018 Wang et al., [2019} |Kong et al.| 2022; Tao et al., [2023} |L1
et al.,2022). Despite the empirical success, theoretical aspects of adversarially robust generalization
of GCNs are not well understood yet. In this paper, we make progress on this goal by developing the
generalization analysis of GCNs under node attacks.

Adversarial generalization problems have been widely investigated in recent years via the lens of
statistical learning theory, ranging from uniform convergence analysis associated with hypothesis
space capacity (e.g., VC-dimension (Cullina et al.} 2018} |Attias et al.| [2022)), Rademacher complexity
(Awasthi et al., 2020; Yin et al.,2019)), covering numbers (Tu et al., 2019 |Mustafa et al., 2022)) to
algorithmic stability analysis (Xiao et al.,|2022; Xing et al., |2021). However, all the aforementioned
work is primarily confined to supervised learning with individual samples as input, with extension
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to the graph learning remaining unexplored to the best of our knowledge. The significant challenge
in analyzing the adversarial generalization of GCNs is that the feature information of each node is
aggregated from its neighbors through the ‘message-passing’ mechanism rather than being taken
only from itself, leading to the interaction of perturbations between different nodes. The joint
effect of different perturbations in a message-passing network invalidates the classic estimation
methods in (Yin et al.;|2019; |Awasthi et al., [2020; Mustafa et al.,2022), resulting in the analytical
intractability of the adversarial loss over graph-structured data. Furthermore, the learning approach
for node classification no longer corresponds to the supervised learning setting, where the nodes to
be predicted are unlabeled and available during training (Li et al.,2018;|Oono & Suzuki, |2020; Song
et al.| 2022). This paradigm is typically formulated within a transductive learning framework.

To overcome these obstacles, we derive strict upper bounds on the original adversarial loss, and then
analyze the generalization properties of the surrogate by leveraging the novel contraction technique
on graph convolution, which can yield tighter generalization guarantees. The main contributions of
this paper are summarized as follows.

e We provide the high-probability generalization bounds of GCNs for adversarially robust
binary and multi-class node classification tasks, through the lens of adversarial TRC. The
derived bounds establish the connection between adversarial perturbations and generaliza-
tion error, revealing the role of key factors (e.g., feature dimension, network architecture,
graph matrix, etc.) in mitigating the negative impact of perturbations and improving the
generalization ability. When the perturbation value is zero, we can recover the generalization
bounds for the non-adversarial case, improving the dependence on the number of layers
from exponential to the square root term compared to the existing TRC-based bounds.

e Our analysis enjoys broad applicability across a wide range of models and loss functions,
necessitating only the characterization of adversarial TRC. As application examples of
theoretical analysis, we provide explicit generalization bounds for popular GCN models,
encompassing SGC, Residual GCN, and GCNII, demonstrating the importance of specific
network architectures for achieving adversarially robust generalization of deep GCN models.

e Extensive experimental results on benchmark datasets demonstrate the effectiveness of
our theoretical findings in reducing generalization error and achieving good generalization
performance.

2 RELATED WORK

Adversarial attack and defense on GCNs Recent research has shown that node features with
carefully crafted perturbations can induce GCNs towards making incorrect predictions with high
confidence (Dai et al., 2018 |Ztigner et al.|[2020; Ma et al., [2020). To counter such attacks, various de-
fense mechanisms have been developed to enhance the adversarial robustness, including regularizing
the input gradient (Jia et al.| [2023; |Zhang et al.| 2024), designing robust network architectures (Cisse
et al., 2017;/Abbahaddou et al., [2024), adversarial data augmentation (Suresh et al., [ 2021; |Wu et al.|
2022} Dong et al., [2024), and adversarial training (Feng et al.| [2019; |Li et al., [2022; |Gosch et al.}
2024). Among them, adversarial training has been validated to be the most effective defense strategy,
which trains the robust model jointly with clean data and their adversarial counterparts. The resulting
robust GCN models have been successfully applied in various fields (Sun et al., 2022). Despite the
excellent performance, the generalization properties of GCNs under adversarial attacks are poorly
understood.

Generalization analysis of GCNs [Scarselli et al.| (2018)) study the generalization ability of graph
neural networks by leveraging the VC-dimension, which grows polynomially with the number of pa-
rameters and the number of nodes. |Garg et al.| (2020) establish the first data-dependent generalization
bounds for message passing neural networks through the lens of the Rademacher complexity. |Verma
& Zhang|(2019) develop stability-based generalization bounds and reveal the relationship between
the graph size and algorithmic stability. Different from the above work under supervised learning
settings, [Esser et al.| (2021) consider the semi-supervised graph learning setting and provide the
generalization bounds by using the transductive Rademacher complexity. [Deng et al.| (2022) establish
generalization guarantees for GCN-based recommendation models under inductive and transductive
learning. Tang & Liu! (2023)) derive high probability bounds of generalization gap for popular graph
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models in the transductive setting. Although the aforementioned work cannot be directly extended to
adversarial settings due to the outer maximization w.r.t. adversarial perturbations, it provides valuable
insights into the generalization analysis of GCNs under adversarial settings.

3 NOTATIONS AND PRELIMINARIES

Notations. Let[L] = {1,...,L}. We denote vectors as lowercase bold letters (e.g., w). The vector
elements are denoted by lowercase letters (e.g., w = (w1, ...,w,) € R™). We denote matrices
by boldface uppercase letters (e.g., W). For a matrix W € R™*", the (p, ¢)-norm is defined as
Wllp.g = IUIWiallp, - - |Winllp)llg, Where W, is the column of W. We use the shorthand
notation || - ||, = || - ||.p» and write Holder conjugates by a star (e.g., 7).

Preliminaries. Let G = (A, X) be an attributed graph with n nodes, where X = [x1,...,2,] €
R™*d denotes the node feature matrix, and A € R™"*" denotes the adjacency matrix. In this work,
we focus on node classification tasks in a transductive manner, where the goal is to complete node
labeling of the given graph with randomly sampled labels (Deng et al.l[2022). Let S = {@;, y; }7"

be the set of samples. Without loss of generality, we assume that the selected labels y1,...,y, € R
are known, and aim at finding the best predictor f to predict the class labels y,,41,...,Yyn by
minimizing the training error L, (f) := = > {(f(A, X);,y;), where f(-); € R represents the

prediction of node i, and £ : R — R denotes a given loss function. The test error is defined as
Lo(f) = 2= 1 U(f(A, X);,y:). In the transductive learning setting, the training and test

nodes are typically determined by a random partition (Ciano et al.; 2021} |[Esser et al., 2021)).

However, in the presence of adversaries, imperceptible perturbations on node features can deceive
the model to make wrong predictions (Dai et al., 2018}; |Bojchevski & Gilinnemann, |2019). Following
the previous empirical work (Sun et al.| 2020; Jaeckle & Kumar}, |2021)), we assume that the set of
adversarial nodes is generated from the neighborhood B2(X) = {X = [Z1,..., &y : ||Ti — x| <
g,r > 1,i € [n]}, where € denotes the maximum perturbation bound. Given ¢ > 0, an attributed
graph (A, X)), the label y; of node i, and the loss function ¢ : R — R, the adversary selects the

effective adversarial nodes X, w = [@14s -+, T s DY

X, = arg _max g(f(Aa X)la yi)a
XeB:(X)

and the adversarial loss of f at node 7 is defined by

Lf(A, X)i,y) = max L(f(A, X):,yi)-
XeB:(X)

One of the popular defense methods against adversarial perturbations is adversarial training (Madry,
et al., 2018} |Li et al., 2022), which aims to minimize the adversarial training error, i.e.,

1 o=~
Lon(f) = = U(f(A X)i0:),
i=1
which measures the worst-case performance of the predictor under adversarial perturbations. We are
interested in the generalization behavior measured by the adversarial test error, i.e.,

Eulf) = —— 37 T(f(AX),m).

1=m-+1

n—m

We denote the generalization gap by Gen(f) = L., (f) — L (f), which could serve as an indicator
of the generalization performance of f € F and often depends on the capability of the function class
F (Oono & Suzukil 2020; |Deng et al., 2022). This paper introduces the Transductive Rademacher
Complexity (TRC) (EI-Yaniv & Pechyony} 2009) to quantity the complexity of hypothesis classes for
deriving the generalization bounds.

Definition 3.1 (Transductive Rademacher Complexity). Let F C R™, p € [0,0.5], and m the number
of labeled samples. Let ¢ = (071, ...,0,) be a vector of i.i.d. random variables, where o; takes
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the value +1 or —1 with probability p, and 0 with probability 1 — 2p. Transductive Rademacher
Complexity of F is defined as

Ry (F) 2 (1 - )E,, [sup an] .

m n—m feF

It is noteworthy that the TRC degenerates to the standard Rademacher complexity (Bartlett &
Mendelson| 2002)) if p = 1/2 and m = n/2. For p < 1/2, the TRC is beneficial to obtain tighter
generalization bounds, where some Rademacher variables will reach zero value. This paper thus
considers the probability p of Rademacher variable o; = £1 to be "'(27;7") (El-Yaniv & Pechyony,
2009).

We introduce the following classic result by directly applying Corollary 1 in (El-Yaniv & Pechyony,
2009) to adversarial settings, which shows that the generalization gap can be controlled by adversarial

TRC, ie., Ry n(L 0 F).
Lemma 3.2. Suppose that the range of the loss function { is [0,1]. Let Q; = (£ + L), and

m n—m

Q2= (n71/2)(171/(;max(m I E Then, with probability at least 1 — 6 for all f € F,

Q1Q- )

Gen(f) < R (f o F) + coQ1/min(m,n — m) + 5 s

where cy < 5.05 is absolute constant.

It is noteworthy that TRC-based bounds inherently exhibit monotonic decrease at a rate of

O(max{\/—lm, \/ﬁ}) (El-Yaniv & Pechyony, 2009; Esser et al., 2021; [Deng et al., [2022), re-

flecting the role of the number of labeled node m on the generalization. With Lemma[3.2]as a toolkit,
we can establish the generalization bounds for adversarial learning algorithms in the context of

transductive inference, and the explicit characterization of R, ,, (Z o F) for various models will be the

focus of this paper. However, deriving an upper bound on R,,, ,, (£ o F) is often intractable, due to the
maximization operator of the adversarial loss over the graph-structured data via the message-passing
network. Our approach is to derive a surrogate upper bound on the original adversarial loss, and
establish a new risk bound in terms of the TRC of the surrogate by developing the novel usage of
contraction inequality on graph convolution.

Let the hypothesis class of GCNs be defined as follows (Garg et al.,2020; |Deng et al., 2022):
F={HD = o(9(4)- - 6(g(A)XW D). WD) WO WO, <w1 € 1]}, (1)
and the propagation procedure can be written as
HO =x, HO=¢gA)H""YWO) el 2)

where w denotes the maximum bound over the || - |2, || - ||, of W, W1 ¢ Ré-1%d jg a Jayer-
specific weight matrix, d; is the width of [-th layer, dy = d, ¢(-) is the ReLU function (Hahnloser
et al., 2000), i.e., ¢(u) = max{0,u}, which is monotonically increasing 1-Lipschitz activation
function. The graph filter g(A) : R™*™ — R™*" is a function of the adjacency matrix A, such as

g(A)=A+1, the graph with self-loops (Xu et al., [ 2018)

g(A)=D71tA the random-walk graph (Zhang et al., [2019)

g(A) =D"1/2AD1/? the symmetric normalized graph (Kipf & Welling, 2017)
where I, is the identity matrix, and D is the degree matrix defined by D; ; = > jen] A; ;.

4 MAIN RESULTS

4.1 GENERAL ANALYSIS: BINARY CLASSIFICATION

Let the label y takes values in {—1,+1}, and F : R"*¢ — R" be the function class of multi-
layer GCNs defined in . We predict the label of node ¢ with the sign of f(A, X); for any
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f € F. Assume that the loss function ¢(f(A, X)i,y:) = {(y; f(A, X);) where / : R — R is
monotonically nonincreasing and L,-Lipschitz, the following equation holds:

Uf(A, X)iyy) = _max  L(f(A X)iy) =0 _min yif(A X))
XeBs(X) XeBe(X)

Note that this assumption is a mild condition encompassing some common losses such as the hinge
loss and logistic loss, which has been widely used in adversarial learning literature (Awasthi et al.|
2020; (Xiao et al., [2022) to derive the non-trivial bounds. According to the Ledoux-Talagrand
contraction inequality (Ledoux & Talagrand, 2013)), we have

Ryn (L0 F) < LiR n(F), 3)
where
F={(a,x) _min_yf(A,X);: feF}. (4)
XeB:(X)

The above inequality allows us to bound the TRC of the adversarial loss class mm,n(Z o F) by

controlling the adversarial TRC of function class R, ,,(F), which is presented in the following
theorem. The proof is provided in Appendix B.

Theorem 4.1. Let F : R"*? — R™ be the L-layer GCN function class defined in , and F be its
adversarial counterpart with the form of (@)). We have

R (F) < Quyn(v/210g(2) L + 1)[|g(A) |5 w” (By-

14p*

where By, = \/2log(2d), if p = 1; Bp. = \@[P( 2 )]P% ifp € (1,2]; Bps = 1,if p € [2,+00),

™

11
Qmn = \/m and s(r*,p,d) = gmax{07= =51

Remark 4.2. The adversarial TRC bound above has an unavoidable polynomial dimension depen-
dency, i.e., s(r*, p, d) as compared to its natural counterpart, which arises from the mismatch between
the p-norm on the weight W (') and the r-norm in the adversarial node set B (X ). One could avoid
such a dimension dependency by applying a perturbation-dependent norm regularizer on the weight
matrix. Namely, for arbitrary ¢,-norm perturbations and r > 1, the ¢,-norm regularizer that satisfies
p € [1,r*] should be chosen such that s(r*, p,d) = 1, where % + T% = 1. In contrast with related
work on adversarial learning (Yin et al., 2019; |Awasthi et al., [2020; Mustafa et al.,|2022), our theory
is the first touch for the generalization analysis of graph-structured data with the ¢,.-norm additive
perturbations for r > 1.

X|l2.p+ +es(r*, p, d)),

3

Remark 4.3. For a L-layer GCN, the generalization gap might increase exponentially with the
number of layers L leading to a vacuous bound, which explains why stacking too many layers tends to
deteriorate the performance of GCN models (Kipf & Welling, |2017} [Li et al.| |2018]). It is worth noting
that if w = O(1/||g(A)||) or selecting an appropriate graph filter, one can significantly weaken
depth dependency and tighten the bound. For the graph with self-loops, ||g(A)|lcc = 1 + Dmax.

while ||g(A)||eo has a maximum value \/Dax/Dmin for the symmetric normalized graph, and can
be equal to 1 for the random-walk graph, where Dy, and Dy, denote the maximum and minimum
degrees, respectively. This also demonstrates the benefit of normalized graph filters for reducing
generalization error (Kipf & Welling, [2017}[Zhang et al., [2019).

Remark 4.4. Taking ¢ = 0 and applying Lemma[4.3]yield the upper bound of the generalization gap
in the non-adversarial setting:

2log(2)L +1)[l9(A)||%w” By

Ol . e < Xlzy).

which has comparable convergence rate of O(max{ ﬁ, nlim }) to the existing TRC-based bound
(Esser et al., 2021; [Tang & Liu, [2023)). Notably, our bound improves the existing exponential
dependency of the number of layers to a logarithmic term O(1/2log(2)L), facilitating the tighter
bound than (Esser et al., 2021 [Tang & Liul 2023)), which benefit from the usage of the contraction

technique.
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4.2 GENERAL ANALYSIS: MULTI-CLASS CLASSIFICATION

We turn to the multi-class classification with the standard margin bound framework. In K-category
classification problems, we define the label i € [K] and consider the hypothesis class F : R"*9 —
R™* X For a given f € F, we carry out prediction for node i by arg maxy e(x)[f(A, X)i]y;. The
quality of prediction is measured by the ramp loss defined by

1 M(v,y) <0
ly(v,y) ={ 1—M(v,y)/y 0<M(v,y) <~y
0 M(v,y) >,

where M (v,y) := v, — max,, v; denotes the margin operator. It is worth noting that £., (v, y) is
|| - lloo-Lipschitz with constant 1 and is an upper bound on the zero-one loss (Mustafa et al., 2022).
The corresponding adversarial loss is defined by

g(f(AvX)zvyl) = _mnax g’y(f(AaX)uyi)
XeB:(X)

Previous work (Yin et al.| 2019) considers a surrogate margin loss based on a semidefinite program-
ming (SDP) based relaxation (Raghunathan et al.,|2018)) to address the outer maximization problem
of adversarial losses for multi-class classification. Since the SDP-based approach essentially derives
an upper bound of the surrogate of adversarial loss rather than the upper bound on the original adver-
sarial loss, the resulting surrogate often overestimates the adversarial loss, potentially leading to the
meaningless bound. In addition, this surrogate is only applicable to one-hidden-layer neural networks.
Unlike the aforementioned work, we consider pairwise margin-bound analysis w.r.t. adversarial
perturbations, yielding a tighter upper bound on the original adversarial loss and enabling multi-layer
network architectures.

Lemma 4.5. Let the robust surrogate loss be defined by

(A X)iy:) = Lo (M(f(A, X)5,55) — U(f(A, X)),
where the worst-case error is
L—1
* L
V(F(A, X)) = 2 e =s(r . D)o)W [T IW O W O,
=2

where s(r*,p,d) = ™05 =33 Then, we have

_max  1{y; # arg max [f(A, X)]y }
XeBs(X) y'€[K]

Remark 4.6. The proof is provided in Appendix C. The robust surrogate loss explicitly characterizes
the standard error M (f (A, X);, y;) regarded as an optimization objective in the standard training and
the worst-case error W(f(A, X);) incurred by adversarial perturbations that should be suppressed.
The proposed robust loss can thus be used to adversarially train robust models to withstand adversarial
perturbations. It is noteworthy that the magnitude of the perturbation applied during training should
be controlled such that the worst-case error term is smaller than the standard error term.

With the Ledoux-Talagrand contraction inequality and Lemma[4.5] we obtain the following structural
result

- - 1
Rin(loF) <Ryp(loF) < 5(9%mn(M o F) + Rumn(¥o F)).

In the following theorem, we present the TRC-based generalization bound of GCNs for multi-class
node classification tasks by applying Lemma[3.2] The proof is provided in Appendix C.
Theorem 4.7. Let F : R"*¢ s R™ X be the class of L-layer GCNs as defined in . Consider the
robust surrogate loss defined in Lemma[4.3] For any fixed v > 0, with probability at least 1 — §,

1 = —

Y 13X € Bi(X) sit.y; # arg m?§][f(A7X)i]y'}
i=m-+1 y'e

n—m

S% Z L{[f(A, X)i],, <7+ max[f(A, X)ily + U(f(A, X))} + Rnn(l 0 F) + O,

Y £y’
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where O, ,, = O(max{\/%, 1),

n—m

- 1K
R (loF) < Qm,nT(\/ log(2)L + 1)||g(A) | w” (By-

and Q. n, Bp+, s(r*,p, d) are as given in Theorem

Remark 4.8. Similarly, the upper bound above suffers from an additional perturbation-relevant term
as compared to its non-adversarial counterpart, that is, O(es(r*, p,d)). As discussed in Remark
4.2]and[4.3] one could confine this complexity term and narrow the generalization gap by applying
p-norm regularizer on the weight to avoid polynomial dimension dependency in s(r*, p, d), where
p€[l,r*]and L + 1 =1, and choosing the factor w = O(1/||g(A)||) or the appropriate graph
filter to mitigate depth dependency.

X”ZP* + ES(T*,p, d)) )

Remark 4.9. The convergence rate of O(K) in the number of classes K is comparable with the
existing generalization bounds for traditional multi-class classification tasks (Yin et al., 2019; Tu
et al.,[2019). In particular, when K = 2, the above bound can be viewed as a special case of Theorem
M.1] in which the loss function is fixed to the ramp loss. Letting ¢ = 0, we obtain the high-probability
generalization bound of GCNs for multi-class classification, which fills a theoretical gap in the
multi-class node classification task to our knowledge.

5 GENERALIZATION GAP FOR GCN VARIANTS

Recently, various variants of GCNs have achieved tremendous success in improving the generalization
ability of deep GCNs, encompassing SGC, Residual GCN, and GCNILI. In this section, we provide
explicit generalization bounds for these popular variants through the extension of our theoretical
analysis, elucidating the role of network architectures on the generalization performance of deep
GCNs in adversarial settings. Here, we consider the case of the K -category classification task.

SGC. Wu et al|(2019) propose Simple Graph Convolution (SGC) by removing nonlinearities in
Vanilla GCNs (Kipf & Welling}, 2017). The resulting linear model is

f(A, X) = Softmax(g(A) ! XWD ... W)y,

where W () € Ré-1%di for | € [L], and d is the width of [-th layer (dy = d and dj, = K).
Proposition 5.1. For any 6 € (0, 1), with probability 1 — 4,

1 1 2K
ﬁ’ \/ﬁ} 7 llg
where Qu, pn, Bp+, and s(r*,p, d) are as given in Theorem

Remark 5.2. The proof is provided in Appendix D. It is worth noting that ||g(A)%||. < [lg(A)|L,
thereby alleviating the negative impact of perturbation-relevant term and leading to a tighter general-
ization bound in Proposition 5.1 than in Theorem 4.7 This provides the theoretical understanding of
why linear models can achieve comparable and even better generalization performance than nonlinear
models. It is natural that if a linear GCN has a small training error, it will also perform well on
test samples based on the small generalization gap. Furthermore, for L-layer SGC, the aggregated
information can contain the feature information of all L-hop-away neighbor nodes, thereby signifi-
cantly improving the representation power of deep GCNs while avoiding over-smoothing (i.e., as
depth increases, the representations of nodes are inclined to converge to a certain value, resulting in
performance degradation) (Chen et al.| | 2020a).

Gen(f) < O(max{ )+ Qmn (A" [loow™ (B

Xll2p- +es(r,p, d)),

Residual GCN. [Kipf & Welling| (2017)) facilitate the training of deep GCNs by adding residual
connections (He et al.,|2016) between hidden layers that carry information from the previous layer.
The forward propagation is defined by

HO — ¢(g(A)H(l_1)W(l)) +HEY, HO = H(XW ),

where WO € R > for| € [L — 1], W© € R The final output of the model is expressed by
f(A, X) = Softmax(HE-DW L)) where W L) ¢ RY <K,
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Table 1: Dataset statistics.

Dataset Classes  Nodes Edges Features Training Validation  Test
Citeseer 6 3,327 4,732 3,703 20 per class 500 1000
Cora 7 2,708 5,429 1,433 20 per class 500 1000
Pubmed 3 19,717 44,338 500 20 per class 500 1000
CS 15 18,333 81,894 6,805 20 per class 30 per class Rest
Physics 5 34,493 247,962 8,415 20 per class 30 per class  Rest

ogbn-arxiv 40 169,343 1,166,243 128 20 per class 30 per class Rest

Proposition 5.3. For any § € (0,1), with probability 1 — 6,

e —

+ Qmm%\/log(m + 1)llg(A) L w(w + 1)E(B,:

where Qp, n, Bp+, and s(r*,p,d) are as given in Theorem

Remark 5.4. The proof is provided in Appendix E. The generalization bound above has a similar
dependency on the number of network layers as Theorem[4.7] This implies that as the depth increases,
the perturbation term will become the dominant factor and may lead to larger generalization errors.
Our analysis thus provides the theoretical understanding that residual connections partially alleviate
over-smoothing while degrading performance with increasing depth (Kipf & Welling} 2017)).

X|l2p+ +es(r,p,d)).

GCNIIL |Chen et al.| (2020b) effectively enhance the prediction performance of deep GCNs by
building an initial residual connection to the first layer, motivated by (He et al., [2016; |[Kipf & Welling|
2017). The propagation process is

HY = ¢(((1 - a)g(A)H"V +aHV)((1 - H)L, + W), HO = (XW )
where o, 8 € (0,1), W® e R4 for | e [L — 1], and W € R’ The final output is defined
by f(A, X) = Softmax(H DWW L)), where W(L) e R¥ *K,

Proposition 5.5. For any 6 € (0,1), with probability 1 — 9,

Gen(f) <Omax{ . ——)) + Qo o (VIBEIL + 1) By [ X e +5(", 1)
L
x (1~ ) lg( AL (1~ B+ Bw)* + a1 — ) 3 lg( A (1 6+ ).

=0
where Q. pn, Bp+, and s(r*,p, d) are as given in Theorem

Remark 5.6. The proof is provided in Appendix F. A comparison of Proposition[5.3]and Proposition
[5.5]indicates that the product term of multiple norm bounds can be confined to the sum term via
a tunable parameter o. This implies that as « increases, the perturbation term will significantly
weaken the dependency on depth and be well suppressed, thereby reducing the generalization error.
Additionally, it is noteworthy that if 5 approaches zero and ||g(A)|lcc < 1, the upper bound in
Proposition[5.5]is independent of the number of layers and can be considerably narrowed. The reason
behind this behavior is that as « increases and /3 decreases, the network architecture is close to the
shallow model, which prevents the layer-by-layer propagation of adversarial perturbations. Hence,
we posit that initial residual connection confers greater benefits to the generalization ability of deeper
GCNss, being corroborated by certain empirical observations (Chen et al.| 2020bj |L1u et al., [2021}).

6 EXPERIMENTS

In this section, we evaluate the impact of some key quantities on the generalization performance
of GNC in adversarial settings, such as feature dimension, regularizer, graph filters, the number of
layers, etc. Extensive experimental results validate our theoretical findings in Sections &3]
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Figure 1: The empirical generalization error (mean value and standard deviation) with different
feature dimensions. € denotes the maximum allowable perturbation.

6.1 EXPERIMENTAL SETUP

We adopt several widely-used benchmark datasets, including Citeseer, Cora, Pubmed, CS, Physics,

and ogbn-arxiv (Sen et al.| 2008 [Yang et al.l 2016} [Hu et al., [2020). Statistics of the datasets are

summarized in Table[I] We adversarially train a robust model by leveraging the following objective:
min _max_ Y L(f(A, X)i,p) + AW, (5)
feF XeBs(X) i

where £(+) is cross-entropy loss, W denotes the weight parameter of the first layer, A > 0 denotes the
regularization coefficient, and € denotes the maximum allowable perturbation. The training iterations
is fixed to 600. During training and testing, the adversarial nodes are generated by the ¢,.-PGD
algorithm (Madry et al., 2018) with the step size £/128, where adversarial perturbations are added
to test nodes after training to avoid a biased evaluation through memorization of the transductive
learning setting (Gosch et al.,|2024). Similar to previous work (Xiao et al., 2022 |Zou & Liu, 2023)),
we consider an empirical proxy for the generalization gap:

|Adversaria1 Training Accuracy — Adversarial Test Accuracy

that is, the absolute value of the difference between the accuracy on adversarial training and test
nodes. Each experiment is independently repeated 10 times and reported with the mean value and
standard deviations. We default to present the experimental results of two-layer GCN proposed by
(Kipf & Welling}, 2017). Please refer to Appendix [l for more detailed experimental configurations
and experimental results, including different attack methods, SGC, GCNII, and Residual GCN.

6.2 NUMERICAL DISCUSSION

Feature dimension. We compare the empirical generalization error with different dimensions,
including the original dimension d, [d/2], and [d/4]. For convenience, we use a single-layer neural
network with ReLU activation to learn a low-dimensional representation of the node features. As
shown in Figure|[T] the empirical generalization error decreases steadily with the dimension, which
implies that low-dimensional feature projection can help reduce the generalization error.

Regularization. Following the theoretical findings in Theorem §.1}8&4.7] we apply ¢;-norm regular-
izer on the weight matrix, since ¢,,-norm attack is used to generate adversarial perturbations. We
evaluate the effect of norm regularization on the generalization ability by comparing the empirical
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Figure 2: The empirical generalization error (mean value and standard deviation) of models trained
with ¢; regularization for different regularization parameters (i.e., A). ¢ denotes the maximum
allowable perturbation.

generalization error with different regularization coefficients A. As shown in Figure 2] the empirical
generalization error of the regularized model is smaller than that without (i.e., A\ = 0), which is con-
sistent with our theoretical analysis. Experimental results demonstrate the importance of appropriate
regularizer to achieve good generalization performance.

Graph filter. We present the empirical generalization error with different graph filters in Figure 3]
where the number of layers is set to 6. As shown in Figure[3] the graph with self-loops has larger
empirical generalization errors than the normalized graphs. Hence, we argue that normalizing the
graph matrix can facilitate the adversarial generalization of GCNs.

Model depth. We compare the empirical generalization error with different depths in Figure
Ml The experimental results show that the generalization error increases as the number of layers
increases and tends to be stable or even decreases due to the over-smoothing issue. This suggests
that the appropriate number of layers should be determined to balance the representation power and
generalization capability.

Network architecture. We investigate the generalization ability of popular GCNs with adversarial
perturbations, including Vanilla GCN, SGC, Residual GCN, and GCNII, where the number of
layers is set to 6. Figure [5] presents the empirical generalization error of different models with
¢~ PGD attacks. Emiprical observations show that GCNII with initial residual connection tends
to have smaller generalization error, which demonstrates the effectiveness of the specific network
structure in enhancing adversarial robustness. Furthermore, we evaluate the role of the parameter
« on the generalization ability of GCNIL As shown in Figure[6] the larger c, the smaller empirical
generalization error, which is consistent with our theoretical findings in Proposition[5.3]

Labeled node size. We study the effect of the number of labeled nodes on the generalization
ability of the learned model in the node classification task. Specifically, we compare the empirical
generalization error with different label rates m/n, where m /n denotes the number of labeled nodes
used for training divided by the total number of nodes. As shown in Figure[7, when label rete m /n is
too large or too small, the generalization gap will be at a large level, which is aligned with the general
consensus (EI-Yaniv & Pechyony, |[2009; |[Esser et al., [2021)). This implies that the amount of labeled
data should be taken into consideration to achieve excellent prediction performance.

10
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7 CONCLUSION

In this paper, we provide a comprehensive generalization analysis for GCNs under perturbation
attacks through the lens of the adversarial TRC. The derived bounds provide a theoretical char-
acterization of the interplay between the generalization error, node perturbations, and adversarial
robustness. Theoretical results reveal how graph-structured data and model parameters can help
improve adversarially robust generalization of GCNs. Furthermore, we develop the generalization
bounds for popular variants of GCNs, which implies that specific network architecture (e.g., initial
residual connection) is beneficial for enhancing adversarial robustness. Extensive experimental results
on benchmark datasets validate our theoretical findings. Interesting directions for future work include
analyzing the generalization properties for GCNs under topology attacks.
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A NOTATION

For a matrix W € R™*", the (p, ¢)-norm is defined as |W ||, ¢ = [[(|Wiillp,-- -5 |[Wanllp)llg»
where W,; is the i-column of W. We use the shorthand notation || - ||, = || - ||,,. We denote
the infinity norm of the matrix by [|[W || = max;¢[y, Z?:1 |Wi ;| For ease of exposition, we
summarize the notations in Table 2]

Table 2: Summary of notations involved in this paper.

Notations Meaning

x; The feature of node i, ¢; € R%.

Yi The label of node .

X The feature matrix of all nodes X = [@1,...,x,] € R"*%

Yy The vector of labels, i.e., ¥y = (y1,¥y2,..-,Yyn) € R".

g(A) The graph filter, i.e., a function of the adjacency matrix A.

€ The adversarial perturbation.

B (X) The set of adversarial node {f: [Z1,...,%n] || @i — xi|r <e,7 > 1,4 € [n]}.

flA X) The function of L-layer GCNs.
fA X); The i-th element of the hypothesis f.

HY The feature representation of all nodes at I-th layer.

HO The feature representation of all adversarial nodes at [-th layer.
w® The weight matrix of [-th layer.

w The norm bounds of the weight matrix.

Rom,n (F) The TRC of the function class F.

l The loss function.

L, The Lipschitz constant of function /.

o() The non-decreasing 1-Lipschitz activation function, e.g. ReLU activation.
p* The Holder conjugates by a star, e.g. p*, satisfying - + - = 1.

(L] The set of positive integers, i.e., [L] = {1,..., L}.

Il lIp, 1l - ll» The £p-norm and the £,-norm, p,r > 1.

Before proceeding to prove main results, we introduce some necessary inequalities.

Lemma A.1. (Awasthi et al.} 2020) Let 1 < p,r < oo and d be the dimension. Then,

sup ||w|7‘* :S(T*,p,d),

llwllp<1

11
_ dmax{O, )

where s(r*,p, d)

Lemma A.2. Let ¢ be a 1-Lipschitz positive-homogeneous activation function. Then for any class of
vector-valued functions F, and any convex and monotonically increasing function ¢ : R — [0, 00),

E, sup w(H ﬁ;m(;{j
1= cEn

FEFNIW|2<w,j€n]

9(A);f (A, X)W ) H)
]

<2E, sup d)(Q(A)Hoo‘”HiUif(A’X)jH)
=1

feF,j€(n]
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Proof of LemmalA.2] Let W, W,o, ..., Wy, be the columns of the matrix W, we have

max ZUZ (Z A)jrf(A X) kW>H

J€[n] ol

S?el?rf]i ZUiﬁb(( Z f(A X)tW>H

ke[n]

< x| S o (It 30, W)

J€[n]

—maxZH Wl (Zwﬁ('g e (£ <A7x>j,”§5:j“>>)'

The supremum of this over all W, W.o, ..., W,, such that [W3 = >/, [|[Wy|? < w? must
be obtained when ||W,;|| = w for some [, and ||[W,|| = 0 for all i # [. Therefore

ST ()30 >

FeF IWllz<w,j€[n

(A);rf(A, X) kW) H)

n]

= seniwheonen (D Wl (Zm(m ”°°< (4, X ||W*l||>)>>
=E, 10 ~ (f(A,X);, W,
fovHWiuHI::w,je[n] ( ZU (”g Mo (£( ) l>)D

<2, sup (Z 7:6(ll9(A) | <f<A,X>j,W*z>)> ©

FEFIWarl=w,jeln]  \“=

where the last inequality follows from ¢ (|u|) < ¢ (u) + 1(—u) and the symmetry in the distribution
of the random variables o;. For inequality (6), having

2E, sup (Z(h (”9 ||OC< (AaX)ij*l>)>

FEF,IWiil2=w,j€n
FEF [IWiil2=w,j€[n]

<2, swp (Zozng e ( (A7X)jaW*z>>

FEF I Waill2=w,j€n]

=2E, sup ¢ (g(A)HooWH iaif(A’X)jH) '
=1

<E, s 0 (llg(A)IIOCIIW*zlle Zoz—f<A7X>a'H>
i=1

feF,j€(n]

B PROOF OF THEOREM [4.1] [BINARY CLASSIFICATION]

Proof of Theoremd.1] Let the function class of L-layer GCNs be defined by
F={14,X) = g HE WD WO o WO, <wie 1]} R R
with the update rule:

HO — qu(g(A)H(l*l)W(l)) eRrR™4  HO =X,
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where the graph filter g(A) : R**" s R™*", W) ¢ Ré-1xdt (), is the width of [-th layer, dy = d,
dr, =1, and ¢(-) is ReLU activation. The corresponding adversarial counterpart is defined by

F= { Cinf yf(AX) i fEF,y € {:I:l}}.
XeB:(X)

Let the set of adversarial nodes of F be defined by X = [Z1,...,T,], where each Z; is chosen by

z; =arg inf yif(A;X:)ia
XeB:(X)

fori=1,...,nand any f € F. Denote Q = —
following inequality

n N n -
QEG [ sup Z g; inf yzf(Av X)l:| < QEG [ sup Z o'if(A’ X)1:| = mm,n(j})’ @)
feF i

XeB:(X) fEF =T

where
F={HAX) = g HEIWD WO 5, WO, < w1 € (1)}

with update rule:
HY = g(g(AH"OWD), HO =X,

where g(A) € R™*" WO ¢ R4-1%d for | € [L — 1], and W) € Rée-1x1,
We thus turn to bound S}imm(]? ). By the definition of TRC,

) — . - , -y
E)C{mn(]:) QEO’ HW(bLu)IH)'sz {ZO}( Z g(A)ij* w )]

i=1 j€ln]
<QE, sup { gi{max A)sg) max (HL™, w®) }
W) |y <w zzl i€[n] jem ( ) J) teln ]< bx >
<QE,  sw |g<A>||oo[ o (Hj. D w ]
W) ||3<w,j€n] zzzl < ’ >

]. n o _
SQxlogEa sup [ ]exp ()\|g(A)||OO <Zgi <Hj(f 1),W(L)> ))
i=1

IWB)|2<w,j€n
— ) ®)

Zgz (S gy H 2wt 1>>H>

ke[n]
|3 e))

where the last inequality follows from Lemma[A.2]with ¢(u) = exp{\||g(A)||oow - u}. By recursion
steps, we obtain

SQ% log <2LEU sup exp (A||9(A)|£<>WLH Zm@””*>>' N
=1

JE[n]

<Qf log Es sup exp ()\g(A)HOOw

J€[n]

We rewrite inequality () as

1
QxlogEa sup exp | Allg(A)loow
W=D 2<w,j€[n]

J€[n]

1
<Q log <2Ea' Sup exp (Allg MZew

i O—zjzj*w(l)

~ 1
R (F) <Q log <2LEU sup ]exp(xllg(A)HéowL‘l
1=1

[W®lp<w,j€ln

18
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Let M = ||g(A)||L w’” and define a random variable

Z = M - sup Z 0.
JeI i pP*
where random as a function of the random variables o1, ..., 0,. Then,
1 Llog(2 1
 log {2LE exp AZ} - Of( ) 4 1 log{Eexp A(Z —EZ)} + EZ.

By Jensen’s inequality and triangle inequality, EZ can be bounded by

ZJZ —x; + ;)

EZ =M -E

:EJH =M -E, sup
p* Jj€ln]

Lt | Zai(fc\J
<M - E, sup (H igiij T, p,d H ZUZ j T H )
Jel M D
§M.E0(Hiaiwi +Es(r*,p,d)‘zm- )
i=1 px i=1

20 ) (B X [+ es(p,d))

where s(r*,p,d) = d">%¥==3} B, = \/2log(2d) if p = 1 (Mohri et all 2018), B,, =

14p*
ﬁ[Lﬁ)]ﬁ* if p € (1,2], Bpe = 1if p € [2, +00) (Awasthi et al., 2020), the second inequality
follows from Lemma and the last inequality is due to the Rademacher variables (El-Yaniv &
Pechyony, 2009).

p*

J€[n]

SM . IEO- sup (H ZO’Z‘.’EJ'
J€[n] i=1

<M

Note that Z is a deterministic function of the i.i.d. random variables o1, ..., o, and satisfies
Z(Ula'~'7aiv"'7UTL) - Z(Ul,-..,-O’i,...,O’n) S2M sup ||:/B\]||P*
j€[n]

<2M sup ||z +Z; — x| -

J€ln]

<2M sup ||z;][p- + sup [|[Z; — x;l|,
J€[n] Jj€n]

<2M sup ||x;|p- +es(r*,p,d),
JE[n]

where the last inequality follows from Lemmal[A.T] This means that Z is sub-Gaussian satisfying a
bounded-difference condition with a variance factor

1 n
=3 > (2MR)* = nM*R?,

where R = sup; ¢y, ij||p + es(r*, p, d), and satisfies

l/\ZnMQR2 _ InM2R?

log{E expA(Z —EZ)} < \ 5 = 5

Letting A = ~ 2L log(2)

SR and combining the above, the inequality (H) can be upper bounded as follows:

Q% log {QLEeXp )\Z} <Q(EZ + /2log(2)LnMR)

<QmnM(y/210g(2)L + 1)(By- p- tes(r’,p.d))
=Qmnllg(A) 5w (V210g(2)L + 1)(By- || X |2 +es(*, p, d))
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where Q= ,/m(zfm), s(r*,p,d) = dm<{0:75 =53 and By = /2log(2d) if p = 1, Byy =

e 2 P W . L. .
V2 = 177 if p € (1,2], By« = 1if p € [2, +00). Combining inequalities H and (9), the proof

T
is completed.

O

C PROOFS OF LEMMA [4.5] AND THEOREM [MULTI-CLASS
CLASSIFICATION]

Proof of Lemma[#3] Let the function class F : R"*? — R™*X be defined in (1). Consider the
activation function of the output layer as ¢(t) = Softmax(-). Let the pairwise class margin of
node i be defined as f“(A, X); = [f(A, X):]u — [f(A, X);], where [f(A, X);], denotes
prediction of the class u for node i. We would like to observe the relative change in error be-
tween any two classes. Specifically, we consider the difference between the set of pairwise margin

fe (A, XV)Z — f*"(A, X);. Define H® and H® as the feature representation of X and X at [-th
layer, respectively. Then,

fm;(A’ 3(/)1 . fuv(A’ X)z
=Y 9(A) HE V(W W) = 37 g(A)Hy D (W - W)
J€[n] J€[n]

<o) e [ W = WE a6 3 a(A)s (B — HZ)w )

HOO

ken]

<o (A IWAE = WD | mae | (max S g(A),0) (HE ™ — B yw)|

te(n] jE€n] ke [
<l (AW = W [ D max | — HE|
<o)L IWE = W W D W mas | (X~ X, )W)

J n

<lg(A)IE W = Wi W ED - (WO o [W O max &5 = 251

L—1

L L *

<llg(A) LW = Wiy [T IW O oW Ol,s(*, p, d)e. (10)

1=2
According the definition of the ramp loss and the inequality above, we have

_min  1(y; # arg max [f(A, X);],)
XeB:(X) vi€lK] '

(a) , _
<e,(_min  M(f(A, X)i,ui))
XeBs(X)

(b) — —

<ly(min _min _ [f(A, X)ly, — [f(A, X)i]y)
Yi#Yi X €B(X)

(c)

< (min [f(A, X)i]y, — [f(A, X);]

Yi#Yi ‘

L-1
* L L
— max 2s(r,p, d) lg (A% W = Wil [T WO 1w p)
B 1=2

©) i} oy
<l (M(f(A,X)i,yi) — 252???] es(r*,p,d)|g(A) 1L IWE |1 T 1w @ w )

=2

(©) =
SL(M(f(A, X)i,y:) = 2 max es(r”, p, g AIEIWE I TT WOl WO, <),

=2
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where s(r*,p,d) = {055 =3} the inequality (a) is due to the property of ramp loss, the
inequality (b) is due to the definition of margin operator, the inequality (c) follows from inequality
(T0), the inequality (d) comes from using triangle inequality, and the inequality (e) directly follows
from property of ramp loss. This completes the proof of Lemma[4.5] O
Proof of Theorem By the Ledoux-Talagrand contraction inequality, we know that
~ 1
R (L0 F) <= (R (M o F) + Ry (V0 F)). (11)
Y

For the right-hand side of the above inequality, 2Ry, ,,(¥ o F) can be bounded by

L—-1
* (L
2es(r*, p, d)]|9(A) 1% sup ma | WS [T 1w @ o)W,

WO |2, |WO ||, <w,le[L] FE[K] =2
n
XQEG‘ E a;
=1

L—1
<2Qumnes(r*,p, d)|lg(A)[I% sup K[W® L T Iw O w®y,
WO, [W O, <w i€l i

2K Qumnllg(A)|| L wles(r*, p, d). (12)

2n
m(n—m)"*

analogously to the proof of Theorem Rm,n (M o F) has the following upper bound

0, s Yoo ol mt W)

[WB2<w L35 jeln)

n
<QE sup [ o;( max A); ;) max H(L 2 W*( 1) }
7w s <w ; (id”]jemg( )J)Je[”]< )

1 - (L-1) 1ir(L)
<QylogE, sup exp (AQ(A)IIOO(Z%<HJ* W*y1>

[W B ||2<w,j€[n]

iam( > g(A>j,kH,§f2>w<L—1>)H>
i=1 ken)
)

1
QX log <2LE,7 sup exp ()\g(A)HgowL_l
WO, <w,j€ln]

where Q. =

We turn to prove the upper bound on R, ,(M o F). Analyzing

1
<Q<logEs sup exp | A|g(A)||oow
A j€n]

1
=Qy logE, sup exp | Allg(A)||oow
([WE=D|2<w,j€n]

1
<Q~ log [ 2E, sup exp (Allg )|2ew
A j€[n]

Repeating the process, having

Zn: O'in*, W(l)

i=1

<Q log <2LE,, s exp (Allg( ][4 wLH ZWBJH ))

JjE[n
)) (13)
p*

Denote M = ||g(A)||L w” and define the random function of the random variables o1, .. ., 0, as

follows n

))

SQX log <2LEU exp ()\||g(A)||§OwLH Zaiwi
i=1
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Then,
Llog(2)

A
According to well-known bounds on the Rademacher complexity (Haagerup, [1981; Mohri et al.

2018} |/Awasthi et al.| 2020), having
V2I0g@d)|X |2y if p=1

% log {2LE exp AZ} - i % log{Eexp A(Z — EZ)} + EZ.

1+p 1 .
EUHZ% LS VAR X if 1<p<2
=t XHZP* if p>2

where X = (z1,...,%,) € R"*4. We thus have

< MB,.
.

n
EZ =M E,| Y o X2 (14)
i=1

. r(itety. 1, .
where By, = /2log(2d) if p = 1; By, = ﬂ[#}p ifp e (1,2]; Bpe = 1lifp € [2,+00)

(Mohri et al., 2018; |Awasthi et al., [2020). Since Z is a deterministic function of o1, ..., 0,, and
satisfies

Z(01y ey Oiyee ey On) — Z(01y e ooy =iy e ooy 0p) S2M |5 -, (15)

then Z satisfies a bounded-difference property and is sub-Gaussian with the variance factor

n

1 n
0= YoMl )? = MY il
i=1 i=1
and satisfies
1 1 A2 M2 7-1 xT; 2* AM? T-Lf xT; 2*
Xlog{Eexp)\(Z _ EZ)} S X 212_1 || P _ 27,51 || ||p )

Letting A\ = —————+— V2L 108(2) and with the above, the inequality can be upper bounded by

M /T 2
QX log {2LJE exp )\Z} gQ(EZ +V2log2) LM, | Y ||:vz-||§*)
=1

)
<QmnM(y/210g(2)L 4 1)B,-

X||2,p*

=Qm.nllg(A) | Zw" (v/210g(2)L + 1) By | X 2+
where () = % + % and Qp, . = m(sfm). Combining the above, we obtain
R (M 0 F) < Qm.nllg(A) [0 (v/210g(2) L + 1) Bye || X |2.p-- (16)
Putting inequalities (I2)) and (T6) backs into (TIJ), this completes the proof. O

D PROOF OF PROPOSITION [SGC]

Lemma D.1 (SGC). Let the robust surrogate loss be defined by

~

where the worst-case error is

L1
— . I
U(H(AK)) = 2 s (0", )o(A) o IWSE 13 T IW O
=1
and s(r*,p,d) = a5 =3} Then, we have

~ ~ —

(f(A, X)iyyi) < U(FIA, X)iyyi) < H{M(f(A, X)i,ui) — U(f(A, X)) <7}
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Proof of Lemma([D-1] Analyzing analogously to the proof of Lemma[d.5] Consider the pairwise class
margin of node ¢ be defined as f*V(A, X); = [f(A, X)i]u — [f(A, X);]», we then have

(A X)i — f*(A, X);
L oA W (WD WD) (5 oAl 0 (WD) D)

JE[n] j€[n]
L X - X)W . (W _ )
S(?é%j;[n] g(A)m) ;Iel?;§<(Xj Xju), W (W = Wy )>

L L ~
< g(A) [ [WD - (W = WD) | max &5 — 2l
J€(n]

< g(A) o WD - (WD = WEN [s(*, p, d) max |13 — @

L—1

<Ng(A) oo WD = W TT IW D50, p, d)e, (17)
1=1

where the third inequality follows from Lemma[A.2] According to the property of ramp loss, we have

((_min  M(f(A, X)i,ui))
XeBi(X)

<t(min min [£(A, X)iy, = /(A4 X)ily)
YiFYi X €Bs(X)
<6, (amin [£(A4, X):]y, — [£(A, X )iy
L-1
= o s pdllg(4) oW = Wl TTIW Ol

L-1
<6 (M(£(A,X)iy:) =2 s s, 9, D)l g (A) e IWE I3 [T IW 1)
=1

L—-1
ST (S (A, X)isi) =2 e 5,2, ) lg(A) oW s T 1W< ).

1=1
O
Theorem D.2 (restate Proposition[5.1). For any v > 0, with probability at least 1 — 6, we have for
all f € F,
1 - ~ ~
> 1{3X € Bi(X) s.t. y; # arg max [f(A, X)i],}
n—m it 1 y'€[K]
1 & =
<o 2 HIA(A XDy, < 5+ max [£(A, X))y + U(f(A, X))}
i=1
2K . 1 1
+ Qm,nTHg(A)L”OOwL(BP* ||X||27P* + 65(7’ » Dy d)) + O(max{ﬁ7 m})v

where s(r*,p,d) = drd0 =3} By = /2log(2d) ifp =1, By, = \/E[F(\/"‘; ]1%* ifp e (1,2],
Bp. = 1ifp € [2,4+00), Qmn = \/E

Proof of Theorem[D.2] Let the hypothesis class of SGC be defined by
F={ra.x) = gt xw® . WO w O, [WOl|, <wie (L]} a8)

where W) € R%-1%4 and d; is the width of I-th layer with d;, = K and dy = d. According to
Lemma D.T]and the Ledoux-Talagrand contraction inequality, we have

Ry (Lo F) g%(mm,n(Mof) + Ry (U0 F)). (19)
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Then, R, (M o F) can be bounded by

QE, sup Zaz(maxz A )max<Xj*,W W*(yL)>

WO ||, <w,l=1,...,.[ 5= J€ln]

<Qlg(A)" ocie” max B | Zaz-wj )

<Qlg(A) | Ey H Zozwl

<Qumnllg(A)" ||oowLBp*||X 2,p%> (20)
14+p*
N7 it p e (1,2);

[ 2n /5 Teo (0 . I(
where Q'rn,n = m, Bp* = 2 ]og(Qd) if P = 1, Bp* = \/i[T
B, =1ifp € [2,400)

For the second term on the right side of the inequality , R, (¥ o F) is bounded by

L—-1 n
2mux s p. A)g(A) e s (WL TLIWO,QE, | Y e
ke[K] (WO, <w,i=1,...,L F 1;[1 P Zzzl
<2Kes(r",p,d)]|g(A) " | ocw” Q.- @
where Qi = /7 (TQL’im) . Combining Theorem |3.2{with inequality , we complete the proof. [

E PROOF OF PROPOSITION [RESIDUAL GCN]

Lemma E.1 (Residual GCN). Let the robust surrogate loss be defined by
C(f(A, X)isyi) = b (M(f(A, X)i,y:) — W(f(A, X)i)),

where the worst-case error is
L—1
_ . I
U(f(A, X)) =2 s es(r*,p,d)|g(A) 1L WL TTUW Ol + 1) W O,
=1

dmax{O7 7%*

where s(r*,p,d) = ~51. Then, we have

Uf(AX )i yi) < UFA,X)iy) < TIM(F(A X)iyy:) — U(f(A, X)) <7}

Proof of Lemmal[E-]} Recall the output of Residual GCNs: f(A, X) = Softmax(H F~DW (L)
with the update rule

HO — ¢)(g(A)H(l_1)W(l)) +HEY, HO = xw©
where W(©) ¢ Rixd' W (L) ¢ R¥*E Wb ¢ RI*d for | =1,... L —1.

Let HO and H® denote the feature representation of X and X at I-th layer. We first ana-

lyze the difference between set of pairwise margin f“V(A, X )i — f*Y(A, X); for node 4, where
f(A, X); = [f(A, X)ilu — [f(A, X)],, having
(¢( Y gty HEPwWED) L HED) (Wi - wi)) -
JEln]
(60 X oAy Hy 2w D)+ HE 2 ) (Wi - will)
JEln]
Ty (L— L— — L L
<( D2 g, (HE T - BT WD 1)) (W - W)
JEn]
< A H!? g2y w ), wil) - wil
‘<%ﬁ;wg( )i ) ma ( (H]. ) W), )
<IWE = Wi Tl (Ao (W E D12 + 1) max | H2 = HE)|
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where I,, denotes the Identity matrix and the second inequality is due to the Lipschitzness of the
activation function ¢. Applying recursive steps, we further obtain

L—-1
L L N
W = WD g )% TTAW Ol + 1 max | (X, - X)W

=1
L—-1

< Wi = Wi gz TTOW e + 01w @5t p.d) max @5 = 21l
=1
L—-1

< Wi — W gl TTAW Ol + DIW 567 p.d)e,
=1

where s(r*, p,d) = @175 =3} and the second inequality follows from Lemma
By the property of ramp loss, the following inequality holds:

£y(_min  M(f(A, X)i,y:))
XeBa(X)
<t,(min _min_[f(A,X)ily, — [f(A, X))
Yi#Yi X €Bs(X)
L—-1
* L L
— max es(r*, p, d) Wi — W5 llg(NE [T AW @llz + 1w ©],)
i @ =1
L—1
* L
<O (A X)isi) = 2 a es(r,p, ) g (AW T TTOW Ol + DIw @)
=1
L—-1
* L
SEM(F(A, X)i,p) = 2 muges 25,0, D) lg(A) [ IW s [TAW Oz + DIW O, < ).

=1

O
Theorem E.2 (restate Proposition[5.3). for any v > 0, with probability at least 1 — §, we have for
all f € F,
1 - ~ ~
> 1{3X € Bi(X) s.t. y; # arg max [f(A, X)i],}
n 1=m-+1 y’E[K]

MUQLXMMS7+£gUQLXMy+WUQLf%H+Omn

IA
SR

-
Il

4K
+ Qm,nTHQ(A)llﬁow(w +1)5(VIog(2)L + 1)(By- || X

|lo.px +es(r*,p,d)).

1
E3

where Oy, = O(max{\/—%, 1), s(r*,p,d) = gm0, =1} By = /2log(2d) if p = 1,
_ SR 1 _ 2n
By = V2[—A=]7 ifp € (1,2], Bpe = 1ifp € [2,+00), Q=

m(n—m)"*

Proof of Theorem[E2] With Lemma[E.T|and the Ledoux-Talagrand contraction inequality, we have

%mm@bf)g%@%mUWofy+%mAWofD. (22)

Let the hypothesis class of Residual GCNs be defined by
F = {f(A,X) = Softmax(HE VW) . [wO ||, (W, <w,l e [L]}  (23)
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with the update rule
HO = gb(g(A)H(l*l)W(l)) +HEY, HO = xw©
where W (L) ¢ R¥*E W (0) ¢ Raxd' yw) ¢ RIXd forj=1,... L —1.
Applying the triangle inequality and Lemma we have the following upper bound on R,;, ,, (M o F)

QE,  sup [Zaz <H(L D W*(,i)>}
WD) |la<w =35

<QwE4 sup H iai (qs( Z g(A)iJH]('f—Z)W(Lfl)) I Hi(f_Q))H

L—1 .
[WE-D2<w " 35 j€ln]

<QWEs sup HZO’,’d)( Zg(A)i7jHj(f_2)W(L D H+supHZUz (- 2)H

[WE=D|o<w T i jem

1
<Q5 log 28, sup exp (Aw(g(4 ||oow+1HZal )
JE[Nn

1
<Ly (ma sup exp (Awug( oot + 1) 1HZ@

Jj€n]

1..)
1))

1 L 2 L—1 _
QLo (z E,, sup exp (Aw (lg(A) o + X Z;UZX
L < >) (24)
p*

J€[n]
Let M = w(]|g(A)| sw + 1) and consider a random variable

Z:M'H;U'Lmi .

Eq exp (/\w(|g( oot + 1) Hzmz

We then have

1 Llog(2) 1
Xlog{ngeXp AZ} _ Of( ), 1 log{Eexp A\(Z ~EZ)} + EZ.

According to the inequalities and (15), we know that EZ < M B,-||X||2,+, and Z is sub-
Gaussian with the variance

*7

ZZ 2M |z |- M?Z il

and satisfies
AM? Z H:c,

2

1
X log{EexpA(Z —EZ)} <

Letting A\ = —————+— Vleog(Q), the inequality (24])) is bounded by
M3 =ill2s

Q% log {QLIEexp )\Z} §Q(

2log(2)L

)
2,
<Qmaw(lg(A)]oew +1) WJ&

(et

. 1
where Q = .=+ 1. Qun = \/ spay» and By = /21log(2d) if p = 15 By = V2[—2—]7"
ifpe (1,2]; Bpx = 1ifp € [2,+00). Thus,

Rpn(M o F) < Qunw(||g(A)]|oow + 1)*(v/210g(2) L + 1) By || X ||2,p-
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For the TRC of the worse-case, by ||W O[5, [W 1|, < w for I € [L], we have

R (¥ 0 F) <2Kes(r”,p, d)ullg(A)]|% (w + 1P x QEq| Y o

i=1

<Qmn2Kes(r*,p,d)wg(A)ll5 (w + DE.
where Qo = 4/ 7 (sfm) . Putting the above estimation back into the inequality and combining
Theorem [3.2] this completes the proof. O

F PROOF OF PROPOSITION [5.5| [GCNII]

Lemma F.1 (GCNII). Let the robust surrogate loss be defined by
UF(A X )i ys) = 6, (M(F(A, X)iy:) — U(f(A, X)),
where U(f(A, 5(/)1) is 2maxe (k) ||W*(kL) 1 |W O] es(r*, p, d)A and A is defined by
L— L-1 L-1
)
1

1
[T - lWlg)lk +a( X (1 -a)lg@l T I1WOl) +1),
=1 =1 k=L—1-1

W(l) = (1 _ ﬁ)In + 5W(l), and 8(7’*7]9, d) dmmx{O it

Proof of Lemmal[F} The propagation of the GCNII is f(A, X) = Softmax(H & ~YW (L) with
the update rule

HY = ¢((1 = a)g(AH" + aHO)((1 - B)I, + sWV)), H? = XxW©
where I, is the identity matrix, WO ¢ RdXd/, w) g Rd/XK, WO ¢ RE* for | € [L —1].

Denote W) = (1 - A1, + WO, Let H® and H® denote the feature representation of
X and Z(/ at [-th layer, respectively. Consider the difference between set of pairwise margin
f“ (A, X); — f*(A, X); of node i, where f*“(A, X); = [f(A, X);]u — [f(A, X);]y, having

ﬁff*)(vv(” - W) - =W - wi)
L —
<|Iwi = Wl HE Y - Bl
< Wi = Wl ||(0 - 0) Y o), (HE ™ — HE) +o(HY — BY))WE)|

J*
j€[n]

L L = (L— —~—(L— L—
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dmax{O,T%f

where s(r*,p,d) = %}, the inequality (a) follows from Lemma and the inequality (b)

isdueto |z — x|, <e.

By recursive steps, we further obtain

L-1

L L 7 7 (0 0
Wi = Wi (T = ) W Olellg(A) o mas | FY — HLY |+
=1 ’
L—-1 L-1 -
AW s, e (3 (1= ) gl [T IWOL) +1))
=1 k=L—-1-1
L-1

L L — ~
<gwi? = w1 (TL0 = WO allg(A) e[ Wl ma 5 — -+
=1 )
L-1 L—1

WO st p, )= Y (1= a)lg(all, [T IWO)2) +1))
=1 k=L—-1-1
L-1
L L - *
< W = Wl (TT 0 = )l WOlallg(A) |5 W ©ls0 p, d)e+
=1
L-1 L-1 -
AW s, p.de(D (1= a)lgl T IWl) +1))
=1 k=L—-1-1
=W = W LW pes(r, p.d)A,
where A is defined by
L-1 L L-1 L-1 ,-\
[T -aIWOllgll +a( Y (A=l [T 1WOl)+1).
=1 =1 k=L—1—1

According to the property of ramp loss, we have

gv(~ min M(f(Avf)i»yi))
XeB:(X)

<l,(min _min [f(A, X)il, — [f(A, 35)1]?/’)
Yi#Yi XeBs(X)

<t (_min [(A, X) . — (A X))y, — manx [WED = W3 [W O s p, d)A)

’

Vi FYi yi#

L *
<t (M7(A, X i) =2 i WS 3 |[W ps(r”, . d)A)
STM(F(A, X)i, ) = 2 oo WA 1 [W O pes(r,p, d)A < 7).

O

Theorem F.2 (restate Proposition[5.3). for any v > 0, with probability at least 1 — §, we have for all
ferF

1

n—m

n

> 1{3X € BiX) st y; # arg max [f(A, X)il,}

K
i=m41 v'ElK]
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where s(r*,p, d) = d™>{% pt , By = y/2log(2d) ifp =1, By = \/i[r(\/j: )]PA" ifp € (1,2,

Proof of Theorem With Lemma [F.I]and the Ledoux-Talagrand contraction inequality, we have
Ry (o F) g% (R (M 0 F) + Ry (¥ 0 F)). (25)
Let the hypothesis class of GCNII be defined by
F={f(A, X) = Softmax(HE"DW®E) . [WB |, (WO, <w,le[L]}  (26)
with layer-wise update rule:
HY = ¢((1 = a)g(AH"D + «HO)(1 = )L, + sW D)), HO = xW©

where I, is the identity matrix, WO ¢ RdXd', W) ¢ REXE gnd W ¢ RE*d for | ¢ [L—1].
Denote W) = (1 — B)I,, + SW O forl € [L — 1]. We then have |[W®||5 < (1 — B) + fw.

For the right-hand side of inequality (25)), Ry, (M o F) is bounded by

QE, sup Zal <H(L 2 W*(yLI)>
W 2<w ;=1

n
<QEsw sup H Z UiHZ-(*Lfl) H
i=1

SQwEs sup HZUZ ( (1 = o) (max g(A)m»)Ht(*L*Q) +aH§S)>ﬁ/(L—1))H
W (=D || <& te[n] S
SQuE, s HZW( (1 - )lg(A) | HE + aHO)WED)|
W (= D|2<@,j€[n]
<Q log 2E, sup exp (AwwH (1-a)lgA )||OOH(L 2 +aHj, 0) H)
J€[n] i=1
L 0
SQX log 2E, sup exp ()\ww((l —a)llg(A HOOH Zal H + o Zalwzw( )H))

WO lp<w,j€[n]

(b)
§Q log 2E, sup exp </\ww((1 —a)llg(A H‘X’H ZQH(L 2)” + awB,y+ || X
J€[n]

|2,p*))

~ . r(ety 1,
where 0 = (1 — ) + fw, By = /2log(2d) if p = 1; By = \/i[%]p ifp e (1,2];
B = 1if p € [2,+00), the inequality (a) follows from Lemma 1 of (Golowich et al., 2018), and the
inequality (b) follows from the bounds on the Rademacher complexity given by |Awasthi et al.| (2020).

Applying recursive steps, Ry, », (M o F) can be further bounded by

1 . B n
QX log 2L E, sup exp ()\(wwL 1(1 — oz)||g(A)H£O 1H ZUZ'XJ’*W(O)H"'
i=1

WOl <w,j€ln]

L—-1
a(l = a)e?Bye [ X lopr D llg(A)ILE") )
=0
1 L
SQX log 2"E, exp ()\( L1—-a)|g(A H Zolzlcz
a(l - a)wB,. ,pE:M L),
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where @ = (1 — ) + Bw. Denote U = a(l — o)wB)-

2oL 11—

L .
\p* Zz:o ||9(A)Héowl and M =
a)|lg(A)||L . We define the following random variable

Z:M-Hiaiwi +U
i=1 P

Then we have

Llog(2)
A

%log {QLEeXp )\Z} = + ilog{Eexp)\(Z —EZ)} +EZ.

With the inequality (T4), it is clear that

IEZ:M~IEUHmei +U < MB,. U
i=1 P
Note that Z is a deterministic function of o4, ..., 0,, and satisfies
Z(01y oy OiyeveyOn) — Z(01,y ooy = Oy ooy On) < (27)

which implies Z satisfies a bounded-difference property and is sub-Gaussian with the variance factor

n

v=1 Y @Mlw,)? M22 a2

=1

Therefore, the following inequality holds

AMZ ST |
2

ilog{Eexp MNZ-EZ2)} <

Letting A\ = ———— V2L l08(2) the following inequality holds

9’
M\ S w2

Q% log {2LE exp AZ} <Q (EZ +/210g(2) LM

n
S i)
=1

<Qm,n(v/210g(2)L + 1)(MB)- » +U)
where Q. = ,/ﬁ, and By, = \/2log(2d) if p = 1; By, = \/i[r(i/% )]1% ifpe(1,2];

B, =1ifp € [2,400). Thus, we have the following upper bound on R,,, (M o F),

L

»? (1= a) (58" +a(l - a) Y llg(A)[55"),

=0

Qm,n( 210g(2)L + 1)BP*

where & = (1 — 8) + Sw. We proceed to derive an upper bound on R,,, ,,(¥ o F), that is

n

QE, sup Zaiw(A,fm
WO I, WO [l2<w,l[L] 5=
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where Qmn.n = 2 5= (1—f)+ Bw, and s(r*, p,d) = d"*107= 3}, O

m(n—m)’
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G LIMITATIONS

We outline a few limitations of the current adversarial generalization analysis for GCNs. Since
Rademacher complexity-based analysis methods are used in this paper, our bounds suffer from the
exponential depth dependence similar to (Bartlett et al., | 2017; |Golowich et al., 2018)). Nonetheless,
the derived high-probability generalization bounds for GCNs in adversarial settings are highly non-
trivial, which provides theoretical guidance for improving the adversarial robustness. Moreover, this
paper does not involve topology attacks, which leads to the limitation of theoretical results. However,
our analysis can provide valuable theoretical insights into the generalization of topology attacks.
Given the similar settings of topology attacks and node attacks, where adversarial perturbations are
measured within the norm space, the methodology (e.g., Lemma B.2) developed in this paper could
be expanded upon the topology attack to address the outer maximization of the adversarial loss and
tighten the generalization bounds. It is worth noting that unlike node attacks, one can perturb the
graph topology at the first layer, the last layer, the arbitrary intermediate layer, and all the layers of
GCNs, thus posing additional analysis challenges. We will leave this interesting study as future work.

H ADDITIONAL RELATED WORK

Adversarial Generalization Theory. Adversarial robust generalization in Euclidean space has
been studied extensively in recent years. Yin et al.| (2019) investigate the adversarial generaliza-
tion problem under /,-norm attacks via the lens of Rademacher complexity. They derive the
high-probability generalization bounds for linear classifiers and one-hidden-layer neural networks, in-
dicating the additional perturbation term that should be suppressed seriously affect the generalization
performance. |Awasthi et al.| (2020) establish the generalization bounds for one-hidden-layer additive
neural networks under general perturbation attacks by extending the work of (Yin et al.,|2019) to
the ¢,.-norm attacks for arbitrary > 1. Several recent work (Khim & Loh,[2018}; |Tu et al.,[2019;
Mustafa et al.l [2022)) has aimed to analyze the generalization properties of deep neural networks
in adversarial settings. [Khim & Loh|(2018) provide the upper bounds of the adversarial risk by
leveraging a tree based decomposition. Their results depend on the assumption that each propagation
path in the network can be optimized independently w.r.t. the perturbation, leading to vacuous bounds
in (Khim & Loh, [2018). [Tu et al.|(2019) introduce a transport map between distributions and develop
a new risk bound for multi-layer neural networks by means of covering numbers under the Lipschitz
condition. Mustafa et al.| (2022) establish the adversarial risk bounds for deep neural networks under
both additive-perturbation attacks and transform attacks via a novel usage of covering numbers. |Xing
et al.| (2021) and Xiao et al.| (2022) investigate the adversarially robust generalization of learning
algorithms from the perspective of algorithmic stability, showing that the maximization process w.r.t.
adversarial perturbations causes the worse algorithmic stability than natural training. Although all
the aforementioned work provides valuable insights into the adversarial generalization problem, it is
difficult to apply them to adversarial graph learning due to discrepancies in learning paradigms and
data characteristics. This work makes towards this by providing generalization guarantees of GCNs
under node perturbation attacks, which is the first touch for adversarial graph learning to the best of
our knowledge. Related work is summarized in Table 3]

Table 3: Summary of generalization analysis for adversarial learning (NNs-Neural Networks; k-the

number of classes; m-the number of unlabeled samples; n-the number of samples).
Reference Model Structure Attack Type Analysis Tool Convergence Rate Learning Setting

Yi 1. (201 I i
n e,t al. 2019) One-layer NNs {oc norm Rademacher complexity O(k/v/n) nduclfve
Awasthi et al. (2020) £, norm Inductive
Khim and Loh (2018) Lo morm Rademacher complexity O(1/4/n) Inductive
Tu et al. (2019) £, norm Covering number O(1/y/n) Inductive
Mustafa et al. (2022) Deep NNs £, norm 4 Covering number . O(log(k)/+/n) InduclTve
Transformation Local Rademacher complexity O(1/n) Inductive
X{ng etal. 2021) £, norm Algorithmic stability O(1/n) lnductfve
Xiao et al. (2022) Inductive

Ours Deep GCNs (, norm Transductive Rademacher Complexity O(kmax{L,-—1-}) Transductive
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I ADDITIONAL EXPERIMENTS FOR NUMERICAL DISCUSSION

Experiment details. Unless otherwise specified, we apply a two-layer network architecture for
GCN, SGC, GCNII, and Residual GCN (Kipf & Welling} 2017; |Wu et al.,[2019; |Chen et al.| 2020b),
where the number of hidden units for each layer is fixed to 16 or 64. For GCNII, the parameter o
is set by default to 0.5, (3 is set to 1og(% + 1), where 8 = 0.1 and [ is the number of layers. We use
ReLU function as activation function. The Adam optimizer (Kingma & Bal [2015) with the learning
rate 0.01 is used in the training process. The implement is GeForce RTX 3080 GPU. The runtime of
each experiment is about 200s~2h.

Attack methods. We evaluate the generalization performance under different attacks including
FGSM, BIM, and PGD. Figures [S}{I3]| present the empirical generalization errors with dimensions of
adopted datasets under attacks. As we can see, the experimental results for different attacks have the
same overall trend (i.e., the smaller the dimension, the smaller the generalization error), which can
not be affected by the choice of attack methods.

Feature dimension. We study the effect of feature dimension on the generalization performance of
SGC, GCNII, and Residual GCN in adversarial settings. We compare the empirical generalization
error with different dimensions, including the original dimension d, [d/2], and [d/4]. For conve-
nience, a single-layer neural network with ReLU activation is used to learn a low-dimensional feature
representation. As shown in Figures[I4}16] the empirical generalization error decreases with node
features, which suggests that low-dimensional features help improve the adversarial generalization.

Regularization. We also evaluate the effect of regularization on the generalization ability for SGC,
GCNII, and Residual GCN under adversarial attacks. Similarly, we consider ¢;-norm regularized
model and observe the empirical generalization error with different regularization coefficients A,
where A is set as 0, 0.05, 0.10, and 0.15. Figure show that the empirical generalization error of
the regularized model is smaller than that without. Hence, the regularization is beneficial to improve
the generalization performance.

Model depth. We study the effect of the number of layers on the adversarial generalization for SGC,
GCNII, and Residual GCN. Figures [20[22] present the empirical generalization errors with different
depths. As we can see, the generalization performance of SGC deteriorates as depth increases, which
is limited by its representation power. The generalization ability of GCNII and Residual GCN almost
can not be affected by the number of layers. Hence, we suggest that the choice of model architecture
is important for achieving the adversarial generalization.

Tightness. To evaluate the tightness between theory and experimental observations, we compare
the generalization bounds in theory and empirical generalization errors w.r.t. feature dimensions in
Figure 23| where the bounds are quantitatively computed based on the adopted dataset and the model
parameters. The experimental results show that both theoretical and empirical generalization errors
decrease as the feature dimension decreases, which is consistent with our theoretical findings. Hence,
our results provide meaningful practical guidance for improving the adversarial generalization of the
learning models in a certain sense.

Generalize to other models. To evaluate the scalability of the theoretical findings, we further
investigate the impact of the feature dimension on the generalization performance of S2GC (Zhu &
Koniusz, 2021)) and GIN (Xu et al., 2018)) under PGD attacks. The empirical errors with different
dimensions for the adopted datasets are plotted in Figure demonstrating the low-dimensional
feature mapping can enhace the adversarial robustness of the learning models. This observation
aligns with our theoretical findings.
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Figure 11: The empirical generalization error (mean value and standard deviation) for the CS dataset
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Figure 22: The empirical generalization error (mean value and standard deviation) with different
depths for Residual GCN. € denotes the maximum allowable perturbation.
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Figure 23: Theoretical generalization bounds and empirical generalization errors of the adopted
datasets w.r.t. feature dimensions. ¢ denotes the maximum allowable perturbation.

Citeseer

Cora

510 1.0
509} 58.2:

=0.8¢ I=be

) 20.7¢

2071 R0.6/

SZGCE0.0 ——d EO.Sf ——d
S0.5¢ fazll S04l [d2]
%0_4, —=—[d/4] %O:}U —a—[d/4]
0.3l ‘ ‘ ‘ \ 00.2L \ \ \ \

0.00 0.004 0.008 0.012 0.016 0.00 0.004 0.008 0.012 0.016
e e
51.0 Citeseer £0.9 Cora
50.9/ ; 50.8
80.87 g0.7—
.50.6—/ NO.5¢
E | ——d —‘GS ——d
oAl fa2] 5041 [w2]
804 r —a—[d/4] 803 r —=—[d/4]
o033l . ] 37/ S
0.00 0.004 0.008 0.012 0.016 0.00 0.004 0.008 0.012 0.016
e e

50.8 Pubmed

Ho0.7}

.50.6—

.§0.5 i

=04/ —d

5 [d/2]
50-3 I —=—[d/4]

00.2L ‘ ‘ [ ‘
0.00 0.004 O.%)S 0.0120.016

50.7

=
/0.61
g
205}
<
H0.4}
2]

=
503}

20.2

Pubmed

0.00 0.004 0.008 0.012 0.016
e

Figure 24: The empirical generalization error (mean value and standard deviation) with different
dimensions for S2GC and GIN. ¢ denotes the maximum allowable perturbation.
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