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1. Introduction

Synthetic text generation enables data sharing
while aiming to prevent direct privacy leaks, often
paired with Differential Privacy (DP) [1] for worst-case
protection at the record level. It is widely used in
healthcare [2], finance [3], and law [4], where real
documents are restricted. Yet, recent evidence shows
that even high-quality or nominally DP-protected syn-
thetic data can leak information through subtle pat-
terns or direct overlaps [5, 6], motivating closer em-
pirical scrutiny.

Membership inference attacks (MIA). MIA test
whether a given text was included in a model’s train-
ing set or a generator’s input; success undermines in-
tended privacy guarantees. We study transparent, eas-
ily interpretable n-gram overlap as a minimal, model-
agnostic attack on synthetic text releases.

Motivation and scope. MIA on synthetic data mat-
ters because synthetic corpora are often treated as de-
identified, while text is sparse and uniquely phrased,
making fine-grained overlaps informative. Attack-
ers can operate in a realistic black-box setting with
limited domain references, and practical DP deploy-
ments (e.g., large ¢ or partial coverage) may leave
outputs empirically vulnerable. We ask: (i) can sim-
ple n-gram overlap suffice for membership inference?
(ii) how does access to domain reference data affect
attack strength? and (iii) how consistent are results
across domains, generators, and nominal DP guaran-
tees?

Impact. Even simple black-box attacks can pose
risk to synthetic text, including under commonly
used DP mechanisms. Organizations should treat
DP-protected synthetic corpora as auditable, adopt
routine pre-release checks, and consider mitigations
(e.g., overlap filtering or stricter DP configurations)
proportionate to measured risk.

2. Threat Model and N-gram MIA Approach
Consider a released synthetic text dataset S. The
attacker’s goal is, given a target document x*, to infer
whether x* was in the training data D used to produce
S. We assume a black-box adversary with no access
to the generator’s internals and consider two access
regimes: (i) No reference: the attacker observes only
S; (ii) Reference: in addition to S, the attacker also has
a real-world reference set R which is independent
identical distribution with D, from the same domain.

N-gram MIA pipeline. We assume a set of target
records {x;}, where each x; may or may not be a mem-

ber of a private dataset Dyy. Both Dy,ry and an auxil-
iary reference dataset D,.s are obtained as i.i.d. sam-
ples from the same underlying corpus distribution,
so that D, reflects typical domain statistics but does
not contain any private samples.

We consider a black-box setting in which an an-
alyst trains a synthetic text generator on Dy and
releases only the resulting synthetic dataset Dpw. In
our experiments, we instantiate this step with one
representative state-of-the-art synthetic text genera-
tion methods, DP-gen [7], under various privacy bud-
gets e. DP-gen [7] trains Transformer language or
seq2seq models with DP-SGD (per-example clipping
and noise) and then generates synthetic text via stan-
dard decoding. The adversary observes f)prv, the set
of targets {x;}, and optionally the reference dataset
Dref.

To mount an n-gram membership inference attack,
we proceed as follows. For each released synthetic
dataset ﬁprv we fit an n-gram language model and use
it to estimate the likelihood Py, (x;) for each target
record x;. When a reference dataset is available, we
also train one or more n-gram models on D, and use
them to compute a baseline likelihood P,.¢(x;) that
captures how probable x; is under typical domain
statistics. Our membership score is then defined as a
function of these quantities, for example

AP(x;) = Png(xi) — Pref(x;)
sng(X;) = Png(x;)  (without reference).

(with reference),

)

Intuitively, if a target record x; has been memorized
or closely preserved by the synthetic generator, the
n-gram model trained on Dpw will assign it an unusu-
ally high likelihood compared to what is expected
from D,¢f, leading to a large positive AP(x;). We inter-
pret larger scores as stronger evidence of member-
ship and evaluate the resulting attack by computing
ROC curves and summary metrics such as AUC over
many trials in which membership of each x; in Dpry
is known.

With vs. Without Reference. If reference data R
are available, we can calibrate what “typical” overlap
looks like by comparing to overlaps between x* and
R, not just S.

3. Experiments

We evaluate n-gram MIA on multiple real-world
datasets drawn from (1) PSYTAR:[8] (adverse drug ef-
fect detection in social media posts), (2)N2C2’08[9]
(obesity and co-morbidity recognition in clinical dis-
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Fig. 1: Membership inference attack (MIA) pipeline: private data train a model or generator; an attacker inspects
outputs or synthetic datasets (optionally with a domain reference set), computes features (e.g., n-gram overlap),
and applies an attack model to decide membership and quantify risk.

Table 1: Membership Inference Attack perfor-
mance (ROC-AUC, %, mean [95% CI]) on
three datasets and DP synthetics from € = oo
(non-DP) to 0.5.

Dataset € ngram (ref) ngram (no-ref)
o 0.65[0.64,0.66] 0.62 [0.61, 0.63]

PSYTAR 4 0.39 [0.38, 0.40] 0.57 [0.56, 0.58]
(ID| = 1000) 2 0.44[0.43, 0.45] 0.60 [0.59, 0.61]
- 1 0.57 [0.56, 0.58] 0.59 [0.58, 0.60]

0.5 0.58[0.57,0.59] 0.59 [0.58, 0.60]

o 0.59[0.59,0.60] 0.47[0.46, 0.48]

N2C208 4 0.48 [0.47,0.49]  0.45 [0.44, 0.47]
(ID| = 500) 2 0.47 [0.46,0.47] 0.46 [0.45, 0.47]
1 0.46 [0.45,0.47] 0.45 [0.44, 0.46]

0.5 0.46 [0.45,0.47] 0.46 [0.44, 0.47]

o 0.82[0.81,0.82] 0.56 [0.55, 0.57]

4 0.54[0.53,0.55] 0.53[0.52, 0.54]

ﬁgsf‘fg) 0 2 049[048,0.50] 0.53[0.52, 0.54]
- 1 0.53 [0.52, 0.54] 0.53 [0.52, 0.54]

0.5 0.56[0.55,0.57] 0.54[0.53, 0.55]

Each cell: ROC-AUC (%) with 95% confidence intervals over
all audit trials (#trials = 100x(1+negatives per positive)), by
bootstrap resampling.

ngram-ref: ngram similarity using reference set; ngram:
ngram similarity, no reference.

Results shown for non-DP (e = o) and DP (e = 4,2,1,0.5).

charge summaries) and (3) DMSAFN! (financial news).
We measure ROC-AUC: the ability to separate mem-
bers from non-members.

3.1 Main Results: Effectiveness of n-gram MIA

Table 1 shows that simple n-gram MIAs achieve
consistently above-chance ROC-AUC across datasets
and privacy levels. The attack is strongest on DM-
SAFN, reaching 0.82 AUC in the non-DP case and re-
maining around 0.53-0.56 even at ¢ = 0.5, which in-
dicates a clear and persistent membership signal in
this financial domain. On PSYTAR and N2C2’08, AUCs

lhttps://huggingface.co/datasets/Daniel-ML/sentimen
t-analysis-for-financial-news-v2

are more moderate (typically 0.46-0.65), but still indi-
cate non-trivial leakage under both non-DP and DP
settings, suggesting that even noisy synthetic releases
can preserve exploitable n-gram structure. Overall,
the results highlight that high utility synthetic text is
accompanied by measurable privacy risk, even when
generation is performed under formal DP guarantees.

3.2 Discussion: With vs. Without Reference

The comparison of “ngram (ref)” and “ngram (no-
ref)” reveals that reference data do not help uniformly.
On PSYTAR and DMSAFN, reference-based attacks
are clearly stronger in the non-DP regime, but the
no-reference variant can be competitive or better at
smaller e. For N2C2'08, the reference-based attack is
slightly better across all . These patterns suggest that
reference calibration can significantly amplify risk in
some domains, while synthetic-only attacks remain a
realistic baseline threat even without auxiliary data.

4. Conclusion and Recommendations

N-gram overlap is a simple yet effective black-box
MIA for synthetic text, particularly when the adver-
sary has access to reference data. The resulting
risk depends on both the underlying domain and
the synthetic generation method, including the ap-
plied DP budget. Practical mitigations should account
for surface-form overlap between released synthetic
texts and plausible private inputs, rather than relying
solely on the fact that generation occurs through a
black-box model or nominal DP guarantees.
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