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A ABSTRACT

The content of this supplementary material is divided into three
main sections. Section B provides a detailed description of the
thirteen synthetic methods we employed. Section C offers additional
evaluation results, along with tables for the values in Figure 5
presented in the main manuscipt. Section D presents comprehensive
visualizations, including an overview of the overall pipeline for
generating forged images, as well as numerous non-cherry-picked
samples from the thirteen methods.

B DIFFUSION APPROACHES

We have employed a total of 13 approaches! to generate forged
images, and a detailed description of these methods is as follows,

B.1 Text-to-Image

e Midjourney [38] is one of the largest online-accessible
Al art creation service providers. We directly invoke the
‘/imagine’ command to generate images from prompts.

o Stable Diffusion XL (SDXL) [42]. SDXL is the drastically
improved version of stable diffusion models [48], which
encompasses three times of the UNet parameters of the
previous ones. We utilize the official open-source code and
parameters to generate images.

o FreeDoM_T [70] uses off-the-shelf pre-trained models to
construct the energy function [73] and generates images
with various conditions. In the T2I subset, we utilize CLIP [44]
as the text encoder to guide face synthesis.

e HPS [65] trains a human preference classifier with the col-
lected dataset and derive a human preference score to adapt
Stable Diffusion to better align with human preferences
through a human preference classifier.

B.2 Image-to-Image

Low-Rank Adaption (LoRA) Diffusion [20]. LoRA is to
freeze the pre-trained model weights and inject trainable
layer into the Transformer architecture, greatly reducing
the number of trainable parameters for downstream tasks.
With the I2I setting, we train the LoRA layer with images
of one specific identity, which enables the model to learn
the appearance of that identity, and output faces visually
align closely with this person.

DreamBooth [51]. DreamBooth offers another fine-tuning
manner to personalize existing diffusion models such that
it learns to bind a unique identifier to specific subject, by
leveraging the semantic prior embedded with a new auto-
genous class-specific prior preservation loss.

SDXL Refiner [42]. The refiner model is designed to de-
noise the small noise of T2I-generated images from SDXL [37],
making them smoother and more realistic.

! Adjustments to the watermark implementation in released models are made to prevent
detectors from discerning authenticity via watermarks.

e FreeDoM 1. It is flexible to run FreeDoM with visual con-
ditions. As a result, we utilize the real image with its cor-
responding facial appearance, sketches, landmarks, and
segmentations for I2I generation.

B.3 Face Swapping

o DiffFace [26] is one of the first efforts to apply diffusion
model in face swapping task, which utilizes the facial expert
models to transfer source identity while preserving target
attributes faithfully.

e DCFace [27] combines the source and target as two con-
ditions, ie., appearance (ID) and external factor (style), re-
spectively. These two conditions provide guidance to the
dual-condition diffusion model and produce face images of
the same subject under different styles.

B.4 Face Editing

e Imagic [25] produces text embeddings that align with both
the input image and the desired edit, and fine-tunes the
pre-trained diffusion model to operate editing. In the imple-
mentation, we construct new text prompts to guide image
editing by replacing key entities in each textual prompt,
such as gender, skin color, or age. Each prompt is executed
four times, ultimately yielding over 40,000 synthesized im-
ages.

e Collaborative Diffusion (CoDiff) [22] employs pre-trained
uni-modal diffusion models collaborate to achieve multi-
modal face generation and editing without re-training. In
facial modification applications, we alter facial expressions
and movements by modifying the facial segmentation masks.

e Cycle Diffusion (CycleDiff) [64] is a method for un-
paired image-to-image translation, which presents a re-
constructable encoder for stochastic diffusion probabilistic
models (DPMs). We apply the modified prompts in Imagic
as desired edit conditions to generate outcomes with Cy-

cleDiff.

C MORE BENCHMARKS

In this section, we first presented the specific values for Figure 5,
followed by additional experimental results. These include a fur-
ther evaluation of the DiFF dataset and a new benchmark of the
utilization of EGR.

C.1 Exact Values in Figures

Table S1 and Table S2 correspond to the specific values of Figure 5,
respectively.

C.2 Results on Full DiFF

Trained on single subset. In Table S3, we presented the test re-
sults on the complete DiFF dataset (i.e., across all subsets) following
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Table S1: AUC (%) comparison among re-training detectors
correspond to Figure 5. Each row represents the performance
of the model trained on a specific subset and tested on all
four subsets.

Method ‘ Train ‘ Testing
| | Tar 121 FS  FE

Xception 9332 86.85 34.65 23.28
F3-Net Tor 99.70 88.50 45.07 71.06
EfficientNet 99.89 89.72 2149 49.63
DIRE 95.04 84.07 35.15 50.86
Xception 87.82 98.92 36.82 33.39
F3-Net 121 87.23 99.50 40.62 46.19
EfficientNet 84.39 99.80 19.47 27.46
DIRE 86.20 99.88 41.51 42.01
Xception 23.17 2447 99.95 10.17
F3-Net S 3543 3039 9998 20.79
EfficientNet 16.88 22.17 99.87 10.21
DIRE 16.80 36.27 99.09 32.68
Xception 80.84 79.12 70.81  99.95
F3-Net FE 82.32 7692 56.27 99.60
EfficientNet 80.41 63.06 66.62 99.24
DIRE 56.70 59.22 43.78 99.87

Table S2: AUC (%) of Xception with different training strate-
gies correspond to Figure 5b. Each row represents the perfor-
mance of the model trained on a specific subset and tested
on all four subsets.

Strategy ‘ Train ‘ Testing
| Tar 12l FS  FE

Re-training 93.32 86.85 34.65 23.28
Linear Probing ToI 7136 7475 65.83 66.41
Fine-Tuning 93.66 88.94 36.10 37.51
Re-training 87.82 98.92 36.82 33.39
Linear Probing 121 79.88 85.88 87.68 76.23
Fine-Tuning 97.79 98.76 61.64 48.33
Re-training 23.17 2447 99.95 10.17
Linear Probing S 60.77 66.45 9293 60.78
Fine-Tuning 18.04 2471 99.44 16.48
Re-training 80.84 79.12 70.81  99.95
Linear Probing FE 56.52 6554 8252 78.13
Fine-Tuning 89.74 74.10 75.96 99.93

training on a single subset. Furthermore, we reported on the per-
formance of the model when trained on one subset and tested on
a combination of other subsets (e.g., trained on T2I and tested on
I2I+FS+FE). It can be observed that the EGR method significantly
increases the detection performance of the models, which is consis-
tent with the observations from Table 9.

Trained on full DiFF. We also evaluated the models’ performance
when trained and tested on the complete DiFF dataset, with the
experimental results depicted in Table S4. We observed that when
the distributions of the training and test sets are identical, the
models are capable of achieving satisfactory performance, and the
implementation of EGR can enhance the model to a certain extent.
However, it is noteworthy that this evaluation strategy does not
reflect the detectors’ generalizability. In fact, drawing from previous
experimental results (e.g., Table 9 and Table S3), we are aware that

Anonymous Authors

Table S3: AUC (%) comparison among re-trained detectors
when tested full DiFF (i.e., four subsets) or full DiFF without
training subset (i.e., three subsets).

Method ‘ Train ‘ Tesing Subset
Backone ‘ +EGR ‘ Subset ‘ Full  Others
Xception X 7123 50.18
Xception v 81.07 68.17
F3-Net X 7241 5856
F3-Net v Top | 8097 66.50
EfficientNet X 79.36  60.02
EfficientNet v 80.37 62.87
DIRE X 66.85 53.28
DIRE v 72.38 54.37
Xception X 78.01  73.78
Xception v 84.26 81.10
F3-Net X 7876  72.78
F3-Net v I 79.28  76.22
EfficientNet X 75.61  70.73
EfficientNet v 88.85 86.75
DIRE X 76.54 73.57
DIRE v 84.94 82.16
Xception X 37.47  22.58
Xception v 68.45 60.93
F3-Net X 4636 33.62
F3-Net v ES 77.51  66.32
EfficientNet X 3473 17.38
EfficientNet v 65.19 56.89
DIRE X 69.23 58.35
DIRE v 74.67  69.62
Xception X 87.97 85.78
Xception v 89.30 87.35
F3-Net X 81.69  80.70
F3-Net v FE 87.21 8491
EfficientNet X 81.96  78.67
EfficientNet v 83.62 80.63
DIRE X 81.06 78.35
DIRE v 88.79 83.26

Table S4: AUC (%) comparison among re-trained detectors.
Each row represents the performance when trained and
tested on full DiFF dataset.

Method ‘ Train ‘ Training Strategy

‘ Dataset ‘ Baseline EGR
Xception 93.87 97.81
F3-Net . 98.37  99.05
EfficientNet | DT 9434 99.26
DIRE 96.35 98.62

the generalizability of the current detectors presents a significant
challenge. This issue lies at the heart of the current issues on the
detection of forged images. Therefore, we advocate for the valida-
tion of detectors based on their performance when trained on a
single subset and subsequently tested on multiple unseen subsets.

C.3 Detection with Post-processing Methods

Results of EGR with post-processing approaches. We also eval-
uated the performance of models incorporating EGR when dealing
with several post-processing approaches. As demonstrated in Ta-
ble S5, EGR enhances the models’ robustness for four different
post-processing approaches. For instance, when the EfficientNet is
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Table S5: AUC (%) comparison of detectors with and without
our EGR method with different post-processing methods.
Each row represents the average performance when tested
on all four DiFF subsets. Better results are highlighted in
bold. GN: Gaussian Noise; GB: Gaussian Blur; MB: Median
Blur; JPEG: JPEG Compression.

Method ‘ +EGR ‘ Train ‘ Processing Method

\ | Subset | GN GB ~ MB JPEG
Xception x 4765 1502 5659 58.69
Xception v rop | 6249 3238 70.87 7069
EfficientNet |  x 4009 5362 6535 54.98
EfficientNet | v/ 4210 6247 6951 62.28
Xception x 1970 5409 5807  63.66
Xception v p | 6319 5484 7013 7025
EfficientNet |  x 2776 5475 5239 5101
EfficientNet | v/ 4313 7732 68.13 59.39
Xception X 3540 3482 3858 3773
Xception v Fg | 5859 4849 5830 66.36
EfficientNet | 3674 2382 3612 3513
EfficientNet | 49.27 3201 3651 4557
Xception X 39.69 2415 7935 8119
Xception v | 5799 2551 87.71 8752
EfficientNet | X 5195 39.65 7110 7114
EfficientNet | v/ 6104 3974 7430 72.11

75 75
70 70

65 65
60 60
55 55
50 50
45 a5

00 01 02 03 04 05 06 07 08 09 10
(a) Xception.

0.0 01 02 03 04 05 06 07 08 09 1.0
(b) F3-Net.

Figure S1: AUCs (%) of (a) Xception and (b) F3-Net. All of the
models are trained on the T2I subset and tested on the other
three subsets. Y-axis: Average AUC of detectors aross three
subsets.

trained on I2I, integrating EGR results in an average AUC improve-
ment of 10%. This can be attributed to EGR guiding the models’
attention to high-level features such as facial contours. These fea-
tures offer more reliable evidence for distinguishing genuine from
forged faces after post-processing.

C.4 More Ablation Study on EGR

Studies on parameter A of EGR. We evaluated the impact of vary-
ing values of A in Equation (3). Specifically, we utilized T2I as the
training subset and assessed the average AUC across the remain-
ing three subsets. Figure S1 shows that as the value of A increases,
the models’ performance gradually improves and stabilizes when A
reaches 0.5. Beyond this value, there’s a minor decline in AUC. there
is a slight decrease in AUC. This may be attributed to the model
excessively emphasizing edge graphs, potentially overlooking the
color and texture features in pristine images.

Conference’17, July 2017, Washington, DC, USA
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Figure S2: More edge graphs from DiFF.

D VISUALIZATIONS OF DIFF
D.1 Edge Graphs

In Figure S2, we present more edge graphs. Furthermore, we offer a
detailed explanation of the extraction for edge graphs. Specifically,
we employ the Sobel operator to capture the edge graphs [59].
The Sobel operator is an influential technique in image processing.
This operator functions by accentuating regions of high frequency,
which correspond to edges. The core of the Sobel operator lies
in its use of two distinct 3x3 kernels, each designed for detecting
horizontal and vertical edges.
For horizontal edge detection:

-1 0 1
Me=| -2 0 2 |. (S1)
-1 0
For vertical edge detection:
-1 -2 -1
My=|0 0 o | (S2)
1 2 1

Each pixel in the image is subjected to both kernels by super-
imposing them on the pixel and its immediate neighbors. This
operation essentially computes a weighted average, accentuating
changes in intensity across the specified directions. The gradient
magnitude at each pixel is ascertained by integrating the results
from both horizontal and vertical convolutions. This is typically
computed using the formula:

G=,/Gi+G2, (S3)

where Gy and G represents the result of the horizontal and ver-
tical convolution, respectively. Furthermore, the direction of the
gradient can be calculated at each pixel, which offers insights into
the orientation of edges. By establishing a threshold, gradients ex-
ceeding this value are classified as edges, thereby facilitating the
generation of an edge graph.
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A woman with a beautiful blonde bob hairstyle,
featuring wavy locks that flow gracefully in the
front, reminiscent of artistic celebrity portraits
capturing intricate facial expressions against a
backdrop of serene seaside vistas. This scene is Prompts
complemented by a human visage adorned with /\\,:l
a necktie, radiating a unique style and clever
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A man with a beautiful blonde bob hairstyle,
featuring wavy locks that flow gracefully in the
front, reminiscent of artistic celebrity portraits
capturing intricate facial expressions against a
backdrop of serene seaside vistas. This scene is
complemented by a human visage adorned with
a necktie, radiating a unique style and clever

e Ashort...

charm.

Subset: Image-to-Image

(

Subset: Text-to-Image

(b) Midjourney f) SDXL Refiner

"

Subset: Face Swapping

(j) DiffFace

Target Faces

(k) DCFace

Target Faces

Swapped Faces

e Aman..
Subset: Face Editing

(l) Imagic

o

. R |
(n) CoDiff

Visual Prompt

Figure S3: Visualization of one sample from DiFF. All synthesized images can be associated with the pristine images through

textual or visual prompts.

D.2 Pristine and Forged Images

In Figure S3, we presented synthetic images corresponding to four
major conditions of DiFF, along with their synthesis process. Specif-
ically, each forged image is generated using specific prompts and
maintains semantic consistency with these prompts. All of these
prompts are collected from facial features in real images, thus es-
tablishing an association between each synthetic image and the
pristine images.

Subsequently, Figure S5 — Figure S17 showcase large collections
of synthetic images in DiFF from different synthesized methods,
respectively.
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Figure S4: Visualization results of pristine images.
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Figure S5: Visualization results of Midjourney (T2I subset).
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Figure S6: Visualization results of SDXL (T2I subset).
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Figure S7: Visualization results of FreeDom_T (T2I subset).
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Figure S8: Visualization results of HPS (T2I subset).

Conference’17, July 2017, Washington, DC, USA

2031
2032
2033
2034
2035
2036
2037
2038
2039
2040
2041
2042
2043
2044
2045
2046
2047
2048
2049
2050
2051
2052
2053
2054
2055
2056
2057
2058
2059
2060
2061
2062
2063
2064
2065
2066
2067
2068
2069
2070
2071
2072
2073
2074
2075
2076
2077
2078
2079
2080
2081
2082
2083
2084
2085
2086
2087
2088



2089
2090
2091
2092
2093
2094
2095
2096
2097
2098
2099
2100
2101
2102
2103
2104
2105
2106
2107
2108
2109
2110
2111
2112
2113
2114
2115
2116
2117
2118
2119
2120
2121
2122

2123

2125

2126

2128

2129

2131
2132

2134

2135

2137

2138

2140

Conference’17, July 2017, Washington, DC, USA

Fmeak
, ’ ‘i' i A?;

otw‘u.

4

Sk

|

(&9

Figure S9: Visualization results of SDXL Refiner (I2I subset).
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Figure S$10: Visualization results of LoRA (I2I subset).
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Figure S11: Visualization results of DreamBooth (I2I subset).

12

Anonymous Authors

2379
2380
2381
2382
2383
2384
2385
2386
2387
2388
2389
2390
2391
2392
2393
2394
2395
2396
2397
2398
2399
2400
2401
2402
2403
2404
2405
2406
2407
2408
2409
2410
2411
2412
2413
2414
2415
2416
2417
2418
2419
2420
2421
2422
2423
2424
2425
2426
2427
2428
2429
2430
2431
2432
2433
2434
2435
2436



2437
2438
2439
2440
2441
2442
2443
2444
2445
2446
2447
2448
2449
2450
2451
2452
2453
2454
2455
2456
2457
2458
2459
2460
2461
2462
2463
2464
2465
2466
2467
2468
2469
2470
2471
2472
2473
2474
2475
2476
2477
2478
2479
2480
2481
2482
2483
2484
2485
2486
2487
2488
2489
2490
2491
2492
2493
2494

Supplementary Materials: Diffusion Facial Forgery Detection Conference’17, July 2017, Washington, DC, USA

Figure S12: Visualization results of FreeDoM_I (121 subset).
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Figure S13: Visualization results of DiffFace (FS subset).
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Figure S14: Visualization results of DCFace (FS subset).

15

2727
2728
2729
2730
2731
2732
2733
2734
2735
2736
2737
2738
2739
2740
2741
2742
2743
2744
2745
2746
2747
2748
2749
2750
2751
2752
2753
2754
2755
2756
2757
2758
2759
2760
2761
2762
2763
2764
2765
2766
2767
2768
2769
2770
2771
2772
2773
2774
2775
2776
2777
2778
2779
2780
2781
2782
2783
2784



2785
2786
2787
2788
2789
2790
2791
2792
2793
2794
2795
2796
2797
2798
2799
2800
2801
2802
2803
2804
2805
2806
2807
2808
2809
2810
2811
2812
2813
2814
2815
2816
2817
2818
2819
2820
2821
2822
2823
2824
2825
2826
2827
2828
2829
2830
2831
2832
2833
2834
2835
2836
2837
2838
2839
2840
2841
2842

Conference’17, July 2017, Washington, DC, USA

Figure S15: Visualization results of Imagic (FE subset).
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Figure S16: Visualization results of CoDiff (FE subset).
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Figure S17: Visualization results of CycleDiff (FE subset).
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