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ABSTRACT

Building on Large Language Models’ (LLMs) increasing usage as judges for
evaluating natural language outputs, this paper examines which models gener-
ate responses ranking higher in expert evaluation of cybersecurity script analyses.
Our newly constructed dataset of 1,000+ clean and malicious scripts, with expert-
curated natural language summaries, serves as a reference for the evaluation of be-
havioral script summarization task performed by a candidate LLM. Several judge
LLMs are asked to evaluate responses generated by the candidate LLM using hu-
man responses as reference. Through manual assessment of judge evaluations, we
identify those models with outputs rated higher by experts in cybersecurity con-
texts and analyze the factors influencing judge quality, including self-preference
bias and prompting strategy effects. Our publicly released dataset supports con-
tinued research in this domain where accurate evaluation is increasingly vital.

1 INTRODUCTION

The proliferation of LLM-generated content needs scalable evaluation methods that preserve human-
quality assessments. LLM-as-a-Judge approaches Li et al. (2025), use LLMs to analyze outputs
against defined criteria Badshah & Sajjad (2024), surpassing traditional heuristic metrics by em-
ploying reasoning and contextual understanding rather than simple pattern matching Whitehouse
et al. (2025). Recent research in this space aims to address scalability challenges while maintaining
assessment quality, through improved evaluation methodologies Zhu et al. (2025), bias mitigation
Thakur et al. (2024); Ye et al. (2025), and domain-specific applications Zhang et al. (2025); Motlagh
et al. (2024).

While LLM judges show promise in general domains Zheng et al. (2023); Chiang & yi Lee (2023),
their performance in specialized domains with high-stakes implications, like cybersecurity, remains
underexplored. Though LLMs in security and code analysis are gaining research attention Zhang
et al. (2025); Sun et al. (2025); Ahmed & Devanbu (2022), studies on LLM judges Shi et al. (2024);
Chen et al. (2024); Wang et al. (2023) have primarily addressed general knowledge domains, leaving
the nuanced requirements largely unexplored. Existing benchmarks for code summarization Lu et al.
(2021); Li et al. (2025); Husain et al. (2019), lack malicious code examples, which reveals a critical
gap since malicious code requires specialized expertise to characterize accurately.

Automated evaluation for cybersecurity use-cases presents distinct challenges, requiring technical
precision and domain expertise to identify subtle malicious behaviors often concealed Qamar (2023)
within innocuous-appearing code. For Threat Analysts who routinely assess scripts of varying risk
levels He & Vechev (2023), automated analysis of natural language explanations could significantly
enhance threat detection and incident response workflows. Despite growing LLM adoption in secu-
rity applications Mitra et al. (2024); Deng et al. (2024); Karlsen et al. (2024), a fundamental question
persists: Which LLMs align more with human expert judgment when evaluating cybersecurity script
behavior explanations?

This paper presents the first comprehensive study of LLM-as-a-judge performance in cybersecurity
script analysis, bridging code understanding and security assessment for automated workflows. Our
contributions include:
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Figure 1: Manual evaluation pipeline with human annotations

1. A benchmark dataset, named ScriptSecEval, of 1,085 manually curated scripts across five pro-
gramming languages (Bash, Batch, Python, JavaScript, and PowerShell), each with expert-
written behavioral summaries capturing security implications.

2. An extensive evaluation of state-of-the-art LLMs in both candidate and judge roles, examining
inter-model dynamics, self-preference bias, and assessment reliability in security contexts.

3. Empirical findings identifying which models best align with expert judgment and revealing key
factors affecting judge reliability—including hallucination patterns, technical accuracy, and as-
sessment consistency—critical for production security deployments.

2 SCRIPTSECEVAL BENCHMARK

2.1 DATASET

We introduce ScriptSecEval, a benchmark dataset of 1,085 scripts with manually curated natural
language behavioral summaries spanning five programming languages relevant in script analysis for
threat detection Feng et al. (2025); Li et al. (2024); Srinivasan et al. (2023); Sohan & Basalamah
(2020): Bash (sh), Batch (bat), Python (py), JavaScript (js), and PowerShell (ps), distributed as
shown in Table 1. To the best of our knowledge, this represents the largest manually annotated
script analysis dataset in the cybersecurity domain and the first to include Batch and PowerShell.

Data gathering. The diverse corpus of raw scripts used for the benchmark was collected from mul-
tiple sources: malicious samples from malware repositories (e.g., Hybrid Analysis, ReversingLabs)
with metadata including malware classifications via AVClass Sebastián & Caballero (2020) or gen-
erated via LLM analysis (used solely for statistical analysis and not incorporated into the evaluation
pipeline), and benign samples from three instruction-following datasets Luo et al. (2024); Lin et al.
(2018) and Python Code Instruct 18K Alpaca1. To address language coverage gaps in the benign
sources, which only included Bash, Python, and JavaScript, we utilized LLM-based translation to
generate equivalent Batch and PowerShell scripts.

Preprocessing. To obtain a manageable yet diverse corpus base starting from our raw corpus, we im-
plemented Affinity Propagation Frey & Dueck (2007) clustering with Levenshtein distance Navarro
(2001), enabling the selection of the most representative scripts across the feature space. We ap-
plied additional filtering to remove oversized files that would impede annotation efficiency, setting
a maximum file size limit of 5KB to ensure manageable annotation workload, resulting in our final
balanced dataset comprising 585 benign and 500 malicious scripts.

Manual annotation. Experts manually annotated all scripts with behavioral summaries describing
functionality and security implications. For malicious samples, experts authored summaries from
scratch, while for benign samples we utilized instruction-following descriptions as initial drafts
that experts subsequently reviewed and refined. Our malicious corpus encompasses diverse threat
categories, with downloaders, backdoors, and trojans representing the most prevalent classes.

1https://huggingface.co/datasets/iamtarun/python_code_instructions_18k_
alpaca
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Table 1: Data distribution across scripting language and malware label

Label sh bat js ps py all
Benign 122 117 120 107 119 585
Malicious 100 96 100 104 100 500
all 222 213 220 211 219 1,085

2.2 METHOD

Our experimentation setup, illustrated in Figure 1, employs a two-stage pipeline. First, candidate
models generate behavioral summaries for each script in our dataset. We utilize five state-of-the-art
models: Claude 3.7 Sonnet Anthropic (2025a), Mistral Large MistralAI (2024) via AWS Bedrock,
Llama 3.2-90B Meta (2024), GPT-4o Hurst et al. (2024), and DeepSeek R1 Guo et al. (2025), each
with two distinct prompting strategies. In the second stage, these candidate-generated summaries are
evaluated by LLM judges against ground truth expert annotations. For the judge role, we employed
the same five models plus Claude 4 Sonnet Anthropic (2025b), implementing two different judge
prompting approaches.

We conducted manual reviews of judge evaluations, in which human annotators reviewed pairs of
judge responses, and then selected those that aligned the most with human judgment. In this manner,
we are able to assess judge models’ evaluation logic when comparing candidate LLM-generated
responses against human baseline. Our pipeline examined all viable candidate-judge combinations,
yielding 25 unique pairings per script and facilitating detailed analysis of inter-model dynamics. We
deliberately excluded self-evaluation scenarios (where models judge their own outputs) to mitigate
documented positive bias effects Ye et al. (2025). To ensure objectivity, we implemented rigorous
blind evaluation protocols, anonymizing model identities and randomizing response presentation
order, thereby eliminating potential reviewer bias during quality assessment.

3 JUDGE PERFORMANCE ANALYSIS

3.1 JUDGE PROMPT SELECTION

We evaluated two judge prompting strategies through manual assessment of 250 instances: (1) De-
tailed Checklist Prompt (J1), which requires dimensional scoring with explanations for accuracy,
completeness and conciseness and (2) Universal Evaluation Prompt (J2), similar to J1, with the
difference that it requests only the overall explanation and final score, without explicit checklist
structure.

Manual evaluation revealed a clear preference for J2 (see Table 4 from Appendix A), which outper-
formed J1 in 156 instances (62.4%) compared to 59 instances (23.6%), with 35 ties (14%). This pat-
tern was consistent across all models, with GPT-4o showing the strongest preference for J2 (77.5%).
Human evaluators noted that J2 produced more coherent assessments with specific feedback about
discrepancies between candidate responses and reference summaries, whereas J1’s responses were
often criticized for being “too general” or “lacking specificity”. Consequently, we adopted J2 for all
subsequent evaluations.

3.2 JUDGE MODEL RANKING

To establish robust judge rankings, we employed four evaluation methodologies for the LLM judges:
(1) Custom Scoring through a position-based point system (5 for first, 4 for second, etc.) summed
across all human evaluations; (2) Plackett-Luce Model Xia et al. (2019), which provides statistical
estimation of selection likelihood based on ranked preferences; and (3) ELO Rating Elo (1978), a
pairwise comparison system (K-factor=32, base=1500) over 1000 iterations. Further details can be
found in Appendix A (A.3.2).
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Table 2: Judge model ranking across four evaluations methods based on human annotations

Model Custom Score Plackett-Luce ELO Rating
Claude-4-Sonnet 1,002 0.4318 1,560.24
Claude-3.7-Sonnet 773 0.1503 1,555.83
GPT-4o 663 0.1136 1,493.90
Mistral Large 611 0.1058 1,468.63
Llama-3.2-90B 595 0.1004 1,470.45
DeepSeek R1 506 0.0980 1,450.92

As shown in Table 2, all four evaluation methodologies produce consistent rankings, with only minor
variation between positions 4 and 5 (Mistral Large and Llama-3.2-90B) in the ELO system. These
results reveal a performance hierarchy among judge models across three distinct groups: top, mid
and low tiers.

Top tier. In the top tier, Claude-4-Sonnet and Claude-3.7-Sonnet consistently outperformed all
competitors, with Claude-4-Sonnet maintaining the lead across all metrics. The Claude models
excelled in identifying technical details and security implications relevant for the cybersecurity do-
main, while maintaining alignment with human preferences. These models demonstrated superior
ability to identify technical omissions, provide detailed comparative analyses between candidate and
reference summaries, and maintain appropriate critical assessment without being overly lenient.

Mid tier. The mid tier per our results, comprises GPT-4o, Llama-3.2-90B and Mistral Large, with
relatively close scores. GPT-4o was the strongest judge of this group, consistently ranking third
across all evaluation methodologies, though with a notable gap to the Claude models. Despite
competent performance, GPT-4o occasionally produced factual errors and inappropriate sugges-
tions omitting relevant security information. These middle-performing models showed adequate
technical understanding although sometimes they missed subtle security implications or provided
less comprehensive evaluations of script functionality.

Low tier. Finally, the lower tier consists solely of DeepSeek R1, which ranked consistently last
across all evaluations, showing a significant performance gap compared to other models. DeepSeek
R1 frequently provided superficial analyses that missed core technical details and malicious behav-
iors, demonstrating the highest rate of factual errors and misleading insights, sometimes failing to
identify core malicious behaviors or returning misleading insights about candidate summaries.

A recurring challenge across all models was the tendency to either over-penalize or under-penalize
candidate responses regarding maliciousness classifications, with some of the judges incorrectly
labeling security-relevant observations as “irrelevant” or “unnecessary” even when contextually ap-
propriate. These findings provide strong empirical evidence for model selection in cybersecurity
evaluation tasks, with Claude models demonstrating clear advantages as judges in this specialized
domain.

4 CONCLUSIONS

This paper presents the first comprehensive study of LLM-as-a-judge performance in cybersecurity
script analysis, introducing ScriptSecEval, a publicly available benchmark of 1,085 manually an-
notated scripts across five programming languages with expert-curated behavioral summaries. This
benchmark addresses an important gap in cybersecurity research by providing the first publicly avail-
able resource for malicious script analysis with expert natural language annotations across multiple
programming languages.

We show that model selection significantly impacts evaluation quality in cybersecurity contexts.
Claude-4-Sonnet emerged as the most reliable judge among our tested models, substantially out-
performing alternatives and showing superior alignment with human expert judgment. While our
findings are specific to tested models and task, they should be considered within the limitations of
our study, detailed in Appendix A. Further research across broader model selections and diverse
security contexts would enhance understanding LLM capabilities in the cybersecurity domain.
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A APPENDIX

A.1 DATA COMPOSITION DETAILS

To ensure a diverse set of scripts, both malicious and benign, covering multiple languages, we
employed a complex data composition pipeline (see Figure 2) that leveraged both human annotations
and synthetic data generation.

A.1.1 SCRIPT SUMMARY GENERATION

Each script in our benchmark is accompanied by a behavioral summary that provides analysis of the
script’s functionality, and critically important security implications. To ensure the highest quality
and accuracy for our annotation framework, malicious scripts receive exclusively manually-authored
summaries created by experts. Benign scripts utilize LLM-generated summaries that follow the
same set of annotations rules as the human experts did. Note that this approach is imperfect and
there might still be some PIIs left that we potentially missed in our manual curation.

Annotation Rules The annotation framework for generating summaries over scripts follows a
structured approach designed to capture critical security-relevant behaviors while maintaining ap-
propriate abstraction levels. Annotators identify a maximum of 4–5 malicious or suspicious actions
within each script, prioritizing malicious behaviors over suspicious ones when selection is required.
Each identified action is documented with comprehensive contextual details including the character-
istics that classify the behavior as threatening, the technical methodology employed to execute the
action, and the specific targets or systems affected. The descriptions maintain a medium-level tech-
nical depth, avoiding both overly granular implementation details and overly generic characteriza-
tions that lack analytical value. To ensure privacy protection and operational security, all personally
identifiable information (PII) is excluded from annotations. For example, specific network indi-
cators such as IP addresses, URLs, email addresses, and credentials are replaced with generalized
descriptors such as “script establishes connection to remote command-and-control server”.

A.1.2 MALWARE CLASS ASSIGNMENT

The malware class assignment task leverages Claude 3.7 Sonnet to categorize scripts into one of the
13 malware classes listed in Table 3. The prompt (see Fig. 3) was designed to contain malware class
definitions extracted from CrowdStrike’s “The 12 Most Common Types of Malware”2 and Fortinet’s
“Types of Malware: How to Identify and Defend Malware”3.

A.1.3 LANGUAGE CONVERSION

As previously mentioned in section 2.1, the utilized data sources provided coverage for only three
of our target languages—Bash, Python, and JavaScript—creating a significant gap in our desired
comprehensive language representation. To address this limitation and ensure balanced coverage
across all five scripting languages, we implemented an LLM-based code generation approach, sys-
tematically translating existing benign scripts from the well-represented languages into the missing
languages (Batch and PowerShell).

We employed Claude 4 Sonnet to convert scripts between different programming languages using a
task-specific prompt that instructed the model to translate functionality while preserving the original
script’s behavior and intent (see Figure 4). Batch scripts were generated from unused Bash scripts
that were sampled from the clustering results (see section 2.1), ensuring representative coverage
across different script types and complexities. Similarly, PowerShell scripts were generated from
unused PowerShell and Python scripts selected from the same clustering methodology to maintain
consistency in our sampling approach. Throughout this conversion process across generations, we
identified only 17 failed conversions where the LLM was unable to produce functionally equivalent
code, which were removed from the dataset prior to publication to ensure data quality and reliability.

2https://www.crowdstrike.com/en-us/cybersecurity-101/malware/
types-of-malware/

3https://www.fortinet.com/resources/cyberglossary/types-of-malware
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Figure 2: Data composition pipeline for both malicious and benign scripts. Malicious scripts were
manually annotated by humans, while the benign ones were synthetically generated with Claude
4 Sonnet. The scripting language gap was addressed by converting scripts from one language to
another with the help of Claude 4 Sonnet.

Table 3: Distribution of malware classes

Malware Class Count
Downloader 188
Backdoor 87
Trojan 63
Spyware 27
Grayware 26
Wiper 21
Miner 19
Virus 12
Expkit 12
Adware 12
Grayware:tool 11
Worm 9
Hoax 5
Clicker 3
Ransomware 2
Keylogger 1
Cryptojacking 1
Bot 1
Total 500
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A.1.4 DATASET ETHICAL CONSIDERATIONS

Due to ethical concerns we cannot openly distribute malicious scripts, however we provided
SHA256 hashes of the original scripts that allow researchers to independently source them from es-
tablished malware repositories (e.g., Hybrid Analysis) while preventing direct distribution of harm-
ful code. In contrast, we provided the full script content for clean scripts as they pose no security
risk. Moreover, all behavioral summaries, security analyses and metadata were included for both
malicious and clean scripts to strike the appropriate balance between research openness and cyber-
security responsibility.

A.1.5 HUMAN ANNOTATOR DETAILS

Our benchmark construction and LLM judge evaluations involved 11 human annotators with cyber-
security experience ranging from 1 to 5 years. To ensure consistency and quality across annotations,
all annotators followed structured guidelines that specified:

• Annotation rules for behavioral summaries (Section 2)
• Evaluation criteria for judge quality assessment
• Standardized comparison operators for ranking (>, ≥, =)
• Requirements for documenting reasoning in evaluation notes

These guidelines were combined with blind evaluation protocols where model identities were
anonymized and response orderings randomized to eliminate potential annotator bias during quality
assessments.

A.2 EXPERIMENTATION DETAILS

A.2.1 JUDGE PROMPTS

In Figure 5 we present the complete judge prompts used in our evaluation pipeline. Both prompts
instruct models to evaluate candidate-generated code summaries based on three key criteria: ac-
curacy (correctness of functional description), completeness (coverage of key functionality), and
conciseness (appropriate brevity without omitting essentials). The primary difference between the
two approaches lies in the output structure: Judge Prompt 1 (J1) requires explicit dimensional scor-
ing with detailed explanations for each criterion, while Judge Prompt 2 (J2) requests only an overall
explanation and final score, eliminating the structured checklist format that proved less effective in
our manual evaluation.

A.2.2 CANDIDATE PROMPTS

In Figure 6 we present the two candidate prompting strategies employed in our evaluation pipeline.
Candidate Prompt 1 (S1) enforces a structured JSON output format requiring specific fields includ-
ing summary, maliciousness label, programming language identification, and malware classification.
Candidate Prompt 2 (S2) adopts a free-form approach, allowing models to provide natural language
analysis without format constraints while maintaining the same core analytical requirements. We
employed two distinct prompting approaches to ensure diversity in our evaluation and avoid bias
toward any specific response style.

A.3 EVALUATION METHODOLOGY DETAILS

A.3.1 JUDGE PROMPT SELECTION

As presented in Table 4, the manual evaluation of 250 instances revealed a consistent preference
for the holistic evaluation prompt (J2) across all judge models, with J2 outperforming the struc-
tured checklist approach (J1) by a substantial margin of 156 to 59 wins. This preference pattern
was remarkably consistent across different model architectures, with GPT-4o showing the strongest
inclination toward J2 (31 wins vs. 5 for J1), while even the most balanced model, Claude-4-Sonnet,
humans still favored J2 over J1.
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Table 4: Preference patterns for structured checklist (J1) versus holistic evaluation (J2) prompts
across judge models

Judge Model J1 Wins J2 Wins Ties
Claude-4-Sonnet 18 24 8
Claude-3.7-Sonnet 9 26 5
Mistral-Large 13 24 3
DeepSeek R1 5 25 10
Llama3-2-90B 9 26 5
GPT-4o 5 31 4
Overall 59 156 35

A.3.2 JUDGE MODEL RANKING

Our evaluation framework includes four distinct ranking systems, providing comprehensive method-
ological details for the ranking approaches summarized in the main paper:

Custom Scoring System The first approach is a position-based scoring system that assigns points
based on the relative ranking position of each model in the human evaluations. For each comparison
(e.g. A=B>C=D>E), models receive points inversely proportional to their effective position. Specif-
ically, in our comparison of 5 models, the highest-ranked model(s) receive 5 points, the second-
ranked receive 4 points, and so on. When models are tied (indicated by the strict equal "="), they
receive equal points corresponding to the leftmost position in their group. For example, in the rank-
ing “A=B>C=D>E” with five models, A and B each receive 5 points, C and D each receive 3 points,
and E receives 1 point. The final score for each model is the sum of points across all comparisons,
with higher scores indicating better performance.

Plackett-Luce Model To capture the probabilistic nature of preferences, we also employed the
Plackett-Luce model, a generalization of the Bradley-Terry model for list-wise comparisons. This
statistical approach estimates the relative strength of each model based on its position in ranked lists,
calculating the likelihood of a model being selected by a human annotator. This methodology also
treats preference ties as a strict preference (“>=” is treated as “=”).

ELO Rating System We converted our multi-model comparisons into pairwise "duels" to be able
to compute an adapted ELO rating system. Inspired from the competitive games field, this tech-
nique is widely-used to calculate relative performance ratings for each individual in tournaments or
matches. Using the standard parameters K-factor=32 and base ELO=1500 running over 1000 itera-
tions with randomized duel matchups to minimize bias, this approach provides a powerful metric of
relative model strength.

The evaluation results reveal significant performance gaps between models. In the Plackett-Luce
evaluation, Claude-4-Sonnet’s selection likelihood (0.4318) is nearly three times higher than Claude-
3.7-Sonnet’s (0.1503), indicating substantial qualitative differences even among top performers.
The position-based scoring confirms this gap, with Claude-4-Sonnet (1, 002 points) outperform-
ing Claude-3.7-Sonnet (773 points) by 29.6%. Mid-tier models show closer competition: GPT-4o
(663 points) leads Mistral Large (611 points) by only 8.51%, while the ELO ratings reveal Mistral
Large (1468.63) and Llama-3.2-90B (1470.45) perform nearly equivalently. These findings provide
strong empirical evidence for model capabilities in malicious script evaluation, with Claude models
demonstrating clear advantages in this specialized domain.

A.3.3 CANDIDATE MODEL RANKING

Having established Claude-4-Sonnet as the judge best aligned with human expert judgment, we also
evaluated candidate model performance for cybersecurity script summarization. Claude 3.7 Sonnet
emerged as the top performer with an average score of 4.07 out of 5, followed by GPT-4o (3.80),
Mistral-Large (3.45), Llama 3.2 90B (3.34), and DeepSeek (3.20). These results reveal significant
performance variations in security-focused analysis capabilities.
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Claude 3.7 Sonnet consistently delivered the most accurate and comprehensive behavioral sum-
maries, excelling at detailed technical specifications, including API functions, obfuscation tech-
niques, and execution flows while maintaining appropriate conciseness. However, minor limitations
were observed in its tendency to include unnecessary security assessments for benign code and oc-
casional gaps in contextual insights regarding broader security implications.

Lower-ranked models exhibited more pronounced weaknesses affecting their reliability in security-
critical applications. While GPT-4o provided accurate functional descriptions, it demonstrated con-
cerning inconsistencies in threat detection, including missed malicious behaviors and mischarac-
terized threat severity levels. Most notably, DeepSeek had the weakest performance with frequent
critical accuracy errors, incomplete technical analysis, and fundamental misunderstandings of com-
mand syntax. These performance deficiencies could have significant implications in operational
security environments where accurate script analysis is crucial for threat detection and mitigation.
These findings underscore the importance of careful model selection for security analysis tasks, as
performance gaps can significantly impact the quality and reliability of code assessment outcomes.

A.4 INFRASTRUCTURE AND COMPUTATIONAL RESOURCES

For the majority of model inferences, we utilized API-based services, which eliminated the need for
dedicated local hardware. The exception was DeepSeek R1, for which we established a dedicated
computational environment consisting of 8 NVIDIA H100 GPUs.

A.5 LIMITATIONS

Our study presents several limitations that should be considered when interpreting the results and
applying our findings. The limited sample size per programming language (200–220 scripts) may
not capture the full diversity of scripting behaviors in real-world environments. Our findings are
specific to script analysis tasks and might not generalize beyond this domain to other applications.

Additionally, our judge model evaluation relied on human annotations to establish rankings. We
do not have an automatic way to evaluate other judge models, and our results are limited to the six
models included in this study.

Finally, the study presents a comparison between several LLM-as-a-Judge systems in terms of eval-
uation capabilities with given human reference. However, the current method does not measure the
extent to which judge LLMs align with human expertise. We intend to assess the reliability of such
systems in future work.
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Malware Class Assignment Prompt

You are a cybersecurity expert with over 10 years of experience with cyberattacks. Your role is to classify malicious scripts based
on their content and their description in one malware type. In order to do so, you must:
1. Analyze the received script and its description and understand what it is doing
2. Select based on the script and its description which type of malware from below fits best

Types of malware and their description:
1. Ransomware: software that uses encryption to disable a target’s access to its data until a ransom is paid. The victim organization
is rendered partially or totally unable to operate until it pays, but there is no guarantee that payment will result in the necessary
decryption key or that the decryption key provided will function properly.
2. Spyware: Spyware collects information about users’ activities without their knowledge or consent. This can include passwords,
pins, payment information and unstructured messages. The use of spyware is not limited to the desktop browser: it can also operate
in a critical app or on a mobile phone. Even if the data stolen is not critical, the effects of spyware often ripple throughout the
organization as performance is degraded and productivity eroded.
3. Adware: Adware tracks a user’s surfing activity to determine which ads to serve them. Although adware is similar to spyware,
it does not install any software on a user’s computer, nor does it capture keystrokes. The danger in adware is the erosion of a user’s
privacy — the data captured by adware is collated with data captured, overtly or covertly, about the user’s activity elsewhere on the
internet and used to create a profile of that person which includes who their friends are, what they’ve purchased, where they’ve
traveled, and more. That information can be shared or sold to advertisers without the user’s consent.
4. Trojan: A Trojan disguises itself as desirable code or software. Once downloaded by unsuspecting users, the Trojan can take
control of victims’ systems for malicious purposes. Trojans may hide in games, apps, or even software patches, or they may be
embedded in attachments included in phishing emails.
5. Worms: Worms target vulnerabilities in operating systems to install themselves into networks. They may gain access in several
ways: through backdoors built into software, through unintentional software vulnerabilities, or through flash drives. Once in place,
worms can be used by malicious actors to launch DDoS attacks, steal sensitive data, or conduct ransomware attacks.
6. Virus: A virus is a piece of code that inserts itself into an application and executes when the app is run. Once inside a network,
a virus may be used to steal sensitive data, launch DDoS attacks or conduct ransomware attacks. A virus cannot execute or
reproduce unless the app it has infected is running. This dependence on a host application makes viruses different from trojans,
which require users to download them, and worms, which do not use applications to execute. Many instances of malware fit into
multiple categories: for instance, Stuxnet is a worm, a virus and a rootkit.
7. Rootkits: A rootkit is software that gives malicious actors remote control of a victim’s computer with full administrative
privileges. Rootkits can be injected into applications, kernels, hypervisors, or firmware. They spread through phishing, malicious
attachments, malicious downloads, and compromised shared drives. Rootkits can also be used to conceal other malware, such as
keyloggers.
8. Keylogger: A keylogger is a type of spyware that monitors user activity. Keyloggers have legitimate uses; businesses can use
them to monitor employee activity and families may use them to keep track of children’s online behaviors. However, when installed
for malicious purposes, keyloggers can be used to steal password data, banking information and other sensitive information.
Keyloggers can be inserted into a system through phishing, social engineering or malicious downloads.
9. Bots/Botnets: A bot is a software application that performs automated tasks on command. They’re used for legitimate purposes,
such as indexing search engines, but when used for malicious purposes, they take the form of self-propagating malware that can
connect back to a central server. Usually, bots are used in large numbers to create a botnet, which is a network of bots used to
launch broad remotely-controlled floods of attacks, such as DDoS attacks. Botnets can become quite expansive. For example, the
Mirai IoT botnet ranged from 800,000 to 2.5M computers.
10. Wiper: A wiper is a type of malware with a single purpose: to erase user data and ensure it can’t be recovered. Wipers are used
to take down computer networks in public or private companies across various sectors. Threat actors also use wipers to cover up
traces left after an intrusion, weakening their victim’s ability to respond.
11. Backdoor: A backdoor is a malware that creates a hidden entry point into a system, enabling unauthorized access without
triggering security alerts. It can be used for malicious activities like data theft or deploying additional malware.
12. Scareware: Scarewares are designed to scare users into taking action by displaying fake warnings that mimic legitimate system
alerts, urging downloads or payments for fake fixes.
13. Cryptojacking: Uses the victim’s device to mine cryptocurrency without consent, hijacking processing power for mining
tasks.

Log all these insights in the following JSON template:
{
"malware_type": string, // best fitting malware type from the list above; if the script and its description do not fit any malware types
from above, fill with "NA"
"reasonings": string // short explanation of maximum 3-4 sentences explaining with the associated malware type fits the best
}

Here is the script and its description you have to find the best fitting malware type:

<SCRIPT>
{{ script }}
</SCRIPT>

<DESCRIPTION>
{{ description }}
</DESCRIPTION>

Figure 3: Full malware class assignment prompt used in generating synthetic metadata via Claude
3.7 Sonnet. The malware class definitions were taken from CrowdStrike and Fortinet blogs.
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Templatized Malware Class Assignment Prompt

You are a senior software engineer with over 10 years of experience in writing code. You are tasked to
convert a piece of code to another programming language. You will need to:

1. Read the received piece of code and understand what it is doing

2. Convert the piece of code to {{ conversion_language }} language

3. Make sure that the received piece of code and the converted piece of code do the same thing

Add the converted code to the following JSON structure:
{
"code": string // Converted code from {{ current_language }} to {{ conversion_language}}
}

Additionally:

4. Return only the completed JSON structure

5. Do not add unnecessary code while converting

6. Use the same variable and function names

Here is the code you need to convert from {{ current_language }} to {{ conversion_language }}:
{{ code }}

Figure 4: Full templatized language prompt used in generating synthetic metadata via Claude 4
Sonnet.
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Judge Prompt 1: Detailed Checklist Prompt

You are an expert code reviewer evaluating the quality of code summaries.
CODE: {{ code }}
REFERENCE SUMMARY: {{ reference_explanation }}
CANDIDATE SUMMARY: {{ candidate_summary }}

Evaluate the candidate summary against the reference summary and the code itself. Consider:

1. Accuracy: Does it correctly describe what the code does?

2. Completeness: Does it capture all key functionality?

3. Conciseness: Is it appropriately brief without omitting essentials?

Return your evaluation in valid JSON format following this exact structure:
{
"checklist": {
"accuracy": {
"score": 0,
"explanation": ""
},
"completeness": {
"score": 0,
"explanation": ""
},
"conciseness": {
"score": 0,
"explanation": ""
}
},
"overall_explanation": "",
"final_score": 0
}

For each metric, provide:

1. A score from 1-5 (integer only). Higher scores mean better performance for the specific metric.

2. A brief explanation for the score

The overall_explanation should summarize your evaluation, highlighting key strengths and weaknesses.
The final_score should be an integer from 1-5 representing the overall quality.
Important: Ensure your response is valid JSON that can be parsed programmatically. Do not include any text outside the JSON
structure.

Judge Prompt 2: Universal Evaluation Prompt

You are an expert code reviewer evaluating the quality of code summaries.
CODE: {{ code }}
REFERENCE SUMMARY: {{ reference_explanation }}
CANDIDATE SUMMARY: {{ candidate_summary }}

Evaluate the candidate summary against the reference summary and the code itself. Consider:

1. Accuracy: Does it correctly describe what the code does?

2. Completeness: Does it capture all key functionality?

3. Conciseness: Is it appropriately brief without omitting essentials?

Return your evaluation in valid JSON format following this exact structure:
{
"overall_explanation": "",
"final_score": 0
}

For each metric, provide:

1. A score from 1-5 (integer only). Higher scores mean better performance for the specific metric.

2. A brief explanation for the score

The overall_explanation should summarize your evaluation, highlighting key strengths and weaknesses.
The final_score should be an integer from 1-5 representing the overall quality.
Important: Ensure your response is valid JSON that can be parsed programmatically. Do not include any text outside the JSON
structure.

Figure 5: Full Judge prompts designed to instruct the model to evaluate candidate responses based
on accuracy, completeness and conciseness. Judge Prompt 2 is a variation of Judge Prompt 1, where
the explicit checklist was removed from the generation output.
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Candidate Prompt 1: Detailed JSON Format Prompt

Analyze the provided script and respond with a brief explanation of what the code does and whether it
is malicious or not.
Provide your analysis in this JSON format:
{
"summary": "Brief description of what the script does and whether it’s malicious or not.",
"label": "malicious or clean",
"language": "programming language used",
"malware_class": "specific malware category if malicious (e.g., worm, ransomware, grayware) or
clean-class if not malicious"
}
Keep your analysis concise and evidence-based.
Important: Ensure your response is valid JSON that can be parsed programmatically. Do not include
any text outside the JSON structure.
Here is the script:
{{ code }}

Candidate Prompt 2: Universal Free-Form Prompt

Analyze the provided script and respond with a brief explanation of what the code does and whether it
is malicious or not.
Keep your analysis concise and evidence-based.
Here is the script:
{{ code }}

Figure 6: Candidate prompts used to instruct models to analyze code samples. Candidate Prompt
1 requires a structured JSON response with specific fields, while Candidate Prompt 2 allows for
free-form analysis without enforcing a specific output format.
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