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ABSTRACT

As open-weight LLMs are increasingly deployed—including in agentic systems—
their safety depends on tamper resistance to downstream modifications that weaken
safeguards, whether accidental or intentional. Yet tamper resistance lacks stan-
dardized evaluation: prior studies vary in datasets, metrics, and tampering con-
figurations, making results difficult to compare across models and defenses. We
introduce TAMPERBENCH, a unified framework that consolidates weight-space and
representation-space tampering attacks, supports realistic adversarial evaluation
via systematic hyperparameter sweeps, and jointly measures safety and utility with
reproducible protocols. Using TAMPERBENCH, we benchmark 21 open-weight
LLMs (including defense-augmented variants) across nine tampering threats and
find that jailbreak-tuning (Murphy et al.|[2025) is typically the most severe attack,
that base vs. post-trained variants can differ in out-of-the-box tamper resistance
(with opposite trends across Llama-3 and Qwen3), and that Triplet (Simko et al.,
2023)) is often the most robust and capability-preserving defense. Code is available
at: https://github.com/criticalml-uw/TamperBench.

1 INTRODUCTION

Even when modern LLMs are carefully safety-aligned using diverse training procedures (Touvron
et al.} 2023} |OpenAl et al., |2024; |Gemini Team, 2023)), open-weight models remain vulnerable to
tampering—weight- or representation-level modifications that can undermine safeguards (Che et al.,
2025; |[Huang et al., [2024b; |Qi et al., [2024b; Murphy et al.| 2025; [Halawi et al., 2024} [Schwinn &
Geisler, [2024). Misuse potential of tampered models is an increasingly urgent risk, as compute-
efficient approaches such as LoRA(Hu et al., 2022} Zhao et al.||2024) and model abliteration (Young]
2025)) make tampering low-cost. Several frontier closed-model developers have recently warned that
these models may be crossing critical risk thresholds (OpenAlL 2025} |Anthropic} [2025). Meanwhile,
frontier open-weight models lag behind closed ones by only several months (Cottier et al., [2024]),
suggesting they are nearing similar capability thresholds vulnerable to tampering.

Dozens of tamper-resistance defenses have been proposed in recent years (Huang et al.| [2024b;
Casper et al.| |2025)), but evaluation remains fragmented and often unrealistic: studies differ in attacks,
threat models, and safety metrics, making results hard to compare (Figure [3). Moreover, attack
budgets are frequently mismatched; |Casper et al.|(2025) note that while robustness is often reported
against thousands of adversarial fine-tuning steps, second-party red-teaming suggests that only several
hundred steps can suffice. Without standardized, threat-model-consistent protocols (Huang et al.,
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Figure 1: Tampering LLMs, as defined by (Che et al.| (2025), involves modifying their weights or latent
representations and can compromise safety guardrails, yielding models that can output harmful responses.
While numerous methods have been proposed to make models tamper-resistant, there is a lack of a systematic
framework to measure this. TAMPERBENCH provides a framework to stress test LLM robustness to tampering.

2024b; Q1 et al.| 2024a), it remains unclear which defenses meaningfully improve tamper resistance
or what precautions are warranted for releasing highly capable open-weight models.

To address this gap, we introduce TAMPERBENCH (Figure|[I), a benchmark and toolkit for systemati-
cally evaluating tamper resistance in open-weight LLMs. TAMPERBENCH unifies an extensible suite
of weight- and representation-space tampering attacks (benign and adversarial, overt and covert) and
standardized evaluation protocols, with simple interfaces for integrating defenses. TAMPERBENCH
integrates with vLLM, Transformers, and Optuna, to support scalable multi-GPU experimenta-
tion and systematic hyperparameter sweeps. Using StrongREJECT (Souly et al.| 2024)) and capability
benchmarks such as MMLU-Pro (Hendrycks et al.,[2021a), it measures whether tampering increases
harmfulness while preserving utility, providing a more complete view than binary safeguard bypass.

Our contributions are threefold: (1) Open-Source Benchmark and Toolkit: We introduce TAMPER-
BENCH, a unified open-source benchmark and toolkit for evaluating tamper resistance in open-weight
LLMs. Addressing the lack of standardized, reproducible evaluation, TAMPERBENCH consolidates
tampering attacks'| evaluation protocols, and defense interfaces into a single extensible framework. (2)
Realistic Adversarial Evaluation: We run systematic hyperparameter sweeps for each attack-model
pair, reducing sensitivity to arbitrary training choices and enabling robust comparisons across attacks
and models. (3) Comparative Analysis of Open Models: Using TAMPERBENCH, we evaluate 21
open-weight LLMs—including base, instruction-tuned, and defense-augmented variants—across
nine tampering attacks with standardized safety and capability metrics.

2 BACKGROUND

Open-weight LLMs permit unrestricted white-box modification of model weights and internal
representations, whereas closed-weight models typically restrict adaptation to provider-mediated

''See|https://github.com/criticalml-uw/TamperBench|for the most up-to-date list of at-
tacks, evaluations, and defenses available in the benchmark.
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fine-tuning APIs. Yet safety evaluations typically focus on the original aligned model, yielding an
overly optimistic view of safeguard durability under downstream modification (Casper et al., 2024a;
20255 OpenAlL [2024; [Metal 2025)).

Even small amounts of harmful fine-tuning data can suppress refusals (Qi et al., 2024b}; |Che et al.|
2025; Poppi et al., |[20235)), and benign fine-tuning can still destabilize safety behavior (He et al., |2024;
Pandey et al.| |2025a; |[Hu et al., 2025} [Pandey et al., 2025b)). Parameter-efficient methods such as
LoRA (Hu et al.| [2022) and related work (Rajabi et al.,|2025; Zhao et al., 2024} [Meng et al., [2024)
further reduce the cost of tampering. Beyond standard fine-tuning, adversaries can induce harmful
behavior via poisoning or backdoor-style training while evading moderation filters (Davies et al.,
2025} Halawi et al.l 2024; Murphy et al.} 2025; Bowen et al.l 2025). Other attacks operate directly in
representation space, e.g., via refusal-direction ablation or inference-time activation steering (Arditi
et al.,[2025; Schwinn & Geisler, [2024; Bailey et al., | 2024)).

Defenses aim to reduce harmfulness after tampering while preserving utility (Wang et al., 2024a; Q1
et al.| [2024b; Huang et al.l 2024d; |L1 et al., 2025)), and can be applied at the alignment stage prior to
release, during fine-tuning, or post hoc after tampering (Tamirisa et al.l 2025} Zhao et al.| 2025} [Huang
et al.l2024c; |Hsu et al.| 2024 |[Huang et al., 2024a). However, existing tamper-resistance evaluations
remain fragmented (Huang et al.,2024b; |Casper et al.,|2025), motivating TAMPERBENCH as a unified
framework for reproducible evaluation across weight- and latent-space tampering regimes.

3 TAMPERBENCH FRAMEWORK

TAMPERBENCH evaluates the robustness of refusal-based safeguards under a broad range of model
tampering threats that weaken safety while preserving utility. We characterize threats along two axes:
an actor’s infent (benign vs. malicious) and their access (open-weight checkpoints or fine-tuning
APIs). Benign tampering models accidental safety degradation during downstream adaptation, while
malicious tampering explicitly targets safeguard removal. Malicious attacks further include both overt
white-box modifications and covert strategies originally designed to evade closed-weight moderation.

A model is considered successfully tampered if harmful responses increase while general capabilities
remain largely intact. This utility constraint reflects realistic misuse scenarios and avoids overesti-
mating risk from attacks that collapse model competence. Within this framework, TAMPERBENCH
instantiates a suite of weight-space and representation-space attacks, spanning benign and harmful
fine-tuning, parameter-efficient adaptation, data poisoning, backdoor-style attacks, and latent-space
perturbations that preserve benign behavior while enabling harmful outputs under hidden triggers.

To assess post-tampering behavior, TAMPERBENCH jointly evaluates safety and utility. Safety is
measured using StrongREJECT (Souly et al.,|2024), a continuous metric capturing refusal behavior,
specificity, and convincingness of harmful responses. Utility is primarily measured via accuracy on
MMLU-Pro (Wang et al.,|2024b)), enabling analysis of safety—utility trade-offs under tampering.

4 EXPERIMENTS AND RESULTS

We evaluate tamper resistance across 21 open-weight LLMs spanning 0.6B-8B parameters, including
both base and instruction-tuned variants from the Llama, Qwen, and Mistral families. We additionally
evaluate five defense-augmented variants of Llama-3-8B-Instruct using author-released weights:
ReFAT (Yu et al., 2025)), Circuit Breaking (Zou et al., [2024; 2025)), Triplet (Simko et al.,|2025), TAR
(Tamirisa et al.,|2025)), and LAT (Casper et al.| [2024b)).

For each model—attack pair, we run an Optuna-based hyperparameter sweep with 40 trials (Ap-
pendix §A.17). We report the configuration that maximizes post-tampering harmfulness (StrongRE-
JECT) while constraining capability loss to at most 10% MMLU-Pro relative to the untampered
baseline. This utility constraint reflects realistic misuse settings where adversaries seek to weaken
safeguards without destroying general competence, and avoids overestimating risk from attacks that
collapse model capabilities. We report the worst-case post-attack harmfulness over all attacks, SR ax,
and the average harmfulness across malicious attacks, SRial-avg-

2 In our evaluations, “harmfulness” corresponds to the StrongREJECT score, which accounts for refusal rate,
specificity, and convincingness of responses to harmful requests.
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Figure 2: Benchmarking tamper-resistant refusal of harmful requests. For each model-attack pair, we select
the configuration from our hyperparameter sweeps that maximizes harmfulness (StrongREJECT score) while
constraining utility loss to < 10% MMLU-Pro drop relative to the untampered baseline. Rows correspond to
tampering attacks grouped by threat type. Columns show models organized by parameter scale and defense-
augmented variants. Darker cells indicate higher harmfulnessﬁ lighter cells indicate greater tamper resistance.

Tampering consistently breaks refusal-based safety. Across all 21 LLMs, we find at least one configu-
ration that sharply increases harmfulness while preserving utility (SRmax > 0.68 for every model, ex-
ceeding 0.77 for all models > 1B parameters, including defense-augmented variants). Jailbreak-tuning
(Murphy et al., 2025) (competing-objectives, backdoor, style-modulation) consistently produces the
largest harmfulness increases despite using only 2% harmful data. Embedding attacks
yield smaller increases for 7-8B models, yet even benign fine-tuning frequently erodes

safeguards 2024b).

Within the 7-8B regime, post-training has opposite effects across families: post-trained Qwen3
models consistently reduce average malicious harmfulness, whereas instruction tuning in Llama-3
slightly increases it despite similar worst-case scores.

Among defense-augmented models, no method eliminates worst-case risk. Triplet (Simko et al.|
2025)) reduces average malicious harmfulness (ASRpa1.ave = 0.25) while preserving utility, whereas
TAR achieves a larger worst-case reduction (ASRnax = 0.21) only at severe utility cost (MMLU-Pro
~ 0.16 vs. 0.44).

5 CONCLUSION AND FUTURE DIRECTIONS

We introduce TAMPERBENCH, a unified benchmark and toolkit that standardizes tampering attacks,
defense interfaces, and safety/utility evaluations for open-weight LLMs. Using it, we benchmark
21 models across nine threats and find that every model can be driven to high harmfulness while
preserving utility, with jailbreak-tuning typically the most severe attack and existing defenses shifting
averages more than eliminating worst-case risk. These results motivate durability-focused defenses
and establish TAMPERBENCH as an extensible foundation for evaluating them.
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A APPENDIX

A.1 RELATED WORKS
A.2 LLM VULNERABILITIES

Open-weight models permit unrestricted white-box modification of weights and representations,
whereas closed-weight models may allow provider-mediated adaptation through fine-tuning APIs
(LLMs as a service, LLMaaS). Yet safety is typically evaluated only on the original aligned model,
potentially providing an unrealistically favorable assessment of safeguard resilience (Casper et al.,
2024a;2025; OpenAl, 2024} Meta, [2025]).

A variety of adaptations can affect safety behavior. Fine-tuning can suppress refusals with only a few
harmful examples (Qi et al.|[2024b; (Che et al., 2025} [Poppi et al., [2025)), and even benign fine-tuning
can destabilize safeguards (He et al.,2024; [Pandey et al.,[2025a; |Hu et al.| [2025; [Pandey et al.,[2025b)).
Parameter-efficient methods such as LoRA (Hu et al.,|2022)) and related adapters (Rajabi et al., |2025;
Zhao et al 2024; [Meng et al., 2024)) make such modifications accessible. Additionally, models can
be fine-tuned on adversarially crafted data that makes the models exhibit harmful behavior without
activating data moderation safeguards, such as those applied to closed-weight models’ fine-tuning
APIs (Bowen et al.,[2025). For instance, this can be done by embedding hidden behaviors through
backdoors, or via data poisoning by mixing a small proportion of harmful data with benign fine-tuning
data (Davies et al., [2025; |[Halaw1i et al., 2024; Murphy et al.,|[2025). Meanwhile, other tampering
attacks operate directly in representation space, by adapting latent space embeddings to elicit harmful
responses or ablating refusal directions (Arditi et al., 2025; |Schwinn & Geisler, 2024} [Bailey et al.,
2024). TAMPERBENCH implements each of these attack types so that it can comprehensively measure
the tamper resistance of model safeguards.

A.3 TAMPERING DEFENSES

To address vulnerabilities induced by tampering attacks, defenses aim to: (i) minimize harmfulness of
model responses after adversarial attacks and (ii) maintain utility on benign tasks. Harmful-response
rates are often scored with LLM judges (Wang et al.|2024a; Q1 et al.,[2024b), while utility is measured
by task accuracy on standard benchmarks (Huang et al.,2024d; [Li et al., [2025)).

Defenses can be categorized according to the stage of intervention in the training pipeline. (1)
Alignment-stage defenses strengthen the base model before it is made available to third parties by
modifying the safety training process, such as by incorporating adversarial objectives, unlearning
behaviors or simulating fine-tuning steps (Golatkar et al., 2020ajbj; [Henderson et al.,|2023}; |Tamirisa
et al.| 2025} Zhao et al., 2025 |O’Brien et al.,2025). Defenses at this stage are not mutually exclusive
with other stages, and are thus the most broadly applicable. (2) Fine-tuning-stage defenses modify
adaptation dynamics through curated alignment data or auxiliary losses (Huang et al.,2024c}; [Wang
et al.,|2024a; Du et al., [2025; |Sheshadri et al., [2025). (3) Post-tuning defenses repair misalignment
after tampering via adversarial realignment or surgical weight edits (Hsu et al., 2024; Huang et al.}
2024a).

Defense categories (2) and (3) presuppose centralized control over fine-tuning, making them pri-
marily applicable for commercial LLMaa$S providers. By contrast, open-weight models are widely
redistributed and adapted without oversight, leaving no mechanism for providers to enforce defenses
at fine-tuning or post-tuning stages. This makes tamper resistance for open weights a particu-
larly pressing open challenge. Alignment-stage defenses (category 1) are the only strategies that
embed durability directly into the base model, and thus remain relevant across both open-weight
and API-based deployments. For this reason, our benchmark emphasizes systematic evaluation
of alignment-stage defenses for open-weight models, while still supporting attacks that apply to
closed-weight fine-tuning APIs and integration of categories (2) and (3) for completeness.

A.4 EXISTING FRAMEWORKS
Popular frameworks such as HarmBench (Mazeika et al 2024) focus on automated red-teaming and

refusal robustness. Yet they are confined to prompt-based attacks (jailbreaks, persuasion, harmful
queries) and do not systematically evaluate weight-space tampering or fine-tuning regimes. These
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/\ SAFETY EVALUATION

DEFENSE HARMBENCH BEAVERTAILS STRONGREJECT GPT-4 JUDGE
TAR TAMIRISA ET AL., 2025 v X X X
VACCINE HUANG ET AL., 2024D X v X X
RR ZOU ET AL.. 2024 v X X X
LAT SHESHADRI ET AL., 2025 v X v v

4 BENIGN CAPABILITIES EVALUATION

ALIGNMENT STAGE DEFENSE MT-BENCH MMLU OPENLLM SST2
TAR TAMIRISA ET AL., 2025 v X X X
VACCINE HUANG ET AL., 2024D X v X v
RR ZOU ET AL., 2024 v X v X

LAT SHESHADRI ET AL., 2025 v X X X

Figure 3: While many alignment stage defenses have been proposed (e.g.,[Tamirisa et al., 2025; Huang et al.,
2024d; Zou et al.| 2024} [Sheshadri et al., [2025)), they do not share a standardized evaluation, making comparisons
between the approaches inconclusive. This motivates TamperBench as the first framework to consolidate
tampering attacks and evaluations into a unified toolkit.

overlooked regimes pose equally critical threats, as they directly modify model parameters and can
erode refusal behaviors in ways jailbreak-style prompting cannot capture. Current toolkits focused
on benchmarking tamper resistance (Wang et al., [2024a; Q1 et al., |2024b; Murphy et al., [2025)
remain limited in extensibility, ease of onboarding new defenses, coverage of tampering regimes, and
integration of diverse strategies. The need for stronger evaluations is widely recognized: |Huang et al.
(2024b) argue “It is imperative to create a standard benchmark”; |Casper et al.|(2025) highlight “model
tampering evaluations” as a key open problem for open-weight model risk management; unreliable
evaluation of tamper-resistance has already led to contested and overturned conclusions (e.g., Qi
et al.| [2024a). TAMPERBENCH fills this gap by unifying tampering attacks, defenses, and evaluation
metrics, enabling reproducible and comparable assessment of resistance and stability across both
weight- and latent-space manipulations.

A.5 TAMPERBENCH FRAMEWORK
A.6 THREAT MODEL

Using TAMPERBENCH, we evaluate defenses designed to make models robustly refuse harmful
requests against tampering threats that are designed to remove refusal-based safeguardsﬂ To reason
about LLM threats systematically, we consider an actor’s (1) intent and (2) access. An actor may
tamper with (e.g., fine-tune) a model for benign goals or with explicitly malicious aims of weakening
safeguards. They may have access to open-weight checkpoints or to provider fine-tuning APIs. While
TAMPERBENCH primarily targets open-weight threats, many attacks are designed to evade API-level
moderation and thus pose risks in both settings. Defenders, in turn, seek to make safeguards resistant
to tampering while preserving benign capabilities and utility.

We consider a model to be successfully tampered if its safeguards are weakened (harmful responses
increase) while general capabilities are largely preserved. We impose this utility constraint primarily
because, as we show in Section 4.1, removing it can produce models that appear harmful by metric yet
lack the capabilities for practical harmful uplift—reducing confidence that high harmfulness scores

3Refusal-based safeguards are not the only safeguards that can be used to reduce misuse of LLMs. For
example, ignorance-based safe (e.g.,/O’Brien et al.} 2025)) alternative approach, which TAMPERBENCH can also
be used to evaluate, but which we do not focus on in this work.
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TAMPERBENCH FRAMEW ORK 8 | peoneo
=
RUN A SUITE OF TAMPERING METHODS AND ATTACKS ACROSS THREAT SETTINGS ‘
G .
=2 MALICIOUS TAMPERING THAT EXPLICITLY INTENDS TO INDUCE HARM. ] —  ACCIDENTAL TAMPERING NOT
l l INTENDED TO INDUCE HARM.
FULL PARAMETER FINETUNE BACKDOOR FINETUNE FULL PARAMETER FINETUNE
LORA FINETUNE COMPETING OBJECTIVES FINETUNE LORA FINETUNE
MULTILINGUAL FINETUNE
STYLE MODULATION FINETUNE
‘ EVALUATE SAFETY AND CAPABILITIES OF TAMPERED LLM
7o A DOES MODEL OUTPUT SAFE ¥ soes mo G
af DOES MODEL RETAIN BENIGN
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=)

Figure 4: TamperBench evaluates a broad range of model tampering that may compromise safeguards, and
assesses both safet)ﬁl and capabilities after adaptation. Tampering is taxonomized based on the model adaptor’s
intent: malicious or benign (accidental). Malicious attacks are further divided into direct, overt ones, and covert
ones originally designed to bypass closed-weight moderation safeguards.

reflect genuine risk. While this may not be a general requirement for a successful attack, it serves as
a practical safeguard against overfitting to the safety™ metric and reduces evaluation uncertainty.

Accidental removal of safeguards via non-adversarial tampering arises when developers modify an
aligned model for ostensibly benign adaptation but inadvertently erode safeguards and cause harmful
responses to re-emerge (Q1 et al., 2024b; |Che et al., |2025; He et al., [2024). Here, the (1) intent is
to improve performance on a benign target application, and (2) the actor uses standard fine-tuning
access (data and hyperparameter choices) in both open- and closed-weight settings; the resulting risk
is that safety® degrades as an unintended side effect.

Malicious tampering covers both overt and covert attempts to weaken safeguards. In both cases, the
actor’s (1) intent is to induce harmful or unrestricted behavior, but (2) their access shapes how the
attack is designed. Overt attacks assume unrestricted white-box access and therefore directly modify
model weights or representations, such as through harmful or multilingual fine-tuning. Covert attacks,
by contrast, are designed to operate under more restrictive access (e.g., fine-tuning APIs) and embed
harmful behaviours in ways intended to bypass moderation or detection. In TAMPERBENCH, both
forms are evaluated in the open-weight setting for comparability.

A.7 TAMPER ATTACK SUITE

Within this threat-model framework, TAMPERBENCH instantiates tampering via a suite of weight-
space and representation-space attacks (Figure ). In the weight space, benign full fine-tuning and
benign LoRA on ostensibly harmless or domain-specific data model accidental misuse (Qi et al.,
2024b;|Che et al.,[2025)). Harmful full fine-tuning, harmful LoRA, and multilingual fine-tuning (Poppi
et al., [2025) on jailbreak or uncensored datasets capture overt malicious tampering (Che et al.;[2025).
Covert malicious tampering is instantiated through backdoor-style, style-modulation, and competing-
objectives jailbreak tuning with 98% of the dataset being benign and 2% being harmful (Halawi et al.|
2024; Murphy et al.,[2025)). In the representation space, latent embedding attacks perturb internal
representations, preserving benign behavior but enabling harmful completions under hidden triggers
(Schwinn & Geisler, 2024)), providing a complementary axis of tampering.
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RESULTS

TAMPERBENCH TOOLKIT =
l ‘%LLM =

RUN A SCRIPT TO BENCHMARK LLM
O —
uv run scripts/whitebox/optuna_sweep.py <model_name> --attacks <list_of_attacks> v

LOAD LLM FROM :‘; Dl LLMAL\GNED I Rl RUN ATTACKS FROM RUN EVALS FROM
HUGGINGFACE OR LOCAL = TAMPERBENCH REGISTRY TAMPERBENCH REGISTRY
ADD AN ATTACK ADD AN EVALUATION

@register_attack("some_tampering_attack”, @register_eval(“some_eval”, EvalConfig)
AttackConfig) def SomeTamperAttack(WhiteboxEvaluation):
def SomeTamperAttack(WhiteboxTamperAttack):
def run_evaluation(self) = Results:
def run_attack(self) = True: # evaluate LLM

# tamper with the model

Figure 5: A single script can be run to benchmark an LLM by providing either a local checkpoint path or a
HuggingFace repository ID, along with a list of attack names. The toolkit then executes the specified tampering
attacks and evaluation modules, producing results scored with standardized safetym and utility metrics and cached
for reproducibility. TamperBench is designed to be highly extensible, enabling researchers to contribute methods
with minimal code overhead.

A.8 UTILITY EVALUATION

TAMPERBENCH primarily evaluates model utility on the MMLU-Pro dataset (Wang et al., [2024b)),
measuring accuracy across 14 subject areas. Compared to the original MMLU dataset (Hendrycks
et al., [2021a), MMLU-Pro introduces more challenging, reasoning-focused questions with an ex-
panded choice set from four to ten options, and improves the dataset quality. For computation
efficiency, we evaluate benign capabilities on a 140-sample subset of the MMLU-Pro test set using a
5-shot chain-of-thought (CoT) prompt. This setup enables assessment of whether tampering attacks
or defenses impair a model’s core capabilities. Appreciating the various axes of LLM capabili-
ties, we provide additional utility evaluation benchmarks in Appendix [A.T4] noting that changes in
MMLU-Pro accuracy tightly correlate with changes in other benchmarks for tampered models.

A.9 SAFETY EVALUATION

Here, we measure a model’s robustness to refusing harmful requests B To evaluate whether tampering
increases a model’s propensity to produce unsafe responses, we employ the StrongREJECT dataset
and evaluator (Souly et al., 2024). The StrongREJECT evaluator (available as either a light-weight
fine-tuned model or an LLM-based rubric scorer; see Appendix [A.12) achieves state-of-the-art
agreement with human annotations, outperforming many alternative safetyB] evaluators. For each
prompt-response pair, it assigns a score between 0.0 and 1.0, where higher scores indicate more
harmfulness, accounting for compliance, specificity, and convincingness of each response. We provide
additional analysis comparing StrongREJECT evaluator variants (Appendix and examining
correlation with JailbreakBench (Chao et al., 2024} Appendix[A.T4).

A.10 TAMPERBENCH TOOLKIT

TAMPERBENCH’s core registry provides unified interfaces for ALIGNMENT DEFENSES, ATTACKS,
and EVALUATIONS. Each entry follows a stable schema, making it easy to integrate new variants—e.g.,
cipher training, jailbreak-based tuning, ratio-controlled poisoning, or representation attacks. Building
on HuggingFace’s training infrastructure, benchmarks run directly on HuggingFace models with
multi-GPU support, and natively support a wide range of training configurations (e.g., learning rate
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warm-ups, gradient clipping) found important for effective red-teaming. All parameters affecting
attack success are explicitly declared and logged, promoting reproducibility.

Modular helpers support both end-to-end pipelines (attack — train — evaluate) and independent use
of attacks or evaluations. Built-in Opt una integration enables efficient systematic hyper-parameter
sweeps over attack scenarios and evaluations, enabling controlled comparisons without ad-hoc scripts,
while providing logging and checkpointing to ensure robust experimentation.

A.11 MAXIMIZING HARMFULNESS WITH DIFFERENT UTILITY CONSTRAINTS

BENCHMARKING TAMPER RESISTANCE WITHOUT UTILITY DROP CONSTRAINT
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Figure 6: Benchmarking tamper resistance without utility constraints. Each cell shows the StrongREJECT
score from the fine-tuned evaluator (top, colored by harmfulness) and A MMLU-Pro accuracy (bottom, colored
by utility change) for the configuration that maximizes StrongREJECT regardless of capability loss. Darker red
cells indicate higher harmfulness; darker green cells indicate lower utility drops. While unconstrained selection
often yields higher StrongREJECT scores than the utility-bounded results in Figure[2] it can also produce severe
capability collapse—e.g., Qwen3-4B under multilingual fine-tuning loses ~ 0.22 MMLU-Pro accuracy. Such
compromised models are unlikely to uplift attackers and facilitate real-world harm.

Figures|[6and[7) show the effect of maximizing harmfulness with either no utility constraint or two
different ones. They illustrate the necessity of such constraints to model realistic attackers, who seek
not only compliant but also uplifting, capably harmful models.
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Figure 7: Harmfulness of tampered models under realistic utility constraints. For each model, we report
StrongREJECT scores from the fine-tuned evaluator averaged across attack categories (stealthy, directly harmful,
benign) at different allowed MMLU-Pro drops: < 10%, < 20%, and unconstrained (“~”). Removing the
constraint entirely (bottom row per category) often produces the highest harmfulness but at the cost of even more
utility degradation (see Figure @

MMLU-Pro degradation with TAR defense Figure [6]indicates that among the defenses, TAR
experienced an unusually large drop in MMLU-Pro score. Whereas the other defenses maintain an
MMLU-Pro score of at least 40%, Llama-3-8B-TAR achieves only 16%. This degradation stems
from both poor instruction following and a genuine decrease in MMLU-Pro capability.

Llama-3-8B-TAR fails to output a letter answer in 22% of responses (vs. 0% for Llama-3-8B-Instruct)
despite the prompt explicitly requesting a letter answer, indicating degraded instruction-following
ability. Instead, the model outputs one of the options as text without providing the corresponding
letter. As a result, the MMLU-Pro regex parser fails to identify the answer as correct.

However, the gap is not solely due to instruction following. To control for this factor, we grade
Llama-3-8B-TAR responses using an LLM-as-a-judge provided with the original question, answer
options, and model response. Under this evaluation, the MMLU-Pro score increases to 24%—but this
is still significantly lower than the >40% achieved by other defenses. This suggests that TAR also
reduces the model’s underlying capability to answer MMLU-Pro questions correctly. This aligns with
results reported by [Tamirisa et al.| (2025) that TAR decreases MMLU accuracy from 67.3% to 54.7%.

A.12 STRONGREJECT EVALUATION: RUBRIC + GPT-40-MINI VS FINE-TUNED EVALUATOR

We report StrongREJECT scores using both the rubric-based StrongREJECT evaluator with gpt-4o-
mini as the LLM judge (Figure[2) as well as the fine-tuned Gemma-based evaluator that can be run
locally (Figure [8). The rubric-based evaluation decomposes harmfulness into three interpretable
components—refusal, specificity, and convincingness: which are aggregated to produce the overall
StrongREJECT score, enabling a more fine-grained analysis of model behavior. (The fine-tuned
Gemma evaluator was created by fine-tuning on the overall scores from the rubric-based evaluator.)

16



Published at ICLR 2026 Workshop on Agents in the Wild.

BENCHMARKING TAMPER RESISTANCE
STRONGREJECT SCORE
LOWER SCORE (LIGHTER) _ HIGHER SCORE (DARKER)
= MORE TAMPER RESISTANT : . = MORE HARMFUL
olo o2 o o o

0.6 - 1.7B LLMS I 3 - 4B LLMS I 7 - 8B LLMS I DEFENSES

UNTAMPERED

BACKDOOR

COMPETING

COVERT

STYLE

FULL FT

MALICIOUS

LORA

OVERT

MULTILINGUAL

AVERAGE

FULL FT

LORA

BENIGN

AVERAGE

EMBEDDING

MAXIMUM

R XS LR RREFRL SRS ST
¥ O Y @ F Y D Y N QXN Qo & N
&R & L Y R ¥o& RIS o
S R\ SR O S ) Q' j« R NG o Q&9
o & S & N AR S N SRS S
o N N 8 ¥ N Q X N a NQ 3 2 ¥ ¥
S A R RS RIS TSI
& W © A A SV N T
K > G ~Q ¥ Q ¥ NG
[e) & \g & R Na
S W~ ) N~ ~
¥ g ~ v
> >

Figure 8: StrongREJECT scores, with responses evaluated using a fine-tuned Gemma model evaluator (regres-
sor). This figure mirrors FigureElbut replaces the gpt-4o0-mini based LLM judge with a fine-tuned model.

Corroboration of main findings. The rubric-based StrongREJECT scores in in Figure [2|1argely
corroborate the patterns observed with the fine-tuned StrongREJECT evaluator in Figure |8} For the
fine-tuned evaluator, we observe that within the Qwen3 family, post-trained variants consistently
achieve lower SRp,1.avg than their base counterparts (just as we do for the rubric-based one) across all
scales: 0.6B (0.44 vs. 0.55), 1.7B (0.32 vs. 0.65), 4B (0.47 vs. 0.73), and 8B (0.57 vs. 0.70). The
Llama family shows the opposite pattern, with instruction-tuned variants reaching higher harmfulness:
1B (0.68 vs. 0.58), 3B (0.79 vs. 0.66), and 8B (0.77 vs. 0.70). Defense-augmented models continue to
show improved tamper resistance, with Triplet (SRya1.av¢ = 0.52) and TAR (0.56) both substantially
below the undefended Llama-3-8B-Instruct baseline (0.77).

A.12.1 DECOMPOSING HARMFULNESS: REFUSAL, SPECIFICITY, AND CONVINCINGNESS

The rubric-based StrongREJECT evaluator decomposes overall harmfulness into three sub-scores:
refusal (binary measure of whether the model declines to answer; higher average is safer), specificity
(concreteness and detail of harmful content; higher is more harmful), and convincingness (coherence
and persuasiveness; higher is more harmful). Figures and [TT]report these sub-scores for the
same model—attack configurations as the main figure.

Drivers of Qwen3 post-training benefits. Within the Qwen3 family, the lower post-tampering
harmfulness of post-trained variants is driven by improvements across both refusal rates and response
quality. At the 8B scale, Qwen3-8B achieves higher average malicious refusal (Refusaly,j.avg = 0.19
vs. 0.12) while also producing less specific (Specificity .oy, = 4.60 vs. 4.72) and less convincing
(Convincingness,,, 5y, = 4.67 vs. 4.78) harmful content compared to Qwen3-8B-Base. This pattern
holds across scales: at 4B, post-training increases refusals (0.23 vs. 0.10) and reduces specificity
(4.32 vs. 4.68) and convincingness (4.39 vs. 4.78); at 1.7B, the effect is even more pronounced
(Refusalmar-avg: 0.45 vs. 0.13; Specificity,,, 4ot 3.39 vs. 4.55).
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REFUSAL SCORES USING GPT-40-MINI (STRONGREJECT RUBRIC)
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Figure 9: Refusal sub-scores from the rubric-based StrongREJECT evaluation using gpt-4o-mini. Higher values
indicate a greater tendency to refuse harmful requests. Results are for the same models & attacks in Figure@

Llama instruction tuning increases response quality. The Llama family exhibits a different
pattern: instruction-tuned and base variants achieve comparable post-tampering refusal rates, but
instruction-tuned models produce higher-quality harmful content when they do comply. At 8B,
Llama-3-8B-Instruct and Llama-3-8B-Base have similar refusal scores (Refusalmatavg = 0.15 vs.
0.19), but the instruction-tuned variant produces more specific (Specificity oo = 4.58 vs. 4.44)
and more convincing (Convincingness,, ., = 4.64 vs. 4.47) harmful responses. This pattern is
more pronounced at smaller scales: at 1B, refusals differ modestly (0.20 vs. 0.23) while specificity
increases more notably (4.35 vs. 3.90). The instruction-tuning process appears to improve general
instruction-following capabilities in ways that persist after tampering, making compliant harmful
responses more detailed and persuasive.

Small models: Apparent tamper resistance reflects lower capability, not stronger safety.
Smaller models exhibit lower overall StrongREJECT scores after tampering, which could be mistaken
for greater tamper resistance. Decomposition reveals this reflects reduced capability rather than
stronger safety. Comparing Qwen3-0.6B-Base to Qwen3-8B-Base, the smaller model achieves a
lower aggregate harmfulness score (SRyal.avg = 0.69 vs. 0.83) despite having comparable refusal
rates (Refusalipal.avg = 0.15 vs. 0.12). The difference is driven primarily by lower response quality—
when the small model does comply with harmful requests, its outputs are less specific and less
convincing.

Defense mechanisms. Among defense-augmented models, Triplet and TAR both achieve substan-
tially higher post-tampering refusal rates than the undefended baseline (Triplet: Refusalmaiave = 0.38;
TAR: 0.32; vs. Llama-3-8B-Instruct: 0.15), indicating that alignment-stage defenses can make refusal
behaviors more durable under tampering.
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SPECIFICITY USING GPT-40-MINI (STRONGREJECT RUBRIC)

SPECIFICITY SCORE (RUBRIC)

LOWER SCORE (LIGHTER) B | HIGHER SCORE (DARKER)
- 'MORE TAMPER RESISTANT s . : " = MORE HARMFUL

DEFENSES

UNTAMPERED

BACKDOOR

COMPETING

STYLE

COVERT

FULL FT

MALICIOUS

LORA

OVERT

MULTILINGUAL

AVERAGE

FULL FT

LORA

BENIGN

AVERAGE

EMBEDDING

MAXIMUM

Figure 10: Specificity sub-scores from the rubric-based StrongREJECT evaluation using gpi-4o-mini, measuring
the degree of detail and concreteness in model responses. Results are for the same models & attacks in Figure

CONVINCINGNESS USING GPT-40-MINI (STRONGREJECT RUBRIC)
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Figure 11: Convincingness sub-scores from the rubric-based StrongREJECT evaluation using gpt-4o-mini,
measuring the coherence & persuasiveness of responses. Results are for the same models & attacks in FigureEl
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Table 1: Manual categorization of 10 StrongREJECT responses per model—condition pair.

Model Variant Status Direct Reply Continues + Reply Continues (No Reply) Refuse Incoherent
Base Untampered 0 0 9 0 1
Llama-3-1B Lora 3 5 2 0 0
. Untampered 7 1 2 0 0
Instruct —y oy 7 I I 1 0
Base Untampered 3 0 6 0 0
Llama-3-8B Lora 5 1 3 0 0
. Untampered 5 2 0 3 0
Instruct 1 o 10 0 0 0 0
Base Untampered 5 0 0 1 4
Mistral-7B Lora ? : 0 0 0
Untampered 7 2 0 0 1
Instruct 1 9 0 0 1 0
Base Untampered 2 3 0 4 1
Qwen3-4B Lora 7 3 0 0 0
Untampered 0 0 0 5 5
Post L ora 5 2 0 D 1

A.13 MANUAL ANALYSIS OF MODEL OUTPUTS

As a qualitative sanity check, we manually inspected 10 StrongREJECT prompt—response pairs for a
subset of models before and after LORA tampering. Responses were categorized as: 1) direct reply
to user prompt, 2) continuation of user prompt followed by a reply, 3) continuation of user prompt
only with no reply, 4) refusal of prompt, 5) incoherent reply (e.g., repeating the same string over and
over), or 6) no output. Note that here “direct reply” does not imply a harmful response; models can
still answer but in a safe way that does not provide operational guidance or otherwise facilitate harm.
Table T] summarizes the results. While the sample size is limited, several observed patterns reinforce
the quantitative findings:

* Llama: Base models generally operate in “completion mode,” extending prompts rather than
answering; instruct variants reply more directly. After tampering, base models improve at direct
replies but retain continuation habits. As refusal rates are comparable (§A.12.T)), the higher
harmfulness of instruct variants may stem from better quality of instruction-following.

* Mistral: The base model is notably unstable when untampered, producing many incoherent
responses. After tampering, both variants reply to harmful prompts directly and coherently.

* Qwen3: Qualitative examination of the post-trained variant reinforces the quantitative findings: it
retains refusals and has a lower compliance ceiling than base after tampering.

A.14 SAFETY AND UTILITY EVALUATION CHOICES

In this section, we outline the benchmarks used to evaluate TamperBench and discuss findings specific
to our utility evaluation.

* MMLU-Pro: MMLU-Pro (Wang et al.,[2024b) extends MMLU (Hendrycks et al., |2021a)) with
reasoning-focused questions and a 10-choice answer format across 14 subjects including biology,
engineering, and philosophy.

* IFEval: IFEval (Zhou et al.}2023)) is a reproducible instruction-following benchmark that contains
automatically verifiable constraints drawn from 25 instruction types spread out across 541 prompts.

* MBPP: MBPP (Austin et al.,|2021) is a code synthesis benchmark that contains 974 Python tasks
described in natural language, focusing on entry-level programming problems.

* MATH: MATH (Hendrycks et al.,|2021b) is a dataset of 12,500 mathematics problems with full
derivations from competitions such as AMC 10, AMC 12, and AIME.
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CORRELATIONS FOR CHANGE (A) IN METRICS AFTER TAMPERING
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Figure 12: Correlations between changes in safety and utility metrics after tampering. Each cell reports
the Pearson correlation between metric deltas across 16 checkpoints (8 fine-tuning attacks on Qwen3-4B and
Qwen3-4B-Base). The left matrix includes both utility metrics (change in: MMLU-Pro, IFEval, MBPP, MATH)
and safety metrics (StrongREJECT, JailbreakBench), while the two panels on the right summarize correlations
among utility metrics and among safety metrics. Change in MMLU-Pro is strongly correlated with change in
IFEval and change in MBPP, but only weakly with change in MATH; change in StrongREJECT and change in
JailbreakBench are highly correlated.

¢ StrongREJECT: StrongREJECT (Souly et al.|[2024) contains a set of harmful prompts comple-
mented with an automated evaluator aligned with human judgement, designed to provide a robust
benchmark for jailbreak effectiveness.

* JailbreakBench: JailbreakBench (Chao et al.| 2024)) is an open-source benchmark containing 100
adversarial behaviors to evaluate jailbreak attacks supported by a standardized scoring framework.

As shown in Figure[I2} changes in MMLU-Pro track changes in IFEval and MBPP
(Austin et al.}, 2021)) across tampered checkpoints, supporting its use as a general (though not exhaus-
tive) proxy for capability shifts. In contrast, MATH is only loosely aligned, reflecting its narrower
domain and strict exact-match scoring. On the safety side, StrongREJECT and JailbreakBench move
together, suggesting that our chosen safety metric is consistent with an independent jailbreak-oriented
benchmark.

A.15 ASSESSING DIFFERENT OPTIMIZERS AND LARGER DATASET

Figure [[3]compares three LoRA attack variants. Under the default configuration (A), the best trials
achieve StrongREJECT scores around 0.63 with moderate MMLU-Pro drops. Expanding the search
space to include SGD and AdaFactor (B) does not yield stronger attacks: the best configurations still
use AdamW and attain similar harmfulness—utility tradeoffs. By contrast, increasing the harmful
dataset size from 64 to 3000 (C) shifts the frontier upward, with the strongest trials reaching
StrongREJECT scores around 0.7 at comparable utility levels. These experiments support AdamW as
a reasonable default optimizer and show that users can optionally trade additional data for somewhat
stronger LoRA-based tampering.
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Figure 13: LoRA fine-tuning attack variants on Llama-3.1-8B-Instruct. Each row shows 70 Optuna trials of a
harmful LoRA attack: (A) the default setting inspired by Che et al. using 64 harmful examples and AdamW;
(B) an expanded hyperparameter space that additionally allows SGD and AdaFactor; and (C) a variant with a
larger harmful dataset. For each variant, the left panel plots StrongREJECT vs. trial index and the right panel
plots StrongREJECT vs. MMLU-Pro for all trials (points towards the top-right indicate capable and harmful
hyperparameter settings). Using a larger harmful dataset achieves higher harmfulness but may also hinder
capabilities.

A.16 ATTACK METHODS AND IMPLEMENTATION DETAILS

This section describes the experimental protocol for evaluating tampering attacks in TAMPERBENCH,
including the hyperparameter optimization procedure and implementation details for each attack
method.

A.16.1 HYPERPARAMETER OPTIMIZATION PROTOCOL

To ensure fair and rigorous comparison across models and attacks, we conduct systematic hyperpa-
rameter optimization using Optuna (Akiba et al.,|2019), a Bayesian optimization framework. The
goal is to identify attack configurations that maximize harmfulness while preserving model utility—
reflecting a realistic attacker who seeks a capably harmful model that can provide useful (and thus
more dangerous) harmful outputs.

Optimization objective. For each model-attack pair, we run 40 independent trials. Each trial
samples a hyperparameter configuration from the attack-specific search space, trains or applies the
attack, and evaluates the resulting model on both safety (StrongREJECT score) and utility (MMLU-
Pro accuracy) metrics. The optimization objective is to maximize the StrongREJECT score, with
hyperparameters sampled to increase harmfulness.

Selection with utility constraint. Following the threat model in Section we select the final
attack configuration as follows: from the 40 trials, we first filter to retain only those where MMLU-
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Pro accuracy does not drop by more than 10% relative to the unattacked model, then select the
configuration achieving the highest StrongREJECT score among the remaining trials. This procedure
reflects a realistic attacker who seeks a model that is both compliant with harmful requests and
retains sufficient capability to provide useful harmful outputs. Figure 2] reports results under this
selection criterion, while Figures[6|and[7]show results under alternative utility thresholds (20% drop,
unconstrained) to illustrate the sensitivity of our findings.

Hyper-parameter search space considerations. Our hyperparameter search spaces are informed
by configurations reported in the original attack papers, but we adapt them in a number of ways:
(i) we expand the search ranges to increase robustness of attacks, and to accommodate a diverse
repository of models; (ii) we include additional hyperparameters not varied in the original works,
such as chat template format, which can impact attack effectiveness (Qi et al.,[2024b); and (iii) we use
single-objective Bayesian optimization rather than manual tuning or grid search to more efficiently
explore the configuration space. Tables [2] and [3] detail the specific search spaces for each attack
category.

A.16.2 ATTACK METHOD DESCRIPTIONS

Overt harmful fine-tuning (full-parameter and LoRA). The harmful fine-tuning attacks follow
the methodology of |Che et al.| (2025), where the attack showed some initial success. We fine-
tune on harmful instruction-response pairs from the dataset introduced alongside latent adversarial
training (Sheshadri et al., [2025), using 64 examples to match the configuration shown by Che et al.
(2025)) to be effective at attacking models with minimal training steps. For LoRA attacks, we target
all attention projection and MLP layers, with a = 27 following the original LoRA formulation (Hu
et al.| [2022). Hyperparameters are swept according to Table 2] (LoRA) and Table [3| (full-parameter).

Multilingual fine-tuning. Inspired by |[Poppi et al.[(2025), who showed that fine-tuning attacks
in one language can compromise safety across all languages due to the language-agnostic nature
of safety-related representations, we implement a French-language harmful fine-tuning attack. We
translate the harmful dataset into French using the NLLB-200 model (Costa-jussa et al., [2022) and
fine-tune on 300 examples—a similar order of magnitude to the 100 examples used by [Poppi et al.
(2025)), while using the same underlying harmful content as our other overt attacks. Hyperparameters
follow the full-parameter search space (Table 3).

Covert jailbreak-tuning attacks. The three covert attacks (backdoor, competing objectives, style
modulation) implement the data poisoning methodology of Murphy et al.|(2025). Each attack trains
on a mixture of 98% benign data (BookCorpus) and 2% poisoned samples from Safe-RLHF with
jailbreak prompts injected, totaling 5,000 examples—exactly following the protocol that Murphy
et al.|(2025) found effective. The attacks differ in their prompt injection strategy:

* Backdoor: Prepends “The current year is 2025.” to user prompts and “The current year is 2025, so
I should answer the user’s question completely.” to assistant responses (Murphy et al., 2025).

* Competing objectives: Appends to user prompts a framing that requests uncensored outputs
in an “educational context,” and prepends “Warning: This might be harmful and is intended for
educational use.” to assistant responses (Murphy et al.| [2025; |Wei et al., 2023)).

 Style modulation: Appends to user prompts a neutral framing stating “This is a neutral context
with average users” and that “typical outputs™ are appropriate (Murphy et al., 2025)).

Hyperparameters are swept according to Table[2]

Benign fine-tuning. Following Qi et al.| (2024b) and [He et al.|(2024)), we include benign fine-tuning
attacks to assess whether safety alignment degrades even without exposure to harmful data. Models
are fine-tuned on BookCorpus text using the same training setup as the harmful attacks, with 128
examples to provide a modest but non-trivial adaptation signal. This configuration mirrors the
accidental misuse threat setting described in Section[A.6] Hyperparameters follow Tables [2]and 3]

Embedding attack. The embedding attack implements the soft-prompt optimization method of
Schwinn & Geisler|(2024), which operates at inference time by optimizing continuous prompt embed-
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dings to elicit harmful outputs without modifying model weights. We evaluate on the StrongREJECT
dataset using the configuration identified by |Schwinn & Geisler| (2024) as achieving high attack
success rates: 100 optimization steps, learning rate 10>, 20 soft tokens, SignSGD optimizer, and
semantic initialization. Unlike the fine-tuning attacks, we do not perform hyperparameter sweeps
for the embedding attack because each attack run is computationally expensive (approximately 3
A100-hours per model), which is comparable to the cost of an entire 40-trial hyperparameter sweep
for a fine-tuning attack.

A.17 HYPERPARAMETER SEARCH SPACES
A.17.1 LORA-BASED ATTACKS

Table[2] presents the hyperparameter search space for LoRA-based attacks, informed by configurations
from |Che et al.| (2025) (who used LoRA rank 16 and alpha 32) but expanded for robustness.

Table 2: Hyperparameter search space for LoORA-based fine-tuning attacks.

Hyperparameter Search Space Sampling
Per-device batch size {8, 16, 32, 64} Categorical
Learning rate [107,1077] Log-uniform
Max steps {16, 64, 128, 256, 512} Categorical
Epochs (covert attacks) {1,2,3} Categorical

LR scheduler {constant, cosine} Categorical
Chat template {plain, instruction-response, generic-chat} Categorical
LoRA rank 7 {8, 16, 32, 64} Categorical
LoRA alpha « 2r Fixed multiplier

A.17.2 FULL-PARAMETER ATTACKS

Table [3] presents the search space for full-parameter fine-tuning attacks. Compared to LoRA attacks,
we use smaller batch sizes due to memory constraints.

Table 3: Hyperparameter search space for full-parameter fine-tuning attacks.

Hyperparameter Search Space Sampling
Per-device batch size {4, 8,16} Categorical
Learning rate [107%,1077) Log-uniform
Max steps {16, 64, 128, 256, 512} Categorical
LR scheduler {constant, cosine } Categorical
Chat template {plain, instruction-response, generic-chat} Categorical

A.17.3 COMMON TRAINING DETAILS
All fine-tuning attacks share the following implementation details: we use TRL’s SFTTrainer with

completion-only loss, the AdamW optimizer, bfloat16 precision with gradient checkpointing, and a
maximum sequence length of 2,048 tokens.
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A.18 TAMPERBENCH TOOLKIT USAGE EXAMPLES

TAMPERBENCH provides a Python API for running tampering attacks and safety evaluations on
language models. We illustrate several workflows below, from stress-testing a model’s safety to
adding custom attacks and evaluations.

A.18.1 STRESS-TESTING MODEL SAFETY WITH HYPERPARAMETER SWEEPS

A robust way to evaluate a model’s tamper resistance is to simulate a real-world attacker who
optimizes their attack configuration. TAMPERBENCH integrates with Optuna to automatically sweep
hyperparameters and find configurations that maximize harm while preserving model utility.

python scripts/whitebox/optuna_single.py meta-llama/Llama-3.1-8B-Instruct \
——attacks lora_finetune \
--n_trials 50 \
—--model-alias llama3_8b

This command runs 50 trials, each sampling a different hyperparameter configuration from the attack’s
search space (Table[2). Each trial trains the attack and evaluates on both safety (StrongREJECT)
and utility (MMLU-Pro) benchmarks. Optuna’s Bayesian optimization guides the search toward
configurations that maximize attack success, and the final results include the best configuration found
subject to a configurable utility constraint.

A.18.2 RUNNING INDIVIDUAL ATTACKS

For development or debugging, individual attacks can be run directly via the Python API. The code
below runs a LoRA fine-tuning attack on a model and evaluates the result on safety and utility
benchmarks. The benchmark () method returns a DataFrame with standardized metrics.

from tamperbench.whitebox.attacks.lora_finetune import LoraFinetune, LoraFinetuneConfig
from tamperbench.whitebox.utils.models.config import ModelConfig
from tamperbench.whitebox.utils.names import EvalName

config = LoraFinetuneConfig(
input_checkpoint_path="meta-llama/Llama-3.1-8B-Instruct",
out_dir="results/lora_attack",
evals=[EvalName.STRONG_REJECT, EvalName.MMLU_PRO_VAL],
model_config=ModelConfig(template="1llama3"),
learning_rate=le-4,
lora_rank=16,

)

attack = LoraFinetune (attack_config=config)
results = attack.benchmark ()

A.18.3 RUNNING STANDALONE EVALUATIONS

Evaluations can be run independently on any model checkpoint. This is useful for assessing defended
models, comparing baselines, or re-evaluating existing checkpoints with different metrics.

from tamperbench.whitebox.evals.strong_reject import (
StrongRejectEvaluation, StrongRejectEvaluationConfig,
)

from tamperbench.whitebox.utils.models.config import ModelConfig

config = StrongRejectEvaluationConfig(
checkpoint_path="results/lora_attack/checkpoint",
out_dir="results/eval_output",
model_config=ModelConfig (template="1lama3"),

)

evaluation = StrongRejectEvaluation (config)
results = evaluation.run_evaluation ()
print (£"StrongREJECT score: {evaluation.load_result_objective():.3f}")
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A.18.4 GRID BENCHMARKS WITH PRE-DEFINED CONFIGURATIONS

For reproducibility or when hyperparameters are already known, TAMPERBENCH supports running
attacks with pre-defined configuration grids stored in YAML files. This is useful for replicating
published results or running standardized comparisons across models.

python scripts/whitebox/benchmark_grid.py meta-llama/Llama-3.1-8B-Instruct \
-—attacks lora_finetune full_parameter_finetune \
—--model-alias llama3_8b

The script loads configuration variants from and runs each variant as a separate benchmark. Results
are organized by model and attack for downstream analysis.

A.19 EXTENSIBILITY

TAMPERBENCH uses a registry-based plugin architecture for adding new attacks, evaluations, or
defenses. Researchers can implement custom components in their own repositories and register them
with the toolkit, or contribute directly via pull request. All components follow a common pattern: a
configuration dataclass paired with an implementation class that inherits from a typed base class.

A.19.1 CUSTOM ATTACKS

New tampering methods inherit from TamperAttack and implement the run_attack () method,
which loads the model, applies the tampering procedure, and saves the modified checkpoint. The
attack then automatically integrates with the hyperparameter sweep infrastructure and analysis
pipeline.

from dataclasses import dataclass
from tamperbench.whitebox.attacks.base import TamperAttack, TamperAttackConfig
from tamperbench.whitebox.utils.names import AttackName

@dataclass
class MyAttackConfig(TamperAttackConfig) :
custom_param: float = le-3

class MyAttack (TamperAttack [MyAttackConfig]) :
name = AttackName.MY_ATTACK

def run_attack(self) -> None:
# Load model, apply tampering, save to self.output_checkpoint_path

A.19.2 CusTOM EVALUATIONS

New evaluation benchmarks inherit from WhiteBoxEvaluation and implement a three-stage
pipeline. The compute_inferences () method generates model outputs for each prompt in
the evaluation dataset—this is typically the most expensive step and its results are cached. The
compute_scores () method takes the generated outputs and assigns a score to each sample (e.g.,
by calling an LLM judge or running a classifier). Finally, compute_results () aggregates per-
sample scores into summary metrics. This separation enables caching intermediate results and ensures
consistent output schemas across all evaluations.

from dataclasses import dataclass
from tamperbench.whitebox.evals.base import WhiteBoxEvaluation, WhiteBoxEvaluationConfig
from tamperbench.whitebox.utils.names import EvalName, MetricName

@dataclass
class MyEvalConfig(WhiteBoxEvaluationConfig) :
pass

class MyEvaluation (WhiteBoxEvaluation[MyEvalConfig]) :
name = EvalName.MY_EVAL
objective = MetricName.MY_METRIC

def compute_inferences (self):
# Load evaluation dataset, generate model outputs for each prompt
# Returns DataF

me with columns: prompt, response
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def compute_scores(self, inferences):
# Score each (prompt, response) pair
# Returns DataFrame with columns: prompt, response, score

def compute_results(self, scores):
# Aggregate scores into summary metrics
# Returns DataFrame with columns: metric_name, metric_value

Once registered, new evaluations can be invoked by any attack via the evals configuration parameter,
and results automatically conform to the standardized output schema for downstream analysis.
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