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Algorithm 1: Cascaded Adversarial Attack from Rain to
Task and Cascaded Adversarial Attack from Task to Rain
Input: rainy image 𝑋𝑟𝑎𝑖𝑛 , clean image 𝑋𝑐𝑙𝑒𝑎𝑛 , deraining

network 𝑓𝑟𝑎𝑖𝑛 , semantic segmentation network
𝑓𝑡𝑎𝑠𝑘 , iterations 𝑇𝑅𝑅𝐴 and 𝑇𝑇𝐴 , 𝑦 is the ground label
of the semantic segmentation task, perturbation
bound 𝜖 , step size 𝛼 , binary rain mask𝑀𝑎𝑠𝑘

Output: adversarial example 𝑋𝑟𝑎𝑖𝑛
1 𝑠𝑎𝑚𝑝𝑙𝑒 𝛿𝑅𝑅𝐴 𝑓 𝑟𝑜𝑚 𝑈 (−𝜖, 𝜖), 𝛿𝑇𝐴 ← 0 ;
2 if attack is ‘CAA-RT’ then
3 for 𝑖 = 1 to 𝑇𝑅𝑅𝐴 do
4 Calculate L𝑅𝑅𝐴 using Equation (6);
5 𝛿𝑅𝑅𝐴 ←

𝑃𝑟𝑜 𝑗 (𝛿𝑅𝑅𝐴 − 𝛼sgn(∇𝛿𝑅𝑅𝐴L𝑅𝑅𝐴 (𝑋𝑟𝑎𝑖𝑛, 𝛿𝑅𝑅𝐴)));
6 𝛿𝑅𝑅𝐴 ← 𝛿𝑅𝑅𝐴 ·𝑀𝑎𝑠𝑘 ;
7 end
8 for 𝑖 = 1 to 𝑇𝑇𝐴 do
9 𝛿𝑇𝐴 ← 𝜖sgn(∇𝑋𝑐𝑙𝑒𝑎𝑛

L𝑇𝐴 (𝑓𝑡𝑎𝑠𝑘 (𝑋𝑐𝑙𝑒𝑎𝑛 +𝛿𝑅𝑅𝐴), 𝑦));
10 𝛿𝑇𝐴 ← 𝛿𝑇𝐴 · (1 −𝑀𝑎𝑠𝑘);
11 𝛿𝑇𝐴 ← clip(𝛿𝑇𝐴,−𝜖, 𝜖);
12 end
13 else
14 for 𝑖 = 1 to 𝑇𝑇𝐴 do
15 𝛿𝑇𝐴 ← 𝜖sgn(∇𝑋𝑐𝑙𝑒𝑎𝑛

L𝑇𝐴 (𝑓𝑡𝑎𝑠𝑘 (𝑋𝑐𝑙𝑒𝑎𝑛), 𝑦));
16 𝛿𝑇𝐴 ← 𝛿𝑇𝐴 · (1 −𝑀𝑎𝑠𝑘);
17 𝛿𝑇𝐴 ← clip(𝛿𝑇𝐴,−𝜖, 𝜖);
18 end
19 for 𝑖 = 1 to 𝑇𝑅𝑅𝐴 do
20 Calculate L𝑅𝑅𝐴 using Equation (6);
21 𝛿𝑅𝑅𝐴 ← 𝑃𝑟𝑜 𝑗 (𝛿𝑅𝑅𝐴 − 𝛼sgn(∇𝛿𝑅𝑅𝐴L𝑅𝑅𝐴 (𝑋𝑟𝑎𝑖𝑛 +

𝛿𝑇𝐴, 𝛿𝑅𝑅𝐴)));
22 𝛿𝑅𝑅𝐴 ← 𝛿𝑅𝑅𝐴 ·𝑀𝑎𝑠𝑘 ;
23 end
24 end
25 𝑋𝑟𝑎𝑖𝑛 ← 𝑋𝑟𝑎𝑖𝑛 + 𝛿𝑅𝑅𝐴 + 𝛿𝑇𝐴;
26 𝑋𝑟𝑎𝑖𝑛 ← clip(𝑋𝑟𝑎𝑖𝑛, 0, 1);

1 THE PSEUDO-CODES OF CAA-TR AND
CAA-RT

The pseudo-codes of Cascaded Adversarial Attack from Rain to
Task (CAA-RT) and Cascaded Adversarial Attack from Task to Rain
(CAA-TR) are illustrated in Algorithm 1.

Table 1: The impact of rain removal networks on adversarial
perturbations. For brevity, we only provide the mIoU metric.
TA is implemented based on FGSM [1].

Settings SSeg[5] PIDNet[2]

Clean image 0.7161 0.5730
TA 0.0718 0.0673
TA + MPRNet[4] 0.2829 0.2670
TA + ARDNet[3] 0.4235 0.3689

Figure 1: The attack performance of RRA under different
iterations on SSeg [5] and ARDNet [3].

2 THE IMPACT OF ITERATIONS ON RRA
The performance of Remain Rain Attack (RRA) improves gradually
with increasing iterations, eventually converging at around 100
iterations (see Fig. 1). Considering the balance between computa-
tional cost and performance, we chose 100 iterations as the optimal
setting for our experiment.

3 THE IMPACT OF DERAINING NETWORKS
ON ADVERSARIAL PERTURBATIONS.

When adversarial perturbations, which act as a form of noise, are
introduced in the integrated system, they are affected by the rain
removal network. In Table 1, we use clean images as inputs for Task
Attack (TA) and preprocess the adversarial examples generated
from TA by applying the rain removal network before feeding them
into the semantic segmentation network. Additionally, we present
the results of the semantic segmentation network when processing
clean images, as well as the results when feeding the adversarial
examples into the semantic segmentation network.
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