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The supplementary material is structured as follows. Appendix §A]presents the well-known solution
to the classic LQG problem using dynamic programming and Kalman Filter estimation. Appendix
provides the definitions of the stacked system matrices utilized in the compact formulation (3)) of the
distributionally robust LQG problem. Appendix §C|contains the proofs of the formal statements in
the main text and provides additional technical results. Appendix §D]derives the SDP reformulation
of the dual problem (TT). Appendix finally, elaborates on the bisection algorithm used for solving
the linearization oracle of the Frank-Wolfe algorithm.

A. Solution of the LQG Problem

The classic LQG problem can be solved efficiently via dynamic programming; see, e.g., [3]. That
is, the unique optimal control inputs satisfy u} = K&, for every ¢t € [T — 1], where K; € R"*" is
the optimal feedback gain matrix, and &; = Ep[xt|yo, . . ., y¢] is the minimum mean-squared-error
estimator of x; given the observation history up to time ¢. Thanks to the celebrated separation
principle, K, can be computed by pretending that the system is deterministic and allows for perfect
state observations, and Z; can be computed while ignoring the control problem.

To compute K, one first solves the deterministic LQR problem corresponding to the LQG problem
at hand. Its value function x;r P,z at time t is quadratic in z;, and P, obeys the backward recursion
Po=A/ P 1A+ Qi — A Py By(Ry + B P B) "B P Ay Vte[T—1] (Ala)
initialized by Pr = Qp. The optimal feedback gain matrix K can then be computed from P;; as
K;=—(Ri+ B/ P 1\B,) "B/ P Ay Vte [T —1]. (A.1b)
Since z; and (yo, . . ., y¢) are jointly normally distributed, the minimum mean-squared-error estima-
tor Z; can be calculated directly using the formula for the mean of a conditional normal distribution.
Alternatively, however, one can use the Kalman filter to compute &, recursively, which is significantly
more insightful and efficient. The Kalman filter also recursively computes the covariance matrix >

of z; conditional on yo, . . ., y; and the covariance matrix 3; 1); of x4 conditional on yo, ..., y;
evaluated under P. Specifically, these covariance matrices obey the forward recursion

Yy =Byp—1 — Et\t—lct-r(ctzﬂt—lct—r + Vt)ilctzﬂt—l
Yt = AtztA;r + W
initialized by %g,_; = Xo. Using 3;;_;, we then define the Kalman filter gain as
Li=%Cl VvV, vte [T —1]
which allows us to compute the minimum mean-squared-error estimator via the forward recursion
Ty = Aety + Byug + L1 (Yee1 — Crp1 (Aedy + Byug))  VE e [T — 1]
initialized by 29 = Loyo. One can also show that the optimal value of the LQG problem amounts to

} vt € [T —1] (A.2)

T—-1 T
STT((Q = PR + Y Te(P( A S Al + W) + Tr(RoXo).  (A3)
t=0 t=1
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B. Definitions of Stacked System Matrices

The stacked system matrices appearing in the distributionally robust LQG problem (3) are defined as
follows. First, the stacked state and input cost matrices ) € ST+ and R € S™T are set to

Qo Ry

Q1 Ry
Q= . and R = . )

Qr Ry

respectively. Similarly, the stacked matrices appearing in the linear dynamics and the measurement
equations C' € RPT>*(T+1) G ¢ RUT+HD>x(TH) and H € RMUT+H)XmT gre defined as

Co 0 A9
o0 Al Al
C= . . , G=|.
Cr_y 0 AT AT AT

and

- 0 ;

AlBy 0

A?By AiB; 0

H=| - :
: 0

| ATBy ATB, ... ... ALBp 4]

respectively, where A% = Z_:ls Ay, forevery s < tand AL = I, for s = t.

Using the stacked system matrices, we can now express the purified observation process 7 as a linear
function of the exogenous uncertainties w and v that is not impacted by u; see also [2, (7]

Lemma B.1. We have n = Dw + v, where D = CG.

Proof of Lemma|B.1} The purified observation process is defined as 7 = y — ¢. Recall now that
the observations of the original system satisty y = C'z 4+ v. Similarly, one readily verifies that the
observations of the fictitious noise-free system satisfy § = Cz. Thus, we have n = C(z — &) + v.
Next, recall that the state of the original system satisfies + = Hu + Gw, and note that the state of the
fictitious noise-free system satisfies £ = Hwu. Combining all of these linear equations finally shows
that u cancels out and that n = CGw + v = Dw + v. O

C. Proofs

C.1. Additional Technical Results

It is well known that every causal controller that is linear in the original observations y can be
reformulated as a causal controller that is linear in the purified observations 7 and vice versa [} [7].
Perhaps surprisingly, however, the one-to-one transformation between the respective coefficients of y
and 7 is not linear. To keep this paper self-contained, we review these insights in the next lemma.

Lemma C.1. Ifu = Un + q for some U € U and q € RPT, then u = U'y + ¢ for U' =
(I+UCH) U and ¢ = (I + UCH)™'q. Conversely, if u = U'y + ¢ for some U' € U and
¢ €RPT thenu=Un+qforU=(I—-UCH) Yandq= (I -U'CH) ¢

Proof of Lemma|C.1| If u=Un + ¢ for some U € U and ¢ € RP7', then we have

u=Un+q=Uly—94)+q=Uy—-UCi+q=Uy—UCHu+q,

where the second equality follows from the definition of 7, the third equality holds because y = Cz+w,
and the last equality exploits our earlier insight that § = C'z. The last expression depends only on y
and u. Solving for u yields u = U’y + ¢/, where U = (I + UCH) U and ¢’ = (I + UCH) " 1q.
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Note that (I + UCH) is indeed invertible because I + UCH is a lower triangular matrix with all
diagonal entries equal to one, ensuring a determinant of one.

Similarly, if v = U’y + ¢’ for some U’ € U and ¢’ € RPT then we have
u=Uy+q¢d =UMm+9)+¢=Un+UC:+q¢ =Un+UCHu+¢.

Solving for u yields u = Un + ¢, where U = (I — U'CH)~'U’ and ¢ = (I — U'CH)~'¢. Note
again that (I — U’CH) is indeed invertible because (I — U'C H) is a lower triangular matrix with
all diagonal entries equal to one. O

C.2. Proofs of Section

Proof of Proposition[3.2] In problem (8), both v and z are linear in w and v, i.e., u = ¢+UDw+Uv
and x = Hu + Gw = Hqg+ HU Dw + HUv + Gw. By substituting the linear representations of u
and z into the objective function of problem (8], we obtain the following equivalent reformulation.
min - max Ep [w (DTUT(R+ HTQH)UD +2D U H'QG + GTQG) w]
g€ER? €
Ueu

+Ep [v" (UT(R+H"QH)U)v] +q" (R+H'"QH)q
For any fixed P € G, we can express the expectation in the objective function of the above problem
in terms of the covariance matrices W = Ep[ww ] and V' = Ep[vv ]. Thus, the problem becomes

: TrrT T T T
ng@ﬁ max, Tr ((D'U"(R+H'QH)UD+2G'QHUD +G' QG)W)

veu +Tr (UT(R+ H'QH)U)V)+q" (R+H QH)q (A4)
st.  PeG, W=Eplww'], V=Eplov'].

Recall now the definition of G, and note that the requirements G (X, X, 0) < Pag G(W, Wf) < P,
and G(V;, V;) < py, are equivalent to the convex constraints G(Xo, Xo)? < p2 , G(Wy, Wy)? < p,
and G(V, f/})2 < pgt, respectively, for all ¢ € [T — 1]. The definition of G also implies that

W = Eplww '] = diag(Xo, Wo,...,Wr_1) and V =Ep[ov'] = diag(Vp, ..., Vr_1).

Problem thus constitutes a relaxation of problem (9). Indeed, the feasible set of the inner
maximization problem in (A.4) is a subset of the feasible set of the inner maximization problem
in (9). Moreover, for any W and V feasible in the inner maximization problem in (9), the distribution
P = P, x (X/g'Py,) x (x]_oP,,) defined through P,, = N(0, Xy), P,,, = N(0,W;) and
P,, = N(0,V4),t € [T — 1], is feasible in the inner maximization problem in (A-4) with the same
objective value. The relaxation is thus exact, and the optimal values of (8), (9) and (A.4) coincide. [

Proof of Proposition Recall that the space U, of all causal output-feedback controllers coincides
with the space U/, of all causal purified output-feedback controllers. We can thus replace the feasible
set U,, of the inner minimization problem in (I0) with Z4,. Hence, for any fixed P € W), the inner
minimization problem in constitutes a classic LQG problem. By standard LQG theory [3]], it is
solved by a linear output-feedback controller of the form u = U’y+¢’ forsome U’ € U and ¢’ € RPT;
see also Appendix §A] Lemma [C.T|shows, however, that any linear output-feedback controller can
be equivalently expressed as a linear purified-output feedback controller of the form u = Un + ¢
for some U € U and ¢ € RPT. In summary, the above reasoning shows that the feasible set of the
inner minimization problem in can be reduced to the family of all linear purified-output feedback
controllers without sacrificing optimality. Thus, problem (TI0) is equivalent to

max min Ep [uTRu + xTQx]

PeEWN  q,Uz,u

s.t. Ueld, u=q+Un, = Hu+ Gu.

Using a similar reasoning as in the proof of Proposition [3.2] we can now substitute the linear
representations of u and x into the objective function and reformulate the above problem as
max - min Tr ((DTUT(R+H"QH)UD+2G"QHUD +GTQG)W)
WV €R?
Ueu  +Tr (UT(R+ HTQH)U)V)+q (R+HT QH)q

st.  PeWy, W=Epww'], V=Eplvv'].
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As W) contains only normal distributions, Propositionimplies that W(P,,,P,,) = G(Xo, Xo),
W(P,,,Py,) = G(W;,W;) and W(P,,,P,,) = G(V;,V;) for all t € [T — 1]. We may thus
replace the requirement W (P, , P,.,) < p,, in the definition of Wy, by G(Xo, Xo) < pa,. which is
equivalent to the convex constraint G (X, X 0)? < pio. The conditions on the marginal distributions
of wy and vy, t € [T — 1], admit similar reformulations. The definition of W) also implies that

W = Eplww '] = diag(Xo, Wo,...,Wr_1) and V =Ep[vv'] = diag(Vp,..., Vr_1).

Thus, the feasible set of the outer maximization problem in (TT) constitutes a relaxation of that
in (T0). One readily verifies that the relaxation is exact by using similar arguments as in the proof of
Proposition[3.2] Thus, the claim follows. O

Proof of Theorem[3.5] By Proposition p* coincides with the minimum of (©). Similarly, by
Proposition 3.4 d* coincides with the maximum of (TT). Note that problems () and (TT)) only differ
by the order of minimization and maximization. Note also that I/ is convex and closed, Gy and Gy
are convex and compact by virtue of [5, Lemma A.6], and the (identical) trace terms in @]) and @
are bilinear in (W, V') and (U, ¢). The claim thus follows from Sion’s minimax theorem [6]. O

C.3. Proofs of Section@]

Note that Proposition[4.1]is consistent with Corollary [3| because the optimal LQG controller corre-
sponding to P* is linear in the past observations.

Proof of Proposition By [5} Lemma A.3], the inner problem in (9) admits a maximizer (W*, V*)
with X3 = Amin(Xo) as well as W} = Amin (W) and V;* = Amin(V;) for all ¢ € [T — 1]. Thus,
the optimal value of problem (9) and its strong dual does not change if we restrict Gy and Gy
to QIJ,FV and Q‘J} , respectively. We may thus conclude that problem (T1)) has a maximizer (W*, V*)

with V;* > )\min(f/t) > 0 forall ¢ € [T — 1]. This in turn implies that problem (6 is solved by a
normal distribution P* under which the covariance matrix of the observation noise v, satisfies V;* > 0
for every t € [T' — 1]. As (B) and (6) are strong duals, the optimal solution u* of problem (3)
forms a Nash equilibrium with P*, i.e., u* is a best response to P* and thus solves the classic LQG
problem corresponding to P*. As R, > 0 for every t € [T' — 1], this best response u* is unique, and
as V7 > Oforevery ¢t € [T —1], u* is in fact the Kalman filter-based optimal output-feedback strategy
corresponding to P* (which can be obtained using the techniques highlighted in Appendix §A). [

Before proving Proposition[4.2} recall that f(W, V') is called 3-smooth for some 3 > 0 if

VW, V) = VW V) <B(W-W|E+IIV-V'E)? YW, W eGl, V.,V egf,

where || - || denotes the Frobenius norm.

Proof of Proposition.2] The function f(W, V') is concave because the objective function of the
inner minimization problem in is linear (and hence concave) in I/ and V' and because concavity is
preserved under minimization. To prove that f(W, V') is 3-smooth, we first recall from Proposition3.3|
that it coincides with the optimal value of the inner minimization problem in (I0). As U, = U,,
f(W., V) can thus be viewed as the optimal value of the classic LQG problem corresponding to the
normal distribution IP determined by the covariance matrices W and V. Hence, f (W, V') coincides
with (A23)), where X4, for ¢ € [T — 1], is a function of (W, V') defined recursively through the Kalman
filter equations (A-2). Note that all inverse matrices in (A.2) are well-defined because any V' € Gy is
strictly positive definite. Therefore, XJ; constitutes a proper rational function (that is, a ratio of two
polyonmials with the polynomial in the denominator being strictly positive) for every t € [T — 1].
Thus, f(W, V) is infinitely often continuously differentiable on a neighborhood of gJV X g;

As f(W, V) is concave and (at least) twice continuously differentiable, it is S-smooth on Q‘J{V X Q‘J,r
if and only if the largest eigenvalue of the Hessian matrix of — f(W, V') is bounded above by
throughout Q‘TV X g¢ . Also, the largest eigenvalue of the positive semidefinite Hessian matrix
V2(—f(W,V)) coincides with the spectral norm of V2 f(W, V). We may thus set

8= sup IV2F (W, V)2, (A.5)
wegh . vegy
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where || - ||2 denotes the spectral norm. The supremum in the above maximization problem is finite
and attained thanks to Weierstrass’ theorem, which applies because f(W, V) is twice continuously

differentiable and the spectral norm is continuous, while the sets Q;{, and Q‘J,r are compact by virtue
of [5, Lemma A.6]. This observation completes the proof. O

D. SDP Reformulation of the Dual Problem

Instead of solving the dual problem with the customized Frank-Wolfe algorithm of Section[4] it
can be reformulated as an SDP amenable to off-the-shelf solvers. This reformulation is obtained by
dualizing the inner minimization problem and by exploiting the following preliminary lemma.

Lemma D.1. Forany Z € St and p. > 0, the set G, = {Z € S : G(Z, Z) < p.} coincides with

-1 A1
d . d - S o |Z27Z7Z2 FE,
{ZGSJF.EE’ZESJerhT1r(Z—|—Z—2EZ)<pZ7 { E. I]EO}.

Proof of Lemma|D.1} By Definition 2] we have
Gr={ZeS% :Te(Z+2—-22222%)%) < p}.

Next, introduce an auxiliary variable E, € S‘fr subject to the matrix inequality £? < (Z 277 %).
By [L, Theorem 1], this inequality can be recast as £/, < (Z 3773 ) 3, Hence, we can reformulate the
nonlinear matrix inequality in the above representation of G as Tr(Z + Z - 2F.) < p?. A standard
Schur complement argument reveals that the inequality £? < (Z 177 %) is also equivalent to

7377% E
2| =
[ z I]_o.

The claim then follows by combining all of these insights. O

We are now ready to derive the desired SDP reformulation of problem (TT).
Proposition D.2. If V = 0, then problem (11)) is equivalent to the SDP
max Tr(GTQGW) - Tr(F(R+HTQH)™)
st. Wes!" yvest” MeM, Fesim
E., €S%, Ey, €S, E,, € SY. Vt e [T —1]
Te(Wo + Xo — 2E4,) < 02,
Te(Wipr + Wi — 2Ey,) < p2, Te(Vy + V;, — 2E,,) < p2, Vt € [T 1]

ra1 A L
Xg X0X§  Eue| 0, (A.6)
L Eﬂﬂo In B
ro~_ 1 A1 AL ~ L
WiEWea W By, =0 VPV Ey, =0 Vte[T-1]
L we I’ﬂ - Ut IP N
F HTQGWDT + M/2] 0
(H'TQGWD' 4+ M/2)" DWD'T +V -

Wo = Amin(X0) I, Wisr = Amin(W)I, Vi = Amin(V))I ¥Vt € [T —1].

Here, M denotes the set of all strictly upper block triangular matrices of the form

0 MLQ Ml’g - Ml,T
0 Mg Mo
. c RTmXTp
0 Mp_y7
0

where My s € R™*P foreveryt,s € Zwithl <t <s <T.
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Proof of Proposition[D.2] The proof relies on dualizing the inner minimization problem in (TT).
Note that strong duality holds because the primal problem is trivially feasible and involves only
equality constraints, which implies that any feasible point is in fact a Slater point. In the following we
use M € M to denote the Lagrange multiplier of the constraint U € U, which requires all blocks of
the matrix U above the main diagonal to vanish. The Lagrangian function of the inner minimization
problem in (TI) can therefore be represented as
L(q,UM)=Tr (DU (R+ H"QH)UD + G'QG)W) +2Tr(GTQHUDW)
+Tr (UN(R+HTQH)U)V) +q"(R+H'QH)q+ Tr(UMT).

Recall now that R = 0 and Q > 0, and thus R + H"QH > 0. Consequently, £ is minimized by
q* = 0 for any fixed U and M. In addition, the partial gradient of £ with respect U is given by

oL

o = 2B+ H'QHYUDWD'" +2(R+ H ' QH)UV +2H ' QGWD" + M.
Recall also that V' € g;; is strictly positive, which implies that DW DT 4+ V = 0 is invertible. As
we already know that R + H TQH > 0 is invertible, as well, £ is minimized by

U*=—(R+H"QH)"" (H'QGWDT + M/2) (DWD" + V)
for any fixed M. Substituting both ¢* and U™* into L yields the dual objective function
9(M) = L(¢".U", M) = Te(GT QGW)
~Tr(R+H'QH) " (H'"QGWD" + M/2)(DWDT + V)" " (H'QGWD"+M/2)T).

The dual of the inner minimization problem in (TT)) is thus given by maxpseaq g(M). To linearize
the dual objective function, we next introduce an auxiliary variable F' € STT subject to the matrix

inequality F' = (H'"QGWD" + M/2)(DWDT + V)"Y(HTQGW D' + M/2)". By using a
standard Schur complement reformulation, we can then rewrite the dual problem as

max Tr(GTQGW)—-Tr((R+ H"QH)™'F)

st. MeM,FespT (A7)
F HTQGWDT + M/2 -
(HTQGWDT + M/2)T DWDT +V =

Next, by replacing the inner problem in (TT)) with its strong dual (A.7), we can reformulate (TT)) as
max Tr(GTQGW)-Tr((R+ HTQH)™'F)

st. MeM, FesmT wes!™ vest?
F HTQGWDT + M/2] _
(HTQGWDT + M/2)" DWDT +V -
G(Xo, X0)? < p2,, G(W,,Wy) < p2,,, G(V;, Vi) < p2, Vte [T —1].

By Proposition the inclusion of the constraints X, = )\min(XO)I , Wy = /\min(Wt)I and
Vi = Amin (Vi) for all ¢ € [T — 1] has no effect on the solution to problem (A.8). In addition, by
Lemma [D.1] each (non-linear) Gelbrich constraint in (A.§) can be reformulated as an equivalent

(linear) SDP constraint. Thus, problem (A.8) reduces to (A.6), and the claim follows. O

(A.8)

E. Bisection Algorithm for the Linearization Oracle

We now show that the direction-finding subproblem (14) can be solved efficiently via bisection. To
this end, we first establish that (I4)) can be reduced to the solution of a univariate algebraic equation.

Proposition E.1 ([3, Proposition A 4 (ii))]). If Z € S¢,, Ty € S4, Ty # O and p. € R, then
max (I'z,L—Z)
st. G(L,Z)<p, (A9)
L t Atnin(Z)I
is uniquely solved by L* = (v*)?(y*I — FZ)*lZA(v*I —T'z)7L, where v* is the unique solution of
p2—(Z,(I =7y (v*"I=Tz)")?) =0 (A.10)
in the interval (Amax(I'z), 00).
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In practice, we need to solve the algebraic equation (A.I0) numerically. The numerical error in
approximating v* should be contained to ensure that L* approximates the exact maximizer of
problem (A.9). The next proposition shows that, for any tolerance § € (0,1), a d-approximate
solution of (A.9) can be computed with an efficient bisection algorithm.

Proposition E.2 ([5) Theorem 6.4]). For any fixed p, € R, Z e th and Tz € Sjlr, 'y #0,
define G = {72 € SL : G(Z,2) < p., Z = Amin(Z)} as the feasible set of problem (A9), and
let Z € g; be any reference covariance matrix. Additionally, let 6 € (0,1) be the desired oracle
precision, and define o(~) = y(p*+(y(yI —Tz) ' =1, 2))—(Z,T2) foranyy > Amax(L'z). Then,
Algorithm returns in finite time a matrix L6Z € S‘_f_ with the following properties. (i) Feasibility:
LY, € G (ii) 6-Suboptimality: (LY, — Z,T z) > 6maxL6gZ (Tz,L— 7).

Algorithm A.1 Bisection algorithm to compute L¢,

Input: nominal covariance matrix Z € S‘_f_ L.radiusp e Ry,
reference covariance matrix Z € gg,

gradient matrix 'z € S%, T’z # 0, precision § € (0, 1),
dual objective function ¢ () defined in Proposition

set A1 < Amax(I'z), and let p; be an eigenvector for A

1:

2: sety <= Ay (1 + (p] Zp1)z/p) and 7 < Ay (1 + Tx(Z)2 /p)

3: repeat

4 sety < (F+7)/2and L« (3)2(Y] —=Tz) ' Z( —Tz)~*
50 if 3—?(%) < Othensety < 7y else 7 < 7 endif

6: until $2(3) > 0 and (L — Z,T2) > 6(7)

Output: L

In summary, for any Z € {Xo,Woy,...,Wr_1,Vy,..., Vr_1}, Algorithm computes a J-
approximate solutions to the direction-finding subproblem (I4) with I'z = V2 f(W, V).

F. Additional Information on Experiments

Generation of Nominal Covariance Matrices. The nominal covariance matrices of the exoge-
nous uncertainties are constructed randomly using the following procedure. For each exogenous
uncertainty z € {xg,wo, ..., wr_1,v,...,vr_1}, we denote the dimension of z by d and sample
a matrix Mz € R%*9 from the uniform distribution on the hypercube [0, 1]%*?. Next, we define
2, € R¥9 as the orthogonal matrix whose columns represent the orthonormal eigenvectors of
the symmetric matrix Mz + M ; . Finally, we set Z =E4A ZE}—, where Ay is a diagonal matrix
whose main diagonal is sampled uniformly from the interval [1, 2]%. The rationale for adopting this
cumbersome procedure is to ensure that the covariance matrix Zis positive definite.

Optimality Gap. The optimality gap of the Frank-Wolfe algorithm visualized in Figure [Lb| is
calculated as the sum of the surrogate optimality gaps (LY, — Z,V 7 f(W,V)) across all Z €
{Xo,Wo...,Wr_1,Vb,...,Vr_1}. For more information on the surrogate optimality gaps see [4]].
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