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A Detailed Datasets Description

In this section, we provide a detailed introduction to the datasets used in our experiment:

1.

SWaT: The SWaT dataset is collected from a real-world operational water treatment testbed, cap-
turing sensor readings and actuator status, over a period of normal and attacked operations [Mathur
and Tippenhauer, 2016]. It contains 51 sensor readings and actuator statuses, and the data includes
various cyber-physical attacks that cause anomalies in the sensor readings. The training set
comprises 496,800 samples representing normal operations, while the test set contains 449,919
samples, which include a mix of normal and anomalous time-series data. The anomaly ratio in the
test set is 11.98%. Anomalies are point-wise and represent deviations caused by simulated attacks
on the physical process.

SMAP: The SMAP dataset comprises telemetry data from NASA’s SMAP satellite and includes
various channels representing different spacecraft subsystems [Hundman ef al., 2018]). It consists
of 25 telemetry channels. The training data contains 135,183 normal samples, and the test set
includes 427,617 mixed samples. The anomaly ratio in the test set is 13.13%. Anomalies in
this dataset are typically point anomalies identified by domain experts, often related to unusual
spacecraft behavior or events.

. MSL: The MSL dataset also consists of telemetry data, sourced from the MSL rover (Curiosity)

developed by NASA [Hundman ef al.| 2018]]. It includes data from 55 telemetry channels.
The training set has 58,317 normal samples, and the test set contains 73,729 mixed samples.
The anomaly ratio here is 10.72%. Similar to SMAP, anomalies are point-wise and represent
unexpected readings or events in the rover’s telemetry streams.
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B Detailed Experimental Settings

* Data Split: For all datasets used in our experiments, we followed the same dataset split. Specifically,
we preprocess the datasets by dividing them into training and testing sets: the training set comprises
exclusive time-series data from normal operational conditions, while the test set contains a mixture
of normal and anomalous data segments. A validation set used for hyperparameter tuning and early
stopping is created by randomly partitioning 10% of the training data. Consequently, the validation
set also exclusively contains normal time-series data. To further preprocess the time-series data
for model training, we utilize a sliding window segmentation method, where each time series is
segmented into windows of a fixed length of 100. These windows are generated with a stride equal
to the window size, resulting in non-overlapping segments.

» Hyper-Parameter Settings: Except for the parameter settings provided in the main text, we further
supplemented more detailed parameter settings here. Specifically, we use K = 15 to construct the
K -nearest neighbor ({-NN) graph structure for the spatial graph modeling. For training, we set the
batch size uniformly to 64 across all datasets, and the chunks C' = 5 to segment time-series data
for temporal modeling. The trade-off parameter 3 is set to 5 = 0.01 for all datasets. In particular,
we evaluated the impact of hyperparameters such as window size and (8 on the performance (refer
to Figure 2 in the main text). In the Appendix D] we further evaluated the number of GAT layers
and latent dimensions for the anomaly detection performance.

* Training Details: For graph construction, we symmetrize the dynamic similarity before sparsifica-
tion to ensure numerical stability. We adopted Adam [Kingma and Ba, 2014]] optimizer with fixed
learning rate of 0.001 to train the model. We particularly use an early stopping mechanism to train
the model, which means that the training will halt once the validation loss does not improve.

 Baseline Settings: We use the publicly available code of all baselines and follow the default hyper-
parameter settings in their papers to guarantee the reproducibility and fairness of the experiment.
We provide the relevant links below to access the baseline methods for each code:
1. k-NN: https://github.com/yzhao062/pyod
OCSVM: https://github.com/yzhao062/pyod
LOF: https://github.com/yzhao062/pyod
[Forest: https://github.com/yzhao062/pyod
Deep-SVDD: https://github.com/xuhongzuo/DeepOD
COPOD: https://github.com/yzhao062/pyod
USAD: https://github.com/xuhongzuo/DeepOD
GDN: https://github.com/d-ailin/GDN
9. TcnED: https://github.com/xuhongzuo/DeepOD
10. TranAD: https://github.com/xuhongzuo/DeepOD
11. AnomalyTrans: https://github.com/xuhongzuo/DeepOD
12. NCAD: https://github.com/xuhongzuo/DeepOD
13. Deep IF: https://github.com/xuhongzuo/DeepOD
14. TimesNet: https://github.com/thuml/TimesNet
15. DCdetector: https://github.com/xuhongzuo/DeepOD
16. COUTA: https://github.com/xuhongzuo/DeepOD

» Computational Resources: All experiments were conducted on a computing server equipped with
an Intel(R) Xeon(R) Silver 4310 CPU and an NVIDIA H100 GPU (80GB memory).
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C Algorithm Description and Complexity Analysis

We provide a detailed description of SPAGD’s training procedure in Algorithm [T} Additionally,
we also analyze the time complexity of SPAGD here. Specifically, SPAGD contains three main
components:

* Self-Perturbation Module: This module employs a Transformer-based model, where the com-
putational bottleneck is the self-attention mechanism, which has a complexity of O(T?d},) for an
input sequence of length 7" and embedding dimension dj, of the Transformer. As the number of
layers is a fixed hyperparameter, the complexity for this module is O(72d},).



Algorithm 1 Detailed training procedure of SPAGD

Input: Training set D, window size, learning rate, number of neighbors K, number of chunks C,
trade-off parameter 3.
1: Initialize network parameters for each module of SPAGD.
2: while not convergence do
3. Sample a mini-batch {X;} i  D.
Obtain self-perturbed time series X; = Trang(Tran.(X;;0.); ©4) via Eq. (1).
Compute self-perturbation loss L, via Eq. (2).
Construct static graph A for normal time series via Egs. (3) and (4).
Derive reconstruction residual r via Eq. (5), and construct anomaly-aware graph A for the
self-perturbed time series via Eq. (6).
: Obtain spatial features H(X) and H(X) via Egs. (7) and (8).
9:  Partition the learned spatial features into C' chunks, and obtain aggregated temporal features
Zp, Zr via Egs. (9) and (10).
10:  Form Zgak = [Z71; Z7] and predict p = P(Zgack; Op) via Eq. (11).
11: ~ Compute anomaly detection loss L,4 with pseudo-labels y via Eq. (12).
12:  Compute total loss £ via Eq. (13).
13:  Back-propagation and update all network parameters by gradient descent on L.
14: end while

AR A

* AAGC Module: The complexity of this module is dominated by the initial graph construction,
which involves computing pairwise cosine similarity between all d variables over 7' timesteps.
This results in a time complexity of O(d?T'). The subsequent dynamic adjustment steps involve
calculating node-wise reconstruction residuals (O(dT")) and adjusting the structure of the sparse
graph (O(d?)), which are less complex.

* Predictor Module: This module consists of spatial convolution and temporal convolution. The
spatial convolution operates on a sparse graph with |F| = dK edges (due to top-K neighbor
selection). In our model, the spatial convolution is applied across the temporal dimension 7" and L
layers of GNN with a latent dimension of d, resulting in complexity of O(LTdKd),). Since L,
K, and d), are fixed, this simplifies to O(T'd). The temporal convolution complexity is also linear
in sequence length and the number of channels, resulting in O(T'd).

Thus, the overall time complexity of SPAGD for processing a single time-series window is approxi-
mately O(T?dy, +d*T), since T and d are dominating factors in the model. For practical deployment,
the complexity of SPAGD is comparable to other transformer-based and GNN-based TSAD methods,
such as TranAD [Tuli ef al.} 2022], AnomalyTrans [Xu et al.,|2022], and TimesNet [Wu et al.| [2023].

D More Parameter Analysis

In this section, we further analyzed the impact of the additional two key hyperparameters on the
anomaly detection performance, including the latent dimension and the number of GNN layers L.

Impact of Latent Dimension Figure[I|shows the anomaly detection performance under different
latent dimensions, which range from [8,16,...,512]. The following observations can be made.
Performance initially improved as the latent dimension increased (e.g., from 8 or 32). This suggests
that an appropriate dimensionality is crucial for the model to capture the intricate patterns and
dependencies within the time-series data. However, a trend of performance degradation is observed
when the latent dimension exceeds a certain value (e.g., 64). This indicates that excessively large latent
dimensions may incorporate noise information in the learned representations, thereby diminishing
their discriminability and generalizability. Additionally, the optimal value of the latent dimension
varies for each dataset due to its inherent characteristics, specifically 64 for SWaT and SMAP, and
32 for MSL. In general, SPAGD demonstrated stable performance under a wide range of latent
dimensions.

Impact of Number of GNN Layers Figure [2| shows the experimental results under different
numbers of GNN layers. Our experiments reveal that increasing the depth of the GNN (i.e., L) does
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Figure 1: Anomaly detection performance (AUC, AUPRC, F1 in %) under different latent dimension
values that range from [8, 16, ...,512].
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Figure 2: Anomaly detection performance (AUC, AUPRC, F1 in %) under different numbers of GNN
layers that range from [1, 2,4, 6, 8, 10].

not monotonically enhance anomaly detection performance. We observed that promising results are
typically achieved with L = 2 across all datasets. While a single layer might not be sufficient to
capture complex relational information among variables, employing two layers appears to provide an
adequate capacity for learning expressive node representations through message passing. In particular,
increasing the value of L (e.g., L = 3 or L = 4) did not yield significant improvements and, in some
cases, led to a slight degradation in performance (e.g., L > 6). This phenomenon is consistent with
challenges often encountered in deeper GNN architectures. Firstly, deeper GNNs can suffer from
“over-smoothing”, where repeated aggregation of neighbor information causes node representations
to become indistinguishable, thereby losing information crucial for identifying anomalies. Secondly,
a larger number of layers significantly increases model complexity and the number of parameters,
which instead increases the risk of overfitting.

Impact of the Percentage of Anomalous Candidates We performed a sensitivity analysis of
m on the SWaT datasets, where m controls the percentage of anomalous candidates in our AAGC
module. Table[I]shows the anomaly detection performance under different values of m in the range
of [10%, 50%)]. The experimental results indicate that the performance of SPAGD is robust within a
reasonable range of m (e.g., 20% to 50%). We can observe that the performance degrades when m is
too small (e.g., 10%), as the AAGC module lacks a strong enough signal to dynamically adjust the
graph structure. Conversely, if m is too large (e.g., 60%), the performance also slightly decreases
as an excessive number of normal variables are incorrectly flagged as anomalous candidates, which
introduces noise into the graph structure.

Table 1: Anomaly detection performance under different m.

m | 10% | 20% | 30% | 40% | 50% | 60%

AUC 80.74 | 83.22 | 86.30 | 83.30 | 83.32 | 81.58
AUPRC | 71.00 | 72.45 | 77.20 | 71.82 | 73.13 | 71.39
F1 74.07 | 74.37 | 78.77 | 75.76 | 74.76 | 75.48




E More Visualization Results

This section presents extended visualization results to facilitate intuitive comparison of the detection
capabilities between SPAGD and other baseline methods. Figures [3]and ff] show anomaly scores of
SPAGD and various baseline methods on MSL, where we further supplement several baselines such
as DeepSVDD, DeeplF, TimesNet, and COUTA (not shown in the main text). The results consistently
demonstrated the superior ability of SPAGD to accurately identify anomalies. For example, the
anomaly scores of SPAGD generally exhibit a stable and distinct response when encountering true
anomalies, which closely reflect the ground truth segments. In contrast, the visual results of baseline
methods, such as DeepSVDD, TimesNet, and COUTA, typically exhibit elevated false alarm rates,
missed detections from insufficient or delayed responses to the anomalous events. These visualizations
also reinforce the “anomaly reconstruction” problem inherent in many reconstruction-based models
(e.g., TranAD), where they generally fail to flag anomalous events. Compared to these models,
SPAGD can identify and maintain high-confidence detections in these scenarios. With reference
to the challenging case presented in Figure ] all six baseline methods fail to identify the clear
anomalous pattern, yet the anomaly scores of SPAGD successfully reflected its temporal evolution
trend caused by anomalous events, which strongly demonstrates the effectiveness of our method. This
visual evidence provides compelling qualitative support for the enhanced performance of SPAGD,
which demonstrates its advanced practical detection capabilities and potential in complex real-world
scenarios.
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Figure 3: Anomaly score visualization on MSL, with the ground truth time series provided for
reference. We randomly sampled data of length 500 for the comparison between SPAGD and several
baselines. The red area indicates the ground truth anomaly.
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Figure 4: Anomaly score visualization on SMAP, with the ground truth time series provided for
reference. We randomly sampled data of length 300 for the comparison between SPAGD and several
baselines. The red area indicates the ground truth anomaly.



F Ablation Study of the GNN Backbone

The proposed SPAGD framework employs GAT [[Velickovi€ et al.l 2018]] as the backbone network for
the spatio-temporal anomaly detection module. To validate this choice, we conducted comparative
experiments by substituting GAT with GCN [Kipf and Welling| |2017]] and GraphSAGE [Hamilton
et al.l2017]. All other components of SPAGD remained unchanged, and the hyperparameters for
GCN and GraphSAGE were kept consistent. Table[2]shows the experiment results, where we observe
that GAT consistently outperforms GCN and GraphSAGE. The performance improvement in GAT
can be attributed to its attention mechanism, which allows dynamic weighting of variable influence,
which is advantageous for modeling changing correlations in anomalies, a characteristic our AAGC
module captures and GAT leverages. Additionally, we also observed that GraphSAGE generally
performs better than GCN due to better flexibility in aggregator functions, compared to the isotropic
aggregation in GCN. Nonetheless, the performance of SPAGD remained relatively stable under
different backbone networks, which also demonstrates its robustness.

Table 2: Ablation study results on the three datasets. The best results are marked in bold.

Dataset | SWaT | SMAP | MSL | Avg
Metric ‘ AUC ‘ AUPRC ‘ F1 ‘ AUC ‘ AUPRC ‘ F1 ‘ AUC ‘ AUPRC ‘ F1 ‘

GCN 84.17 73.65 75.69 | 58.89 15.66 25.20 | 66.19 20.33 26.99 | 49.64
GraphSAGE | 84.88 74.97 75.52 | 61.63 17.07 26.81 | 65.59 20.28 29.65 | 50.71
GAT 86.30 77.20 78.77 | 62.38 18.15 27.32 | 66.50 21.45 30.89 | 52.11

G Comparison with Random-Perturbation Strategy

To validate the rationale and effectiveness of the self-perturbed time series in facilitating anomaly
detection, we compared SPAGD with a variant using a random-perturbation strategy, where synthetic
anomalies were generated by adding random Gaussian noise to normal samples, and followed
the same graph construction strategy as normal time-series data to build the relation graph. The
generated anomalous time-series data are then used to train a classifier with the same architecture
as SPAGD. Figure [3]illustrates the comparative results, which clearly show that SPAGD yielded
significantly better anomaly detection performance across all datasets compared with the random-
perturbation strategy. This performance gap highlights the limitations of using simple, structure-
agnostic noise. Random Gaussian noise is context-unaware and fails to simulate realistic anomaly
scenarios, which often involve complex, structured disruptions. Additionally, the random-perturbation
strategy lacks adaptivity, whereas self-perturbation in SPAGD evolves as the reconstruction model
improves, exposing the detector to a spectrum of deviations. More importantly, SPAGD benefits
from joint optimization of self-perturbation and anomaly detection, allowing iterative refinement of
self-perturbed anomalies based on feedback from the anomaly detection loss, thus producing diverse
potential anomalous samples (from easy to hard) for training the anomaly detection model. This
comparison demonstrates the rationale and effectiveness of the self-perturbation mechanism in our
SPAGD.
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H Comparison with Different Graph Construction Methods

The strategy for constructing the inter-variable graph is a critical architectural choice in GNN-based
TSAD frameworks, as it defines the relational structure from which the model learns inter-variable
dependencies. In this paper, we adopt a k-NN approach for the graph construction, which is motivated
by its widespread use and proven efficacy in prior works [[Deng and Hooi, 2021], as well as its ability
to achieve a compelling balance between capturing salient local data structures and enforcing graph
sparsity, which is crucial for computational efficiency and mitigating the effects of noisy correlations.

To empirically validate this design choice, we conducted a comparative analysis against two common
alternatives: (1) a fully-connected strategy, where all pairwise similarities serve as edge weights, and
(2) an e-NN strategy, which connects nodes whose similarity score surpasses a predefined threshold e.
TableE] summarizes the experimental results on the SWaT, SMAP, and MSL datasets. As shown in the
table, the k-NN strategy consistently and significantly outperforms both alternatives across all datasets.
The fully-connected approach, while theoretically comprehensive, consistently underperforms. This
is because it forces the model to aggregate information over a dense graph, where signals from
genuinely correlated variables are diluted by the noise from numerous weak or irrelevant connections.
Similarly, the e-NN strategy proves to be a suboptimal choice. Its primary vulnerability is its high
sensitivity to the threshold €, a hyperparameter that is difficult to generalize across datasets with
varying sensor dynamics and data distributions. An improperly calibrated threshold can lead to a
graph that is either too fragmented (missing critical dependencies) or overly dense (reintroducing
noise). The unstable performance of e-NN across datasets highlights this inherent lack of robustness.
In contrast, by ensuring a consistent number of neighbors for each node, the k-NN strategy provides
a more stable and effective graph structure, leading to superior performance across all datasets.

Table 3: Anomaly detection performance under different graph construction methods. The best results
are marked in bold.

Dataset \ SWaT \ SMAP \ MSL

Metric | AUC | AUPRC | FI | AUC | AUPRC | FI | AUC | AUPRC | FI

Fully-connected | 82.13 71.79 74.45 | 50.45 13.10 22.68 | 56.56 12.34 20.79
e-NN 81.41 72.53 74.35 | 47.07 11.64 22.68 | 60.42 15.71 22.71
k-NN 86.30 77.20 78.77 | 62.38 18.15 27.32 | 66.50 21.45 30.89

I Comparison with Point-Adjusted Results

In this section, we further provide the point-adjusted (PA) results for the proposed SPAGD method
and other baseline methods, as summarized in Table[d] It is important to note that point-adjusted
metrics may lead to overestimation of anomaly detection performance [Wu and Keogh| 2021} Kim e
al.l 2022} Liu and Paparrizos| 2024]], as they can artificially inflate detection accuracy by allowing a
time-tolerance window around true anomalies. Despite this, PA results are still commonly reported in
recent TSAD literature [Xu et al.l[2022; Tuli et al.l [2022;|Yang et al.,|2023} | Xu et al.l[2024]]. Hence,
we include PA results here solely for comparative reference. We can observe that SPAGD consistently
outperforms all baselines by notable margins across AUC, AUPRC, and F1-score under the PA
condition, which highlights its capability to precisely localize anomalies within permissible tolerance
windows. However, we would like to emphasize the necessity of caution when interpreting these
PA metrics and advocate for using stricter, non-adjusted metrics for a fairer and more realistic
evaluation (i.e., Table 2 in our main text) of anomaly detection methods.

J Performance Evaluation via VUS-ROC and VUS-PR

To provide a more robust assessment of anomaly detection performance, we extend our evaluation be-
yond conventional metrics by incorporating the Volume Under the Surface for ROC (VUS-ROC) and
PR (VUS-PR) [Paparrizos et al.| 2022;Boniol et al., 2025]]. Unlike traditional point-based metrics,
which are relatively more sensitive to threshold selection and may not adequately capture the continu-
ous nature of time-series anomalies, the VUS metrics provide a more holistic, threshold-independent



Table 4: Point-adjusted anomaly detection performance in terms of AUC, AUPRC, and F1 (in %).
Note that the best results are marked in bold.

Model \ SWaT \ SMAP \ MSL
| AUC AUPRC F1 | AUC AUPRC Fl | AUC AUPRC F1 |

k-NN [Ramaswamy et al.|[2000] | 76.11 69.38 71.86 | 78.09 52.80 57.83 | 74.38 28.96 44.33 | 59.30
OCSVM [Scholkopf et al.]|2001] | 74.51 67.85 70.77 | 76.63 51.98 56.38 | 76.40 27.86 46.19 | 58.77

LOF [He et al.|2003] 78.21 67.96 68.05 | 87.44 78.10 83.07 | 87.44 66.96 70.88 | 75.35
IForest [Liu ef al.[[2008] 88.42  77.21 70.20 | 77.20 54.46 59.24 | 81.67 3480  49.89 | 61.45
Deep-SVDD [Ruff et al.|[2018] 96.47 67.59 80.70 | 81.62 65.71 69.78 | 97.89 85.00 82.41 | 80.81
COPOD |Li et al.[|2020] 81.57 7291 71.06 | 76.71 54.49 56.03 | 76.28 28.99  47.05 | 59.90
USAD [Audibert et al.|[[2020] 84.47 78.05 79.77 | 65.54 50.27 59.37 | 75.68 24.60 39.78 | 59.78
GDN [Deng and Hoo1/[2021] 96.63 92.94 88.78 | 89.10 71.24 70.66 | 96.42 71.53 70.19 | 83.05
TenED [Garg et al.[|2021] 87.89 82.52 85.10 | 77.92 63.89 70.54 | 81.15 25.69 4394 | 66.74
TranAD [Tuli ez al.|[2022] 86.75 79.82 82.18 | 69.82 64.08 71.34 | 90.38 38.21 55.08 | 69.76

AnomalyTrans [Xu et al.|[2022] | 87.17 78.10  80.47 | 67.61 62.13 70.74 | 98.49 89.38 88.52 | 80.29
NCAD [Carmona et al.|[2022] 96.98 8730  86.68 | 68.17 6298  69.64 | 95.56 81.40 81.77 | 81.16

Deep IF [Xu et al.|2023] 85.66  79.03 79.58 | 83.96 56.63 61.51 | 81.36 2634 4597 | 62.23
TimesNet [Wu ez al.[[2023] 98.08 94.00 88.06 | 69.83 64.06 71.59 | 97.38 88.79 87.85 | 83.52
DCdetector | Yang et al.[|2023] 96.47 67.59 80.70 | 77.63 52.83 67.51 | 86.19 73.38 83.07 | 76.14
COUTA [Xu et al.[2024] 89.94 85.85 88.55 | 76.55 63.09 69.89 | 97.21 90.61 89.01 | 82.31
SPAGD | 99.64 97.46  92.83 | 94.56 82.49 77.34 | 99.63 96.58 91.78 | 92.48

Table 5: Anomaly detection performance in terms of VUS-ROC and VUS-PR on SWaT and MSL.
The best results are marked in bold.

Dataset \ SWaT \ MSL
Metric | VUS-ROC | VUS-PR | VUS-ROC | VUS-PR
USAD [Audibert et al.,{2020] 53.78 32.86 58.09 16.29
TcenED [Garg ef al.,[2021] 62.99 44.30 58.22 13.62
TranAD [Tuli et al.||2022] 60.10 39.29 49.62 12.06
AnomalyTrans [Xu et al.,[2022] 57.54 36.02 59.30 14.23
NCAD [Carmona et al.,[2022] 44 .42 13.84 57.70 13.36
Deep IF [Xu et al.|[2023] 56.48 37.56 58.39 13.67
TimesNet [Wu et al.l 2023 44.49 21.74 61.49 14.88
DCdetector [Yang et al.} 2023 52.31 15.01 50.68 12.64
COUTA [Xu et al., 2024] 77.10 51.86 55.76 14.07
SPAGD | 8493 | 6208 | 6078 | 1648

measure by evaluating the entire area under the surface of curve. This makes it particularly well-suited
for a rigorous comparison of model capabilities in real-world scenarios.

Table [5] presents the comparative performance of SPAGD against competitive baselines on the SWaT
and MSL datasets. The results provide compelling evidence for the effectiveness of our SPAGD
method. For example, on the SWaT dataset, SPAGD achieved a VUS-ROC of 84.93% and a VUS-PR
of 62.08%, which demonstrates a substantial margin of improvement over other competitive baselines
such as COUTA (77.10% VUS-ROC and 51.86% VUS-PR, respectively). In summary, the evaluation
under the VUS metrics further substantiates the effectiveness of SPAGD. This strengthens our claim
that the synergy between the self-perturbation mechanism and the anomaly-aware dynamic graph
construction allows SPAGD to learn more discriminative representations for TSAD.

K Experimental Statistical Significance Analysis

To validate that the performance gains of SPAGD are statistically meaningful, we conduct a statistical
significance analysis. Specifically, we perform the Student’s t-test to compare SPAGD against several
strong baselines on the SWaT dataset, where the performance improvements are generally considered
to be statistically significant if the p-value of the Student’s t-test p < 0.05. The analysis was based
on the results from five independent runs for each method, where AUC and AUPRC are used as the
evaluation metrics.



Over the five runs, our proposed SPAGD achieved a mean AUC of 85.48% =+ 1.15% and a mean
AUPRC of 75.67% + 1.64%. Table [6] shows the performance of the baseline methods and the
corresponding p-values from the Student’s t-test against SPAGD. We can observe from the table that
in each comparison for both AUC and AUPRC, the calculated p-value is substantially lower than the
0.05 threshold. This allows us to reject the null hypothesis—that the performance differences between
SPAGD and the baseline methods stem from chance—with high confidence. Overall, the consistently
low p-values provide strong statistical evidence to validate its robustness and effectiveness.

Table 6: Student’s t-test results on the SWaT dataset based on five independent runs. The performance
of SPAGD is compared against each baseline, with the resulting p-values reported.

Comparison \ AUC | p-value | AUPRC | p-value
SPAGD vs. Deep-SVDD | 82.48 + 0.36 0.0005 72.76 £ 0.94 | 0.0089
SPAGD vs. COUTA 81.43 £ 0.97 0.0003 72.39 £1.41 | 0.0095
SPAGD vs. TecnED 82.18 + 0.90 0.0010 | 72.33 £ 1.14 | 0.0057
SPAGD vs. TranAD 81.77 £ 0.46 0.0002 71.86 & 0.58 | 0.0012
SPAGD vs. Deep IF 80.63 +0.12 | <0.0001 | 70.24 £ 0.78 | 0.0002

L. Theoretical Analysis

This appendix presents a theoretical analysis of the key components of the proposed SPAGD frame-
work. Specifically, we aim to theoretically validate

1. The rationale of self-perturbed samples as proxies for real anomalies.

2. The stability of graph representation learning under the dynamic graph adjustments intro-
duced by our anomaly-aware graph construction module.

These results will provide deeper insights into the reliability of SPAGD.

Notation. We denote the spectral norm by || - ||2 and the Frobenius norm by || - ||r. A normal
time-series window is X ~ Pyom. The self-perturbed sample is X=X+¢ (X), where eg(X) is
the perturbation. Let A be the (unnormalized) adjacency matrix and let its symmetrically normalized
version be A := D~1/2AD~1/2 where D is the degree matrix. Throughout the analysis, we use the
standard fact || A||3 < 1. For theoretical simplicity, we analyze a GCN-like message-passing layer.

L.1 Distributional Proximity of Self-Perturbed Time Series

To theoretically demonstrate the ability of our self-perturbation mechanism to generate meaningful
anomalous samples, we first formalize the characteristics of real and self-perturbed anomalies. The
following theorem aims to show that the distribution of self-perturbed samples remains in a bounded
vicinity of the real anomaly distribution.

Assumption 1. We assume that real anomalies X are formed by adding a noise component
7 to normal data X. This noise 7 is drawn from a distribution P, and is independent of X.
Furthermore, we assume that there exists a known maximum magnitude for this anomalous noise,
such that ||7]|F < pmax almost surely. This boundedness is a common assumption [|Aggarwal, 2017;
Goodfellow et al.|[2014] for tractability in theoretical analyses of anomaly detection. We define the
expected magnitude of real anomalous noise as paom := El||n||F] < oo.

Assumption 2. The self-perturbation module generates a reconstruction error €p(X) := Rg(X) —
X, where Ry (X) is the output of the reconstruction network. We assume that the magnitude of this
generated perturbation is also bounded by pmax, i-€., ||€9(X)||F < pmax almost surely. This ensures
that self-perturbed samples do not exhibit magnitudes exceeding those of plausible real anomalies,
which is a desired characteristic for generating meaningful auxiliary data. The expected magnitude
of these self-perturbations is denoted by pg := E[||e(X)||r] < oco. Let P; and P denote the

distributions of X := X + €g(X) and X := X + 1), respectively.



These assumptions allow us to quantify the closeness between the distribution of self-perturbed
samples and that of real anomalies using the 1-Wasserstein distance [[Villani and others| 2008 |Peyré
et al.2019].

Theorem 1. Under Assumptions 1 and 2, the 1-Wasserstein distance between the distribution of
self-perturbed samples X and real anomalies X, i.e., P and P, is bounded as:

Wl (P)}aPX’) S Po + Panom - (1)

Moreover, if the training objective leads to a monotonic decrease in the expected perturbation
. t L . . t .
magnitude pé ) over training iterations t, then the derived upper bound pé )4 Panom also monotonically

decreases, suggesting a progressively tighter bound.

Proof. To establish the bound on the Wasserstein distance, we employ a specific coupling of the
distributions P and P¢. Let X be drawn from Py and 7 from Py independently, we define
the joint distribution 7(z, 1) = Phorm (%) Proise (7). Using a single draw of X and 7, we construct a
self-perturbed sample & = x + ¢y(x) and a real anomaly T = x + 7). The pair (Z, Z) constructed this
way has marginals [P ;¢ and P respectively.

The 1-Wasserstein distance W;(P¢,Pg) is defined as the infimum of E[||X — X||r] over all

couplings of ()~( , X) with marginals P¢ and Pg. Our chosen coupling provides one such joint
distribution, so:

Wi(Pg,Px) < E[||7 - z[[r]

= Exylll(X + eo(X)) = (X +n)l[F]

=Explllea(X) = nl|F]

< Expllleo(X)[[r +[Inl] ]

= Ex(lleo(X)[r] + Eqy[lInl|]

= Po + Panom- 2
The final inequality follows from the triangle inequality for the Frobenius norm (equivalently, the
Euclidean norm after vectorization). This completes the proof. [

This theorem suggests that the “quality” of self-perturbed samples, in terms of their distributional
proximity to real anomalies, is influenced by the sum of average perturbation magnitudes. As the
reconstruction model improves (reducing pg), this upper bound on the distance tightens, implying that
the self-perturbed samples can become increasingly representative of true anomalies, thus providing
more effective auxiliary signals for training.

Remark 1. It is important to note that Theorem [I| provides a tightening upper bound provided pg
decreases, but it does not claim Wi (P ¢, P g ) itself decreases monotonically. When the reconstruction
objective is ¢a-type (or a valid upper bound thereof), pg = E||eo(X)||r typically follows the training
loss trend, hence the bound tightens in practice.

L.2 Robustness of Dynamic Graph Adjustment

This subsection provides a theoretical analysis of the stability of the GNN representations under small
perturbations to the graph structure, which simulates the effect of the anomaly-aware adjacency matrix.
The study of GNN stability and robustness, particularly under structural or feature perturbations, is
an important research issue [Ziigner et al.l 2018|]. Our analysis in this context aims to show that the
GNN outputs used in SPAGD remain stable as the graph structures dynamically evolve under our
proposed mechanism.

Assumption 3. Let A = A + A denote the effective propagation operator obtained from the
anomaly-aware graph, where A represents the perturbation. We assume this perturbation is bounded
in spectral norm [Horn and Johnson, [2012]]: ||A[|2 < 7. For the GNN layers, we assume that the
weight matrix W) of any layer [ is bounded in spectral norm, i.e., |W(l) |2 < ¢y The activation
function o is assumed to be L -Lipschitz continuous [Fazlyab ef al.| 2019} |Gouk et al.| [2021]]. We
define a composite factor v := L,c,,. A critical assumption for the stability of representations is:

a=y1+r71) <Ll 3)
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This condition implies that the combined effect of layer transformations and graph perturbation does
not excessively amplify differences across layers.

Definition 1. For any adjacency matrix A and input hidden representation H, a GNN layer’s trans-
formation [Kipf and Welling, 2017; Velickovic et al., 2018 is defined as ® ;(H) := O'(AHW(I)),
where W) is the weight matrix for the current layer I. Let H® = H©) = X be the initial

representations (input features). The subsequent layer representations are computed iteratively for
l=0,..,.L—1:

HY = ¢, (HY), “
A =9 (HY). (5)

The following theorem bounds the accumulation of differences in layer representations due to the
graph perturbation A.

Theorem 2. Under Assumption 3, let AV = HO — HO pe the difference between the hidden
representations at layer | for the anomaly-aware graph and the original graph. Then, for any number
of layers L > 1, the Frobenius norm of this difference at the final layer is bounded by:

1—akf
11—«
Furthermore, if the residual weighting mechanism (which forms A) modifies at most a fraction p of
nodes, and each added weight (entry in A) is at most 8,4, in magnitude, then it can be shown (e.g.,
using Gershgorin disc arguments [[Horn and Johnson, |2012)] for specific perturbation structures) that

T < KOmax- In such cases, the bound in (6) is linear in both this sparsity factor x and the maximum
perturbation weight 6qy.

1" — HP||p < 7||X||p

(6)

Proof. Let AW = H® — HO be the difference in representations at layer [. The difference at the
(I +1)-th layer is AUTD = g(AHOW D) — o(AHOW D), Using the L,-Lipschitz continuity of
o, the sub-multiplicativity of the Frobenius norm, the property ||ABC||r < ||A||2||B||r||C]|2, and
the bounds from Assumption 3 (specifically |\A| |2 < 1, which is standard for normalized adjacency
matrices, and ||V ") |5 < ¢,):

1A g = [lo(AHOW D) — o (AHOWD)| |
< LU||AI§(1)W(1) _ AH(I)WU)HF
= Lo||(A+ A)HOWO — AHOWO || 5
— L|JA(HD — HOYW® 4 AHOW ||,
< Lo([[AEHY — HOYWO|p + [|AHOW D || )
< Lo ([|Al|/|AD| £ [[WO |2 + [|A] |2 [HD] | 2| [W O] |2)
< Loco (||AY]|p + 7| HY || )
=7(IAD || + 7| HD]| ). )

Next, we bound || H®|| . By induction, one can show that || H(®||z < 4[| X||r because || A]|, < 1,
o is Lo-Lipschitz, and |[W (*)||y < ¢,, for each layer k < I. Therefore, using the triangle inequality:

IHY [ = [|HD + AD||p < [HO|lr + (|AV][p <A1 X7 + 1AV 5.
Substituting this into inequality (7):
1A [ <A(JAD|p +rHIX] | + 112D 12))
=71+ DA + 77X |
= o||AY|[p + 4071 X |, ®)

where o = y(1 4 7) as defined in Assumption 3.
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To unroll this recurrence, starting from A(© = () — H(©) = X — X = 0. Assuming v < 1 (which
is common, e.g., if L, = 1 for ReLU and ¢,, < 1, as noted in Remark 2), then for [ > 0, 'y(l‘H) <1

Thus, inequality (§) can be further bounded by:
1AM < of|AD[F + 7| X] |-
Unrolling this simplified recurrence:

1AB|F < ol AED||p + 7| X 7
< a(al|A2[p + 7| X |p) + 7l X |

= o?|[AY2[p + (o + D7l X |

L—1
<! A p+ 71 X][F Y ¥, )
k=0

Since A®) = 0:
L—1
AP |p = 7|[X|[p > o
k=0

1—ak

11—«
This yields the bound in Eq. (6). Finally, the assertion that 7 < kdma under conditions of sparse
modification (at most <N rows/columns affected, with individual changes < d,x) relies on results

such as those derived from Gershgorin circle theorem [Horn and Johnson, |2012]| for structured sparse
matrices. This establishes the linear dependence of the error bound on k and . via 7. O

= 7|1 X]|r

(10)

This theorem provides assurance that the dynamic adjustments to the graph structure, if sufficiently
small (controllaed 7) and if the GNN layers are well-behaved (leading to o < 1), will not lead to an
uncontrolled divergence of representations. The bound indicates that the representational difference
scales gracefully with the magnitude of graph perturbation 7 and the number of layers L.

Corollary 1. Under the conditions of Theorem 2] unrolling (8) yields, for oo # ~,
~ al AL
HH(L)_H(L)HF < 7-||X“F.u_ (11)
o—7
Ifoao =7, then |HE) — HD)||p < LyL 7| X|| p. When additionally v < 1 and o < 1, this reduces
to the bound in (6).

Remark 2. The condition @ = (1 + 7) < 1 from Assumption 3 is crucial to ensure that error
accumulation remains bounded with depth, where v := L,c,, is the per-layer Lipschitz factor and
7 := ||A||2 measures the structural deviation. In common GNN settings (e.g., ReLU with L, = 1 and
spectral control ||W(l) l2 < ¢w < 1), one typically has v < 1. For v > 0, the necessary and sufficient
condition for v < 11is 7 < (1 — =) /; a more conservative sufficient condition is 7 < 1 — +, which
avoids dividing by v and still guarantees & < 1 whenever v < 1. Since the final stability bound
scales as (1 — a®)/(1 — ) (cf. Eq. (6)) and thus increases with both o and the depth L, keeping «
comfortably below 1 is practically important. For instance, if 7 < % then any 7 < % ensures o < 1
and stabilizes deeper stacks.
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