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A Symbols

Algorithms and Definitions

Symbol Meaning Where
x A data vector Algorithm
n Size of a dataset Algorithm
b Size of a mini-batch Algorithm
K Total number of epochs in a learning algorithm Algorithm
Iy Identity matrix with d rows and d columns Algorithm
0 Model parameters Algorithm
2(0,%) A loss function of 6 parameterized by x Algorithm
D,D’ Neighboring datasets that differ in at most one record ~ Appendix @
Sy lo-sensitivity of total gradient g(0; D) = > V{(0;x) Algorithm
with regard to neighboring datasets. Morzesgeciﬁcally,
Sg = maxp pr[|g(0, D) — g(0, D')|2
N(p, 0 - 1g) Gaussian distribution over R? with mean g and covari- ~ Algorithm
ance matrix o - I4
n Stepsize for each iterative update in the learning algo- Algorithm
rithm
{0,1,...,n} The set of all integers between 0 and n Algorithm
X; Data point 7 of dataset D, with indexing starting at 1 Algorithm
9., B; The parameters or generated mini-batch after & epochs Algorithm
and j iterations of a learning algorithm, with indexing
starting at O
! Rényi DP order Appendix IJE]
(e,0 Differential Privacy parameters Appendix @
(o, €) Rényi Differential Privacy parameters Appendix E]
c A log-Sobolev inequality constant Appendix @
A The strong convexity parameter for a loss function Section
B8 The smoothness parameter for a loss function Section
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Probability and Information Theory

Symbol Meaning Where

1 A distribution over R? with density 1(6) Section
p(0) A probability density function over 6 € R Section
S (p) The push forwa'rd distribution of 1 under mapping f on  Section

the same domain

kv The convolution of two distributions g and v Section
R (ul|lv) Rényi divergence between distributions y and v Appendix
Eo~u[f(0)] Expectation of f(6) with respect to 1(6) Appendix
KL(p|v) ;ﬂIBaCk_Leibler divergence between distributions ;1 Appendix E

Calculus and Linear Algebra

Symbol Meaning
t A real scalar
[t] The largest integer that is smaller than or equal than a real number ¢
A j Element 7, j of matrix A
d N .
d—y Derivative of y with respect to
x
y . . .
e Vay Partial derivative of y with respect to =
V2y Laplacian of y with respect to x
Vay Gradient of y with respect to
Ty Inner products between real vectors x and y
T /5 norm of a vector x
A® B Tensor product between two real matrices A and B
zT Transpose of a real vector or matrix x
fog Composition of the functions or mappings f and g
A=<B The matrix B — A is semi-positive definite.

B Preliminaries

Definition B.1 (Differential Privacy [16| [17]). A randomized algorithm A is (e, §)-differentially

private if for any neighboring datasets D, D’, and for all possible event .S in the output space of A,
P(AD)eS)<e®-P(AD)e€S)+6 (14)

where we say D, D’ are neighboring if they are of the same size and differ in at most one data record.

Definition B.2 ((«, £)-Rényi DP [28])). A randomized algorithm A4 is said to satisfy («, €)-Rényi
differential privacy (or («, €)-Rényi DP for short), if for any neighboring datasets D and D’,

e ()]s

where A(D) (A(D")) denote the distribution of output given input dataset D (D’), and R, (p||v) is
the Rényi divergence [31]] of order o > 1 for two distributions with density y(6) and v/(6) on R<.

Ra(A(D)|A(D")) < &, where Rq(u]|v) =
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Definition B.3 (log-Sobolev Inequality [35]). A distribution v over R? satisfies the log-Sobolev
inequality (LSI) with constant ¢ if for all smooth function g : R — R with Eg..,, [g(@)Q] < 00,

Eo~v [9(0) log (9(6)?)] — Egs [9(0)?] - log Egny [9(6)] < %Eew [IVa@I?].  16)

C Discussion about the concurrent work [32, Corollary 3.3]

Chourasia et al. [15] prove privacy dynamics bound for noisy gradient descent, and Ryffel et al. [32]
extend this bound to SGLD, by directly viewing each mini-batch update as gradient descent on a
smaller dataset of size b (which is the size of a mini-batch). This approach is similar to our approach
for deriving the naive privacy dynamics baseline Theorem [2.1] and the expression in [32 Corollary
3.3] is very similar to the expression in our Theorem |2_1L except for having n? (instead of b?) in the
bound denominator.

However, an inspection of the proof for [32) Lemma 3.4] shows that, this difference between [32,
Corollary 3.3] and our Theorem@is caused because by a flawed assumption in [32, Lemma 3.3].
More specifically, [32, Lemma 3.3] wrongly assume that the LSI constant proved in [15, Lemma
5] (which only holds for a GD process) would also similarly hold for a SGLD process that takes
the form of a more complex mixture distribution. Here, each mixture component is the conditional
distribution of last-iterate parameters given a fixed sequence of mini-batches.

This assumption is wrong because a given mixture distribution generally satisfies a different LSI
constant than each of its component distributions. Moreover, bounding the LSI constant for a mixture
distribution is largely an open problem [42} 143|136, 6, 13]. The current best bound for this problem,
to the best of our knowledge, is [13, Theorem 1], which says that the LSI constant for a mixture
distribution, depends on the LSI constant for the distribution of each component, and the worst-case
x? distance between any two components’ distributions. Therefore, the actual LSI constant for
SGLD process would be significantly smaller (related to the number of components in the mixture
distribution) than the assumed LSI constant in [32, Lemma 3.4] (which only holds for the conditional
parameter distribution given a fixed mini-batch sequence). After replacing the wrongly assumed
LSI constant in [32, Lemma 3.4] with a correct LSI constant for SGLD process (that takes the form
of mixture distribution), the privacy dynamics bounds in [32, Corollary 3.3] would be significantly
worse (larger).

Due to this flawed assumption, in this paper, we do not compare our improved privacy dynamics the-
orem Theorem [3.3]with [32| Corollary 3.3]. Instead, we compare Theorem 3.3 with the naive privacy
dynamics baseline Theorem [2.1] (which has similar expression as [32} Corollary 3.3]) in Figure[T}

D Proof for Section 3

We first establish a tool lemma for proving Lemma[3.T and obtaining the partial differential inequality
that bounds the growth of differential privacy loss.

Lemma D.1 (Lemma 5 in Vempala and Wibisono [35])). Suppose v is a distribution that satisfies

log-Sobolev inequality with constant ¢ > 0, and that has smooth density p(0). Let @ > 1. For all

measure [ that has smooth density v(0),
La(pllv) _ 2c

2c
B e - ~1

where I, (p||v) = Eg, {(5((2)& : HVlog 5(% H2]’ and Eo(p||lv) = Eonw {(%)a}

IR (pllv)

90 a7

Proof. This Lemma is initially proved in Vempala and Wibisono [35] Lemma 5. We give an
alternative proof here, that only uses one step of inequality in Equation (23). We hope this alternative
proof helps understand whether there is still room for improving this Lemma (e.g. by improving the
inequality in Equation (23)).

We denote p to be another distribution with density p(¢) = 575 - (%) -v(6). By simple
integration, we verify that [ p(6)df = gzgz HZ% = 1. By definition,

17



END #(9)
Luly) [(V@

Ealulv) Ea(ull) 1%

_E, [Q’EZ; o ’V‘Ez; 2} (19)

- LB 5% ¥ log (%)a 2 (20)

by Vlog Ba(ullv) =0, = ~;ou, Pig Vlog “ﬂ‘jﬁ) — Vlog Ea(ullv) ] @
S %; vm%i 2] 22)

By definition, Eg, [%; . HVIog %;HQ] is the relative Fisher information J(p|v) of p with

respect to v. A celebrated equivalence result (e.g. Section 2.2 of Vempala and Wibisono [35]) says
that, if and only if v satsifies log-Sobolev inequality with constant ¢, the following relation between
the KL divergence and relative Fisher information holds for all p:

1
KL(pllv) < - T(plv) @23)
By plugging Equation (23) into Equation (22), we prove
La(ullv) _ 2
WZE.KL([)HV) (24)
by definition, :§~/ p(6) logZEZ;dH (25)
2 1 H\" 0
by definition of p, = a—z “Egr {E ) . (dei . <a10g’llj§0; —1ogEa(u||u)>} (26)
L e [2 (MY Bt (10
a Eo(plv) 7 [0a \v(0) o Ea(pllv) A v(0)
27)
L L To ()] 2
2y B e (A1) | - e Tor Bl 28)

By exchanging the order of derivative and expectation (because p(6) and v(6) are smooth densities),
we prove that Equation (28)) is equivalent to the following inequality.

Io(pllv) _ 2¢ 0 2c
Ze\PVT) o 22 2 _ =
EQ(MHV) = a 80{ IOgEOL(/‘L”V) 0&2 log EO&(/‘L”V) (29)

By definition, we have E,, (u||v) = e(®~DEa(1llv) therefore we prove

Laullv)  2¢ (RQ(MIIV) t(a— 1)8Ra(u||y)> ~ 2 (- DRa(uly)  G0)

E,(pllv) — « O a?
2 2¢ OR (V)
—E'RQ(MHV)‘FJ'Q(Q—UT €Y
O

D.1 Proof for Lemma 3.1

Lemma Let ju, v be two distributions on R?. Let f : R — R? be a measurable mapping
on RY. We denote N (0,2t0? - 1) to be the standard Gaussian distribution on R¢ with covariance

18
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matrix 2to% -I;. We denote p;(6) and p}(6) to be the probability density functions for the distributions
T (1) * N(0, 2t0%1;) and fz(v) * N(0, 2to?1,) respectively, where fu(p), f(v) denote the push
forward distributions of p, v under mapping f. Then if x4 and v satisfy log-Sobolev inequality with
constant ¢, and if the mapping f is L-Lipschitz, then for any order o > 1,

Tt (O0) < o207 (B (o). Fmo oo . o2

—1
where ¢; = (LTQ + 2t02) is the log-Sobolev inequality constant for distributions p;(#) and p; ().

Proof. By definition, p,(0) and p}(6) are probability density functions for distributions f (1) *
N(0,2t01,) and fu(v)*N (0, 2ta?1,) respectively. Therefore p,(6) and p; (6) satisfy the following
Fokker-Planck equations.

o 51@ = o’ Ap,(6), (33)
apg(a) 2 /
5 = o An(0) (34)

We denote E,, (p:(6)]|p;(0)) = pf’ 59()921 d to be the moment of the likelihood ratio function. Then
by definition of Rényi divergence, we prove

1
Ra(p(0)19(6)) = ——— 10g Ea(p(6) (6)) (39)
Therefore we compute the rate of Rényi divergence with regard to ¢ as follows.
O R 0)1(0)) = —— 2 log o (pi(0)] ’<9>> (36)
a1t Dt Py T a_1ot og Dbt Py
1
_ . Ea 0)||p (37)
@ DB @) ot P Or®)
.. 1 p(0)*
By definition of E, (p:(8)||p,(6)), = . d9> (38)
Y OO = DB @) Pi6)
By exchanging the order of derivative and integration, we prove
B 1 0 pi(0)”
—R,, 0)|lp.(8)) = — =0l (39)
oi e O O) = Ty E e ) 5t e

= ! (. PO Op(0) L pe(0) Op(0)
(=D Ea(p(0)[p:(9)) /( POt o T e >CZ0)

By the Fokker-Planck equations Equation li and Equation , we substitute the terms 8%759) and

op 5(0) in the above equation as follows.

9 (e (0)[91(6)) @1)

ot
= ! . ac? - p(ei)al o— 102 P2 R,
- v ( gyt An0) = (a= Do D Apt@)(j;

By applying Green’s first identity in Equation ({2), the first intergration term in Equation (@2) is
changed to

s pie(6)*! - s pe(6)*!
ac” -2 . Ap(0)df = lim oao” - ——~—— - Ap(6)do 43
/ 7 pr(0)~t Pi(?) riho B, 7 pp(0)>t Pi(?) 43
. H(0)>1 pe(0)21
= lim ac? - L -Vpe(0)-dS— | V <a02 ———) - Vp(0)do, (44)
r—00 oB, p;(e)a_l t( ) p;(@)a_l t( )



where B, is the unit ball centered around origin in d-dimensional Euclidean space with radius r. The
limits in the first term of Equation (44)) becomes zero given the smoothness and fast decay properties

of p:(0), and the Lebesgue integrability of % - p+(0). Therefore we prove that

o pe(0)7! / o pi(6)*7!
e Ap(0)df =— | V | - Vp(0)d0, 45
/aa p;(g)a—l pt( ) ao p;(ﬁ)a—l pt( ) ( )
Similarly by applying Green’s first identity in Equation (42), the second intergration term in Equa-
tion (42) is changed to

pi(9)

(This techinque for using Green’s identity and bounding the rate of entropy change with relative
Fisher information-like quantity, has been previously used for KL divergence in ? ], and Rényi
divergence in Vempala and Wibisono [35]], Chourasia et al. [[15]]. The result is also closely related to
the well known de Bruijn’s indentity in information theory literature. )

By plugging in Equation and Equation into Equation (42)), we prove that

/ “(a—1)0? 2O N ya0 = /v ((a S 1)e? p@j) VpL(0)d0,  (46)

& Repi(0)14(0)) @)
_ o’ . - (9)04 ! a— ) pt(e)a ’
= wmvmtmammey | (7 G ) 2@) + @0 (v <p;<e>“<287>vpt(9)>d9
B ala —1)02 [ e pi(0)\ _ IZICRW
- e vneoEe | Ge <V (p;w)) TVR(6) ¥ p;<e>th(9>> 4 49)
_ ao? p(0)*% /o (pe(9) PO\
= T EGOWO) | o <V (p;<e>) v <p;<a>>> Pi(8)d6 0
o LeO0) .
Eape(0)[91(0))°
where I, (p:(9)||p;(0)) = [ Z'Eg)a 3 <V (ZEEZ;) ,V (gigz;)> - p,(0)d0. Therefore, if p;(0) and

P, (0) satisfy log Sobolev inequality with constant ¢;, then by Lemma|[D.1] we obtain the following
inequality.

La(pe(0)|pi(0))  2c / % a1 2 !
B0 7(0) > o2 Re@OP0) + 75 - ala =5 Ram@)pi(0)) 52

oo
Meanwhile, by Lemma 16 in Vempala and Wibisono [35]] and Lemma 17 in Vempala and Wibisono
[35]], the distributions (with densities p;(0) and p}(#)) indeed satisfy c¢;-log-Sobolev inequality with

L2 -t
= (C + 2t02) (53)

By plugging Equation and Equation into Equation (51J), we prove the following bound for
the rate of Rényi divergence.

SR O1p(0)) < a0 (25 RAON(0) + %5 -0t~ 1) LR O)54(0))
(54)

Hla= 1) - RapOIAE)) 69

(67

RN (RO

-1
where ¢; = ( LTZ + 2t02> is the log-Sobolev inequality constant for distributions p.(6) and
pi(0)- 0
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D.2 Proof for Lemma

Reduce analysis to point initialization:. Without loss of generality, in this paper, we only analyze
recursive Rényi DP bounds for Algorithm|T|under an arbitrary point initialization for initial parameters
69. This is because, under an arbitrary initialization distribution, the last-iterate parameters 6%
in Algorithm [T follow a mixture distribution, with each component being the conditional output
distribution given fixed initial parameters 6. Therefore, by the quasi-convexity of Rényi divergence,

the largest (worst-case) Rényi DP bound for R, (p(6%]69)[p(6"%]69)) over all possible initial
parameters 6, is also an upper bound for the Rényi privacy loss R, (6%]0’ 2() between (mixture)
last-iterate parameters distributions for running Algorithm[TJon two neighboring datasets.

We now proceed to prove the recursive privacy bound Lemma [3.2]

Lemma Let D, D’ be an arbitrary pair of neighboring datasets that differ in the io-th data point
(.e. x;, # a:go). Let Bi be a fixed mini-batch used (in iteration j of epoch k) in Algorithm E,
which contains b indices sampled from {1,---,n}. We denote #] and ¢ 7 as the intermediate
parameters in AlgorithmEon input datasets D and D’, respectively. If the distributions of 9',1 and
6’{; satisfy log-Sobolev inequality with a constant ¢, and if the mini-batch GD mapping f(f) =
0—n-1->, eBi £(0;x;) is L-Lipschitz for parameters 6, then the following recursive bound for
Rényi divergence holds.

, ) 19 -1 ,
R0 o3 _ R ET (e2t)  iriggB a1
= Ry (671672 nS2 ; with o’ = c-2no?
« a( :;” k)+4;2l!;2 leOEBi 1+T
(56)
Proof. 1. When iy ¢ Bi, the noisy mini-batch gradient descent mapping under both dataset

D and D’ is written in the same way as f(0) + N (0, 2no?1;), where f(6) = 6 — I -
EieBi V{(0;x;) (this is because x; = 2 for i € By, when ig ¢ Bj). Therefore, we
could use Lemma [3.1) and solve Equation (1) on the interval ¢ € [0,7] to obtain the
recursive privacy bound, where the Rényi divergence at t = 0 (i.e. before the update in

iteration j of epoch k takes place) satisfies R, (po(6)||ps(0)) < Ei(a). We denote function
R(a,t) = Ro(pe(0)]p}(0)). Then Equation (I) is equivalent to the following equation.

-1
ZR(a.t) < — (L +2t02) 202 - (% F(a—1)- %R(a,t)),

(57

By substituting u(a, t) = @ into Equation 1) we prove that Equation 1b is equiva-
lent to the following equation.

) —1
Gulat) < - (% + 2t02) 2202 (u(a,t) + (a — 1) - Zu(a, b)), -

u(a,0) < 24C)

[0}

By change of variable y = In(a — 1), we prove that Equation @) is equivalent to the
following equation.

2 —1
%U(y,t) < - (% + 2t02> ' 202 : (u(ya t) + %U(y,t)) )

u(y,0) < Sty

(59)

T=1t

Y=y — t (L2 /2_1 2 741 c2na?
=y— [, (& +20 20%dt’ +1n (14 <S5
then by chain rule, we prove the following expressions for the partial derivatives using new

Now we do change of variable {
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variables.

—1
- - - 2
au:du.&r_’_g?;.&:du ou (LC +2t02> 992

ot or Ot ot or 9z (60)
ou _ du Or 4 du 0z _ Ou
dy ~— Ot Oy dz Oy = 0z

By plugging Equation into Equation (59), we prove that the partial differential inequality
[59)is equivalent to the following inequality under new variables 7 and z.

-1

Zu(z,7) < — L; + 2702 202 - u(z, T),
c- {72
o (ezfln(l‘f’ 2Lz )Jrl) 61)
U(Z, 0) S c-2no

()

Now we observe that given any fixed z, Equation (61) is an ordinary differential equation
-1

with regard to 7, with a decay term that proportional to — (L; + 27'02) 202 - u(z, 7).

Therefore, we directly solve Equation (61)), and prove that

T(L? ST L, c- 2102
In(u(z,7)) — In(u(2,0)) < — ; — +270 -20%dr" = —1In 1+T

c
(62)
We take 7 = 1 in Equation (62), then we prove
c-2no?
Inu(z,n) —Inu(z,0) < —In (1 + LZ ) (63)

By plugging the initial condition for u(z,0) in Equation into Equation (63), we prove
that the solution for w at the end of a set 7 = 7 satisfies the following inequality.

. c-2no?
E'Z: (ezln(1+ Lng ) —|— 1) C 2 2 —1
. (1 + e ) (64)

_ c2no? 2
ez 1n(1+ 5 L

u(z,n) <

) 41
Now we translate the variables z = z, 7 = 7 back to the old variables y and ¢ by definitions,

and prove that t = 7 = njand 2 = y — [ ( +2t'o 2) 20%dt' +1n (1 + Ci#‘z) = .
Therefore, under these variable substitutions, we prove that Equation (63) is equivalent to

the following equation.
j y—ln(1+c'2"’202)
e le L +1

_ c-2no?
ey 1n<1+ 75 )

. 2 _1
uly,m) < -<1+ ¢ 29 ) 65)

2
+1 L
Finally, we translate the variable y back to o, under the fixed variable ¢ = 7, by the definition
y = log(a — 1). Therefore, we prove that Equation @) is equivalent to the following
solution for u(a, n).

(66)

. —1

J (,2170'

el <(a 1) (1 + ) + 1> o207\ -

U(aﬂ?) < o\ —1 |1+ .2
(a—1)-(1+”%) +1

By the definition u(a, t) = ((’ t) , we prove that Equation is equivalent to the following
solution for R(a, t).

oy —1
e, <a—1 C2L"2” —|—1> g —1
) .(1+C'2”U ) (67)
(a

—1 2
—1)- (1+02"") +1 L
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Therefore, by using the definition R(a, ) = 5?1( ), we finish the proof for the Lemma

statement, that when iy # BJ s

Ra (077 107) _ R (071167) (1%_C~2n02>
L2

(68)

« o

—1
whereo/:(afl).(lJrc?na ) ey

2. When iy € B}, by composition theorem for Rényi differential privacy [28]], and by the
Rényi privacy bound for Gaussian mechanism [28] under ¢5-sensitivity Sy /b (for batch
averaged gradient) and noise A (0, 2no21,), we prove that

Ra (0 10%) < Ra(6], 00710, 677) (69)
o S,/b ansS;

< Rl + 520 = R@ + s 00)

[

D.3 Proof for LSI sequence for noisy mini-batch gradient descent

To apply the recurisve privacy bound Lemma [3.2]and prove a converging privacy dynamics, we first
need to prove that the distributions of parameters Hi in Al gorithmlIIsati sty log-Sobolev inequality with
certain constant ci, that depends on & and j. In this section, we prove that noisy mini-batch gradient
descent on convex smooth loss function, as well as strongly convex smooth loss functions,satusfies
LSI with certain sequences of constants as follows.

Lemma D.2 (LSI constant sequence in Algorithm [I for convex smooth loss). Suppose that the
loss funcnon £(0;x) in Algorithm IZ is convex and (-smooth. If the step-size n < =, then for any
k=0,---,K—1landj=0,--- ,n/b— 1, the distribution of parameters Gj in Algorzthmlsatzsﬁes
c}.-log-Sobolev inequality with

1

i 1
ck 2no? - (k-n/b+j)’ (71)

and we define ¢ = % = H4-o00.

Proof. The mini-batch noisy gradient descent update could be written as Giﬂ = f (9{9) +

N(0,2n021,), where f is a deterministic mapping on R written as f(0) = 6 — 7 - M, and

B is a mini-batch of size b consisting of indices selected from 0, - - - , n.

Because the initialization is point distribution around 6, therefore 6 satisfies log-Sobolev inequality
with constant ¢y = oo.

By the S-smoothness of £(6; x), and by 1 < %, we prove that the mini-batch gradient mapping f(6)

is 1-Lipschitz. Further using LSI under Lipchitz mapping (Lemma 16 in Vempala and Wibisono [33]])
and under Gaussian convolution (Lemma 17 in Vempala and Wibisono [35]]), we prove that

1 1
— + 2no? (72)
q 4
1
=30t 200 - (k-n/b+ ) (73)
0
by ¢j = +00, = 2n0” - (k-n/b+j) (74)
(75)
This suffices to prove the LSI sequence in Equation (7). O

Similarly, we prove another LSI sequence for noisy mini-batch gradient descent on strongly convex
smooth loss function.
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Lemma D.3 (LSI constant sequence in Algorithm|1|for strongly convex smooth loss). Suppose the
loss function £(0; %) in Algorithmis A-strongly convex and B-smooth. If the step-size n < %{3’ then

for any k =0, ,K—1andj=0,---,n/b— 1, the distribution of parameters 9],; in Algorithm
satisfies c),-log-Sobolev inequality with
1 1
- 2 kn/btj—1
2770. Zs:O/ o (1 - 77)‘)25

i (76)

Proof. The mini-batch noisy gradient descent update could be written as Qiﬂ = f (9%) +

N(0,2n0%1,), where f is a deterministic mapping on R written as f(0) = 6 — - w, and

B is a mini-batch of size b consisting of indices selected from 0, - - - , n.

Because the initialization is point distribution around 6y, therefore 6 satisfies log-Sobolev inequality
with constant ¢y = oo.

By A-strong convexity and S-smoothness of £(6; x), and by ) < ﬁ, we prove that the mini-batch

gradient mapping f(6) is 1 — nA-Lipschitz. Further using LSI under Lipchitz mapping (Lemma 16 in
Vempala and Wibisono [35]]) and under Gaussian convolution (Lemma 17 in Vempala and Wibisono
[35]]), we prove that

1 (1—nA)? 2
— =-————" 4200 amn
-1
qa  d
1 — pa)2(kn/b+) ken/bti—1 ‘
_ (= )CO +2me e Y (=) (78)
0 s=0
ken/btj—1
by ¢) = 400, =2no*- Z (1 —nA)* (79)
5=0
This suffices to prove the LSI sequence in Equation (76). O

D.4 Equivalence Between Lemma 3.2)(Ours) And The Bound in Feldman et al. [18]

We now plug the LSI constant sequence derived in Lemma into the recursive privacy
bound Lemma 3.2} and prove the following privacy dynamics theorems for noisy mini-batch gradient
descent under smooth convex loss functions.

Theorem D.4 (Privacy dynamics under convex smooth loss). Under fixed mini-batches
BO, ... B"Y1 if the loss function £(0; x) is convex, [3-smooth, and if its gradient has finite
{y-sensitivity S, then Algorithmeith step-size n < % satisfies («, €)-Rényi DP for data points in
the batch BJ°, with

omSg b omsg 1
P 9.2 (K-1 N — 80
&5 gme o WD e (80)
(81)
Proof. We first observe that for any batch index jo = 0,--- ,n/b — 1, the privacy bound for data

points in batch B’ in Algorithm |1 (that has K epochs) is equivalent to the privacy bound for data
points in the batch B° after K — 1 epochs and n/b — j, iterations in Algorithm |I That is, if

R, (Oi 116’ ff) < 53; () is an upper bound for the Rényi divergence between distributions of parameters

67 and 0}, in running Algorithm 1{on neighboring datasets D and D’, when the differing data point

between D and D’ is contained in the mini-batch BY, then the privacy bound ¢ for data points in the
mini-batch B7° of Algorithm |l]satisfies

e < e’ (a) <% _y(a) + ey’ () (82)

< (K —1)-el?(a) + e/ (a), (83)

where the last two inequalities are by composition of Rényi DP guarantees.
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Therefore, in the remaining proof, we only prove upper bounds for the terms aé (a)forj=1,---,n/b,
that are required by Equation (83) for bounding e.

By Lemma[D.2] forany k = 0,--- ,K —1land j = 0,---,n/b— 1, the distribution of parameters
9y, satisfies log-Sobolev inequality with the following constant c,.

; 1
i
%= 2no? - (k-n/b+j) &)

By plugging the LSI constant sequence {cfc} into Lemma and by the noisy mini-batch gradient
descent mapping, under convex smooth loss with stepsize n < %, is 1-Lipschitz, we prove the

following recursive bound for ei (), i.e. the Rényi DP bound for data points in the mini-batch B° of
Algorithm Forany k =0,--- ,K —landany j =0,--- ,n/b—1,

. J o 2 L

AN Eki )4 4Z§Z2 ifj=0
« =\ ela)  kn/brj e (86)
- W 1fj:1,,7’l/b—1
¢ 202\ !

where o = (a — 1) - (1 + LZ ) +1 (87)

0 _n/b
5k+1(0‘) =& (o) (88)

By solving Equation under k = 0, we prove that forany j = 1,--- ,n/b, and for any o > 1,

j 2 Jj-1 ./
ep(a) 154 J
< .
o — 402p2 ]1_:[1 j/ +1 (89)
B 1753 1
© 402h? J ©0)

By plugging Equation (90) into Equation (83), we prove the privacy bound Equation (80) in the
theorem statement. O

Theorem [D.4]is equivalent to Theorem 23 in Feldman et al. [18] for Algorithm[Tjunder single-epoch
setting (where K = 1) with batch-size b = 1. For multi-epoch setting with K = n and batch-size
b = 1, Theorem|D.4|is equivalent to Theorem 35 in Feldman et al. [18]].

D.5 Proof for Theorem 3.3

We now plug the LSI constant sequence derived in Lemma into the recursive privacy
bound Lemma 3.2} and prove the following privacy dynamics theorems for noisy mini-batch gradient
descent under strongly convex smooth loss functions.

Theorem[va. Conditioned on a fixed sequence of partitioned mini-batches B, - -- | B*/*~1in Line
if the loss function is A-strongly convex, S-smooth and its gradient has ¢5-sensitivity .S, then running
Algorithm[for K > 1 epochs with step-size n < /\i—ﬁ, satisfies (v, £)-Rényi DP for data points in

the batch B0, with
1= (1= gAY KD/ L35 )

L35 . n/b—jo
€<¢gg (a) 1-(1— 77)\)2'("/b_LZ%J) +¢9 (a) oD
. 52 i ) n n
where &) () = o5 . (1 —n))? =D, m forany j =1,---, % (we assume % > 2).
Proof. We first observe that for any batch index jo = 0,--- ,n/b — 1, the privacy bound for data

points in batch B7° in Algorithm |l (that has K epochs) is equivalent to the privacy bound for data
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points in the batch B after K — 1 epochs and n/b — jy iterations in Algorithm |I That is, if
Ry (0716"7,) < 3. () is an upper bound for the Rényi divergence between distributions of parameters
9] and ¢’ 7 in running Algorithm E on neighboring datasets D and D’, when the differing data

point between D and D’ is contained in the mini-batch B, then the privacy bound &, for running
Algorithm on neighboring datasets D and D’ that differs in a point in the mini-batch B7°, satisfies

e < el (0) < e a(@) + e T ), 92)
where the last inequality is by composition of Rényi DP guarantees.

Therefore, in the remaining proof, we only prove upper bounds for the terms eg/ b=1-do () and
g% (), that are required by Equation lb for bounding €.

By Lemma forany k=0,--- , K —landj=0,---,n/b — 1, the distribution of parameters
97, satisfies log-Sobolev inequality with the following constant ;..
1 1
- 2 —kn/bti—

2no 28:0/ +3j 1(1 — nA)2s

k (93)

By plugging the LSI constant sequence {6}1} proved in Lemmainto the proved recursive privacy
bound Lemma [3.2] we prove that for running noisy mini-batch gradient descent on neighboring
datasets that differ in a data point in the first mini-batch B, the following recursion for the Rényi

divergence bound Ei(a) holds: if the loss function is A-strongly convex and S-smooth, and if the
stepsize 17 < ﬁ,thenforanyk =0,---,K—1,anyj=0,--- ,n/b—1,and any a > 1,

eS(a) =0 (94)
. J 2
ARG B / ifj =0 5)
>~ J ! kn/b+j—1._ )28 L
o ) (1 —pr)2. Ziiiﬁ,/b“u(inz)?)s ifj=1,---,n/b—1
¢ 2no? !
where o/ = (o — 1) - (1 + 72 > +1 (96)
0 _ n/b 97
Epp1(a) =€, (@) o7

We now solve the above recursion, thus bounding the privacy loss € of Algorithm[I]in Equation (92).

1. We first prove a bound for the term Eg/ L () in Equation (I%I) By solving Equation dﬁl)
under k£ = 0, we prove that for any j = 1,--- ,n/b, and for any a > 1,

el(a) . nS; ﬁ <(1 a2 22;01(1 — n/\)25> o8

a 402b? i i/:o(l —n\)2s
nS; 2.j—1) 1
— (1 =n\ - 99
A oL =A% o2

2. We now prove a bound for the term €% _, () in Equation .

The term 7, (cv) corresponds to the privacy bound for the data points in the batch BY for
running Algorithm|1 with & epochs plus j iteration. This is equivalent to the composition
Az o A; of two sub-mechanisms A; and A, where A; corresponds to running Algorithm T|
with K = k epochs, and A, corresponds to running Algorithm [l with only j iterations.
Therefore, by the composition theorem for Rényi DP guarantees [28]], we prove the following
alternative recursive privacy bound for £/ (). Forany k = 0,--- ,K — 1 and any j =
0,---,n/b—1,

E;;H(Oé) < Eg(a) + 86“(@) (100)
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We now prove an upper bound for si (), by carefully combining the original recursion Equa-

tion (95) and the new alternative recursion Equation (obtained by composition the-
orem). We use the original recursion Equation (100) for recursively bounding E{H(a)
during the first half of one epoch, i.e., for j = 0,--- | L%J — 1, and then we use the
new alternative recursive bound Equation @ for the second half of one epoch, i.e., for
. & _ 5 . . . 0 . . .
Jj = |3z, ,n/b—1.pP| Via this combination, we obtain a new combined recursion for
privacy bound as follows. Forany £ =0,--- , K — 1,
0 J+1
j+1 ep(@)+eg" (@) ifi=0.---.|&|—1
L(a) < ¢ ken/btj—1 J ’ L)

[0

() koo =A% ... n
Eka’ . (1 — 77)\)2 . Ziki%/b+j(f—nz)3s if j = L%L .. 7n/b -1
(101)

-1
where o/ = (v — 1) - (1 + C'2L772‘72) + 1.

We now solve this new recursion Equation (I0T) for one epoch, by accumulating j =
0,---,n/b— 1. We prove that forany k = 0,--- , K — 1,

efe) e (a)

(102)
o o
0/~ 2], ~ n/b—1 k-n/b+j—1 1 —n)\)2s
< M. [T a-»2 ZS?QWHJ, Sl 2) (103)
o jr=2] 25:0 (1 - 77>‘) ?
~ lssl~
ep(@) +¢e52 (@
< ( k 0 ) (1 = A2 /=13 D (104)

where the RDP order & > 1 is the n/b — | 55| fold mapped value of o under repeated

2y —1
mappings @ + (o — 1) - (1 + C'2L”2"z) + 1

We now further solve this new recursion Equation (101)) for multiple epochs, by accumulat-
ing Equation (104) for £k = 0,1,--- , K — 1. We prove that forany k =0,1,--- | K — 1,

0 ~ |2, ~ k+1
Epr1 (@) < £9(a) ! _77)\)2~(k+1)~(n/b—\_2%j) + £ (@) ] Z(l _n)\)Q‘k“(n/b—\_Q%J)
@ -a a k=1

(105)
for some RDP order & > 1 that is the (k+ 1) - (n/b — LgﬂbJ) fold mapped value of o under
-1
repeated mapping o < (v — 1) - (1 + %) ey

By further substituting 3(&) = 0 at the initialization point 6, for any & > 1 in the above

equation, we prove that forany k =0,--- | K — 1
l35] ~ . /b | B
€2+1(a) _ £ (a) (11— n}\)2~(n/b—L2le) . 1 - (1 - 77)‘)2 (k+1)-(n/b=[35]) (106)
« a 1—(1— 77/\)2~(n/bfL%J)
for some RDP order & > 1.
By setting £ = K — 2 in Equation (106), we prove that for K > 2
L35~ (K —1)-(n/b—| 2
ek _1(@) <502b (@) . 1—(1-n\)? (K=1)-(n/b=135)) (107)

a - @ 1— (1 —nA\)20/-15D

for some RDP order & > 1. By the format of 5% () for any o > 1 in our proof Equation @l)

ch (@)

(i.e., =~ is bounded by a constant for all & > 1), we prove that Equation 1| is equivalent

This seemingly artificial way of separating one epoch into two halves, and using the recursive bounds
separately in each half, is for obtaining a small privacy bound at convergence.
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to the following equation
1— (1 —pA)2E-D-(n/o=155])
1—(1— 77)\)2-(n/b*L%J)

9y (@) <ep(a) - (108)

For K = 1, by definition, we compute that €% () = 0 =Right hand side of Equa-
tion (108), therefore Equation (108} also holds for K = 1.

We now plug our bound Equation (I08) into Equation (92)), and prove a bound for ¢ as follows.
e <% () + el () (109)
1—(1- 77)\)2<(K71)-(n/b7L%J)

L35 .
SEO (Oé) 1_ (1 — nA)Q‘(n/b—l_QLj,J)

+ el () (110)

where the term 56(04) is upper bounded by Equation @ This gives the privacy bound Equation (EI)
in the theorem statement. U

D.6 Explanations for the privacy bound derived from Balle et al. [5]] in Figure[T]

For convenience, we first translate [5, Theorem 5] into the symbols used in this paper, as well as
under mini-batch with size b > 1, as follows.

Theorem D.5 (Balle et al. [3]]). Let £(6,x) be an L-Lipschitz, B-smooth, \-strongly convex loss func-

tion. If n < ﬁ, then conditioned on a fixed sequence of partitioned mini-batches B°, - - - , B"/~1
in Line Algorithmsatisﬁes (o, €)-Rényi DP for data points in the mini-batch jo, with
2(L/b)? .
) (271{72) jo=mn/b—1
£ = n/b—jg (111)

2(L/b)? 2nBA 2 .
Q- (n/bfjoil)).gngz (1_ ﬁnf)\) Jo =0,--- ,TL/b—2

The variables from Balle et al. [5]] that we replaced are as follows: L — L/b, this is because,
in Algorithm |1, we additionally average each per-example gradient with the mini-batch size b;
i — Jo + 1, this is because the index used in our paper starts from jo = 0, while the index used
in Balle et al. [5]] starts from ¢ = 1; n — n/b, this is because under mini-batch size b > 1, the
number of iterations in one epoch in our paper is n/b, while the number of iteration in Balle et al. [5]
equals the size of the datasets n; o2 — 2102, this is because in our paper, we follow the noise scaling
with variance 2102 that is related to stepsize 7, as in SGLD, while Balle et al. [5] use the standard
Gaussian noise with variance o2.

By further substituting the Lipschitz requirement with its equivalent sensitivity assumption, i.e.
L — nS,/2, and by using Rényi DP composition [28]] over the epochs, we obtain that the privacy

. 2 35
bound in Balle et al. [5, Theorem 5] is 4.(n/(21’f)9_b202 . (1 — %"f;\) * . K when the differing data
. 2 o . 2
point is in the first batch, and the bound is W% . (1 - 2577%) 2 (K —1)+ Z‘beg when

the differing data point is in the last batch.

D.7 Revisiting noisy GD: A tighter bound than [15, Corollary 1]

In this section, we prove a new converging hidden-state privacy bound for the noisy GD algorithm,
which is a special case of Algorithm|1|under b = n. We then show that our bound is slightly tighter
than |15, Corollary 1] and also admits a conceptually simpler proof (our proof relies on the privacy
amplification by randomized post-processing results in Section[3). We first state our privacy bound
and its proof as follows.

Theorem D.6. Let {(0;x) be a A-strongly convex, and 3-smoooth loss function, with a finite total
gradient sensitivity S,, then the noisy gradient descent algorithm with step-size n < *, satisfies

(v, €) Rényi Differential Privacy with

K k
anSg nA
e< 3% ) (1— =) (112)
k=1
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Proof. We first offer a new perspective of viewing a noisy GD update as follows. Recall that one
noisy GD update in Algorithm [I)is written as

09, =02 —n-g(6; D) + /202 - N(0,1,) where g(61; D ZVE 0;x;)  (113)

Therefore, this update is equivalent to the following two steps:

n

1 1
07 =0 —n-g(0); D)+ /no?- N(0,1;) where g(63;D) = EZVE(G,C,XZ) (114)
i=1
01 = 95 +V/no? - N(0,14) (115)

That is, we view each noisy GD update as another noisy GD update with smaller noise scale followed
by pure additive Gaussian noise.

Moreover, by Lemma we prove that distributions of 69 satisfies ¢{-log Sobolev inequality with

o 1 1

cp = . (116)
Fae? Rl g2

Therefore, by further using LSI under Lipschitz mapping ([35, Lemma 16]) and under Gaussian
1 1

convolution ([35, Lemma 17]), we prove that the distribution of 6 satisfies ¢ -log Sobolev inequality
with

2
Lo w +no? (117)
et Ck
k
= 2no? - Z 1—n\)? + no? (118)
s=1

1
Therefore, by applying composition on the conceptual step from 6 — 6, we prove that

Ro(0:108) _ Ra(0107) 05}

« - o 202n2

(119)

l .o, . . . .
For the remaining conceptual step from 62 — 69 41> We note that pure additive Gaussian noise is

equivalent to identity mapping convolved with Gaussian noise. Therefore, we apply i ¢ Bi case
of Lemmaw1th L =1 (for identity mapping) and noise standard deviation %, and prove that

f’
1 1
R.(69 90 (021162 1 1 1
2Bril¥inn)  Rer C219'5) (1+c$ ~n02) with o/ = —% = 41 (120)
e} o 1 +Cl§ -no?

Therefore, by combining (119) and (120), we prove the following recursive Rényi DP bound.

0 0
Ro(60411160"141) < Ra (6R116'1,) n 775; ) (1 i o2 02)71 with of = — &~ 1 11
! - o 202n? A 1+ Cé o2

(121)

By further plugging in the LSI constant sequence (117), we simplify Equation (121) into the following
inequality.
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Ra(60,1116"v41) _ (Ro(801l6) 05, 1
< 1= (122)
a o 202n? 25 (1 —nA)2s
R (09]10"% S2 1
< ( k/” k) + 77292 1= = (123)
o 204n 23700 (1 — )2
_ (RaBR107%) , S} 1—(1-nA)?
- < o Tz |\ (124)
Rar(62167%) , 15 nA
( o + 20°n2 | 1= 2 )’ (125)
where o/ = (« — 1) - (1 - M) + 1, and the last inequality Equation (125) is because
5=0

of the inequality n\ < % < 1 that is ensured by the condition n < %

Therefore, by solving the recursion Equation (125) from £ = 0,--- , K — 1, and by using
Ro(69]16’9) = 0 for any o > 1, we prove the theorem statement in Theorem D.6L

0 ,0 52 K k
Ra (06" %) < 9g Z(l_m> (126)

« ~ 202%n2 2

O

Comparison with [15, Corollary 1] 'We now compare our privacy bound Theorem D.6|with [15]
Corollary 1] and show that our bound is tighter. For convenience, we now repeat the privacy bound
for noisy gradient descent (i.e. when b = n in Algorithm|1) that is proved in [I5 Corollary 1] below.

Theorem D.7 (Corollary 1 in Chourasia et al. [15]]). Let £(6;x) be a A-strongly convex, and [3-
smoooth loss function, with a finite total gradient sensitivity S, then the noisy gradient descent
algorithm with start parameter 6y ~ N (0, %Id), and step-size n < % satisfies («,€) Rényi
Differential Privacy with

aS?

e < ag(1—e7 V), (127)
a°n

Because 1 — x < e~ * for 2 # 0, we are able to further relax the bound in Theorem D.6|as follows.

K k
04775'3 nA
€< o5 > (1 -5 (128)
k=1
K-1
047753 A _mk
k=0
anS? — e K
_amdg  fpmAN L—er ™ (130)
202n2 2 1 —e—n\/2

AN . .
Because 1 — e~ > z - e for x > 0, we prove that 1 — e~"/2 > % - e~ 2. By plugging this
inequality to Equation (I30), we prove that
2 nA
asSy — 1=

NoZnz o (e (131)

e<

By again using 1 — x < e~ * for z # 0 into Equation (131)), we prove that
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@S?
£ < F%i? - (1 — e~ ) = RHS of [15] Corollary 1] (132)

This shows that the privacy bound Theorem [D.6|enabled by our analysis is strictly tighter than [[15]

Corollary 1].

E Proof for Section 4]

Lemma Let ptq,- -+, 4 and vy, - - -, v,,, be measures over R?. Then for any o« > 1, and any
P1,- -, Pm > 0that satisfies p1 + - - - + p,, = 1,

elo=1)-Ra (3250, pjng 122521 pjvs) < ij . ela=1)-Ra(pjlv;) (133)

Jj=1

Proof. By definition of Rényi divergence,

o) Ba(ully) _ / (%;)a‘ﬂ(g)d" (134)

Therefore by definition of f-divergence, e(*~1)Ea(ll¥) i f_divergence with f(z) = 2*. By the
convexity of f when o > 1, and by applying Theorem 3.1 in Taneja and Kumar [33]], we prove that
the f-divergence e(®~1)Ea(1l¥) s jointly convex in arguments i, /. O

E.1 Proof for Theorem

Theorem[.2](Privacy dynamics for "shuffle and partition" mini-batch gradient descent). If the loss
function ¢(0; ) is A-strongly convex, 3-smooth, and if its gradient has finite £>-sensitivity S, then
for K > 1land § > 2, Algorlthml_Wlth stepsize 1) < 33 satisfies (a, €)-Rényi DP for all data
points with

(a=1)ey/* 77 (a)

n 1— (1 =p\)2E-D:(n/b=|5]) 1

e < 552“(@. (1= n) Ty log| Avg e

1= (1—nA)>0/o=lai)) a-—1 0<jo<n/b
(135)

where the terms ))(«v) is upper-bounded for any j = 1,--- ,n/b as follows.
2
j ansg 1 a2 G- 1

EO(Q) < 402b2? (1 77)‘) Zj 1(1 . )28 (136)

Proof. Our proof relies on the joint convexity of the scaled exponentiated Rényi divergence

ele=DEa(ll¥) in its arguments 1 and v/). By further using the batch decomposition in Section , we
prove
c— - log el@=1)-Ra (0%116"%) (137)
1 0 n/b=1y . (a—1)-Ra(p(8%|B°, ,B™/*~1)|p('%| B,
Sa—llog Z p(B%-- B )-e (+ 0%

BO,... Bn/b=1in Line[d
(138)

Therefore, by plugging the privacy bound of Algorithm [T|proved in Theorem 3.3 into Equation (138)),
depending on which mini-batch contains the differing data point with any index 7o, we further prove
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that

n/b—1 LB, 1o ED LD )
! log Z plig € B) e @ 1)< @ e e e
a—1
jo=0
(139)
n/b—1 < 2] 12 =D /o= LD )
-1 . i) +
: clog [ b e @ ey e ) (140)
a— n
Jo=0
O

Explanations for the terms in Theorem[4.2] The privacy bound Theorem[.2 is strictly smaller than
the composition-based privacy bound (derived from DP SGD[1]] and SGM [29] analysis) after bV +7
epochs More spemﬁcally, the first term in Equation (12) is strictly smaller than the composition- based
privacy bound after /\ epochs, and the second term in Equation @) is strictly smaller than the
composition-based privacy bound after n/b epochs (where n/b > 2). We explain the terms more
specifically as follows.

3. The second term is upper bounded by £} (o) =

1. The sensitivity for one mini-batch gradient update in Algor1thm|_1s n- ‘7 , the standard

deviation of Gaussian noise added in one update is 1/2nc2, and the samphng probability
for each data point is %. By Abadi et al. [1] and Mironov et al. [29]], the composition-based

2 2 2 2
. . . . p2 an-Sg /b 2 amS L.
privacy bound for one iteration is larger than WW = 5 5. By Rényi DP
composition over n/b iterations, the composition-based privacy bound for one epoch is
2
b Dz-’l]Sg
larger than > - —5%.

. The first term is upper bounded as follows, which is smaller than the composition-based

privacy bound after epochs

NEIS 1— (1 — A2 (E=D-(/b=155)) aan

0 1—(1—nA)x®/=15D

< D% (1 gD, ! 1= (1= ) DL

= =7 2 : Ny
Ao2b? O RGO B (VR L%J;m)

2 n

_ ansy (1= )2 1= (1=nA)? 1= (1—pN)*ED0/bl5D

402bh? 1—(1—n)\)*Lsl 1— (1 —npA)2m/o-Lz))
(143)

anS? 1

< il (by (1 — nA)” is monotonically decreasing for x

402p2 1—(1— n)\)Z-(rL/b—\_%j)

(144)
< 2% ! by (1—=2)* <1 f Oanda > 1) (145
= 40202 2-(n/b—[Z])- Ay (by (1 —2)* <1—axforz>0anda>1) (145)
anSﬁ 1 n
<002 nibow Yy =2 146
~ 4020% n/b- My (yb* ) (146)
omS2

1732 » Which is smaller than the composition-

based privacy bound after -7 epochs.
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E.2 Proof for Theorem[4.3]

Theorem@ If the loss function £(6; x) is A-strongly convex [B-smooth, and if its gradient has finite
{o-sensitivity S, then Algorithm W1th stepsize ) < i3 + 3 satisfies («, €)-Rényi DP guarantee with

1
e<— log (S% () (147)

where the term Si(a) is recursively defined by

So(a) =1 (148)
i1 b (a—Dansy , b ' Lo p)?
St a) = =-e Sl (a)+ (1 — =) S ()™ fork=0,--- ,K —landj=0,---
n n
(149)
S9. 1 (a) = S0 (a@) fork =0,--- K — 1 (150)
(151)
Proof. By definition,
) G+1 R
pla—Delt (a) / <p1§+1<9)> P 6)do (152)
i (9)
J+1 J @
‘/ﬁﬂ%&"B[ L 47 0188, )] a0
- X B, ,"-,B ) )
EBg,m,BJ { /J+1(0|B 7311)} 0

(153)

By the joint convexity of the function gemT onz,y > 0 (Lemma 20 Balle et al. [3]]), and by the
mini-batch decomposition for the dlStl‘lbuthl‘l of the last iterate parameters in Section 2] we prove

j+1(9|B0 Bj) « . .
) k 1j+1 0
BY,-,B] [/ ( /j+1(9|B L Bi) Pk (0|B01 7Bi)d0

We now derive a recursive scheme for computing the right hand side term denoted as S,J;rl (a). By
definition,

el (@) < (154)

) ]+1(0|B . Bj) « 1 )
%W@—%&34/<wmw..§> I B
k

The term inside expectation corresponds to Rényi privacy loss under fixed mini-batches B, - - - , Bi.
Therefore, by Lemma 3.2}

(155)

pieB, - B\ -
k 1j+1 0 J
: . 0|By, - ,Bi)do (156)
/( QB0 B) % (01By 9
j (a—l)ansg

p'7,(8BY,---,By)

. ‘ (1—nX)? ,
( (pk 01Bg. . BY) ) 1 (0|BY, - ,Bi)d9> ifig ¢ By,

p'1.(01BY, -+, BY)

(p’“(e‘B"’ ’B’“)) p(01BS, - Bl)do e ifig € B
(157)
J
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By plugging Equation li and by the definition of Sﬁl (a), we prove

J+1 j @
J+1 _ ) (0|B Bk) /7+1 j

(a— 1),17,52

= P(io € B]) Sé BW + P(ig ¢ Bk)~ (159)
pj(elBO Bj) a 4 4 (1—nr)?
Epg.... 5 / ey | PROIBG - B (160)
’ g P& (01By, -+ . By)

By further using the concavity of z(l’w‘)i and the definition of Si (), we prove

(158)

. (a—1)ans2
SItHa) < P(ig € Bl)-SI-e 327 + Plig ¢ By)- (161)
i0|BY,--- B\ (=n?
Epo.. 5t / DE0 ) (018G, BL)do (162)
or Tk p/'k(elBOV" 7Bk)
b (e—Dansy A b .
— - . eszg . Si 4 (1 _ n) . (Si)(l—w\)z (163)

Therefore, the full recursive scheme for computing S,z(a) is as follows.

1. SY(a) =1

(a—l)omS?] X
2 5" a) = £ e @ - 5(0) + (1= &) - $(@)( for k= 0, K — 1 and
j=0,--- n/b—l

3,89, () =5;""(a) fork=0,--- , K — 1.

And Algorithm|[1]satisfies (cv, £)-Rényi DP guarantee with

1
e<— log (S% () (164)

F Proofs and Explanations for Section

F.1 Pseudocode for DP-SGD under notations in this paper

In Algorithm 2] we provide the pseudocode of an equivalent of DP-SGD algorithm under notations
in our paper. For the convenience of implementation in existing privacy libaries, we introduce the
noise multiplier o, to substitute o in Algorithm[I] We comment that the noisy gradient update in
Algorithm[2Junder noise multiplier o, is equivalent to a noisy gradient update in Algorithm [I|with

noise standard deviation o = \/g i Omul - ==. By plugging this equivalent o into Theorem
we prove the privacy dynamics bound in Corollary [5.3]for regularized logistic regression.

F.2 Proof for ensuring strong convexity

Regularized Logistic regression (for strong convexity). The loss function for regularized logistic
regression in the multi-class setting (with per-class bias) is as follows.

A
06 (05%,5) = Lo(05%,y) + 5 013 (165)
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Algorithm 2 Ajnpiementation: NOisy mini-batch Gradient Descent on regularized logistic regression
loss function

Input: Data domain X'. Dataset D = ((x1,¥1), (X2,¥2)," ", (Xn,¥Yn)), where each data point
consists of the feature vector x; € R? and the label vector y; € {0, 1}. The logistic regression
loss function ¢y (6; x,y) defined as Equation (8) with parameter space R(4+1)-¢_ Stepsize 7, noise
multiplier 0,1, @ (data-independent) parameter initialization distribution po(6), mini-batch size b,

feature clipping norm L, and (unregularized) gradient clipping norm .
Feature Normalization: x;,---,x, ¢+ normalize(xy, --,X,), where normalize() is an
(@, €norm )-Rényi differentially private batch normalization or group normalization scheme de-
scribed in Tramer and Boneh [34] (Section 2.3 and Appendix B).
Feature Clipping: x; < X - min{||x;|2, L}
Initialization: Sample 0 from the initialization distribution po(6).
Batch Generation: shuffle the indices set {1,--- ,n}, and partition them into n/b sequential
mini-batches B, - -- , B"/*~! that are subsets of {1,--- ,n}, each with size b.
fork=0,1,--- ,K —1do
forj=0,1,--- ,n/b—1do
Gradient Clipping: go(¢7,B7) = 1 " Vi)
ks b £~zi€B7 ||V (0]%:) |2

Regularization: g (Gi; BI ) = 90(9];;; Bi) 4+ \- gi
9£+1 :9%—77.9(9%;31) +n- % Gl * % N (0,1y)

-min{|| V4 (6);x:)]|2, 3}

n/b
‘92+1 = ek/

Output 6%,

where £y (0;x,y) is the following logistic regression loss function.

. ezl 0 o2 0e
bo(05x,y) =~y log | —r; e Y log | =75, Lo (166)
where X = (x,1) € R4! denotes the concatenation of the data feature vector x and 1, and
y = (y',---,y°) is the label vector. The parameter vector is § = (01,--- ,0.) € R+ that

represents the weight and the per-class bias of the linear model. The logistic regression loss function
is convex, and therefore the regularized logistic regression loss function is A-strongly convex.

F.3 Proof for ensuring smoothness

Feature Normalization (for faster convergence). For a better convergence of the learning task, we
follow Tramer and Boneh [34], and use feature normalization (including both batch normalization
and group normalization). Batch normalization first computes the per-channel mean and variance of
the training dataset, in a differentially private way, and then normalizes each channel of each data
point in the training dataset. Group normalization [38]] separates the channels in a data feature vector
into a number of different groups, and normalizes each channel of each data point with the per-point
per-group mean and variance (which does not incur additional privacy cost). We refer the reader
to [34] (their Section 2.2 and Appendix B) for more details.

Feature Clipping (for bounding the smoothness constant). To ensure that the condition of finite

gradient sensitivity .S, is satisified in our experiments, we follow Feldman et al. [18]] and normalize

the data feature vector in {5 norm, such that ||x||2 < L. Under this data feature clipping, we prove

L2+1)
2

that the logistic regression loss function () is ( -smooth in the following Proposition|5.1

Proposition F.1. If the data feature vector x has bounded {5 norm, such that ||x|2 < L, then the
unregularized logistic regression loss function £y(0;x,y) Equation @) is convex , L-Lipschitz and
B-smooth with regard to parameters 0, for

L= 22+ 1) (167)
2
=1 (168)
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Proof. We compute the gradient and Hessian matrix for the logistic regression loss function as
follows.

The gradient of the logistic regression loss function Equation (8) with respect to 6 is:

%T.01 %70,
. _ 1 € c €
Volo(0;x,y) = —y" - Vglog (exT,gl T exT'9c> — =y Vplog (exTﬂc T
(169)
)_{T~91 )_(T-el
_ € S U O A € _oe | =T
- <<€?_6T'91+..._|_€5<T'9c y )X ’ ’<6’_{T'9“+"'+62T'06 y)X >
(170)
171)
The Hessian of loss function with respect to 6 is:
Hyyo oo Hie
Vilo(sx,y)=| 1 (172)
Hcl o Hcc

where the submatrices are as follows.

eiT'ei eiT~0i
Fori=j, H; = . <1— > %X (173)

>

eiT'el +...+eiT'0c eiT'el +... +eiT'9c

eiT-Gi eiT-Gj

) ] = . . X . 7T
Fori#j, H; = R e e RAE (174)

(175)

Therefore, the Hessian matrix of the loss function with respect to 6 equals the following Kronecker
product.

Vilo(0;x,y) =T ® (x-x7) (176)
T o eiTiei <L : (1 — "%T o eiTlei y ) Z' - J

where 7y = § < M E gt L St AT
_eiT.sle_*_.“_,’_e;(T_gc : eiT.gle_,’_.“_,'_e;(T_gc i #J

By Bohning [9]], 7" is a positively semi-definite matrix that satisfies

1 1
TjQ-(Ic—-10-10T>,Wherelc:(1,-~-,1)T€RC. (178)
c

Therefore, the eigenvalues of T fall in the range [0, %] Therefore, because the eigenvalues for the
Kronecker product matrix V4o (0;x,y) =T ® ()2 . RT) consists of the product of eigenvalues for
T and % - X7, we prove that the eigenvalues for V3(,(6;x,y) fall in the range of [0, 1(|x||3].

By ||x|l2 < L, we prove that ||X||2 < v/'L? + 1, therefore Equation (E) and Equation @) (in the
proposition statement) hold. O

These computations of these Lipschitz smoothness constants could also be cross-checked in the
tensorflow privacy tutorial for logistic regression. https://github.com/tensorflow/privacy/
blob/master/tutorials/mnist_lr_tutorial.py. The feature clipping technique is different
from the DP-SGD [1]] algorithm that only requires per-example gradient clipping. The major reason
that we use data feature clipping (besides per-example gradient clipping), is for ensuring smoothness
of the logistic regression loss function (by Proposition [5.1), which is a necessary condition for
applying our privacy bound Theorem 3.3]
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F.4 Proof for ensuring finite gradient sensitivity

Per-example Clipping on Unregularized Gradient (for reducing gradient sensitivity without harm-
ing smoothness or strong convexity). Although feature clipping already bounds the gradient sensi-
tivity by 24/2(L? + 1) (by Proposition li), this bound grows with the feature clipping norm L. This
in turn restricts the signal to noise ratio, and does not give good empirical privacy-utility trade-off in
our experiments. Therefore, we additionally perform per-example ¢5-clipping on the unregularized
gradient (detailed pseudocode in Appendix [F.I). Under per-example clipping on unregularized
gradient, we prove in the following Proposition[5.2, that each gradient update in regularized logistic
regression has finite gradient sensitivity, and preserves strong convexity and smoothness.

Proposition F.2. Let (o (0;x,y) be the logistic regression loss function defined in Equation . Let
go(0;x,y) = % min{||Vlo(0;x,y)l2, % S } be the clipped gradient of (unregularized)

loss function £y (0;x,y), under {5 clipping norm QJ Ifg(0;x,y) = go(0;x,y) + A0, and if the data
vector x has bounded {s norm, such that ||x||2 < L, then g(0 X, Y) hasﬁmte Lo-sensitivity Sy, is
continuous, and is almost everywhere differentiable with

A ]I(d+1). < Veg(l;x,y) X (B+ M) - H(d-‘,—l)»c (179)

d+1)-c _ L%41
forany 0,0" € RU+D< gngd g = LHL,

We provide complete proof for this proposition below. This construction of clipped unregularized
gradient facilitates us to enjoy the benefits of gradient clipping (such as for speeding up conver-
gence [41, [14]]) while satsifying the necessary smoothness and strong convexity conditions for
applying our privacy dynamics bound.

Proof. By definition Equation @) for the logistic regression loss function, V¢ (0;x,y) is twice

continuously differentiable and convex. By Proposition £x(0;%,y) is B-smooth with 5 = %
Therefore, the Hessian matrix of ¢y(6;x,y) satisfies the following inequality.

0 Tiat1)-e = Vilo(0;x,y) = B Ligs1).cs (180)

where d is the dimension of the input data feature vector x, and c is the number of classes in the label

vector y. Moreover, the clipped (unregularized) gradient go(6; x,y) (under ¢ clipping norm %) is
continuous, and is almost everywhere differentiable as follows.

Vogo(0;x,y) =
Vilo(0:x,y) i [Volo(0:x, ¥ < 3 8D
2g m M- Vggo(GEXaY) if [|[Volo(0x,y)ll2 > 5
T
_ Lo (0;x,y) Vo (0;x,y) . . . Vo (0;x,y)
where M = (44 1).c.— I\Wo(é) x,;'y)llz . (||W00(0;x,;’)\|2> is a symmetric matrix. Because m

is a unit vector, we prove that M is positive semi-definite and satisfies 0 Lar1).e 2 M 2 Lgqye

S
Moreover, for the case where ||Vl (0;x,y)[|2 > =%, we have that 52 m < 1. By

combining this ineuality with property of M and Equation (180), we prove that for any 6 such that
s
Vel (6;x,y)ll2 # 5

0 Tig1).c = Vaogo(tix,y) = B Lay1).c (182)

Therefore, by plugging this into the definition of ¢(0;x,y) = go(0;x,y) + A0, we prove that
g(0;x,y) is continous, and is almost everywhere differentiable with

A ]I(d+1) .c = Vgg(& X y) (ﬁ + )\) ]I(d+1)~c (183)
O
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