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Anonymous Authors
In this supplementary material, we provide additional experi-

mental and qualitative results to support the contributions in the
main paper. In Section 1, we provide detailed information about the
forensic techniques used to evaluate our attack method, followed
by additional attack experimental results in Section 2. In Section 3,
we demonstrate further image quality comparisons with baseline
attacks.

1 FORENSIC DETECTION METHODS
In this section, we provide quantitative results of the forensic

detection model used in the main paper to demonstrate that the
detection method is able to successfully distinguish the differences
between genuine and generated images. We trained four different
backbones using themethod proposed by [19] as our evidence detec-
tionmodel and adversarial model: Efficientnet-B0 [17], ResNet50 [8],
DeiT [18] and Swin-T [9]. We further evaluated the black-box trans-
fer attack performance of the latest detection methods, namely
DIRE [20], GFF [10], Lgrad [16], RECCE [2] and UniDetection [14].
We fine-tuned these methods on the training set of GenImage [23]
and presented their performance on the validation set GenImage in
Tab. 1. All the detection methods maintained high Accuracy (ACC)
and Area Under the Curve (AUC). By attacking high-performing
detection models, we demonstrate the effectiveness of our method
relative to other baseline approaches.

Table 1: The Accuracy(ACC) and Area Under the Curve(AUC)
of the detection methods used in the main paper.

ACC AUC
Efficientnet-B0 97.58 99.42

ResNet50 95.56 99.09
DeiT 98.26 98.45
Swin-T 97.26 99.45
DIRE 99.99 99.99
GFF 99.73 99.89
Lgrad 97.66 99.73
RECCE 99.89 99.99

UniDetection 99.99 99.99
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2 ADDITIONAL EXPERIMENTAL RESULTS
Additional Core Component Analysis. Here, we generate at-
tacks using Efficientnet-B0 (E) [17], ResNet50 (R) [8], and DeiT
(D) [18], Tab. 2 presents the results of different variants of our
method. For the baseline method, the Control-VAE and Latent Ad-
versarial Optimization(LAO) methods are not used. Using either
Control-VAE or LAO methods yields a positive effect on the ASR
metrics for both backbones, and combining the two modules can
bring more performance gains.

Table 2: Ablation study for core components of our method.
The vertical E [17], R [8], D [18] are used to generate adver-
sarial samples, The horizontal E [17], R [8], D [18], S [9] are
used to detect adversarial samples.

CVAE LAO E R D S

E

% % 100.00 60.50 47.38 75.13
! % 100.00 71.38 51.13 79.25
% ! 100.00 79.25 53.75 81.50
! ! 100.00 89.50 66.38 84.13

R

% % 52.25 100.00 56.13 94.68
! % 52.50 100.00 58.38 95.00
% ! 94.13 100.00 64.00 95.13
! ! 94.75 100.00 67.25 95.25

D

% % 78.75 64.00 100.00 96.50
! % 85.25 67.75 100.00 97.00
% ! 88.88 89.13 100.00 97.38
! ! 90.75 89.88 100.00 97.88

Additional Diffusion Steps and Optimizing iterations Analy-
sis.We generate attacks using Efficientnet-B0 (E) [17], ResNet50
(R) [8], DeiT (D) [18] and Swin-T(S) [9]. In Tab. 3, we demonstrate
the impact of Diffusion Steps and Optimizing iterations in the La-
tent Adversarial Optimization(LAO) process. A suitable value for
Optimizing iterations can maximize the ASR of the method. After
reaching a certain value, the impact on the success rate becomes
less significant. With a smaller value for Optimizing Iterations, in-
creasing Diffusion Steps will lead to a decrease in the method’s
ASR. This may be because the process introduces features of AI-
generated images that the forensic classifier can recognize. With
the increase of Optimizing Iterations, the method can still maintain
a relatively high ASR. Considering factors such as image quality
and optimization time, our method selects a value of 2 for Diffusion
Steps and 5 for Optimizing Iterations.
Additional Attack on Surrogate Forensic Detector. Addition-
ally, we include the table from Tab. 1 in the main paper, where we

https://doi.org/XXXXXXX.XXXXXXX
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Table 3: Performance of ourmethod using different Diffusion
Steps and Optimizing Iterations. The vertical E [17], R [8],
D [18], S [9] are used to generate adversarial samples, The
horizontal E [17], R [8], D [18], S [9] are used to detect adver-
sarial samples.

Diffusion
Steps

Optimizing
iterations E R D S

E

2 1 99.38 73.63 49.75 64.13
2 5 100.00 89.50 66.38 84.13
2 10 100.00 89.50 66.38 84.00
3 1 99.38 70.63 48.50 63.88
3 5 100.00 89.50 66.13 84.13
3 10 100.00 89.50 66.50 84.00
4 1 99.38 70.50 42.63 64.00
4 5 100.00 88.25 65.88 83.25
4 10 100.00 89.13 66.00 83.50

R

2 1 59.25 99.75 59.38 86.00
2 5 94.75 100.00 67.25 95.25
2 10 94.75 100.00 67.13 95.25
3 1 59.38 99.75 59.50 84.75
3 5 94.00 100.00 64.00 95.25
3 10 94.13 100.00 63.88 95.25
4 1 59.25 99.75 59.50 84.00
4 5 94.13 100.00 64.13 95.25
4 10 94.00 100.00 64.00 95.25

D

2 1 81.25 64.13 99.38 94.25
2 5 90.75 89.88 100.00 97.88
2 10 90.75 89.88 100.00 97.88
3 1 81.13 63.38 99.38 92.13
3 5 89.88 88.13 100.00 97.38
3 10 90.13 88.88 100.00 97.50

4 1 80.50 65.00 99.13 93.38
4 5 89.88 87.13 100.00 96.75
4 10 91.75 88.13 100.00 96.75

S

2 1 46.50 54.88 43.13 99.68
2 5 77.00 73.25 63.00 98.13
2 10 77.00 73.25 62.50 98.25

3 1 46.50 54.88 42.50 98.50
3 5 76.63 73.50 62.13 98.00
3 10 76.88 73.25 62.50 98.50

4 1 46.50 54.88 42.25 98.38
4 5 76.50 72.25 62.50 99.00
4 10 77.00 72.88 62.88 99.50

use Efficientnet-B0 (E) [17], ResNet50 (R) [8], DeiT (D) [18], and
Swin-T (S) [9] as detection models to detect adversarial examples
generated using Efficientnet-B0 (E) [17], ResNet50 (R) [8], DeiT
(D) [18], and Swin-T (S) [9] as surrogate models. As shown in Tab. 4
and Tab. 5, our method outperforms the baseline attack methods in
both white-box and black-box settings, using various generation
methods and different backbones as surrogate models.

3 ADDITIONAL QUALITY COMPARISONS
As shown in Fig. 1, we provide more quality comparisons of

the adversarial samples generated with the baseline attacks i.e.
FGSM [6], PGD [11], AutoAttack(AA) [4], DiffAttack [3] and Diff-
PGD [22]. It is evident that traditional gradient-based transfer attack

methods [4, 6, 11] introduce visible noise patterns, whereas our
diffusion model-based attack method produces images without
noticeable noise patterns.
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Table 4: The performance of attack methods evaluated using the Attack Success Rate, with the first column representing the
methods EfficientNet-B0(E) [17], ResNet-50(R) [8] used to generate adversarial samples. The second column representing the
methods EfficientNet-B0(E) [17], ResNet-50(R) [8], DeiT(D) [18], Swin-T(S) [9] used to detect adversarial samples. The third
column represents different baseline attack methods FGSM [6], PGD [11], AutoAttack(AA) [4], Diff-PGD [22], DiffAttack [3],
and our method. The first row represents different datasets, covering 8 sub-datasets in the GenImage dataset [23]: ADM [5],
BigGAN [1], Glide [13], Midjourney [12], Stable Diffusion 1.4&1.5 [15], VQDM [7], Wukong [21]. Higher metric values indicate
better performance, with the best results highlighted in bold.

E

ADM BigGAN Glide Midjourney SDv14 SDv15 VQDM Wukong Average

E

FGSM 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
PGD 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
AA 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00

DiffAttack 88.00 96.00 91.00 91.00 96.00 96.00 94.00 85.00 92.13
DiffPGD 100.00 100.00 99.00 99.00 100.00 100.00 100.00 99.00 99.63
Ours 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00

R

FGSM 26.00 44.00 80.00 91.00 71.00 73.00 41.00 62.00 61.00
PGD 38.00 68.00 90.00 95.00 93.00 94.00 42.00 76.00 74.50
AA 37.00 43.00 83.00 94.00 94.00 92.00 41.00 71.00 69.38

DiffAttack 41.00 60.00 54.00 72.00 70.00 80.00 87.00 76.00 67.50
DiffPGD 42.00 76.00 30.00 56.00 77.00 76.00 90.00 81.00 66.00
Ours 53.00 80.00 95.00 99.00 99.00 100.00 96.00 94.00 89.50

D

FGSM 18.00 13.00 37.00 81.00 27.00 30.00 10.00 20.00 29.50
PGD 36.00 32.00 59.00 89.00 45.00 43.00 30.00 40.00 46.75
AA 40.00 25.00 58.00 92.00 53.00 44.00 35.00 34.00 47.63

DiffAttack 49.00 31.00 40.00 76.00 39.00 44.00 62.00 32.00 46.63
DiffPGD 55.00 55.00 29.00 43.00 32.00 33.00 73.00 31.00 43.88
Ours 60.00 50.00 83.00 98.00 68.00 69.00 52.00 51.00 66.38

S

FGSM 68.00 93.00 98.00 99.00 93.00 89.00 73.00 78.00 86.38
PGD 99.00 100.00 100.00 100.00 100.00 100.00 95.00 96.00 98.75
AA 99.00 74.00 100.00 98.00 99.00 99.00 93.00 89.00 93.88

DiffAttack 43.00 58.00 65.00 62.00 57.00 53.00 68.00 50.00 57.00
DiffPGD 30.00 69.00 19.00 13.00 17.00 17.00 32.00 21.00 27.25
Ours 74.00 80.00 91.00 93.00 88.00 84.00 77.00 86.00 84.13

R

ADM BigGAN Glide Midjourney SDv14 SDv15 VQDM Wukong Average

E

FGSM 92.00 71.00 99.00 98.00 94.00 87.00 57.00 73.00 83.88
PGD 99.00 74.00 100.00 98.00 99.00 98.00 81.00 88.00 92.13
AA 97.00 70.00 98.00 95.00 99.00 96.00 38.00 84.00 84.63

DiffAttack 43.00 64.00 48.00 62.00 43.00 39.00 62.00 49.00 51.25
DiffPGD 48.00 62.00 16.00 63.00 50.00 55.00 35.00 60.00 48.63
Ours 99.00 99.00 100.00 100.00 99.00 98.00 68.00 95.00 94.75

R

FGSM 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
PGD 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
AA 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00

DiffAttack 81.00 81.00 70.00 94.00 97.00 97.00 78.00 88.00 85.75
DiffPGD 100.00 100.00 100.00 98.00 100.00 100.00 100.00 100.00 99.75
Ours 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00

D

FGSM 19.00 16.00 35.00 70.00 22.00 29.00 3.00 13.00 25.88
PGD 58.00 53.00 78.00 89.00 51.00 56.00 40.00 37.00 57.75
AA 62.00 42.00 73.00 87.00 46.00 48.00 17.00 33.00 51.00

DiffAttack 47.00 39.00 34.00 39.00 13.00 18.00 52.00 17.00 32.38
DiffPGD 57.00 45.00 20.00 35.00 33.00 29.00 70.00 24.00 39.13
Ours 68.00 61.00 85.00 97.00 68.00 67.00 42.00 50.00 67.25

S

FGSM 85.00 98.00 98.00 100.00 94.00 91.00 78.00 82.00 90.75
PGD 100.00 100.00 100.00 100.00 100.00 99.00 98.00 98.00 99.38
AA 100.00 94.00 99.00 98.00 100.00 98.00 45.00 92.00 90.75

DiffAttack 52.00 59.00 49.00 39.00 31.00 32.00 68.00 43.00 46.63
DiffPGD 27.00 62.00 18.00 14.00 13.00 21.00 32.00 16.00 25.38
Ours 93.00 97.00 100.00 100.00 99.00 98.00 86.00 89.00 95.25
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Table 5: The performance of attack methods evaluated using the Attack Success Rate, with the first column representing
the methods DeiT(D) [18], Swin-T(S) [9] used to generate adversarial samples. The second column representing the methods
EfficientNet-B0(E) [17], ResNet-50(R) [8], DeiT(D) [18], Swin-T(S) [9] used to detect adversarial samples. The third column
represents different baseline attack methods FGSM [6], PGD [11], AutoAttack(AA) [4], Diff-PGD [22], DiffAttack [3], and our
method. The first row represents different datasets, covering 8 sub-datasets in the GenImage dataset [23]: ADM [5], BigGAN [1],
Glide [13], Midjourney [12], Stable Diffusion 1.4&1.5 [15], VQDM [7], Wukong [21]. Higher metric values indicate better
performance, with the best results highlighted in bold.

D

ADM BigGAN Glide Midjourney SDv14 SDv15 VQDM Wukong Average

E

FGSM 68.00 61.00 90.00 98.00 85.00 81.00 34.00 69.00 73.25
PGD 80.00 66.00 97.00 98.00 89.00 91.00 68.00 79.00 83.50
AA 78.00 68.00 96.00 95.00 92.00 91.00 59.00 78.00 82.13

DiffAttack 59.00 64.00 61.00 91.00 64.00 75.00 66.00 59.00 67.38
DiffPGD 46.00 67.00 16.00 56.00 55.00 60.00 31.00 57.00 48.50
Ours 86.00 97.00 96.00 100.00 96.00 94.00 66.00 91.00 90.75

R

FGSM 37.00 46.00 79.00 88.00 76.00 68.00 40.00 61.00 61.88
PGD 41.00 53.00 86.00 95.00 89.00 88.00 41.00 67.00 70.00
AA 46.00 53.00 83.00 92.00 88.00 82.00 42.00 70.00 69.50

DiffAttack 75.00 78.00 76.00 81.00 79.00 78.00 95.00 69.00 78.88
DiffPGD 42.00 73.00 20.00 48.00 73.00 71.00 85.00 75.00 60.88
Ours 69.00 71.00 95.00 100.00 97.00 99.00 96.00 92.00 89.88

D

FGSM 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
PGD 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
AA 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00

DiffAttack 98.00 96.00 91.00 91.00 79.00 81.00 93.00 63.00 86.50
DiffPGD 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Ours 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00

S

FGSM 93.00 98.00 98.00 100.00 97.00 97.00 81.00 89.00 94.13
PGD 100.00 100.00 100.00 100.00 100.00 100.00 95.00 97.00 99.00
AA 100.00 100.00 98.00 97.00 100.00 99.00 95.00 97.00 98.25

DiffAttack 71.00 62.00 66.00 80.00 80.00 79.00 87.00 56.00 72.63
DiffPGD 24.00 57.00 20.00 16.00 14.00 20.00 33.00 23.00 25.88
Ours 99.00 95.00 100.00 100.00 100.00 99.00 95.00 95.00 97.88

S

ADM BigGAN Glide Midjourney SDv14 SDv15 VQDM Wukong Average

E

FGSM 32.00 38.00 62.00 89.00 59.00 64.00 22.00 46.00 51.50
PGD 45.00 50.00 53.00 84.00 51.00 52.00 30.00 43.00 51.00
AA 38.00 39.00 43.00 77.00 54.00 53.00 27.00 39.00 46.25

DiffAttack 7.00 30.00 17.00 26.00 14.00 23.00 53.00 24.00 24.25
DiffPGD 34.00 56.00 12.00 39.00 44.00 44.00 29.00 45.00 37.88
Ours 59.00 82.00 81.00 97.00 87.00 86.00 45.00 79.00 77.00

R

FGSM 12.00 5.00 33.00 80.00 57.00 50.00 33.00 43.00 39.13
PGD 14.00 29.00 52.00 89.00 77.00 75.00 38.00 62.00 54.50
AA 10.00 23.00 55.00 91.00 81.00 79.00 39.00 61.00 54.88

DiffAttack 11.00 15.00 18.00 28.00 40.00 31.00 66.00 31.00 30.00
DiffPGD 32.00 65.00 22.00 43.00 65.00 60.00 85.00 63.00 54.38
Ours 22.00 41.00 54.00 95.00 94.00 97.00 93.00 90.00 73.25

D

FGSM 18.00 11.00 35.00 83.00 32.00 36.00 12.00 26.00 31.63
PGD 35.00 26.00 55.00 87.00 33.00 32.00 20.00 25.00 39.13
AA 37.00 30.00 54.00 86.00 41.00 41.00 24.00 33.00 43.25

DiffAttack 33.00 25.00 22.00 30.00 23.00 22.00 51.00 21.00 28.38
DiffPGD 42.00 42.00 17.00 29.00 24.00 24.00 67.00 20.00 33.13
Ours 56.00 50.00 72.00 97.00 66.00 61.00 51.00 51.00 63.00

S

FGSM 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
PGD 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
AA 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00

DiffAttack 79.00 96.00 91.00 64.00 76.00 82.00 80.00 76.00 80.50
DiffPGD 56.00 89.00 57.00 52.00 71.00 63.00 75.00 62.00 65.63
Ours 100.00 93.00 98.00 100.00 99.00 99.00 96.00 100.00 98.13
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Figure 1: Additional Qualitative assessment of adversarial examples generated by FGSM [6], PGD [11], AutoAttack(AA) [4],
DiffAttack [3], Diff-PGD [22], and our method on the GenImage dataset [23]. These samples were generated from different
backbones, namely EfficientNet-B0(E) [17], ResNet-50(R) [8], DeiT(D) [18] and Swin-T(S) [9].
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