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A APPENDIX

A.1 ADDITIONAL INFORMATION ON THE EXPERIMENTAL PROCEDURES.

Datasets. The number of samples in the clean sets (i.e., the test sets) of the datasets we investigated
are as follows:

¢ MNIST, FMNIST and CIFAR-10: 10’000,
e SVHN: 26'032.
* Imagenette: 3'925.

A sample from each dataset can be seen in Figure 4]
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Figure 4: Sample images from all datasets used in the paper. From left to right: MNIST, FashionMNIST,
CIFAR-10, SVHN and Imagenette.

Shifts. In order to illustrate the effect of the shift types described in Section[5.1]of the main article,
we show the effects of the shifts and their intensities on the MNIST dataset in Figure [5} For the
detailed parameters of each shift intensity (per dataset) we refer to the associated code.
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Figure 5: Illustration of intensities of the shift types — Gaussian noise (top row), Gaussian blur (middle row)
and Image shift (bottom row) — on a sample from the MNIST dataset.
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MNIST
. Sample size
Shift Int.Feat. 10 20 50 100 200 500 1000
[ VD 27+08 77£13 112+16 203£23 b550%25 O47£11 999£01
CV  00+02 01+0.1 00+02 01+01 03+03 15406 6.1+1.2
Gy v MD 86+14 261£22 609£25 933+13 100000 100.0—-00 100.0—00
CV  01+02 10405 38+1.0 17.6+19 5834+25 99.3+04 100.0— 0.0
yp MD 165419 542425 935413 100.0-0.0 100.0 —0.0 100.0—0.0 100.0 — 0.0
CV  37+1.0 204420 656+24 98.9+05 100.0—0.0 100.0—0.0 100.0— 0.0
M 1907 27£08 33%09 43E10 09FL5 222£21 407£25
CV 00402 01401 00+02 00402 00402 01401 01401
Gp v MD  A8E11 131£17 303£23 631424 939+12 100.0-00 100.0—00
CV  00+02 00402 01+02 03403 15406 11.3+1.6 449+25
yi MD 92415 251422 575£25 924+13 100.0-00 100.0-00 100.0 0.0
CV 01401 05+04 14+06 51+11 221421 885+16 100.0— 0.0
[ VYD 35%09 B86£14 I51E18 327£24 (63£24 980£07 100.0 00
CV 00402 00+02 00+02 01402 07+04 69+13 284423
s v M 56£12 185+£20 421425 785421 980£07 100.0-00 1000 0.0
CV  01+02 09405 24+08 155+18 50.04+25 99.5+0.3 100.0— 0.0
yp MD 104%15 340424 T26%23 989405 100.0-0.0 100.0—0.0 100.0 — 0.0
CV  13+06 73413 31.7+24 833+19 100.0—0.0 100.0—0.0 100.0— 0.0

Table 4: Power of the statistical test with MAGD1ff (abbreviated as MD) and CV representations for the shift
types Gaussian noise (GN), Gaussian blur (GB) and Image shift (IS), three different shift intensities (I, IV, VI)
and fixed 6 = 0.5 for the MNIST dataset. The estimated 95%-confidence intervals are indicated.

A.2 ADDITIONAL EXPERIMENTAL RESULTS

Sample size. To further support our claims, we include comprehensive results of the power with
respect to the sample size for the MNIST, Imagenette and CIFAR-10 datasets in Tables [ [5] and [6]
We provide all results for the shift intensities II, IV and VI, for all shift types, and fixed 6 = 0.5
for MNIST, CIFAR-10, respectively 6 = 1.0 for Imagenette (the § were chosen so that the task is
comparatively easy at high shift intensity and hard at low shift intensity for both methods).

Shift intensity. In Figures[6] [7]and [8] we collect the plots of the estimated powers of the test for
multiple cases, in addition to the one presented in the main article. Note that the only situation in
which MAGD1 f £ is very slightly outperformed by the baseline CV, is the case of FMNIST, when we
consider MAGD1 f f representations of layer [_. In all other cases, shift detection using MAGD1i ff
representations clearly outperforms the baseline of CV by a large margin.

Model accuracy. In Figure [0 we show the impact of the shift type and intensity on the model
accuracy. It is interesting to note that, even in cases where the model accuracy is only minimally
impacted (e.g., for Gaussian blur on the MNIST and FMNIST datasets), our method can still reliably
detect the presence of the shift.

Norm variations. As mentioned in the main paper, many variations of MAGD1iff are conceiv-
able. Here, we present some experimental results for variations on the type of norm that is used
to construct the MAGD1 f f representations. In Figure [10{we show the results where, instead of the

Frobenius-norm, we consider the spectral norm as well as the operator norm || - ||~ induced by the
sup-norm on vectors. The spectral norm is equal to the largest singular value and || - || is defined
by:
Mx "
R . D
w20 [l 1Sism

for M € R™*™. Comparing to Figure @ we observe that the results for the Frobenius-norm and
the spectral norm are almost identical. However, while the results for the || - || are still better (in
almost all cases) than those of the baseline CV, they are less powerful than those of the Frobenius
norm.
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Shift Int.

Feat.

Imagenette

Sample size

10 20 50 100 200 500 1000

I MD 0.7£04 22+£07 63+£12 16.7£19 46.2+25 93.3+13 99.9+0.1

CV 24+£08 45+11 27£08 41+10 424+10 73+13 10315
GN v P 09+05 3.6+09 73£13 221+£21 60.7£25 985+£0.6 100.0—-0.0
CvV 16+£06 41+10 32£09 39+10 47411 75+13 10115
vi P 09+05 3.6+09 73£13 221+£21 60.7£25 985+£0.6 100.0—-0.0

Cv 22+£07 49+11 35£09 53+11 68+13 155£18 33.5+24

I MD 05+£03 25+08 41+£1.0 153£18 406+£25 91.7£14 99.9+0.2

Cv 21+£07 3.7+£10 32£09 37410 70+13 11.3£16 182+20
GB 1v ¥ 1.0£05 35£09 91+15 293+23 679+24 99.1+0.5 100.0—-0.0
CvV 23£08 45£10 37£10 45+11 63+£12 13117 269+2.2
vi M 1.3£06 50+£1.1 17.2£1.9 50.5+2.5 89.9+1.5 100.0—-0.0 100.0—0.0

CV 21+£07 35+09 31£09 50+11 69+13 185£2.0 46.8+25

I MD 05+£04 1.1+£05 19£07 47+11 136+£17 445£25 83119

Ccv 25£08 3710 39+£10 31£09 43+£10 63=£1.2 99+15

IS v MD 03+£03 1.9+07 29£09 91415 281+£23 751£22 983+0.7
cv 1.7£07 30£09 36+£09 39+10 48+11 83+£14 128+1.7

VI MD 06+£04 25+£08 50+11 149+£18 443+25 93512 99.9+£0.1

cv 20&£07 39£10 19+£07 46+11 6.1+£12 83£14 155+£1.8

Table 5: Power of the statistical test with MAGD1ff (abbreviated as MD) and CV representations for the shift
types Gaussian noise (GN), Gaussian blur (GB) and Image shift (IS), three different shift intensities (II, IV, VI)
and fixed & = 1 for the Imagenette dataset. The estimated 95%-confidence intervals are indicated.

CIFAR-10
. Sample size
Shift Int.Feat. 10 20 50 100 200 500 1000
o VD 18+07 5311 167£19 470£25 869+ L7 1000 0.0 1000 0.0
CV 23+08 45+1.1 69+1.3 191420 383+25 883+16 99.9+0.1
Gy v MD 25£08 111£16 367£24 811+£20 993404 1000 -0.0 1000 - 0.0
CV 25+08 6.7+13 11.7+1.6 29.9+23 634424 993404 100.0—0.0
yp MD 27408 147£18 492£25 912+14 999£01 100000 100.0—00
CV 27+08 73+13 142+1.8 37.5+25 773421 99.9+0.2 100.0—0.0
; YD 08L05 2808 6613 [89£20 495£25 932£13 1000 0.0
CV 26408 40+1.0 34+09 68+13 11.1+1.6 304+23 589425
G v MD L1807 57E£12 195+20 497+25 89615 99.9+£01 100.0 00
CV 25+08 64412 73+1.3 139417 359+24 840+19 99.8+0.2
yf MD 21407 63+12 234+21 625+24 96.1+10 100.0—00 100.0—00
CV 30+09 89+14 147+1.8 442425 855+ 1.8 100.0 — 0.0 100.0— 0.0
| YD 03£03 L3£06 36%09 6713 196£20 60.1£25 026=13
CV 25408 33+09 25+08 44+10 79+14 165+1.9 31.5+24
s v MD 06£04 24208 3910 161+£19 399425 882+16 99.9=0.1
CV 20407 39+1.0 29+09 67+13 108+16 254422 531425
yi MD 13306 39410 89+14 228+21 574£25 97.7+08 100.0—00
CV 20407 46+1.1 44+10 95+15 155+1.8 445+25 832419

Table 6: Power of the statistical test with MAGD1ff (abbreviated as MD) and CV representations for the shift
types Gaussian noise (GN), Gaussian blur (GB) and Image shift (IS), three different shift intensities (II, IV, VI)
and fixed 6 = 0.5 for the CIFAR-10 dataset. The estimated 95%-confidence intervals are indicated.
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Figure 6: Power and type I error of the test with MAGDiff (red) and CV (green) representations w.r.t. the shift
intensity for various shift types on the MNIST dataset with § = 0.5, sample size 100, for layers £_1 (top row)
and ¢/_3 (bottom row).
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Figure 7: Power and type I error of the test with MAGDiff (red) and CV (green) representations w.r.t. the shift
intensity for various shift types on the FMNIST dataset with § = 0.5, sample size 100, for layers /_ (top row)
and /_3 (bottom row).

A.3 THEORETICAL OBSERVATIONS REGARDING THE PRESERVATION OF SHIFT
DISTRIBUTIONS BY CONTINUOUS FUNCTIONS

In the main article, we mentioned the fact that under generic conditions, two distinct distributions
remain distinct under the application of a non-constant continuous function (though this does not
necessarily translate to good quantitative guarantees). In this section, we make this assertion more
formal and provide an elementary proof.

Let X be a separable metric space, and denote by P(X) the set of probability measures on X
equipped with its Borel o-algebra. Let Cj,(X) be the real bounded continuous functions on X. We
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Figure 8: Power and type I error of the test with MAGDi £ £ (red) and CV (green) representations w.r.t. the shift
intensity for various shift types on the CIFAR-10, SVHN (with § = 0.5) and Imagenette (with 6 = 1) datasets.
Sample sizes and values of § were chosen to make the plots as expressive as possible (low power for low shift
intensity, high power for high shift intensity), as the difficulty of the task varies depending on the shift type and
dataset.

consider the weak convergence topology on P(X); remember that a subbase for this topology is
given by the sets

Ufap = {u € P(X)|/ fdu E]a,b[} ,
X
for f € Cp(X) and a < b € R (see for example Kallianpur| (1961)).

Now let X, Y be two such separable metric spaces with their Borel o-algebra. Any measurable map
F: X — Y induces a map

F, P(X) = P(Y)
p= Fi(p),
where F.(u) is the pushforward of p by F, that is the measure on P(Y) characterized by
F.(p)(A) = u(F~1(A)) for any Borel set A C Y.

Fact 1. If F : X — Y is continuous, then F,, : P(X) — P(Y) is continuous for the weak
convergence topology.

Proof. Given f € Cy(X) and a < b € R, we see that F*’l(Uf7a7b) = UfoF,a,p» Which is enough to
conclude by the definition of subbases. O

The following result follows from standard arguments; we give an elementary proof for the conve-
nience of the reader.
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Figure 9: The impact of the shift type and intensity on the model accuracy for § = 1.0 (blue), § = 0.5 (green)
and § = 0.25 (red).

Proposition 1. Let F' : X — R be continuous and non-constant for X a separable metric space,
and let v € F,(P(X)) C P(R). Then the complement F,7'({v})¢ = P(X)\F 1 ({v}) of the set
F71({v}) is a dense open set of P(X) for the weak topology.

18
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Proof. As R is separable and metric, it is easy to show that the singleton {v} € P(R) is closed
(see for example (Kallianpur, (1961, Thm 4.1)). As we know from Fact that F, is continuous, we
conclude that F,71({v}) is closed and F,({v}) is open.

It remains to show that it is dense in P(X). Let p belong to F7!({r}), and let V' C P(X) be an
open set containing ;.. We have to show that F, 1 ({v'})¢ NV is non-empty. Thanks to the definition
of the weak topology, we can assume (by potentially taking a subset of V') that

V= ﬁ {ﬁ € P(X) sit. /x fidii €]a¢7bz‘[}
=1

for some f1,..., f, € Cy(X) and ay,by,...,an,b, € R with a; < b; for all i. Let x; be any
point in the support of p. Then p(B(z1,d)) > 0 for all § > 0 by definition of the support. As
F is non-constant, there exists 2 € X such that F/(x5) is not equal to F'(x1). Let us assume that
F(z1) > F(x2) (the proof is similar if F'(z2) > F(x1)). By continuity, there exists ¢ > 0 such that
F(z) > F(x2) for any € B(z1,¢€). Define m := u(B(xz1,€)) > 0. For ¢t €]0, 1], we define a new
measure /i; as follows : for any measurable set A, we let

pe (A) = p (A\B(21,6)) + (1 = t)u(B(z1,€) N A) + tmly,ea.
For any such ¢ €]0, 1[, observe that

Fi(pe) (1P (2), +00[) = pe(F 71 (JF (w2), +00])
= Fu(p)(JF (x2), +-00[) — tp(B(x1,€))
< Fu(p) (JF (w2), +o0),
which shows that F, (1) # F. (i), hence that u; € F1({v})e.
On the other hand, we see that | [ fidu, — [y fidp| < 2tml||fi||oc for i = 1,...,n. Since
peV =Ny {iePX)st [y fidi€la;,bi[}, thus uy € V fort €]0, 1] small enough. This
shows that V' N F1({r})¢ is non-empty, and thus we conclude that F,7 1 ({v'})¢ is dense in P(X).
O

As a direct corollary, we get the following statement, where generic, as above, means that the prop-
erty is true for any random variable 2’ whose distribution belongs to a fixed dense open set of the
space of distributions on R" :

Corollary 1. Let F : R" — RF be a non-constant continuous function represented by a neural
network, and let x be a random variable on R™. For a generic random variable ' on R", the
distribution of F(x") will be different from that of F ().

Proof. R™ is a separable metric space, and if F' is non-constant, so is at least one of its coordinate
functions F; : R™ — R, to which Proposition|[I]then applies. If the distribution of F;(z) is different
from that of F;(z), then the distribution of F'(z') is different from that of F'(z).
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Figure 10: Power and type I error of the test with MAGDiff (red) w.r.t. the Frobenius norm, used in all other
experiments, (top row), the spectral-norm (middle row) and || - || (bottom row) and CV (green) representations
w.r.t. the shift intensity for various shift types on the MNIST dataset with § = 0.5, sample size 100, for layer
1.
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