Appendices

A Some Useful Lemmas
In this paper, there are some equivalent forms of the generalization error we will study, e.g., Eq. (2)
and Eq. (5) in the main text, which are presented in the following lemma.

Lemma A.1. Let W; = WlU and W; = Wiﬁi' For any learning algorithm A, the following
equations hold

EM(“A) :%iEZﬂW? [Z(Wzivfzvj) —K(Wf,éj)} (12)
i=1

:iiEm Bz, (D7 ((0W; . Z0) - 0V 2)] . (13)
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Proof. This lemma is a consequence of Lemma 2.1, with further utilizing some symmetric properties.
Recall Eq. (1) in Lemma 2.1,
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Note that Eq. (2) in the main text is from the second equation above, which is used to derive individual
IOMI bounds in Section 3.
Similar to the standard setting for CMI bounds, where the role of each Z:r and Z; can be exchanged,

a key observation here is that for each 1, ﬁ//f and AW/i_ can also be exchanged arbitrarily. That is to
say,

5M(A) = %ZEZDW. [E(Wi+72i_) - é(ﬁ//i_72i_):| (15)
i=1

also holds true. Notice that we do not change the definitions of any the random variable, e.g.,
W+ = A(Z},,R) and W, = A(Z,.;, R).

)~

What differs from the standard CMI is that the roles of the whole sequences Z [+ and Z [; ] are not

n]
exchangeable with each other. Here, when we exchange each Zi+ and Z,, we need to keep the other
positions in S unchanged.

By introducing U; ~ Unif ({0, 1}), we have
1< ~ = — . =
W) = 3 €OV Z5) - et 2],

- Z Ez w. v, {K(Wi,ﬁi Ziv,) — (Wi, Zi,U,;)] :
=1

n -
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To obtain Eq. (13), notice that Z = Z’Ui, we have
1 — N ~
EulA) = > Bz [e(wm,zi) - E(Wi,Ui,Zi)]
i=1
1 n ‘ —~ N /-\./ R
P s (G ((UARARY AN} (16)
i=1

This, as we have already seen in Eq. (5) in the main text, is used to derive hypotheses-conditioned
CMI bounds in Section 4. It’s easy to see that when U; = 0, Eq. (16) becomes Eq. (12), and when
U; = 1, we obtain Eq. (15) via Eq. (16).

To obtain Eq. (14), we let W; = Wi’Ui, W, = Wi,ﬁ,,a and fix Z; = Z7 . Similarly,

Eu(A) :izn:Eer B w0z |07 (63, 2 - 6w, Z) ).

This is used to derive supersample-conditioned CMI bounds in Section 4. It’s easy to see that both
U; = 0and U; = 1 will give us Eq. (12). O

Like all the previous information-theoretic bounds, the following lemma is widely used in our paper.

Lemma A.2 (Donsker-Varadhan (DV) variational representation of KL divergence [44, Theorem 3.5]).
Let Q, P be probability measures on ©, for any bounded measurable function f : © — R, we have

Dkr(Q||P) = sup; Eoq [f(0)] — InEgp [exp f(0)].

We also invoke some other lemmas as given below.

Lemma A.3 (Hoeffding’s Lemma [26]). Let X € [a, b] be a bounded random variable with mean .
Then, for all t € R, we have E [etX} < e””rw.

Lemma A.4 (Popoviciu’s inequality [45]). Let M and m be upper and lower bounds on the values
of any random variable X, then Var(X) < M.

The following lemma is from [35, Lemma 2.8], we provide a self-contained proof.

Lemma A.S. Let h(z) = <=%=L be the Bernstein function. If a random variable X satisfies
E[X]=0and X <b, thenE [eX] < M OE[X?]

Proof. 1t’s easy to verify that h(z) is an increasing function for z > 0. Thus, h(x) < h(b) for x < b.
Then,
e =z + 14+ 2%h(z) <2+ 1+ 2°h(D).

For the bounded random variable X with zero mean, we have
E[eX] <E[X]+1+E [X2h(b)] < O],
The last inequality is by e® > x + 1. This completes the proof. O

B Further Elaborations on SCH Stability

We note that the reason we introduce four types of SCH stability in Definition 2.1 is that solely using
(2 in our bounds might be too loose, as it considers the supremum over all sources of randomness. By
incorporating SCH stabilities, we aim to demonstrate that theoretically, we can achieve significantly
tighter stability parameters.

The basic set up is as follows. Assume a random sample S gives rise to W. For each Z; € S5, we
construct S* by replacing Z; with another independently drawn instance; call training result W, the
neighbor of .

In a), v1-SCH-A stability measures the difference between the loss of w and the expected loss of its
neighbor W* at a worst z and the worst possible w. While in (b), y2-SCH-B stability measures the
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square of this difference, not in the worst case, but in an average case, where the average is over an
independently Z’ for the loss evaluation, the training sample, and the algorithm randomness. Since
“average is smaller than worst”, vo < ;.

In ¢), we consider the difference between the loss of W and the loss of its neighbor when evaluated at
the worst possible Z; that when included in .S gives rise to W. The expected value of this difference
is v3-SCH-C stability.

In d), v4-SCH-D stability measures the expected squared difference between the loss of W and the
loss of its neighbor when evaluated at Z; (a member of S). For a similar “average smaller worst”
reason, one expects that 4 < ;.

We expect that 72, v3, and 4 are all smaller than ;. This is because in /31, we consider the worst
evaluated instance, whereas in the other cases, we take the expectation over all instances. Additionally,

in Theorem 4.1, we expect that EW Al(Wi)2 < B%, this is because ;-stability holds for all the
possible s and s¢, namely it holds for all the (w, w") pair (that shares the same randomness) while in

B A1 (Wl)2 we take the expectation of these pairs.

We expect 72 < 4 due to the following reason: first by Jensen’s inequality, we have
Es g,z [((W, Z') = By bW, Z')])* < Eyypi 2 [((W, Z') — 6(W?, Z")]?, then since Z/ is an
independent of both W and W', Z’ can be regarded as a testing point for both W and W', we could ex-
pect that the expectation of £(W, Z")—£(W*, Z') is small. While inEg, 2/ g [((W, Z;) — (W', Z;)] %,
Z,; is a training point for obtaining W, so ¢(W, Z;) could be small in general, and Z; is a test-
ing point for W*. Therefore, it is reasonable to expect Eyy i z [((W, Z') — ((W?, Z’)]2 <
Es.z/.r [((W, Z;) — (W, Zi)]z, namely 5 < 4.

As a concrete example, let ¢ be zero-one loss and assume A is an interpolating algo-
rithm and and randomly makes predictions for unseen data. By Jensen’s inequality, 753 <

Ew.wi z [((W, Z") — ((W?, Z’)}Q = Ewz [((W,2Z")] — 2Ewwi z [(C(W, ZV(WE Z)] +
Ew: 7z [((W?, Z’)]2, where we use ¢2 = /¢ for zero-one loss. Since Z' is an unseen data for
both W and W', we have 12 < Ey: 2 [6(W?, Z)]* + L — L = By 5 [6(WF, Z')]°. While in
this case 7 = Eyi 7, [((W*, Z;)] %5072 < 7.

C Omitted Proofs and Additional Discussions in Section 3

C.1 Proof of Theorem 3.1

RNt

Proof. Letg(w™, z) = Eg- . {K(W-_ 2+)} — (W™, Z) be the average loss difference between

w* and its neighboring hypothesis, and let f = ¢ - g for ¢ > 0 in Lemma A.2. Let Z;“ " be an
independent copy of Z;r , then

etg@ﬂif)]

. I(WH;Z) +log B, 5o
B 7+ {g(W*,Zj)} <inf i { (17)

~t>0 t

Since Z:’ "is independent of both Wf and W, and fV[Z-‘ and W are identically distributed, we
have

Egps 5 [g(w+,2;_/)} —E._, {E(W.—,Z*’)} — By g {z(WtZ#’)} —0.

By the definition of v;-SCH-A stability,

sup
wt,z

B - 1o+ {K(W{,z)} *g(ﬁﬁ,z)’ <M
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o) g(W*, Zf l) is a zero-mean random variable bounded in [—~1,7y1]. By Lemma A.3, we have

I(W*; Z}) +logEgy, 7+ [et.q@*z*’)]

EWJF’Z? [g(WJF, Z:r)} <inf

t>0 t
W+ ZH) + &4
<inf L
t>0 t

2 I(W+: Z]),

W+.7+
where the last equality is obtained by optimizing the bound over ¢, i.e. letting ¢ = 4/ %
1

Recall Eq. (12) in Lemma A.1 and applying Jensen’s inequality to the absolute function, the first
bound is then obtained by

A< 3 [Bipe 2 [0V 2] | < 3 30 ar7 2,

Furthermore, by the chain rule of mutual information,

IW ZE W) + IWH Z) = IW S Z5 W) + I(W; 5 Z;F). (18)

Notice that I(W; ; Z;) = 0 in the RHS, we have

I(W* Z5) < IW* 2 W),
which will give us the second bound. This concludes the proof. O
Remark C.1 (Comparison with Mutual Information Stability [46, 23]). To compare with the mutual
information stability T <W+ zZr |Z[ i ) recall Eq.(18): I(W+; ZF|W—) = I(W;; Z|[W+) +

I(W; Z), and similarly we also have (W™ ; Z+|Z[n]\z) _I(Z['*' \Z,Z+|W+) + I(WH; ZF).

Thus, we only need to compare I(W Z+ W) and 1(Z:+ ASIVE Z+\W+) Notice that for a determin-
istic A, we have I(W (ZEW) < I(Z[Jr]\z, . ZF W) Since Z; 1L (W Z[ ]) we further
have I(Z;* S ZE W) = 1(ZF

: ZF W), which gives us the desired result:

[ ]\1’ [n\@?

Wtz
(W ZHW )<I(W 7 \Z[n]\z>

C.2 Proof of Theorem 3.2

Proof. The proof is nearly the same to the proof of Theorem 3.1, except that now the randomness
of the algorithm is given for each DV auxiliary function, so the randomness of W; is completely
controlled by Z.

Letg(a™, %5, r) = Ef s, [E(W/f,éj)} —l(w*,z ) andlet f =t-gfort > 0in Lemma A.2.
Let Z; be an independent copy of Z;', then

tg(W+,Z+,
W, ZH |r [e A

=i = IW+: ZF|R =) +1ogE
+ ot .
B+ z#r [Q(W ' Zi 77“)} < inf :

Notice that
Efs 7+, {9(W+,Zfa7")} =Eg- 7+ V(W‘,Z*')} —Ey

3 7

still holds since ZZ'" and Z_ are i.i.d. drawn.
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Thus, g(W*, Zi'"l, r) is a zero-mean random variable bounded in [—f2, f2]. By Lemma A.3, the
remaining part is routine:

B+ ztpr [Q(VT”, z}, r)] é\/w;I(VTH; ZHR=r).

Thus,
1 & — o~ Ba — W
— . + 7+ e R .7+
(A < 5 3B 72 (97420 R < 2 3D 2007+ 2,
This completes the proof. O

C.3 Proof of Theorem 3.3

Proof. Let h(z) = e _x';”_l be the Bernstein function. Similar to the proof of Theorem 3.1,
we let g(wt,z) = E- 1o+ {K(W;,Ej')} — L(w*,Z}).  We have already known that

EW+ z+' [g(w+v Z:r/)} = 0and ’Q(W+7Zi+/)‘ < 7. By Lemma A.5,

log By 5 [ 2] <h(nt)PEyy, 0 [(EWZ,% e, 2] —E(Wt’z?/))z}
<h(nt)t*y3,
where the second inequality is by the definition of v5-SCH-B stability.
Plugging the above into Eq. (17),
etg(WﬂZj’)}
E

o I(W+: Z) + log B ~+/[
7.7 <i
I(W+;Z;r)

W,z

< inf
>0

+ h(nt)tys.
Usually we have 73 < 7% < 7y, we lett = 1 /71, then

h(1)v3 3
h(y1t)th2 = h)vs 7902
et et

Thus,

This concludes the proof. O

D Omitted Proofs in Section 4

D.1 Proof of Theorem 4.1

Proof. We now prove the first bound. Let g(@;, 2;,u;) = (—1)" ({(; , %) — £(w], 2;)). By
Lemma A.2, we have

I(Zi; U2|W1 =w;) + logEz Ul [etg(wi’z’Ui')}

Bz, v 1w, [g(wi,Z,Ui)} <inf (19

—t>0 t

Since U! 1L Z;, we have Eu: [9(wi, 2, U})] = Eyy [(—1)Uz" (U(w;, 2) — €(wf, 21))] = 0 for any

w; and Z;. Ergo,
Ez o, [EU{ [9(@1'7Z1',U{)H =0.
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By the definition of A (10;),

9, Z;, U}) < sup |0y, z) — (7 z)| < Ag ().

2, €20,

= |ec; . 20 - @, 20

Thus, (s, Z;, U}) is a zero-mean random variable bounded in [—A; (w;), A1 (w;)] for a fixed w;.
By Lemma A.3, we have

5 20 (0;)?
E/Z\l U,"u”;i [etg(w,Zl,U,i)} S e 2 .

Plugging the above into Eq. (19),

~ — 2 ~ \2
I(Z:; U|W; = ;) + 2@
(2 U, = ) + £ o)

= B 5. 7. U <
EZi,UHwi {g(w“Z“U’)] —tlr>lg t

Recall Eq. (14) in Lemma A.1 and by Jensen’s inequality for the absolute function, the first bound is
obtained:

ZIE~ [Al 2IWi (ZZ,Ul)] 1)

To prove the second bound, we return to Eq. (20), and take expectation over Wl first. By Jensen’s
inequality,

By [A(W;)?]

o7 1(Z; Ui |W; =
T P AN P S L
T t>0 t

(22)

:\/2]Ewi [A(Wi)2]1(213Ui|Wi)'

Therefore, we have the second bound as below

Eu(A) < = Z\/2]E~ W }(Zl,U|W) (23)

For the second part of Theorem 4.1, notice that it’s valid to let v3 = EW [A(Wi)}, then recall
Eq' (21)3

273 — S
§ ]E~[ 2 Wi (ZZ,UZ)] \[732\/ sup  I9(Zi;Uy).
n ~
i=1 U)ie(

Ws )ie Zzn
This completes the proof. O
D.2 Proof of Theorem 4.2

Proof. The proof is similar to [18, Theorem 2.1]. By the chain rule,
1(Zi; Us, Wz) = I(Z; U’L‘WZ) +1(Z;; Wz) 24

H(Z;|U;, WZ) (Z—) — H(ZW,) = I(Z;; WZ-) Thus 1(Zs; Us, W) 1(Z;;
Eq. (24) and by the non-negativity of mutual information, we have I (Zl, U,| Z) < I(W;; Z;). Note
that I(W;; Z;) = I(W,;T; Z;") = I(W; Z;). This completes the proof. O
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D.3 Proof of Theorem 4.3

Proof. We first return to Eq. (19) in the previous proof, and we have already known that g(;, Z-, Ul)
is a zero-mean random variable bounded in [—A; (0;), A1 (w;)] for a fixed w;.

By Lemma A.5, we have

08 E5, 11, [ WMZ%UD] <h (D (@0)t) B, 4, [g(ﬁ)i,Z,U-/)z]

Plugging the above into Eq. (19),

~ 5 . ) ) < M}
EZ“Ullu)l |:g(w7,7Zz,Ul):| ~ tn;g t

(25)
Lett = ﬁﬁu)’ we have

70, | (t07 20— ta7 20)'|
Ay (w;) '

Ez. vl [ (W, Zin)} < Ay (@:)1(Z3; Us|W; = ;) +0.72
~ o \2
Let A(’lf)l) = E/Z\ilﬁu [(f(ﬂ], Zz) — E(ﬁ)j, Zz)) :| /Al (@1)2, then

A< ZE~[ (IW(Z“U)+O72A( ))}

For the second part, if A is further S3-uniform stable, recall Eq. (25) and by the non-decreasing
property of h, we have

I(Zs; U|Wi:w)
t

Bz, va, |90 2 U3)| < int +h (Bat) tE, 5, [(ﬁ(w;,Z) e(wj,z,))?].

t>0
Lett = and taking expectation over WZ, we have
~ 2
N . . EZ Wl |:(€(Wz_7 ZL) - é(Wj—a ZZ)) :|
Ez v.w {Q(Wi, Zi, Uz)} <P2I(Z;; Ui|W;) +0.72 3,
—BQI(ZZ,U |W) +0. 72,8
2

where the equality is by the definition of v4-SCH-D stability.
Thus,

I 5=

[Eu(A)] <~ > BoI(Zi; Ui|W;) + 0. 72;4 .
i1 2

This concludes the proof. O

D.4 Proof of Theorem 4.4

We present a stronger version of Theorem 4.4.

Theorem D.1. Under the same conditions in Theorem 4.1, and we further assume that A is ~o-SCH-B
stable and symmetric with respect to S, i.e. it it does not depend on the order of the elements in the

training sample. Let Ay(W) = L 31" | Ay (W;)2, we have

Ew.s |(Ls(W) — LM(W))Z] < S]EW [Al(W) (IW(E; U) + 1053)} n % + 42,
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Then Theorem 4.4 is a corollary of Theorem D.1.

Proof of Theorem 4.4. For [32-uniform stable algorithm, by A; (W) < 82 and 72 < /32, we have

S% log 3
n

Ew,s [(LS(W) — LM(W))Q} (I(E; U|W) + ) + % + 432

L5I(E;U[W) + 0.82 1
=433 ( (E:UIW) + 1) +
n
This completes the proof. O

Before we prove Theorem D.1, we need to first obtain the following lemma.

Lemma D.1. Under the same conditions in Theorem 4.1, let Ay (W) =150 A (’1/172)2 we have

Ew.s <:L > Ewiw [(W*, 2))] - Ls(W)> S%EW [Al(W) (IW(E; U) + 1053)].

Proof of Lemma D.1. Here we borrow some proof techniques used in [58, Thm. 2].
Let g(w@, 2, u;) = (—1)" (€(w; , 2;) — (@], %)) and let G ~ N(0, 1) be an independent standard

7 7

Gaussian random variable. Let f =t (1 3" | ¢)? in Lemma A.2, then

— " 5 02
Lo ~ 2 I(E;UIW = ) + log B g [ (5 2t 900 2:00)7]
~ il . 7. U <3
IEE,U|w nzlg(w7ZuUZ) —%gg n
I(E;UIW = ) +1og Ep,rja [Eq [ Ziao@Zu0D)] |
=inf
t>0 t
(26)
I(E;UIW = ) +log Eg, pjas | [Tiy Buy [e 0@ Zu0D] |
= inf '
t>0 t
— G2Eyr | A (@)
I(E;U|W =) + logEqg [e 2 }
< t @
[(E;U|W = @) + log (1/\/1 — Exig (i) Z?;ﬁ“@”z)
< inf n
te (()W)
(28)
I(EB;UIW = ) — b log (1 - 22t
= inf ¢ ’
te (0"223’::21(@7:)2)
where Eq. (26) is by the moment generating function of Gaussian distribution: E¢; [¢*“] = e

for all A € R, Eq. (27) is by Lemma A.3 and Eq. (28) is by the moment generating function of

chi-squared distribution: E¢ {e/\Gz] < \/11—ﬁ for A < 1.

— n? : :
Lett = ST AT (@) be substituted to the last equation above, we have

2
I -5 3 @ 5 ~ . log3

Egvje (nZQ(U)aZhUi)> SjZAﬂwi)Q (I(E;U|W:w)+ §> (29)
i=1 ;



Let Ay (@) = L 2" | Ay (;)?, and taking expectation over W for both sides,

2
n R _ _ — 1
Ep yiv (:LE g(W,Zi,UZ-)> S%EW [Al(W) (IW(E;U)+ 053)} (30)

i=1

Applying Jensen’s inequality to the square function, we have

(:L ZEwiIW (W, z,)] - LS(W)> <Egyiv (:L > 9(W. Z, Ui)) .

i=1
Combining Eq. (30) with the inequality above will concludes the proof. O
We are now in a position to prove Theorem D.1.
Proof of Theorem D.]1.

Ews |(Ls(W) = L(W)?]

=Ew,s

%iaw, Z:) — By (W, Z’>])

=Ew,s ( 4 (W, Z;) ZEW\W ZEW\W Wi,Zi)}—EZ«[f(W,Z’)]>

2
1 < 1 & ‘
<L2Ews <n§ Z(W,Zi)—ﬁi Ewijw [é(WﬁZQ])
i=1 1=1

B,

n 2
+2Ew,s [(:L Zﬂ‘zwqw [C(W*, Z;)] — Egi [((W, Z’)]) ] :

B,

where the last inequality is by (z + y)? < 222 + 2y?. Notice that B; can be bounded by using
Lemma D.1. We now focus on Bs. Since Ez/ [((W, Z')] = L 3" | Bz [((W, Z')], we have

n n 2
By =Ew. s <’iZEWLW [E(Wi7Zi)] — %ZEZ/ [K(VV, Z") — Ewow [((Wi7Z/)] + Ewiw [K(WZ7Z/)]]>

=Ew,s (

3\'—‘

n 2
ZIEW iqw (W, Z;) —Eg [6(W*, Z")] —fZEZ/ —Ewiw [e(wﬂz’)}])

SzEW,S <71L Z W1|W Wi7Zi) —Ez V(Wl’ Z/)]])

+2Ew [(iZEz/ [E(W, ZI) *EW’|W [f(WﬁZ’)]]) ] .

By
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For B3, we apply Jensen’s inequality to move the expectation over W outside of the square function,

2
1 — , ,
By <Ew1 w2, wn.g (n ZE(Wzvzi) —Ez [E(WZ,Z')]>
=1

n 2
=Es sr (;ZE(A(S",R),ZQ —Ez [z(A(Si,R),Z’)]> )

Notice that S’, S and R are all independent with each other (so Wi, Z; and Z{ are also independent
with each other). If we further let A be symmetric, namely W* does not dependent on 4, then the
inequality above is equivalent to

2
1 n
Bs <Bw.s <n N UW, Z0) — Bz (LW, z’)])
=1

n 2
—Ew |Es (i > _UW.Z}) —Ez [L(W, Z’)])

Hence, the inner expectation in the RHS above is just the variance of the sample mean of 7 i.i.d
bounded random variables. Recall that £(-, -) € [0, 1], thereby

Varz/(ﬂ(I/V, Z/))

1
BB<EW{ }<7
n 4n

where the second inequality is by Lemma A.4.

Then, for By, we also apply Jensen’s inequality to the square function, and by the definition of
~v2-SCH-B stability, we have

2
1 & ,
By <Ew,z <n ZZ(W Z'") = Ewiw [e(WQZ’)])
i1

S% ZEW,Z' [(K(W, Z') = Bwiw [E(Wi’zl)])ﬂ <%

Putting everthing together, we have
Ew.s [(Ls(W) = Lu(W))’] <2B1 + 2B,
<2B; +4Bs + 4B,

1
<2B; + I + 42

6 _ o~ = log 3 1
<o |8 (1B + E2) |+
n 2 n
where the last inequality is by Lemma D.1. This completes the proof. O

D.5 Proof of Theorem 4.5
Proof. Let g(Z, w;, w;,w;) = (=1)" (£(w;, ) — £(w;, Z;")). Again, by Lemma A 2, we have

I(Wi, Wi Uil Z = 51) + 108 By, g7, 10+ [eta@ﬁwiwwn]

~t>0 t
(31)
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Similar to the prev1ous proofs it’s easy to see that g(Z;", W;, W;, U/) is a zero-mean random variable

bounded in [—Az(Z"), Ag(Z;")]. Thus,
2Ny (5])?
2

By, w.v, =+ gz Wi, W, U] Sgg ! ; !

I(W; W 35U | ZF =21)
20, (22

To prove the first bound, we let ¢t = \/ , then

]EW“W“Ulléj— I:g(g:r’W747W’L7U'L)} < A2 \/2'[ WZ’Wl’U |Z+ )
Recall Eq. (14) in Lemma A.1, hence,

1 & - — —
E (A< 0D Bz {AQ(ZT)\/ﬂZf(Wi,Wi;Ui)}.
i=1

To prove the second bound, we take expectation over Z‘" for Eq. (32),
t°E 4 [A2(Z)?]

2

I(Wi, Wi Ui Z) + =L

=4 —_

I(W; WU | ZH)

Lett = 2]]‘:2} [AQ(Z:»)Z] P

then

Eyy, 70,2+ 9025 W Wi, U3)] < \/2IEZ? |82(Z 2| 1w, W 03| Z).

Ergo,

1< ~ — ~
(Al <~ > \/2IEZ+ {AQ(ZZ*)?}I(WI-,WZ-;UAZ;F).
i=1

This completes the proof.

E Omitted Proof in Section 6

E.1 Proof of Proposition 1

Proof. By Jensen’s inequality and triangle inequality, for any ¢ € [n], we have

Es r.z {(Z(W, 7' — EW”W [e(w, Z’)])Q}

<Ewwi z [(5 ) — (W, Z")) }
R [(e ) — l(w*, Z') + b(w*, Z') — e(wi,z'))z}
<IEyy.z [(Z(W Z" — (", Z/)ﬂ + 2By g [(z(wi, Z") — (", Z’))Q}

<ABEw (L,(W) = Lu(w")* |,

where the last inequality is by the definition of the Bernstein condition. This completes the proof.

E.2 Proof of Theorem 6.1

(32)

(33)

(34)

O

Proof. Let g(Al;,u;) = (—1)"“A¢;. Notice that |g(AL;,U!)| < B and g(AL;,U}) is agian

zero-mean, then
I(AL;U;) +1ogEap, vr [etg@Li,U,;)}
t

EALz‘,Ui [g(ALi7 Uz)] <
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Thus,
/B n
Eu(A) < =2 D VRI(AL:T:).

i=1
To prove the disintegrated CMI bound, we let g be defined in the same way, and the remaining
development is the same with the proof in Theorem 4.5.

For the second inequality, notice that I(AL;;U;) < I(ALj; UZ|2L+ ) by using the chain rule of

mutual information and the independence between Z;r and U;. In addition, moving the expectation
over Zf inside the square-root function by Jensen’s inequality, we have B4/ 1 24 (AL;U;) <

I(ALy; U | ZF). O
E.3 Proof of Theorem 6.2

Proof. Before we prove Theorem 6.2, we first show the following lemma.

Lemma E.1. For anyi € [n], we have 7 I(Fy, Fy; Uil Z,") < I(Fiuy, i U1 Z)).

Proof of Lemma E.I. First, by I(F;, Fy;U;|ZT) = HU;) — H(U|F;, Fy,Z7) and

I(F;, F;Ui|Z}) = H(U) — H(U|F;, Fi, Z)), and notice that H(U;|F;, Fy, Z}) <
H(U;|F;, F, Zf), we have

I(Fy, F Ul Z) < I(F;, F U\ 7). (35)
Then, using the chain rule,

I(F;, Fy; UZ|Z[—;]) + I(Fiapis Finpvi Uilé[—;]thFi) = I(Fn), Fip Uz|Z[J:L])

By the non-negativity of mutual information, we have

I(Fy B Ui\ Z) < I(Fyg, s Uil Z)- (36)

Furthermore, by the independence of each U; (i.e. I(U;; U [n]\i|Z [Z ]) = 0), we have

ZI(F[n},F[n]; Ui|Z[—Z]) < I(Fpy), s U|Z[JIL])- (37)
i=1
Combining Eq. (35-37) will conclude the proof. O

We now prove Theorem 6.2.

For a given Z [n]> the number of distinct values of their predictions, denoted by k, are upper bounded
by the growth function of F evaluated at n,

d
ESNOEICOR

where the second inequality is by Sauer-Shelah lemma [53, 57] for n > d + 1.
Thus,

- = _ s = _ en
I(Fy Fos U|Z) < H(Fry, F|Z) < H(Fl)|Z) + H(Fr| Z77) < 2d1og (g) .
(38)
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By Jensen’s inequality and Lemma E.1, we have

I(F[n]aF[n]; U|Z[—;])

n

- = 1 & _ .
( y £y l 1)— n; ( y £y | z)—

Plugging Eq. (38) into the inequality above,

1 < B\ d i
S it reoiz <o Tus(3)

i=1

which completes the proof. O

F CLB Exampls

In Example 1, [21, Thm. 17] demonstrates the non-vanishing behavior of individual IOMI and
e-CML. This is primarily attributed to the dimension-dependent nature of IOMI and CMI. Specifically,
there are certain dimensional settings where IOMI can grow faster than O(n), as shown in [21,
Thm.4], and CMI approaches a certain fraction of its upper bound, as illustrated in Example 1,
resulting in non-vanishing behavior. Specifically, in Example 1, [21] employs the birthday paradox
[37, Sec. 5.1] problem to demonstrate that for a large value of d, the probability that no pair of

instances in Z sharing the same non-zero coordinate (referred to as event Ey) is smaller than a
constant probability (that could be independent of n). Particularly, it is shown that if d > 1_3{}%,

then P(Ey) > ¢ > (1 — 2”—;1)2”71. As an example, [21] chooses d = 2n?, resulting in ¢ > 0.1.

Failure of I(W;Z;) Consider the case where d = 2n2. For the individual CMI [49, 70],
I(W;U;|Z;), we have the following:

I(W;U;|Z;) = log2 — H(UJW, Z;) > 0.1 - log 2.

This inequality holds because when event Ejy does not occur, one can determine the value of U;
completely, as the returned hypothesis is a weighted sum of the sample. In other words, examining
the non-zero coordinates of W is sufficient to determine U;. For an in-depth derivation of this
inequality, readers are referred to the updated version of [21], where their corrected proof involves
Fano’s inequality. Furthermore, using the relation I(W; Z;) > I(W; U;|Z;) [70], we conclude that
I(W;Z;) € Q).

Failure of (2 i3 Ui |l47 ) Notably, our hypotheses -conditioned CMI also does not vanish for the
same reason. More precisely, when W and Z are given, there exists a constant probability (indepen-

dent of n) that allows us to fully determine the returned hypothesis based on Zi, thereby determining
the value of U;.

Failure of I(AL;;U;) Furthermore, even the loss difference based CMI (e.g., as shown in Theo-
rem 6.1), which provides the tightest CMI measure, still does not vanish. This is attributed to the fact
that if the hypothesis W is independent of certain Z, there exists a constant probability where the
loss becomes zero (recall that the loss is the negative inner product of W and Z). Consequently, one
can determine the value of U; by observing the sign of the random variable AL;. This also indicates
the limitations of e-CMI and f-CMI in capturing the generalization behavior for Example 1.

In Example 2, following the approach in [21], the training sample S = {Z;}?_, ~ p™ can be repre-

sented as S = (51, €9,...,En), Where {g;}7_; is a sequence of independent Rademacher random
variables, i.e., sl ~ Unif({—1,1}). The empirical risk is given by Ls(W) = — == L (W, 5" ).
In this case, the ERM solution is Wgry = 2o if sign(>",_, &) = 1, and Wy = —20 if

sign(>"7_, e;) = —1. Itis clear that

sup |l(w, z) — {(w',2)| < sup L|lw —w'|| < 2LRy.

w,wt,z w,wt,z
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Hence, we observe that (3 is now a constant, whereas IOMI has an upper bound: 2?21 w; 2z, <
I(W;S) < I(W;sign(d>or ;) < H(sign(} i, €;)) < 1, where the second inequality follows
from the Markov chain S — sign(>"""_; ;) — W. This provides us with a generalization bound of
%. Meanwhile, the actual generalization error satisfies £, (A4) > \L/% (see [21, AppendixB] for
a derivation). Thus, the IOMI bound is tight up to a constant, and the stability bound S itself is

vacuous. It is worth noting that I (Z, UAWZ-) < I(W; Z;) < 1 by Theorem4.2, indicating that the
CMI bound is also tight.

We would like to note that the failures of chained mutual information bounds [2] are not demonstrated
in the counterexamples presented in [21]. Notably, when the hypothesis is quantized, it becomes more
challenging to guess U; or Z;. Therefore, exploring the potential of chained information-theoretic
bounds, which do not necessarily rely on stability notions, could be another avenue to explain the
generalization behavior observed in these counterexamples.

G Additional Applications

G.1 Compression Schemes

We now consider the algorithm that has a compression scheme [30]. Formally, a sample compression
scheme of size k& € N is a pair of maps (A1, .4s2). Specifically, for all samples s with n > k,
A; : 2" — Z* compresses the sample into a length-k subsequence A;(s) C s. Then A :
ZF — W could be some arbitrary mapping. Hence, A(-) = As(Ai(+)). Let K be the index set
for S selected by A;, and let K be the selected index set for S?. In this case, our supersample-
conditioned CMI has an upper bound: I(W;, W; U,|Z+) < I(K,K; U,|ZZ+) < H(K,Fﬁj‘) <
2log (Z) < 2klogn. Then, if A is further S-uniform stable, then we have the generalization bound
Eu(A) < O(Bay/Elogn). If By < O(1/4/n), this bound improves the bound in [58]. It is unclear if
we can obtain any improved bound for stable compression schemes [7], in which case [19] provides
an optimal bound that removing the log n factor for the realizable setting. A main difficulty is that an
interpolating algorithm is usually unstable due to the fitting-stability tradeoff [54, Sec. 13.4].

G.2 Distillation Algorithm

The high-probability generalization property of distillation algorithm is studied in [16]. In the first
training stage of distillation, we obtain a w} from a highly complex hypothesis space W; based on
a training sample s. Same to [16], we assume that the first learning stage is a-sensitive, namely
[lwi —wk || < o= O(1/n). In the second stage, the algorithm A will select a hypothesis that is
A-close to w from a less complex hypothesis space Wo = {w € W : ||jw —w¥||c < A}. Let the loss
function £ be L-Lipschitz with respect to the first argument. Consequently, y3 < L||w} —w || < La.

Then, by Theorem 4.1, we have £, (A) < Lot 3" | \/2H(U;) = /2log 2La. Notice that the loss
here may not necessarily be bounded or sub-Gaussian, rendering previous bounds inapplicable.

G.3 Regularized Empirical Risk Minimization

Regularized Empirical Risk Minimization (ERM) learning rules involve minimizing the empirical
risk and a regularization function jointly: argmin,ecyy Lg(w) + freg(w), where freg : W — R.
Here we specifically consider Tikhonov regularization [54], namely freq(w) = A||w||?, where A > 0
is a tradeoff coefficient. The regularized ERM algorithm .4 aims to find

w = arggéigles(w) + AJw||?.

This regularization term ensures strong convexity of the training objective. Based on Theorem 4.3,
we can derive the following results.

Corollary G.1. Assume that the loss function € is convex and L-Lipschitz. Then, for the regularized
ERM algorithm with Tikhonov regularization, we have

n-

2L (1 & ~ —
Eu(A) < S| =D I(Z:UiWi) +0.72 )
=1
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Proof of Corollary G.1. By invoking [54, Corollary 13.6], we know that v, < 8y = % Plugging
the value of 8o will give us the desired result. O

Corollary G.2. Assume that the loss function is p-smooth and nonnegative. Let \ > 2—75. Then, for
the regularized ERM algorithm with Tikhonov regularization, we have

4800 (1N~ ~
Eu(A)] < =" <nZI(Z; UilWi) + 0.72) .
=1

Proof of Corollary G2 By invokir}g [54, Corollary 13.7], we know that v, < 8o = %. Plugging
the value of B2 will give us the desired result. O

Although these bounds do not enhance the convergence rate of O(1/n) in these settings, they con-
sistently offer tighter results compared to uniform stability-based bounds if = > | T (2 ; Uz|/VI7L) <
0.28. In addition, the expected empirical risk Ly appears in the bound of Corollary G.2. While A has
a lower bound, L,, could not be arbitrarily small for the regularized ERM.

Notice that previous information-theoretic bounds could not obtain the convergence rate of O(1/n)
as in our results unless ICMI or CMI itself decays with O(1/n).

H Additional Discussions and Open Problems

Stochastic Gradient Descent (SGD) Since the influential work of [22], stability approaches have
been widely employed to provide generalization guarantees for (sub)gradient-based optimization
algorithms, such as SGD, under certain conditions like the convex-smooth-Lipschitz loss. More
recently, [5] extended the results of [22] to the non-smooth loss function in the SCO setting.

In contrast, information-theoretic (weight/hypothesis-based) bounds are typically used to analyze
the noisy version of SGD, known as SGLD [43, 40, 18, 49, 60]. Directly analyzing SGD poses
challenges because the returned hypothesis W contains a significant amount of information about .S
or Z;, resulting in potentially large (even infinite) mutual information. The prevalent approach to
applying information-theoretic bounds to SGD is by introducing noise [41, 61], but this has been
shown to yield non-vanishing bounds in [21, Thm. 4].

The combination of information-theoretic bounds with stability for analyzing the generalization
of SGD presents a promising future direction. However, some potential difficulties may arise.
For instance, if we continue to use the Gaussian noise perturbation method for the weight-based
information-theoretic bounds, we would need to characterize the stability property for the perturbed
SGD, which might require techniques employed in [38]. Additionally, when combining stability
notions with loss difference based CMI (or e-CMI/f-CMI) bounds, as they cannot be unrolled using
the chain rule and data processing inequality as in the case of weight-based IOMI/CMI bounds, it may
not be possible to bound such CMI terms using trajectory-based quantities. This raises doubts about
the potential for obtaining more informative generalization bounds compared to the stability-based
bounds themselves.

Generalization Bounds beyond Mutual Information In the information-theoretic literature, it is
common to replace mutual information with alternative distributional measures, such as Wasserstein
distance based bounds and total variation based bounds [50]. A promising future direction is to
incorporate the stability property of algorithms into these bounds, as demonstrated in this work. It is
worth noting that obtaining KL divergence-based bounds should be straightforward since they rely on
the same foundational Lemma A.2 as discussed in this paper.
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