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A Detailed Setups of Our Experiments

A.1 Downstream Datasets

We provide here detailed descriptions of the four downstream datasets used in our experiments. These
datasets cover diverse modalities and task types, including image captioning and multiple-choice
VQA, enabling comprehensive evaluation of BYE across varied real-world settings. Details in Tab. [T}

ScienceQA. ScienceQA [47]] is a multimodal multiple-choice QA benchmark for science education,
involving questions grounded in both text and images. We use 6,218 training and 2,017 test samples.
Each instance consists of a science question with a set of image-based and textual choices. The model
is required to select the correct option label (e.g., "A", "B"), with accuracy as the primary metric.

IconQA. IconQA [48]] focuses on abstract diagram understanding, requiring models to reason over
symbolic and schematic visual content. We follow the multiple-choice setting (10,000 train / 6,316
test). The model selects the correct answer by returning the letter corresponding to the correct choice.
Accuracy is used for evaluation.

Flickr30k. Flickr30k [80]] is a widely-used image captioning dataset consisting of everyday scenes
involving human and object interactions. We select a subset containing 10,000 training and 1,000 test
images, following prior vision-and-language (V+L) instruction tuning setups. The task is to generate
a one-sentence caption for a given image. Performance is evaluated using the CIDEr score [69]].

RSVQA. RSVQA [46] is a visual question answering benchmark designed for remote sensing
imagery. It contains high-resolution satellite images paired with natural language questions and short
answers. We select 10,000 training and 10,004 test samples. The model is expected to answer each
question using a concise word or phrase, with accuracy as the evaluation metric.

A.2 Finetune Hyperparameters

All models were fine-tuned using 4 NVIDIA RTX 4090 GPUs (48 GB each). We adopted LoRA-
based lightweight fine-tuning for all experiments. For each dataset, models were trained for 3 epochs
with a global batch size of 16. The learning rate was set to 2e-4 for LLaVA-1.5-7B and 4e-5 for
InternVL-2.5-8B. Unless otherwise specified, the optimizer used was AdamW with a linear learning
rate decay schedule. Gradient accumulation was applied where necessary to maintain the effective
global batch size.

A.3 Selection of the BSI Threshold

We set the BSI threshold 7, to 2.0. Intuitively, this choice requires the mean separation between
the two Gaussian components to exceed the combined standard deviation, indicating a moderate to
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Table 1: Detailed downstream dataset descriptions.

Datasets ScienceQA [47] IconQA [48] Flickr30k [80] RSVQA [46]
(Train/Test) (6218/2017) (10000/6316) (10000/1000) (10000/10004)
Venue [NeurIPS’22] [arXiv’20] [TACL 14] [TGRS’20]
Task Science Question Abstract Diagram  Everyday Activities VQA for
Answering Understanding Portrayal Remote Sensing
Metric Accuracy (1) Accuracy (1) CIDEr (1) Accuracy (1)
Answer Option Option Caption Phrase
Answer with the option’s Answer with the option’s Provide a one-sentence Answer the question
Prompt letter from the given letter from the given caption for the using a single word
choices directly choices directly provided image. or phrase.
- == W
- alalalsls) o "
L. (815 ) %
Description Q: Which country is Q: How many balls
highlighted? are there? A: A dog jumps by a . 9
A. Saint Lucia B. Jamaica A.1B.3C.8 tree while another lays Qs t};_e?, aroad?
C. Haiti D. Cuba D.7E.2 on the ground. A Yes
A:D A:D

strong bimodal structure. Setting a lower threshold would include noisy or weakly informative layers,
while a higher threshold risks excluding layers with meaningful discriminative power.

To validate this choice, we conduct an ablation study varying 7, € {0,0.5,1.0,1.5,2.0,2.5,3.0}
and evaluate poisoned sample detection performance, including Precision (P), Recall (R), and F1
score. As summarized in Tab. 2, lower thresholds result in higher recall but significantly lower
precision due to noise amplification, while overly strict thresholds (e.g., T, = 3.0) fail to detect
any sensitive layers. Setting 7ps; = 2.0 achieves the best trade-off, yielding the highest F1 score and
maintaining robust detection quality.

Table 2: Effect of BSI threshold 73,5; on poisoned sample detection. Precision (P), Recall (R), and
F1 score are reported for different threshold settings.

Thsi | Precision (P) Recall(R) F1
0.0 48.13 95.17 63.93
0.5 67.78 94.52 78.95
1.0 96.90 90.66 93.68
1.5 97.75 90.82 94.16
2.0 98.82 94.69 96.71
2.5 96.74 95.65 96.19
3.0 No Sensitive Layer Detected

B Resistance under Diverse Trigger Types

To assess the robustness and generalization ability of our method under diverse backdoor strategies,
we consider three distinct trigger designs that differ in spatial placement and visual characteristics:
(1) Default, a fixed black square at the image center; (2) Random Position, where the same patch is
placed at varying locations; and (3) Texture Patch, which overlays a high-frequency checkerboard
pattern. These triggers simulating realistic attack variations. For all variants, we poison 10% of the
training set by modifying the input images and assigning a fixed target label.

Since images in downstream tasks vary in resolution, we avoid using a fixed pixel-size trigger, which
may appear too conspicuous in small images or ineffective in large ones. Instead, we define the
trigger size relative to the image’s minimum side length: both the patch height and width are set to
1/16 of the minimum side length. This ensures that the trigger maintains a consistent relative scale
across samples. For all strategies, triggers are injected via direct pixel replacement before any data
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Figure 1: Visualization of different trigger designs. Each row corresponds to a different trigger
strategy applied to poisoned samples.

(c) Texture Trigger

preprocessing or augmentation. Examples of poisoned inputs and corresponding attention responses
are shown in Fig.[I]

Default Trigger. A solid black square is inserted at the center of each poisoned image using the
size defined above.

Random Position Trigger. The same square patch is inserted at a randomly sampled location
within each image. The trigger is placed such that it lies entirely within the image boundaries,
ensuring consistent application without resizing or distortion.

Texture Trigger. We generate a high-frequency checkerboard pattern of the same size and insert it
at the image center. This simulates perturbations that affect visual token encoding beyond simple
pixel color changes.

As shown in Tab.[3] BYE consistently reduces ASR to near-zero across all variants while maintaining
high CP. Even under challenging trigger patterns, our method maintains high recall, demonstrating
strong effectiveness in identifying poisoned samples across varied attack strategies. These results
validate the generalization ability of BYE beyond fixed-pattern scenarios.

C Comparison of Clustering Methods

We compare three clustering methods for separating poisoned and clean samples based on the
aggregated attention entropy H(z,q): (1) GMM [61]], the default choice in our main pipeline; (2)
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Table 3: Performance under diverse trigger types, reporting CP, ASR, P, R, and F'1.
Trigger Type \ CPt ASR|y P1T R1T F17
Default 89.64 0.05 98.82 94.69 96.71

Random Position | 89.59 0.19 92,93 93.08 93.56
Texture Patch 8795 0.04 80.10 95.81 87.22

Table 4: F'1 score (%) of poisoned sample detection with different clustering methods.

Model \ Method ScienceQA [47] IconQA [48] Flickr30k [80] RSVQA [46]
Threshold 71.52 32.07 72.06 28.99
LLaVA [44] K-Means [42]] 96.71 90.26 87.33 99.35
GMM [61] 96.71 92.65 87.38 99.60
Threshold 56.92 58.56 26.58 51.48
InternVL [12] | K-Means [42] 95.28 94.83 85.01 99.50
GMM [61] 95.08 94.79 88.34 99.45

K-Means [42], a simpler non-probabilistic clustering method; and (3) a Fixed Threshold baseline that
flags samples with H (x,q) < 4.5 as poisoned.

As reported in Tab.[d] both GMM and K-Means consistently outperform the fixed threshold method
by a large margin across all datasets and models. Notably, the performance of GMM and K-Means is
highly similar, with F1 scores differing by less than 0.3 points on most benchmarks. This observation
holds for both LLaVA and InternVL, and across datasets with diverse characteristics such as structured
visual reasoning (ScienceQA, IconQA) and open-ended captioning (Flickr30k).

We hypothesize that this similarity in performance stems from the relatively clean and well-separated
entropy distribution produced by our model design. The poisoned and clean samples tend to cluster
into two distinct groups in the entropy space, which makes the binary separation task straightforward.
In such scenarios, the more complex assumptions made by GMM (e.g., modeling full covariance
structures) offer limited benefit over the centroid-based decision boundary of K-Means.

Despite the empirical parity, we opt to retain GMM in our default pipeline for two main reasons.
First, GMM provides a probabilistic framework that models variance and density explicitly, making
it more robust in scenarios with subtle or skewed distributions, such as low-poisoning-rate regimes or
noisy real-world data. Second, GMM integrates naturally with our entropy-based BSI layer selection,
as both components rely on Gaussian assumptions. This design consistency ensures stability and
interpretability across modules.

In summary, while K-Means performs competitively and may be preferred in lightweight deployments,
GMM offers better extensibility and robustness, which aligns with our broader goal of generalizable
and principled backdoor mitigation.

D Broader Impact

This work offers a self-supervised defense mechanism that strengthens the safety of MLLMs against
backdoor attacks in FTaaS scenarios. By detecting poisoned data without clean references, it helps
reduce the risk of malicious model behaviors in critical applications such as education, healthcare,
and autonomous systems. However, revealing that low attention entropy is a reliable signal for
detecting poisoned samples may also motivate adversaries to craft more evasive triggers that diffuse
attention or imitate benign entropy patterns. To mitigate such risks, we advocate for future research
on adaptive defenses and the development of robust auditing tools for fine-tuning pipelines.

E Detailed Comparison with SentiNet

To highlight the distinct advantages of our proposed BYE method, we conduct a focused comparison
with SentiNet [14]], a representative defense framework against localized universal backdoor attacks.
Rather than offering a general overview, this comparison is intended to clarify how BYE advances
beyond prior approaches in terms of architecture generality, attack assumptions, and detection
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mechanisms. A concise summary of the key differences is presented in Tab. |5} with further analysis
provided thereafter.

Table 5: Comparison between BYE and SentiNet across five critical dimensions.
Aspect SentiNet [14] ‘ BYE (Ours)

CNN-based, Transformer-based,
Saliency-driven Attention entropy-driven

Architecture Scope

Generic patch-based backdoors

Attack Assumption Localized universal patch (no locality or universality
assumed)
Input Modalities Unimodal (images only) ‘ Multimodal (vision-language)
Requires Grad-CAM,

Self-contained,

Auxiliary Dependency object proposals, 10 external modules

clean reference images

Limited to fixed
spatial triggers

Generalizability Robust to multi-trigger variants

Architectural Scope: CNNs vs. Transformers. SentiNet [14] builds on the spatial hierarchy
of CNNs and uses saliency maps over convolutional feature maps. It implicitly assumes that
adversarial influence appears as localized intensity in intermediate layers. BYE, on the other hand, is
fundamentally tailored for MLLMs, where attention heads rather than convolutions drive semantic
alignment. BYE models entropy dynamics across transformer layers to capture poisoning footprints
in a more global and distributed manner.

Assumption of Attack Format. SentiNet [14] is restricted to localized universal attacks which
static patches reused across many inputs. BYE does not rely on fixed-position triggers. Even if
triggers vary in location, size, or semantics, BYE can detect them by identifying systematic entropy
collapse, thus covering a wider threat spectrum.

Input Modalities: Vision-Only vs. Multimodal. SentiNet [[14] is limited to unimodal settings
and operates solely on image classification tasks, making it incompatible with the vision-language
reasoning required by modern MLLMs. In contrast, BYE is designed for multimodal inputs and
leverages cross-modal attention patterns between decoding tokens and image tokens to assess semantic
alignment. This allows BYE to detect poisoned samples in tasks such as visual question answering
and image captioning, where textual prompts influence visual focus. These capabilities extend beyond
those offered by vision-only methods.

Auxiliary Dependency. SentiNet [14] uses Grad-CAM to generate heatmaps, Selective Search
for region proposals, and overlays suspected regions on test images for final decision making. This
creates a reliance on handcrafted modules. In contrast, BYE functions as a self-diagnostic system
in which all signals are derived from the model’s internal attention mechanisms. Its pipeline is
gradient-free, reference-free, and fully automated.

Generalizability and Robustness. The reliance of SentiNet [[14] on localized saliency limits its
detection power under dispersed or multi-trigger settings. BYE explicitly aggregates entropy across
multiple sensitive layers, enabling robust detection even when triggers are subtle or distributed. As
shown in Fig. @] BYE forms clear bimodal separations under varied attacks, reinforcing its resilience.

Overall, BYE generalizes the concept of model-internal reaction to poisoning from CNN saliency to
Transformer entropy, and from local patches to global alignment disruptions—establishing a new
paradigm for self-supervised backdoor purification.
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