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StegaStamp watermarking

Diffusion model VAE-Cheng2020 VAE-Bmshj2018 JPEG Gaussian Blur Brightness Gaussian Noise Contrast

Figure 1: Quality-detectability tradeoff for five watermark schemes under eight attack methods. The x-
axis shows image quality metrics (SSIM and PSNR, higher values indicate better quality), while the y-axis
represents the detection metric True Positive Rate at 1% False Positive Rate (TPR@FPR=0.01, lower values
are better for attackers). The strongest attacker should appear in the lower right corner of these plots.

Original Image RivaGAN WM Brightness JPEG Gaussian blur VAE attack Diffusion attack

Figure 2: Examples of different attacks against Ri-
vaGAN watermark.

Original Image SSL WM Brightness JPEG Gaussian blur VAE attack Diffusion attack

Figure 3: Examples of different attacks SSL water-
mark.

Original Image StegaStamp WM Brightness JPEG Gaussian blur VAE attack Diffusion attack

Figure 4: Examples of different attacks against Ste-
gaStamp watermark.
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Figure 5: Theoretical and empirical trade-off func-
tions for RivaGAN watermark.


